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The following is intended to outline our general product direction. 

It is intended for information purposes only, and may not be 

incorporated into any contract. It is not a commitment to deliver 

any material, code, or functionality, and should not be relied

upon in making purchasing decisions. The development, release, 

timing, and pricing of any features or functionality described for 

Oracle’s products may change and remains at the sole discretion 

of Oracle Corporation.

Safe harbor statement
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Monitoring using Oracle Service names

Continuous monitoring of relocated Pluggable Databases (PDBs)

Password rotation for Oracle and ASM Databases

Simplified database fleet monitoring using Remote Agent

Enhanced Autonomous Database discovery

Raft-based Globally Distributed Databases (Sharded Databases)

Agenda
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Database Services

• Logical representation of the Oracle Database to its users

• Can have 1 or more services in a database

• DBAs can control resource allocation to Database Services

EM will support Oracle Service names for discovery and 
monitoring 

• Enables logical way to connect to RAC database

• Supported for all discovery options:  UI, EMCLI, REST APIs

• Supported for Single Instance and RAC Databases, 
Container DBs (CDBs) and Pluggable Databases (PDBs)*

Enables use of features that require database Service name 
connectivity (e.g., Database Service Firewall) 

Control database resources used for monitoring

Monitoring using Oracle Service names
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Discovery/ Monitoring Configuration
• Specify Service Name (in addition to SID)

• RAC Database Service Name
• Auto-applies to all RAC instances

• Service Name for each PDB should be unique to 
the PDB*

Can reconfigure already discovered database to use 
Service Names
• Edit Monitoring Configuration, specify Service 

Name

Order of precedence for different database 
connectivity options

• 1st:   Preferred Connect String (OMS/Agent)
• 2nd:  Service Name

• 3rd:  SID

Setting up monitoring using Oracle Service Names
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*Service names already supported for PDBs in EM13.5

RAC Database monitoring configuration



Existing behavior (prior to enhancement)

Monitoring of relocated Pluggable Databases (PDBs)
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Enterprise Manager

PDB1 Target

In blackout 
or deleted

Member of

PDB1 Target

Member of

CDB-A Target

No monitoring continuity:

• All history (metrics, jobs, incidents, 
etc.) with original PDB target are gone

• Re-implement monitoring on new 
target
• Add to appropriate group(s)
• Define metric settings, metric 

extensions, corrective actions
• Set Administrator privileges on 

target
• Add to Incident rules
• etc.

(new) PDB1-1 Target

PDB1 relocates to CDB-B

PDB1 Target

PDB1 relocates to CDB-B
CDB-A CDB-B

PDB1 PDB1

CDB-A

PDB Relocation



Enhanced behavior

Enhanced: Continuous monitoring of relocated PDBs
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Enterprise Manager

CDB-B Target

PDB1 relocates to CDB-B

PDB1 relocates to CDB-B
CDB-A CDB-B

PDB1 PDB1

CDB-A

PDB Relocation

CDB-A Target

PDB1 Target

Member of

CDB-A Target

Move PDB1 from 
CDB-A to  CDB-B

Put PDB1 in 
blackout

Stop 
blackout 
on PDB1

PDB Relocation procedure

You can track the individual steps that move 
the PDB target to a different CDB target with 
potentially new agent



Enhanced: Continuous monitoring of relocated PDBs - 2
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Monitoring Continuity for PDB targets

• DBAs can easily relocate PDBs to different CDBs with PDB 
monitoring and history intact

• PDB target can relocated to other CDBs…

• Without any lost of any history (metrics, jobs, incidents, etc.)

• Keeping its monitoring settings 

– If needed, relevant monitoring artifacts transferred to new agent

• Without the need to change target access privileges 



Two job types to change the database password

• Change the Password for the Database 
Monitoring User

• Change the Password for a Database User

New Password:   specified or auto-generated 
based on existing or ‘reference password’ 

• Use ‘reference password’ for new password 
policy, e.g., new policy increases minimum 
characters, special characters

Job changes the password:

In EM: agent credentials, preferred credentials, 
named credentials

In target database, including standby database*

• Uses Data Guard Automatic Password 
synchronization

Use as:

Periodic job against a group of databases

Corrective Action when password near expiration

• Metric: Monitoring User Expiry 

Customer blog and video:

https://blogs.oracle.com/observability/post/more-
secure-and-efficient-changing-dbsnmp-password-
using-automation

Changing Oracle Database password
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*Oracle Database 12.2 or higher auto-propagates password from primary to standby,  except 
on Far Sync or Snapshot Standby

https://blogs.oracle.com/observability/post/more-secure-and-efficient-changing-dbsnmp-password-using-automation
https://blogs.oracle.com/observability/post/more-secure-and-efficient-changing-dbsnmp-password-using-automation
https://blogs.oracle.com/observability/post/more-secure-and-efficient-changing-dbsnmp-password-using-automation


Changing Passwords on Primary and Standby databases
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EM Named Credentials

Primary DB Standby DB

Enterprise 
Manager (EM) EM Agent EM AgentEM Named Credentials

What the Change Password job does:
• Puts primary and standby databases in blackout
• Generates new password and updates password in primary database
• Updates EM agent’s monitoring credentials and named credentials
• In parallel, password in standby is updated using the Data Guard Automatic 

Password synchronization feature
• Blackouts stopped on primary and standby databases

Data Guard Managed environment



Job type to change the Oracle ASM password

• Change the Password for the ASM 
Monitoring User

New Password   

• Specified or auto-generated based on 
existing or ‘reference password’ 

• Use ‘reference password’ for new password 
policy, e.g., new policy increases minimum  
characters, special characters

Job changes the password

• In ASM Instance and Cluster ASM

• In EM: Agent credentials, Preferred 
Credentials, Named Credentials

Run job against

• ASM Instance, Cluster ASM or group targets

Changing Oracle ASM password
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Current deployment model:  One agent per database host

To monitor a new database:

1. Deploy agent to each 
database host

• Host is auto-discovered

2. Discover the database and 
its related targets

When new agent update is 
available:

• Upgrade all agents across all 
database hosts

Monitoring your fleet of databases
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Simplified model: One EM 24 Remote Agent for many hosts and databases 
Monitoring your fleet of databases
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Simplified model:  Use smaller set of Remote Agents
Monitoring your fleet of databases

Copyright © 2024, Oracle and/or its affiliates   14

Remote discovery and monitoring of Oracle Database and its related targets using the Remote Agent

1. Install and configure the Remote Agent and its host

2. Add hosts of your database targets to the Remote Agent

3. Discover the database and its related targets in the same way as you would using local agent

4. To add new database targets, repeat from Step2

Target Host 1

RAC 
Instance1

Remote host 
monitoring bits

No need to deploy and manage an agent on every single host

Repository Database

Oracle Management Servers (OMS)

Enterprise Manager 24

Remote 
Agent Host

Remote 
Agent

Target Host 2

RAC 
Instance2

Remote host 
monitoring bits

SSH TCP(S)



Choosing the remote agent
Monitoring your fleet of databases
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Remote Host 1

Remote Host 2

DB1-Instance1, 
Listener, ASM

DB1-Instance2, 
Listener, ASM

Remote Host 3

Remote Host 4

DB2-Instance1, 
Listener, ASM

DB2-Instance2, 
Listener, ASM

Remote Host 5

Remote Host 6

DB3-Instance1, 
Listener, ASM

DB3-Instance2, 
Listener, ASM

Datacenter 1

Datacenter 2

A database and its related targets 
should be monitored by the same 
Remote Agent if they are in close 
network proximity to the agent

If related targets are in different 
datacenter, use another Remote 
Agent in that datacenter.

Primary

Standby

Repository 
Database

Oracle Management 
Servers (OMS)

Enterprise Manager 24

Remote 
Agent Host

Remote 
Agent1

Remote 
Agent Host

Remote 
Agent2



• Host* (host)

• Listener (oracle_listener)

• Database Instance (oracle_database)

• Pluggable Database (oracle_pdb)

• Oracle Database Service (oracle_dbsvc)

• Cluster (cluster)

• Cluster (RAC) Database (rac_database)

• Oracle High Availability Service (has)

• Cluster ASM (osm_cluster)

• ASM (Automatic Storage Management) (osm_instance)

• ASM IO Server (osm_ioserver)

• ASM Proxy (osm_proxy)

• Oracle Autonomous Data Warehouse (oracle_cloud_adw)

• Oracle Autonomous Transaction Processing 
(oracle_cloud_atp)

• Oracle Connection Manager (oracle_cman)

• Far Sync Instance (oracle_farsync)

• Global Data Services (gds_cloud)
• Global Service Manager (gds_gsm)

• Global Data Services Pool (gds_pool)

• Shard Director (gds_shard_director)

• Sharded Database (gds_sharded_database)

• Shardgroup (gds_shardgroup)

• Shardspace (gds_shardspace)

Supported database target types with Remote Agent
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These target types will work with the Remote Agent for remote monitoring, performance diagnostics, 
jobs, management operations (e.g., backup, Data Guard failover/switchover, etc.).

* LinuxX64 (initial phase)



Interactive, guided discovery enabling bulk addition of databases
Enhanced Discovery of Autonomous Databases (ADBs)
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• OCI Named Credentials

• Search ADBs by Tags or 
Resource Query Service 
(RQS)

Search and 
Discover

• Specify monitoring 
credentials

• Target properties 
and/or groups to join

• Can specify in bulk
• Membership in groups enables 

monitoring setup (templates, 
incident rules, privileges, etc.)

Configure 
discovered ADBs

• Review ADBs

• Promote to create 
targets 

Promote ADBs



Monitoring Raft-based Globally Distributed Databases (Sharded Databases)
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• Overview of Raft 
configuration:  Shards and its 
Replication Units 

• Availability status of Shards 
and Replication Units (RU)

• Apply Lag between RU 
Leaders and its Followers

• Open Incidents



Enterprise Manager continues to enhance database monitoring 
features

• Makes DBA tasks more efficient

• Meets customer requirements

• Supports new database technologies and features

Enterprise Manager database monitoring
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Web: oracle.com/enterprisemanager 

Videos: youtube.com/OracleEnterpriseMgr

Blogs: 
https://blogs.oracle.com/observability/category/oem-
enterprise-manager

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now  

Q&A 
Learn More

Always Free
Services you can use for 
unlimited time

www.oracle.com/cloud/free

30-Day Free Trial
Free credits you can use for 
more services

Oracle Cloud Free Tier

Hands-on-labs
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
https://blogs.oracle.com/observability/category/oem-enterprise-manager
https://blogs.oracle.com/observability/category/oem-enterprise-manager
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=574
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