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This checklist is designed to be used as a information tool in combination with the Oracle Cloud Infrastructure (OCI) CMMC 2.0 Level 1 Guide.  This checklist can be used to track your status against the current 17 CMMC 2.0 Level 1 controls**. The CMMC 2.0 Level 1 Guide describes each control and the OCI services and Secure Cloud Computing Architecture (SCCA) Landing Zone features available to help you meet controls that you are responsible for implementing.
Disclaimer
This document is for informational purposes only and is intended solely to assist you in planning for the implementation and upgrade of the product features described. It is not a commitment to deliver any material, code, or functionality, and should not be relied upon in making purchasing decisions.  It does not constitute a contract or amend or expand any services term in Your order for Oracle Cloud Services. The development, release, and timing of any features or functionality described in this document – and changes thereto - remain at the sole discretion of Oracle. This document may reference products/services or security controls that currently are in the process of obtaining DISA Impact Level 5 provisional authorization. Due to the nature of the document, it may not be possible to include all features described in this document.  For additional information specific to certain Oracle Cloud Services with DISA Impact Level 5 authorization, please refer to this informational website, located at: Oracle Cloud US Federal Cloud with DISA Impact Level 5 Authorization. 
*Some of the services are under specific accreditation by the U.S. Government and may not be available as a general release.  
**Oracle’s CMMC 2.0 guidance is based on DoD Information (found at https://dodcio.defense.gov/CMMC/) and is current as of DEC 2021.  Until the CMMC 2.0 changes become effective through both the title 32 CFR and title 48 CFR rulemaking processes, the U.S. Department of Defense will suspend the CMMC Piloting efforts and will not approve inclusion of a CMMC requirement in DoD solicitations. The CMMC 2.0 program requirements will not be mandatory until the title 32 CFR rulemaking is complete, and the CMMC program requirements have been implemented as needed into acquisition regulation through title 48 rulemaking.
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[bookmark: _Toc145336074]AC.L1-3.1.1: Authorized Access Control
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems).
· Federal Acquisition Regulation (FAR) Clause 52.204-21 b.1.i
· National Institute of Standards and Technology Special Publication (NIST SP) 800-171 Rev 2 3.1.1

	TASK
	Remediation
	Compliance Achieved

	Have you implemented procedures to control access to systems?
	Create a documented procedure for authorized access control.
	Status

	|_|YES  |_|No
	|_|Complete
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	TASK
	Remediation
	Compliance Achieved

	Do you have a process for managing users, groups, and passwords?
	Utilize a combination of Identity and Access Management (IAM), Cloud Guard, and Security Zones to control access.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.1.1 Control STATUS
	



[bookmark: _Toc145336075]AC.L1-3.1.2: Transaction & Function Control
Limit information system access to the types of transactions and functions that authorized users are permitted to execute. 
· FAR Clause 52.204-21 b.1.ii
· NIST SP 800-171 Rev 2 3.1.2

	TASK
	Remediation
	Compliance Achieved

	Do you have a process for ensuring that users only have access to the functions that they need to perform their job responsibilities?  
	Create a policy that adheres to least privilege principles.
	Status

	|_|YES  |_|No
	|_|Complete
	



	TASK
	Remediation
	Compliance Achieved

	Do you have a process for reviewing user access privileges on a regular basis?
	Review access privileges regularly to ensure users have only the permissions needed for their job.
	Status

	|_|YES  |_|No
	|_|Complete
	




	TASK
	Remediation
	Compliance Achieved

	Do you have a process of investigating unauthorized access attempts?
	Use OCI monitoring, alarms, Cloud Guard and alerts to investigate unathorized access
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.1.2 Control STATUS
	




[bookmark: _Toc145336076]AC.L1-3.1.20: External Connections
Verify and control/limit connections to and use of external information systems. 
· FAR Clause 52.204-21 b.1.iii
· NIST SP 800-171 Rev 2 3.1.20

	TASK
	Remediation
	Compliance Achieved

	Do you have a process for protecting systems from unauthorized access via external connections?   
	Create a documented policy for external connections.
	Status

	|_|YES  |_|No
	|_|Complete
	



	TASK
	Remediation
	Compliance Achieved

	Do you use a firewall to control access to your systems from external sources?
	Use a firewall to control access to your systems from external sources.  
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.1.20 Control STATUS
	




[bookmark: _Toc145336077]AC.L1-3.1.22: Control Public Information
Control information posted or processed on publicly accessible information systems.
· FAR Clause 52.204-21 b.1.iv
· NIST SP 800-171 Rev 2 3.1.22

	TASK
	Remediation
	Compliance Achieved

	Do you have a process for protecting public information from unauthorized disclosure?
	Create a documented policy for controlling public information.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.1.22 Control STATUS
	





[bookmark: _Toc145336078]IA.L1-3.5.1: Identification
Identify information system users, processes acting on behalf of users, or devices.
· FAR Clause 52.204-21 b.1.v
· NIST SP 800-171 Rev 2 3.5.1

	TASK
	Remediation
	Compliance Achieved

	Do you have a documented identification policy?
	Create a documented policy for identification and authentication.   
	Status

	|_|YES  |_|No
	|_|Complete
	



	TASK
	Remediation
	Compliance Achieved

	Do you use strong authentication methods?
	Use strong authentication methods such as multi-factor authentication and require users to change their passwords frequently.   
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.5.1 Control STATUS
	




[bookmark: _Toc145336079]IA.L1-3.5.2: Authentication
Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational information systems.
· FAR Clause 52.204-21 b.1.vi
· NIST SP 800-171 Rev 2 3.5.2

	TASK
	Remediation
	Compliance Achieved

	Do you have a documented authentication policy?
	Create a documented authentication policy that outlines authentication requirements. Utilize tools such as IAM, Cloud Guard, and Oracle Identity Cloud Service to mitigate authentication issues.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.5.2 Control STATUS
	








[bookmark: _Toc145336080]MP.L1-3.8.3: Media Disposal
Sanitize or destroy information system media containing Federal Contract Information before disposal or release for reuse.
· FAR Clause 52.204-21 b.1.vii
· NIST SP 800-171 Rev 2 3.8.3

	TASK
	Remediation
	Compliance Achieved

	Does data ever leave your cloud environment, if so do you have policy and procedure for disposing media created on-premises?  If data never leaves your tenancy, this control is met by OCI.
	Create a documented media disposal policythat includes a process for disposing of media securely.
	Status

	|_|YES  |_|No
	|_|Complete
	



	AC.L-3.8.3 Control STATUS
	



[bookmark: _Toc145336081]PE.L1-3.10.1: Limit Physical Access
Limit physical access to organizational information systems, equipment, and the respective operating environments to authorized individuals. 
· FAR Clause 52.204-21 b.1.viii
· NIST SP 800-171 Rev 2 3.10.1

	TASK
	Remediation
	Compliance Achieved

	Does any part of your solution physically exist outside of OCI? If so, do you have a process for controlling physical access to your facilities?  If no part of your solution physically exists outside of OCI, this control is met by OCI.
	Implement a policy and procedure for controlling physical access to facilities.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.10.1 Control STATUS
	










[bookmark: _Toc145336082]PE.L1-3.10.3: Escort Visitors
Escort visitors and monitor visitor activity. 
· FAR Clause 52.204-21 Partial b.1.ix 
· NIST SP 800-171 Rev 2 3.10.3

	TASK
	Remediation
	Compliance Achieved

	Does any part of your solution physically exist outside of OCI? If so, do you have a process for escorting visitors to any on-prem facilities?  If no part of your solution physically exists outside of OCI, this control is met by OCI.
	Create a documented policy for escorting visitors to sensitive areas.  Monitor the movement of visitors.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.10.3 Control STATUS
	



[bookmark: _Toc145336083]PE.L1-3.10.4: Physical Access Logs
Maintain audit logs of physical access.
· FAR Clause 52.204-21 Partial b.1.ix 
· NIST SP 800-171 Rev 2 3.10.4

	TASK
	Remediation
	Compliance Achieved

	Does any part of your solution physically exist outside of OCI? If so, do you maintain and store physical access logs in a secure location outside OCI?  If no part of your solution physically exists outside of OCI, this control is met by OCI.
	Create a process for maintaining physical access logs.
	Status

	|_|YES  |_|No
	|_|Complete
	



	TASK
	Remediation
	Compliance Achieved

	Do you review physical access logs regularly?
	Review physical access logs regularly.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.10.4 Control STATUS
	








[bookmark: _Toc145336084]PE.L1-3.10.5: Manage Physical Access
Control and manage physical access devices.
· FAR Clause 52.204-21 Partial b.1.ix 
· NIST SP 800-171 Rev 2 3.10.5

	TASK
	Remediation
	Compliance Achieved

	Does any part of your solution physically exists outside of OCI? If so, do you have a documented process for managing physical access for any on-premises resources?  If no part of your solution physically exists outside of OCI, this control is met by OCI.
	Create a documented process for managing physical access.
	Status

	|_|YES  |_|No
	|_|Complete
	



	TASK
	Remediation
	Compliance Achieved

	Do you use physical access controls such as badges, locks and cameras?
	Use controls such as logs, badges and cameras to manage  physical access to facility.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.10.5 Control STATUS
	



[bookmark: _Toc145336085]SC.L1-3.13.1: Boundary Protection
Monitor, control, and protect organizational communications (i.e., information transmitted or received by organizational information systems) at the external boundaries and key internal boundaries of the information systems.
· FAR Clause 52.204-21 b.1.x
· NIST SP 800-171 Rev 2 3.13.1

	TASK
	Remediation
	Compliance Achieved

	Do you use physical and logical controls to protect your organization boundaries?
	Create a documented boundary protection policy that documents your organizations requirements.   Implement physical and logical controls to protect boundaries.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.13.1 Control STATUS
	






[bookmark: _Toc145336086]SC.L1-3.13.5: Public-Access System Separation
Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks.
· FAR Clause 52.204-21 b.1.xi
· NIST SP 800-171 Rev 2 3.13.5

	TASK
	Remediation
	Compliance Achieved

	Do you have a policy for separating public facing systems from internal systems?
	Create a documented policy for separating public facing systems from internal systems.  
	Status

	|_|YES  |_|No
	|_|Complete
	



	TASK
	Remediation
	Compliance Achieved

	Do you implement physical and logical controls to separate public facing systems from internal systems?
	Implement physical and logical controls using IAM, Cloud Guard, and OCI Security Zones.  
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.13.5 Control STATUS
	



[bookmark: _Toc145336087]SI.L1-3.14.1: Flaw Remediation
Identify, report, and correct information and information system flaws in a timely manner.
· FAR Clause 52.204-21 b.1.xii
· NIST SP 800-171 Rev 2 3.14.1

	TASK
	Remediation
	Compliance Achieved

	Do you have a documented process for remediating security vulnerabilities?  
	Create a documented process for remediating vulnerabilities.
	Status

	|_|YES  |_|No
	|_|Complete
	



	TASK
	Remediation
	Compliance Achieved

	Do you use a vulnerability management tool to scan your system?
	Use OCI Vulnerability Scanning Service to scan your system for vulnerabilities.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.14.1 Control STATUS
	





[bookmark: _Toc145336088]SI.L1-3.14.2: Malicious Code Protection
Provide protection from malicious code at appropriate locations within organizational information systems.
· FAR Clause 52.204-21 b.1.xiii
· NIST SP 800-171 Rev 2 3.14.2

	TASK
	Remediation
	Compliance Achieved

	Do you use antivirus software to scan your systems for malicious code?
	Use antivirus software to scan your systems.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.14.2 Control STATUS
	



[bookmark: _Toc145336089]SI.L1-3.14.4: Update Malicious Code Protection
Update malicious code protection mechanisms when new releases are available.
· FAR Clause 52.204-21 b.1.xiv
· NIST SP 800-171 Rev 2 3.14.4

	TASK
	Remediation
	Compliance Achieved

	Do you keep antivirus software up to date?
	Keep antivirus software up to date with the latest virus definitions.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.14.4 Control STATUS
	




[bookmark: _Toc145336090]SI.L1-3.14.5: System & File Scanning
Perform periodic scans of the information system and real-time scans of files from external sources as files are downloaded, opened, or executed.
· FAR Clause 52.204-21 b.1.xv
· NIST SP 800-171 Rev 2 3.14.5

	TASK
	Remediation
	Compliance Achieved

	Do you scan systems and files on a regular basis?
	Scan systems and files regularly. Use vulnerability scanning tools to identify and rectify vulnerabilities.
	Status

	|_|YES  |_|No
	|_|Complete
	


	AC.L-3.14.5 Control STATUS
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· SCCA Landing Zone
· CMMC 2.0 Level 1 Guide
· Oracle Cloud for Government
· Oracle Government Cloud for Contractors
· CMMC website
· CMMC Self-Assessment Guide on the CMMC website


























Connect with us
Call +1.800.ORACLE1 or visit oracle.com. Outside North America, find your local office at: oracle.com/contact.
[image: ][image: ][image: ]	blogs.oracle.com	facebook.com/oracle	twitter.com/oracle
Copyright © 2023, Oracle and/or its affiliates. This document is provided for information purposes only, and the contents hereof are subject to change without notice. This document is not warranted to be error-free, nor subject to any other warranties or conditions, whether expressed orally or implied in law, including implied warranties and conditions of merchantability or fitness for a particular purpose. We specifically disclaim any liability with respect to this document, and no contractual obligations are formed either directly or indirectly by this document. This document may not be reproduced or transmitted in any form or by any means, electronic or mechanical, for any purpose, without our prior written permission.
Oracle, Java, and MySQL are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

[image: ]2	Oracle Cloud Infrastructure CMMC 2.0 Level 1 Checklist  /  Version [1.0]
	Copyright © 2023, Oracle and/or its affiliates  /  Public
image3.png




image4.png




image5.png




image2.png




image1.png




image6.png




