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Disclaimer 

This document is for informational purposes only and is intended solely to assist you in planning for the 
implementation and upgrade of the product features described. It is not a commitment to deliver any material, 
code, or functionality, and should not be relied upon in making purchasing decisions. The development, release, 
and timing of any features or functionality described in this document remains at the sole discretion of Oracle.  

Revision History 

The following revisions have been made to this white paper: 

DATE REVISION 

April 15, 2021 Initial draft for internal and external feedback. 

May 20, 2021 Update to prepare for initial public distribution. 

August 11, 2021 Minor edits. 

November 23, 2021 Minor edits. 

Purpose 

The Oracle Cloud Infrastructure SCCA Architecture Guide provides an overview of how the DoD community can 
use the Oracle Cloud Infrastructure (OCI) platform to comply with DoD requirements of the Secure Cloud 
Computing Architecture (SCCA). It is intended solely to help you understand the OCI platform and to plan your I.T. 
projects that require the use of OCI to provide components of the SCCA ecosystem. This white paper is not meant 
to supplant the guidance outlined in the Cloud Computing Security Resource Guide, Cloud Connection Process 
Guide, Secure Cloud Computing Architecture Functional Requirements Document, or any other official 
Department of Defense guidance or mandates. 

Introduction 

As stated by DISA, the purpose of the Secure Cloud Computing Architecture (SCCA) is to provide a barrier of 
protection between the DISN and commercial cloud services used by the DoD while optimizing the cost-
performance trade in cyber security. The SCCA will proactively and reactively provide a layer of overall protection 
against attacks upon the DISN infrastructure and mission applications operating within the commercial cloud. It 
specifically addresses attacks originating from mission applications that reside within the Cloud Service 
Environment (CSE) upon both the DISN infrastructure and neighboring tenants in a multi-tenant environment. It 
provides a consistent CSP-independent level of security that enables the use of commercially available Cloud 
Service Offerings (CSO) for hosting DoD mission applications operating at all DoD Information System Impact 
Levels (i.e. 2, 4, 5, & 6). 

Oracle’s mission regarding DoD Cloud Computing is to build cloud infrastructure and platform services where 
Oracle DoD customers have effective and manageable security to run their mission-critical workloads and store 
their data with confidence. This whitepaper highlights DISA guidance, Oracle best practices and lessons 
learned from working with DoD customers deploying in OCI. 

In addition to this document, DoD Cloud Adopters should also reference the following DoD reference guides: 
• Cloud Computing – Security Requirements Guide (CC SRG) – version v1r3 
• Secure Cloud Computing Architecture – Functional Requirements (SCCA FRD) – version 2.9 
• Cloud Connection Process Guide (CC-PG) 
• DISA Cloud Playbook (a general guide and lessons learned by early Cloud adopters across the DoD) 

OCI Shared Responsibility Model 

Oracle Cloud Infrastructure for Government offers best-in-class security technology and operational processes to 
secure its enterprise cloud services. For you to securely run your workloads, you must be aware of your security 
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and compliance responsibilities. By design, Oracle provides security of cloud infrastructure and operations (cloud 
operator access controls, infrastructure security patching, and so on), and you are responsible for securely 
configuring your cloud resources. Security in the cloud is a shared responsibility between you and Oracle. Figure 1 
illustrates this shared responsibility model and how it varies depending on which tier of Cloud Computing you 
choose to employ. 

With respect to the Share Responsibility Model, security capabilities identified by the SCCA can be delivered by 
either DoD, commercial CSP, or 3rd party organizations. This presents an opportunity to utilize a mix of DoD-
standard security solutions, best-in-breed security solutions, and CSP-offered capability – for a uniquely catered 
solution that both meets the Mission Partner’s/Cloud Consumer’s security and cost objectives. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Shared Responsibility in OCI 

 

DOD CyberSecurity Service Provider (CSSP) 

Per the DoD Cloud Computing Security Resource Guide (CC SRG), DoD operates a cybersecurity structure as 
defined in DoDI 8530.01, "Cybersecurity Activities Support to DoD Information Network Operations”. The structure 
consists of United States Cyber Command (USCYBERCOM) and Joint Forces Headquarters DoDIN (JFHQ-DoDIN) 
at the top organizational level and a network of Cybersecurity Service Providers (CSSPs) that have been accredited 
by USCYBERCOM IAW DoD policy. Each DoD information system is operated/managed by a Mission Owner which 
must be aligned with an accredited CSSP which monitors and protects the information systems and associated 
assets. The Mission Owner is responsible for the implementation and maintenance of the security posture of their 
system(s) in accordance with SRGs/STIGs, and DoD policy in coordination with, and/or with the assistance of their 
aligned CSSP. CSSPs report information to USCYBERCOM which maintains Cyber situational awareness over all 
DoD networks and ISs. USCYBERCOM also provides threat information collected from various sources and threat 
mitigation orders to the CSSPs and Mission Owners. 

This is a Mission Owner-level activity or responsibility. While some DoD Components (e.g., Army) relieve their 
Mission Owners of some, or all, security posture maintenance activities by transferring their performance to the 
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system’s CSSP (e.g., ARCYBER), they remain Mission Owner-level activities and responsibilities. As such, the CSSP 
is responsible for performing the transferred Mission Owner-level functions along with their CSSP-level functions. 

The CSSP provides cybersecurity services and Command and Control direction addressing the protection of the 
network, detection of threats and response to incidents. DoD PMs must ensure that CSSP processes are in place 
and functional for their application prior to any transition to or use of a Cloud Service Offering (CSO.) 

Additional CSSP information can be found at https://cyber.mil/ (CAC required.) 

Information Impact Levels 
DoD Cloud Computing Acquisition Guidebook and the DoD Cloud Computing Security Resource Guide provide 
guidance on acquiring cloud services and understanding levels of data; both commercial companies and 
Government cloud providers are authorized to provide cloud offerings for different levels of data. The definitions 
for these data levels are laid out in the CC SRG. There are now four levels of data that are used as the framework 
for authorizing cloud providers: Impact Level (IL) 2, 4, 5, and 6. Figure 2 provides a comparison of these Impact 
Levels, embodying these principles: 

• All DoD data is important, but not all data needs to be equally protected 
• Information Impact Levels (IILs) consider the potential impact should the confidentiality and integrity of 

the information be compromised 

Once a Mission Partner understands their data level(s), they can accomplish market research to determine which 
Cloud Service Providers (CSPs) are authorized to provide Cloud Service Offerings (CSO)s for those levels. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: DoD Impact Levels 

Oracle Cloud Infrastructure is currently accredited for DoD workloads up to Information Impact Level 5 (IL2, IL4, 
IL5.) In addition, Oracle is going through the process for IL6 accreditation. Figure 3 summarizes and compares the 
set of Oracle OCI regions available to various government agencies in the United States. 

  

https://cyber.mil/
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Realm Authorization Customers Connectivity Region Location 

US 
Government 

FedRAMP High (Agency) 
FedRAMP High (JAB) 
DoD Impact Level 5 

US Federal, State, Local, 
Tribal, Higher Ed, 
Approved Commercial 
Entities 

Internet 
FastConnect 

US Gov East Ashburn, VA 

US Gov West Phoenix, AZ 

US 
DoD 

FedRAMP High (Agency) 
FedRAMP High (JAB) 
DoD Impact Level 5 

US DoD 
US Intel Community 

Internet 
NIPRNeT 
   (via BCAP) 

US DoD East Ashburn, VA 
US DoD North Chicago, IL 
US DoD West Phoenix, AZ 

US 
 Secret 

DoD Impact Level 6* 
ICD 503* 
* Auth target Nov 2020 

US DoD  
US Intel Community 

SIPRNet 
FastConnect 

US Secret East* 
* GA April 2021 

Sterling, VA 

US Secret South Central* 
* GA Nov 2020 

Fort Worth, TX 

US 
Top Secret 

ICD 503* 
* Auth target Nov 2020 

US Intel Community 
JWICS 
FastConnect 

US TS East* 
* GA Nov 2020 

Sterling, VA 

US TS South Central* 
* GA April 2021 

Fort Worth, TX 

Figure 3: OCI Government Cloud Regions 

 

DoD Boundary Cloud Access Point (BCAP) 
A DoD Boundary Cloud Access Point (BCAP) is a system of network boundary protection and monitoring devices, 
otherwise known as an Information Assurance stack, through which Cloud Service Provider infrastructure and 
networks will connect to the DISN. Figure 4 illustrates this logical architecture. 

• With Controlled Unclassified Information data (Information Impact Level 4 and Level 5), a BCAP is 
required between the DISN and the CSO. 

• The BCAP is used to protect the DISN, and systems, information and users residing on the DISN from 
attacks that may be launched from within a compromised Cloud Service Offering. The BCAP facilitates 
protected connections between users on a DoD network and systems/applications on the CSO. 

 

Figure 4: DoD Boundary CAPs 

 

Oracle offers connectivity to two DISA MeetMe points – Ashburn, VA and Santa Clara, CA. Oracle also coordinates 
connectivity to Component CAPs, such as the Defense Health Agency (Med COI) CAP. 

Mission Partner Environments (MPEs) that utilize network(s) other than NIPRNet or SIPRNet will need to 
implement BCAPs or ICAPs for those network(s) that provide equivalent protections to those defined in the SCCA 
Functional Requirements Document when connecting CSP infrastructure to their networks. MPEs implemented as 
a COI overlay on NIPRNet or SIPRNet can utilize the DISA-provided CAPs to fulfill the CAP requirement or may 
provide their own CAP capability IAW the SCCA. All MPE CAP instantiations must be approved by the DoD CIO. 



 

8 White Paper / Oracle Cloud Infrastructure SCCA Architecture Guide  / Version 1.1  

 Copyright © 2021, Oracle and/or its affiliates / Public 

User Connections to Cloud Service Providers & Cloud Service Offerings  

A CAP does not support or provide direct Internet access to an Information Impact Level 4/5 CSP-CSO. 
Information exchanges between a Level 4/5 CSP-CSO and the Internet must transit both an Internet Access Point 
and a CAP. As the DoD “Cloud Connection Process Guide” explains, and Figure 5 illustrates, the information flows 
for Information Impact Levels 2, 4, and 5 are: 

Flow # Flow Description 
1.7.a Information exchanges between a user connected to the NIPRNet and a Cloud Information 

Technology Project (C-ITP) operating in an Off-Premise Information Impact Level 4 (or 5) CSP-CSO 
must traverse a DoD CIO-approved BCAP. 

1.7.b Information exchanges between a user connected to the Internet and a C-ITP operating in an Off-
Premise Information Impact Level 4 or 5 CSP-CSO must traverse a DoD Internet Access Point (IAP), 
and a DoD CIO-approved BCAP. 

1.7.c Information exchanges between a user connected to the NIPRNet and a C-ITP operating in an 
Information Impact Level 2 CSP-CSO connected to the Internet must traverse a DoD IAP. 

1.7.d Information exchanges between a user connected to the Internet and a C-ITP operating in an 
Information Impact Level 2 CSP-CSO connected to the Internet are direct via the Internet. 

 

 

Figure 5: User Connections and Information Exchanges 

 

 

DoD SCCA and DISA Secure Cloud Computing 
The SCCA is specifically architected and intended to deliver the security capabilities defined by the DoD Cloud 
Computing Requirements Guide (CC SRG) as necessary to support secure deployment of DoD systems and 
information into the commercially owned and operated CSP industry segment. A DoD Provisional Authorization 
(PA) provides a validation of a CSP’s compliance with the DoD CC SRG guidance for hosting systems operating at 
an indicated DoD System Impact Level. Assuming a CSP has achieved a DoD PA, the SCCA defines DoD system 
implementation and governance requirements necessary to protect the DISN boundary and commercial cloud 
hosted DoD mission systems and information. The construction of the SCCA is intended to levy no additional 
requirements upon the commercial CSP industry other than those related to secure connectivity. 

SCCA Technical Components 
The SCCA FRD describes four technical components. Figure 6 provides additional detail on these components. 

• Cloud Access Point (CAP):  
The CAP provides access to the Cloud, boundary protection of DISN from the Cloud, and cyber defense 
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capabilities such as firewall and intrusion detection and prevention (IDS/IPS) at the DISN boundary. Full 
packet capture (FPC) and interface translation may be provided, as needed, to support secure 
connectivity and access to individual commercial cloud hosting systems. The CAP is specifically tailored 
to operate at DoD Impact levels 4 and 5. In order to support both on-premise and off-premise Non-DoD 
CSPs, CAP requirements are decomposed into Internal-CAP (ICAP) and Boundary-CAP (BCAP) 
requirements.  

• Virtual Datacenter Security Stack (VDSS): 
The VDSS provides DoD Core Data Center (CDC)-like network security capabilities such as firewall, 
intrusion detection, and intrusion prevention systems. It also provides application security capabilities 
such as web application firewall (WAF) and proxy systems. The VDSS can reside within or outside of the 
CSP’s infrastructure (virtually or physically). VDSS capabilities can also be provided as-a-Service by a 
third-party vendor (for IaaS) or a CSP (for IaaS and SaaS). VDSS feeds should be provided to a DoD 
Cybersecurity Service Provider (CSSP) performing enclave boundary defense. The VDSS also supports 
sharing of security event data among cyber security stakeholders. The VDSS is specifically tailored to 
operate at all DoD Information Impact Levels. 

• Virtual Datacenter Managed Services (VDMS): 
The VDMS provides system management network and mission owner system support services necessary 
to achieve JIE management plane connectivity and mission owner system compliance. It provides secure 
management network connectivity to the DISN, virtual host-based management services, and identity 
and access management services for DoD Controlled Access Card (CAC) authentication to virtual 
systems. The VDMS is specifically tailored to operate at all DoD mission Impact Levels. VDMS 
functionality applies directly to IaaS environments but may not be specifically applicable to PaaS and 
SaaS CSOs as such functionality may be inherent to the associated CSP and validated through the DoD 
PA. 

• Trusted Cloud Credential Manager (TCCM): 
The TCCM is an SCCA business role responsible for credential management with the purpose of 
enforcing least privilege access for privileged accounts that are established and managed using the CSP’s 
identity and access management system. The TCCM is an individual or entity appointed by the DoD 
mission owner’s Authorizing Official (AO) to establish plans and policies for the control of privileged user 
access (to include root account credentials) used to establish, configure, and control a mission owner’s 
Virtual Cloud Network (VCN) configuration once connected to the DISN. The TCCM establishes and 
manages Least-Privilege Attribute-Based Access Control (ABAC) accounts and credentials used by 
privileged DoD users and systems to administer and control DoD CSO configurations. The role of TCCM is 
intended to operate at all DoD information Impact Levels. However, the TCCM may not apply to some 
SaaS solutions where DoD account owners are not required to use the CSP’s Identity and Access 
Management (IdAM) system to administer user accounts and service configurations. 
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Figure 6: DoD Secure Cloud Computing Architecture 

 

SCCA Roles and Responsibilities 
The SCCA is architected to support three primary roles and responsibilities: 

1. Mission Owner (MO): The DoD entity responsible for delivering and operating a DoD mission system 
2. Mission Cyberspace Protection (MCP): The DoD entity charged with the responsibility of securing a MO’s 

enclave and networked systems by establishing and delivering cybersecurity capabilities 
3. DISN Boundary Cyberspace Protection (BCP): The DoD entity charged with the responsibility to establish 

and deliver cybersecurity capabilities to protect the DISN. 

Figure 7 illustrates the alignment of SCCA Components (right side) to stakeholder communities (left side). 
Specifically: 

• CAP: Cybersecurity information from the CAP supports the mission of the organization providing BCP. 
• VDSS: Cybersecurity information from the VDSS supports the missions of organizations providing both 

BCP and MCP. 
• VDMS: The VDMS acts similarly to support the missions of organizations providing both MCP and 

Missions. 
• TCCM: Establishment and execution of TCCM governance activities is specifically a MO responsibility.  
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Figure 7: SCCA Roles and Responsibilities 

 

 

SCCA Requirements: Security and Mission Support Systems 
 

The SCCA Functional Requirements Document (FRD) lists requirements in the following categories: 

• 2.1 Security Requirements 
• 2.2 System Connectivity Requirements 
• 2.3 Mission Support System Requirements 
• 2.4 Performance 
• 2.5 Continuity of Operations (COOP) 
• 2.6 System Scalability 
• 2.7 Backup & Restoration 

Within Security Requirements, the FRD identifies four objectives and allocates them to SCCA components: 

SECURITY OBJECTIVE 
ALLOCATED TO WHICH 

SCCA COMPONENT 
IN THIS 

DOCUMENT 

DISN Boundary Defense CAP  

Mission Owner Enclave and Application Defense VDSS Yes 

Mission Application End-Point Defense VDMS Yes 

DISN and Mission Defense TCCM Yes 

 

The pages that follow provide OCI-specific guidance in these categories: 

• 2.1.2 Security Requirements: VDSS 
• 2.1.3 Security Requirements: VDMS 
• 2.1.4 Security Requirements: TCCM 
• 2.3.4 Mission Support Systems: Security Information & Event Management (SIEM) 
• 2.3.5 Mission Support Systems: Full Packet Capture 
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Security Requirements: VDSS  

REQ. 
ID 

VDSS SECURITY REQUIREMENTS SAMPLE SOLUTIONS 

2.1.2.1 The VDSS shall maintain virtual separation of all management, user, and 
data traffic. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.2 The VDSS shall allow the use of encryption for segmentation of 
management traffic. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.3 The VDSS shall provide a reverse proxy capability to handle access 
requests from client systems. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.4 The VDSS shall provide a capability to inspect and filter application layer 
conversations based on a predefined set of rules (including HTTP) to 
identify and block malicious content. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP ASM / 
AFM, Juniper vSRX Series 

2.1.2.5 The VDSS shall provide a capability that can distinguish and block 
unauthorized application layer traffic. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP ASM, 
Juniper vSRX Series 

2.1.2.6 The VDSS shall provide a capability that monitors network and system 
activities to detect and report malicious activities for traffic entering and 
exiting Mission Owner virtual private networks/enclaves. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP ASM / 
AFM, Juniper vSRX Series 

2.1.2.7 The VDSS shall provide a capability that monitors network and system 
activities to stop or block detected malicious activity. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP ASM / 
AFM, Juniper vSRX Series 

2.1.2.8 The VDSS shall inspect and filter traffic traversing between mission owner 
virtual private networks/enclaves.  

Cisco FTP, PAN VM-
Series, F5 BIG-IP AFM, 
Juniper vSRX Series 

2.1.2.9 The VDSS shall perform break and inspection of SSL/TLS communication 
traffic supporting single and dual authentication for traffic destined to 
systems hosted within the CSE. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP LTM / 
APM, Juniper vSRX Series 

2.1.2.10 The VDSS shall provide an interface to conduct ports, protocols, and 
service management (PPSM) activities in order to provide control for MCP 
operators. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP AFM, 
Juniper vSRX Series 

2.1.2.11 The VDSS shall provide a monitoring capability that captures log files and 
event data for cybersecurity analysis. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.12 The VDSS shall provide or feed security information and event data to an 
allocated archiving system for common collection, storage, and access to 
event logs by privileged users performing Boundary and Mission CND 
activities. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 
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2.1.2.13 The VDSS shall provide a FIPS-140-2 compliant encryption key 
management system for storage of DoD generated and assigned server 
private encryption key credentials for access and use by the Web 
Application Firewall (WAF) in the execution of SSL/TLS break and 
inspection of encrypted communication sessions. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.14 The VDSS shall provide the capability to detect and identify application 
session hijacking.  

Cisco FTP, PAN VM-
Series, F5 BIG-IP ASM, 
Juniper vSRX Series 

2.1.2.15 The VDSS shall provide a DoD DMZ Extension to support to support 
Internet Facing Applications (IFAs.) 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.16 The VDSS shall provide full packet capture (FPC) or cloud service 
equivalent FPC capability for recording and interpreting traversing 
communications. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.17 The VDSS shall provide network packet flow metrics and statistics for all 
traversing communications. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

2.1.2.18 The VDSS shall provide for the inspection of traffic entering and exiting 
each mission owner virtual private network. 

Cisco FTP, PAN VM-
Series, F5 BIG-IP Core, 
Juniper vSRX Series 

*Cisco Firepower Threat Defense v6.7 or higher for FMC and FTD. 

 

Security Requirements: VDMS  

REQ. ID VDMS SECURITY REQUIREMENTS 
SAMPLE 
SOLUTIONS 

2.1.3.1 The VDMS shall provide Assured Compliance Assessment Solution 
(ACAS), or approved equivalent, to conduct continuous monitoring for all 
enclaves within the CSE.  

DoD-approved ACAS 
(e.g. Nessus, Qualys) 

2.1.3.2 The VDMS shall provide Host Based Security System (HBSS), or approved 
equivalent, to manage endpoint security for all enclaves within the CSE. 

DoD-approved HBSS 
(e.g. McAfee ePO, 
Trend Micro AO) 

2.1.3.3 The VDMS shall provide identity services to include an Online Certificate 
Status Protocol (OCSP) responder for remote system DoD Common 
Access Card (CAC) two-factor authentication of DoD privileged users to 
systems instantiated within the CSE. 

Customer-deployed 
OCSP and CAC authN 
solution (e.g. 
Microsoft  AD DS, MS 
AD CS, AD FS Oracle 
Access Manager 12c) 

2.1.3.4 The VDMS shall provide a configuration and update management system 
to serve systems and applications for all enclaves within the CSE. 

Customer-deployed 
ESM (e.g. WSUS, 
RHEL Satellite), OCI 
OS Management 

2.1.3.5 The VDMS shall provide logical domain services to include directory 
access, directory federation, Dynamic Host Configuration Protocol (DHCP), 
and Domain Name System (DNS) for all enclaves within the CSE. 

Customer-deployed 
LDAP and Common 
Services (e.g. 
Microsoft  AD DS, 
Microsoft DNS, Oracle 
Unified Directory) 



 

14 White Paper / Oracle Cloud Infrastructure SCCA Architecture Guide  / Version 1.1  

 Copyright © 2021, Oracle and/or its affiliates / Public 

2.1.3.6 The VDMS shall provide a network for managing systems and applications 
within the CSE that is logically separate from the user and data networks. 

OCI Virtual Cloud 
Network (topology) 

2.1.3.7 The VDMS shall provide a system, security, application, and user activity 
event logging and archiving system for common collection, storage, and 
access to event logs by privileged users performing BCP and MCP 
activities. 

Customer-deployed 
Log Management and 
SIEM tools (e.g. 
Splunk, Arcsight, ELK) 

2.1.3.8 The VDMS shall provide for the exchange of DoD privileged user 
authentication and authorization attributes with the CSP's Identity and 
access management system to enable cloud system provisioning, 
deployment, and configuration. 

OCI IAM Service, OCI 
IAM Policy 

2.1.3.9 The VDMS shall implement the technical capabilities necessary to execute 
the mission and objectives of the TCCM role. 

OCI IAM Service, OCI 
IAM Policy, OCI Audit 
Service 

*Not currently available in Oracle Government Regions.  

 

Security Requirements: TCCM  

REQ. ID TCCM SECURITY REQUIREMENTS 
SAMPLE 
SOLUTIONS 

2.1.4.1 The TCCM shall develop and maintain a Cloud Credential Management Plan 
(CCMP) to address the implementation of policies, plans, and procedures 
that will be applied to mission owner customer portal account credential 
management. 

Customer approved 
ICAM Policy 

2.1.4.2 The TCCM shall collect, audit, and archive all Customer Portal activity logs 
and alerts. 

ICAM Policy 
supported by OCI 
IAM Service and 
Oracle IDM or 3rd-
party IAM solution 

2.1.4.3 The TCCM shall ensure activity log alerts are shared with, forwarded to, or 
retrievable by DoD privileged users engaged in MCP and BCP activities. 

ICAM Policy 
supported by OCI 
IAM Service and 
Oracle IDM or 3rd-
party IAM solution 

2.1.4.4 The TCCM shall, as necessary for information sharing, create log repository 
access accounts for access to activity log data by privileged users 
performing both MCP and BCP activities. 

ICAM Policy 
supported by OCI 
IAM Service and 
Oracle IDM or 3rd-
party IAM solution 

2.1.4.5 The TCCM shall recover and securely control customer portal account 
credentials prior to mission application connectivity to the DISN. 

ICAM Policy 
supported by OCI 
IAM Service and 
Oracle IDM or 3rd-
party IAM solution 

2.1.4.6 The TCCM shall create, issue, and revoke, as necessary, role-based access 
least privileged customer portal credentials to mission owner application 
and system administrators (i.e., DoD privileged users). 
 

  

ICAM Policy 
supported by OCI 
IAM Service and 
Oracle IDM or 3rd-
party IAM solution 
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2.1.4.7 The TCCM shall limit, to the greatest extent possible, the issuance of 
customer portal and other CSP service (e.g., API, CLI) end-point privileges to 
configure network, application, and CSO elements. 

ICAM Policy 
supported by OCI 
IAM Service and 
Oracle IDM or 3rd-
party IAM solution 

2.1.4.8 The TCCM shall ensure that privileged users are not allowed to use CSP 
IdAM derived credentials which possess the ability to unilaterally create 
unauthorized network connections within the CSE, between the CSO and 
the CSP’s private network, or to the Internet. 

ICAM Policy 
supported by OCI 
IAM Service and 
Oracle IDM or 3rd-
party IAM solution 

 

Mission Support Systems: Security Information & Event Management (SIEM) 

REQ. ID SECURITY INFORMATION & EVENT MANAGEMENT REQUIREMENTS 
SAMPLE 
SOLUTIONS 

2.3.4.1 SCCA elements shall support the delivery of security relevant events 
through element management ports. 

Customer-deployed 
Log Management 
and SIEM tools (e.g. 
Splunk, Arcsight, 
ELK) 

2.3.4.2 SCCA elements shall support CC/S/A unique tagging of events. OCI IAM Audit and 
customer-deployed 
Log Management 
and SIEM tools (e.g. 
Splunk, Arcsight, 
ELK) 

2.3.4.3 SCCA elements shall provide a checksum mechanism to detect the 
unauthorized alteration of event information during transmission of event 
data. 

Customer-deployed 
Log Management 
and SIEM tools (e.g. 
Splunk, Arcsight, 
ELK) 

2.3.4.4 SCCA elements shall securely provide security relevant events to SCCA 
element management systems for logging, filtering, and correlating. 

Customer-deployed 
Log Management 
and SIEM tools (e.g. 
Splunk, Arcsight, 
ELK) 

2.3.4.5 SCCA elements shall support caching of security relevant events if logging 
of events is not available. 

Customer-deployed 
Log Management 
and SIEM tools (e.g. 
Splunk, Arcsight, 
ELK) 

2.3.4.6 SCCA shall provide BCP and MCP operator access to security information 
and security relevant event data derived from SSL/TLS session traffic which 
is broken and inspected at the VDSS and ICAP. 

Customer-deployed 
Log Management 
and SIEM tools (e.g. 
Splunk, Arcsight, 
ELK) and existing 
processed detailed 
by associated CSSP 

2.3.4.7 SCCA shall feed specifically identified security information and security 
relevant event data necessary for situational awareness (SA) to Acropolis. 

Customer-deployed 
Log Management 
and SIEM tools (e.g. 
Splunk, Arcsight, 
ELK) and existing 
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processed detailed 
by associated CSSP 

 

Mission Support Systems: Full Packet Capture 

REQ. ID FULL PACKET CAPTURE (FPC) REQUIREMENTS 
SAMPLE 
SOLUTIONS 

2.3.5.1 The FPC shall support integration with SIEM systems to effect data search 
and retrieval, such as the capability to pull select timeframes of captured 
data. 

Customer defined 
process and third-
party supporting 
solutions. 

2.3.5.2 The FPC shall provide the means to reconstruct all network traffic sessions 
traversing the SCCA Component. 

Customer defined 
process and third-
party supporting 
solutions. 

2.3.5.3 The FPC shall provide defined data queries that run against metadata. Customer defined 
process and third-
party supporting 
solutions. 

2.3.5.4 The FPC shall provide a capability to request an arbitrary subset of packets. Customer defined 
process and third-
party supporting 
solutions. 

2.3.5.5 The FPC shall locally store captured traffic for 30 days. Customer defined 
process and third-
party supporting 
solutions. 

2.3.5.6 The FPC data shall be isolated from user and data plane traffic via 
cryptographic or physical means. 

Customer defined 
process and third-
party supporting 
solutions. 

2.3.5.7 The FPC data shall be query-able from a secure remote location on the 
management network. 

Customer defined 
process and third-
party supporting 
solutions. 

2.3.5.8 The FPC function shall be configurable according to traffic flow source and 
destination points to avoid multiple point capture. 

Customer defined 
process and third-
party supporting 
solutions. 

 

*Oracle IAM is comprised of Oracle Identity Governance and Oracle Access Management. 
https://www.oracle.com/middleware/identity-management/ 

**For TCCM Requirement 2.1.4.5 – Oracle recommends that the default OCI Tenancy Administrator account use a 
complex password and is enable for OCI TOTP MFA – and is not used for day-to-day administration. 

***For TCCM Requirement 2.1.4.8 – the OCI Tenancy Administrator can open a service request for Oracle Support 
to set the service limit for Internet Gateways and Network Translation (NAT) Gateways to zero (0).  

OCI SCCA Reference Architectures 

Figures 8 and 9 represent high-level SCCA concepts and a reference architecture for SCCA deploying within an 
OCI tenancy. 
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Figure 8: Trusted Cloud Credential Manager 
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Figure 9: OCI SCCA Reference Architecture 
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CAC and PIV Sign-in to OCI Console 

This section describes using a Common Access Card (CAC) / Personal Identity Verification (PIV) Card to Sign in to 
the OCI Console. 

NIST SP 800-63C provides requirements when using federated identity architectures and assertions to convey the 
results of authentication processes and relevant identity information to an agency application. The Oracle Cloud 
Infrastructure (OCI) OC3 realm supports NIST 800-63 Federated Authentication Level (FAL) 3. FAL3 requires the 
subscriber to present proof of possession of a cryptographic key referenced in the assertion in addition to the 
assertion artifact itself. The assertion is signed by the IdP and encrypted to the RP using approved cryptography. 

OCI DoD customers are expected to provide their own X.509-capable Identity Provider (IdP) that also support the 
Security Assertion Markup Language (SAML) Holder-of-Key profile. One example of such an IdP is Oracle Access 
Manager 12c.  

DoD Information Impact Level 5 Isolation Guidance 
Customer Isolation 
Oracle Cloud Infrastructure is built around our security-first principles. Its architecture helps reduce risk from 
advanced threats and isolates tenant data to ensure data privacy and security. Our DoD customers benefit from 
isolated network virtualization that reduces the risk of hypervisor-based attacks; customer tenancy isolation that 
limits the risk of threat proliferation; hardware-based root of trust that ensures each server is provisioned with 
clean firmware; and network segmentation that isolates services to ensure access is controlled, monitored, and 
driven by strict policies. 

The Oracle Cloud Infrastructure (OCI) OC3 realm supports only US Federal Civilian and US Department of Defense 
customers operating up to FedRAMP High or up to DoD Impact Levels 2, 4 or 5. (In other words, the OCI US DoD 
realm does not host non-Federal US government tenants, such as state, local, or tribal governments, 
industry/academic partners, or foreign governments.) Per the CC SRG (Section 5.2.2.3), “Information that must be 
processed and stored at Impact Level 5 can only be processed in a DoD private/community or federal government 
community cloud, on-premises or off-premises” […] and: 

• Virtual/logical separation between DoD and Federal Government tenants / missions is sufficient. 
Virtual/logical separation between tenant/mission systems is minimally required. 

• Physical separation from non-DoD/non-Federal Government tenants (i.e., public, local/state government 
tenants) is required. 

Compute Isolation 
If OCI DoD customers operating at DoD IL5 prefer or require an additional level of compute isolation above the 
virtual/logical separation offered in our community cloud, they can choose to leverage OCI Bare Metal or 
Dedicated Virtual Machine Hosts options. A bare metal compute instance provides dedicated physical server 
access for highest performance and strong isolation, while Dedicated Virtual Machine Hosts provide the ability to 
run Compute virtual machine (VM) instances on dedicated servers that are a single tenant and not shared with 
other customers. 

Network Isolation 
Oracle Cloud Infrastructure reduces risk by decoupling network virtualization from the hypervisor. Oracle 
implemented network virtualization as a highly customized hardware and software layer that moves cloud control 
away from the hypervisor and host, and puts it on its own network. This hardened and monitored layer of control 
is what enables isolated network virtualization. Isolated network virtualization is implemented in every data center 
in every region, which means that all Oracle Cloud Infrastructure tenants benefit from this reduced risk. 

Oracle Cloud Infrastructure’s physical network architecture adds a layer of defense to the isolated network 
virtualization by further isolating customer tenancies and limiting the risk of threat proliferation. The physical 
network components are the racks, routers, and switches that form the physical layer of Oracle Cloud 
Infrastructure. 
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Access control lists (ACLs) are enforced for the top-of-rack (ToR) switches. ACLs enforce adherence to the 
communications pathways within the topology. For example, the ToR switch drops any packet in which the virtual 
network source IP address and its corresponding physical network port don’t match the expected mapping. This 
mismatch would occur if an attacker spoofed the virtual source IP address, to pretend to be a legitimate traffic 
source to reach other tenants. The ACLs are designed to prevent IP spoofing by associating the expected IP 
addresses for an isolated network virtualization device with the physical ports that the device is connected to. 
Additionally, the destination device performs a reverse-path check on packets to prevent encapsulation header 
tampering. 

Hardware-based Root of Trust (RoT) 
A primary design principle of Oracle Cloud Infrastructure is protecting tenants from firmware-based attacks. 
Threats from the firmware level are becoming more common, which raises the potential risks for public cloud 
providers. So that each server is provisioned with clean firmware, Oracle implemented a hardware-based root of 
trust for the process of wiping and reinstalling the server firmware. OCI uses this process every time a new server 
is provisioned for a tenant or between tenancies, regardless of the instance type. 

The hardware-based root of trust is a protected hardware component that’s manufactured to our specification 
and inspected visually. It’s limited to performing the specific task of wiping and reinstalling firmware. It triggers a 
power cycle of the hardware host, prompts for the installation of known firmware, and confirms that the process 
has been performed as expected. This method of firmware installation reduces the risk from firmware-based 
attacks, such as a permanent denial of service (PDoS) attack or attempts to embed backdoors in the firmware to 
steal data or make it otherwise unavailable. 

Cryptographic Isolation of Storage 
Vaults are logical entities where the Vault service creates and durably stores keys and secrets. The type of vault 
you have determines features and functionality such as degrees of storage isolation, access to management and 
encryption, scalability, and the ability to back up. The type of vault you have also affects pricing. You cannot 
change a vault's type after you create the vault. 

The Vault service offers different vault types to accommodate your organization's needs and budget. All vault 
types ensure the security and integrity of the encryption keys and secrets that vaults store. A virtual private vault 
is an isolated partition on a hardware security module (HSM). Vaults otherwise share partitions on the HSM with 
other vaults. 

Keys are logical entities that represent one or more key versions, each of which contains cryptographic material. A 
key's cryptographic material is generated for a specific algorithm that lets you use the key for encryption or in 
digital signing. When used for encryption, a key or key pair encrypts and decrypts data, protecting the data where 
the data is stored or while the data is in transit. With an AES symmetric key, the same key encrypts and decrypts 
data. With an RSA asymmetric key, the public key encrypts data and the private key decrypts data. 

Conceptually, the Vault service recognizes three types of encryption keys: master encryption keys, wrapping keys, 
and data encryption keys. 

When you create a master encryption key, the Vault service can either generate the key material internally or you 
can import the key material to the service from an external source. When you create master encryption keys, you 
create them in a vault, but where a key is stored and processed depends on its protection mode. 

Master encryption keys can have one of two protection modes: HSM or software. A master encryption key 
protected by an HSM is stored on an HSM and cannot be exported from the HSM. All cryptographic operations 
involving the key also happen on the HSM. Meanwhile, a master encryption key protected by software is stored on 
a server and, therefore, can be exported from the server to perform cryptographic operations on the client instead 
of on the server. While at rest, the software-protected key is encrypted by a root key on the HSM. For a software-
protected key, any processing related to the key happens on the server. 

To meet the guidance outlined in the CC SRG, Section 5.11, Oracle recommends customers operating at DoD ILs 4 
and 5 to use the Virtual Private Vault option in OCI. 
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Database-as-a-Service Isolation 
The Oracle Cloud Infrastructure provides multiple options for database-as-a-service. If OCI DoD customers 
operating at DoD IL5 prefer or require an additional level of database compute isolation above the virtual/logical 
separation offered in Oracle’s community cloud, they can choose to leverage OCI single-node DB systems on bare 
metal or Exadata Cloud Service. 

 

DoD Security Technology Implementation Guide (STIG) Guidance 
Oracle Linux STIG Image 
Oracle Linux STIG Image is an implementation of the Security Technical Implementation Guide (STIG). With this 
image, you can create an Oracle Linux 7 instance in Oracle Cloud Infrastructure that you can configure to follow 
certain security standards and requirements that were set by the Defense Information Systems Agency (DISA). 

Oracle Linux STIG Image is available at the following locations: 

• Oracle Cloud Infrastructure. 
o Access the image by using either the embedded Marketplace or the Oracle Images tab. 

• Oracle Cloud Marketplace which is outside of Oracle Cloud Infrastructure. 

STIG Tool for Virtual Machine DB systems 
OCI provides a python script, referred to as the STIG tool, for Oracle Cloud Infrastructure virtual machine DB 
systems provisioned using Oracle Linux 7. The STIG tool is used to ensure security compliance with DISA's Oracle 
Linux 7 STIG. 

The STIG tool is provided for all newly-provisioned virtual machine DB systems, in the following OS directory 
location on virtual machine DB system nodes: 

/opt/oracle/dcs/bin/dbcsstig 

Additional Information 

This paper will be updated as new guidance, requirements, design patterns, and cloud-native services are 
released.   

For additional information specific to Oracle Cloud Infrastructure US Federal Cloud with DISA Impact Level 5 
authorization, please refer to the Oracle Cloud Infrastructure US Federal Cloud with DISA Impact Level 5 
Authorization website, located at: 

Oracle Cloud Infrastructure US Federal Cloud with DISA Impact Level 5 Authorization 

 

 

https://docs.oracle.com/en-us/iaas/Content/General/Concepts/govfeddod.htm#Oracle_Cloud_Infrastructure_US_Federal_Cloud_with_DISA_Impact_Level_5_Authorization
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