
How to Raise the Bar 
for Cybersecurity by 
Securing the OS



INTRODUCTION

In today’s world, firewalls are no longer sufficient to keep bad actors out of 
government systems. As the pace and severity of cyberattacks continue to 
escalate, government agencies need layers of protection throughout their 
systems to ensure government and citizen information and operations 
remain uncompromised. This is becoming especially urgent as the federal 
government moves to harden cybersecurity in the wake of heightened threats 
of malicious Russian cyber activity.

“This is a critical moment to accelerate our work to improve domestic 
cybersecurity and bolster our national resilience,” said President Joe Biden 
in a recent statement urging agencies to work to strengthen cyber defenses 
and implement cybersecurity best practices like encryption, multi-factor 
authentication and patching. 

A challenge, however, is that government today often falls short when it 
comes to basic cyber hygiene practices, like patching. In fact, a March report 
from the Center for Strategic and International Studies notes that many 
organizations are falling short when it comes to the basics.

“The need to improve cyber hygiene came up repeatedly — it’s not that 
organizations don’t know what to do to achieve better cybersecurity, it’s that 
many still aren’t doing it — but there was a recognition that market incentives 
may not always align with hygiene,” the report noted.

As agencies face greater cyber threats, a key to strengthening security 
efforts and mitigating attack will be in finding ways to build in basic security 
practices across all elements of their operations. One element that is 
paramount to foundational cybersecurity, but which is often overlooked, is 
the Operating System.

As IT teams look to safeguard citizen data, keep crucial government 
services running, and meet the framework laid out in the Cybersecurity 
Executive Order, they need to consider new means for addressing OS 
vulnerabilities from the ground up — building in best practices throughout 
their infrastructure. With robust vendor support, they can implement a FIPS-
compliant Linux OS and leverage strategies such as automatic OS patching 
and live updates to raise the bar on cybersecurity across government.

https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/21/statement-by-president-biden-on-our-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/21/statement-by-president-biden-on-our-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/21/fact-sheet-act-now-to-protect-against-potential-cyberattacks/
https://www.csis.org/analysis/shared-responsibility-public-private-cooperation-cybersecurity
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/


The OS Challenge

The Operating System is the base layer of the IT structure; the glue that holds it all together. 
Databases and the applications that sit on top of them all depend on the OS. That means the OS 
must be cyber-hardened — and yet keeping security current on the OS has proven problematic.

Concern for the OS isn’t always top of mind for business-line leaders. They’re looking at 
the applications, the day-to-day interface, and may not see the intrinsic value of diligent OS 
security efforts.

At the same time, regular patching is both labor-intensive and time-consuming, and at the OS 
level it can interrupt the ordinary flow of work. To patch the OS, an IT team typically must take 
its system offline. Agencies need to ensure operations remain uninterrupted. They need to 
secure and protect the underlying infrastructure without disrupting all other business.

A Better Approach

Some have looked to cloud migration as a way to resolve the issue, with the thought that 
moving resources to the cloud will shift the OS burden onto the cloud providers. But the fact 
is that even with rapid cloud adoption, many government IT functions still reside on premises. 
Moving to the cloud can lessen the OS cyber burden, but it doesn’t solve the problem.

A better approach would be to move toward a vendor-supported OS that delivers strong cyber 
protection, with automated tools and other key innovations in place to ensure the operating 
system is always strongly defended. This way agencies can update the security of the OS layer 
without disrupting operations.

In adopting a new OS security strategy, agencies also will be looking to overcome the inherent 
complexity of updating the operating system. Patching the OS kernel is critical, for example, 
but so is patching critical user space libraries. Agencies also need a robust hypervisor 
patching process.



Simplify, Automate OS Security

Oracle’s FIPS-compliant Linux OS offers a way forward. In support of agencies’ compliance 
requirements, Oracle Linux has received both a Common Criteria Certification and the FIPS 140-2 
validation of its cryptographic modules. Moreover, it’s supported by Oracle Ksplice, which delivers 
the means to update critical components of the Oracle Linux installation without needing to reboot.

With zero-downtime updates, agencies save time and effort, updating in seconds, even while 
systems are still running. This means agencies can patch not just the kernel but the hypervisor 
and critical user space libraries without taking the system offline.

This methodology already supports vigorous cybersecurity across more than 2.5 million servers 
per month: It’s been tested and proven. By taking this approach, agencies can avoid downtime, 
reduce the pressure on overburdened IT staff and, most importantly, ensure the OS is current in 
its patches for cybersecurity protections.

This is fundamental to agency-wide security. Keeping the operating system patched makes all the 
layers it supports more secure.

There are added levels of protection as well. A roll-back feature ensures that if an update does 
impact the system, admins can easily revert to a previous version. In addition, Oracle provides 
Known Exploit Detection: If attackers try to exploit a vulnerability that’s already been patched, the 
IT team will be notified. 

This allows IT teams to improve security more quickly, making the best use of their time and 
resources. Ultimately, it’s a way for government to streamline operations and ensure a higher 
level of security.

Overall, Oracle’s support for the operating system ensures government can meet its mission 
without having to devote extensive energy and resources to the care and feeding of the 
underlying infrastructure. 

https://blogs.oracle.com/security/post/oracle-linux-certified-under-common-criteria-and-fips-140-2
https://blogs.oracle.com/security/post/oracle-linux-certified-under-common-criteria-and-fips-140-2
https://www.oracle.com/a/ocom/docs/linux/ksplice-datasheet-487388.pdf


Get Started

Agencies looking to raise the bar on their OS security efforts should start by taking inventory. If 
it’s taking too long to address critical vulnerabilities or if the effort requires too many resources 
and is disruptive to daily operations, it’s probably time to consider a new approach.

The right technology platform can deliver automated patching of operating systems in a 
comprehensive way. Oracle Linux is the only operating environment that offers kernel, hypervisor, 
and user space live patching, with no downtime required. 

Ultimately, there has never been a more important time for agencies to prioritize cybersecurity 
and build resilience into operations from the ground up. And to do so effectively requires each 
agency to do their utmost to stay ahead of evolving threats.

“Securing our Nation’s cyber and critical infrastructure is a shared responsibility requiring not 
just a whole-of-government, but a whole-of-Nation approach,” said Jen Easterly, Director of 
Cybersecurity and Infrastructure Security Agency for the U.S. Department of Homeland Security 
during a recent testimony to the House of Representatives.

Government can raise the bar on OS security, and on cybersecurity overall, by leveraging tools that 
have already successfully deployed millions of patches to public and private organizations.

Learn more about how Oracle Linux 
can help your agency improve, 
simplify, and automate OS security.

LEARN MORE

https://docs.house.gov/meetings/AP/AP15/20220428/114675/HHRG-117-AP15-20220428-SD002.pdf
https://www.oracle.com/linux/
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