
VMware is a critical part of every midsize and large organization’s IT infrastructure.  
The mission-critical and dynamic nature of VMware environments and workloads makes  

the benefits of leveraging the cloud highly desirable. Oracle Cloud VMware Solution is a service 
that is part of Oracle Cloud Infrastrucutre (OCI) that helps IT teams meet the most important 

organizational, agility, scalability, and efficiency demands of digital transformation by  
leveraging existing VMware investments. 
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Extending an on-premises VMware environment to 
the cloud makes it possible to leverage the current 
VMware software stack with enhanced scalability 
and flexibility. Cloud capacity can easily be used 
to expand or migrate data center compute, 
networking, or storage resources without lengthy 
procurement or installation. And when the cloud 
environment is consistent with the on-premises 
environment, IT can more easily migrate workloads 
and better support their hybrid portfolio. This 
enables IT modernization and transformation 
without starting over, using both cloud services, 
like containers, databases, security, analytics,  
and AI/ML.

Leveraging cloud infrastructure can immediately 
benefit IT by extending disaster recovery 
capabilities to your entire infrastructure and 
application portfolio. This is essential, since many 
VMware workloads are at the heart of critical 
business processes. Cloud environments that are 
consistent with on-premises facilities can quickly 
enable business continuity in the event of common 
events like power interruptions or natural disasters. 

By using multiple cloud regions in different 
geographic locations with high-performance 
connections, even a catastrophic, region-wide 
event can be mitigated.

As organizations consider utilizing 
cloud services for VMware, it is 
important to realize that there 
are very meaningful and real 
differences among the different 
services. Making a suboptimal 
choice for a VMware cloud service 
provider can create additional 
work for IT, as well as introduce 
operational inconsistencies and 
other problems and limitations.



CHOOSING THE RIGHT CLOUD: NOT 
ALL CLOUD SERVICES FOR 
VMWARE ARE THE SAME

Many cloud providers offer VMware solutions,  
but they differ substantially in how they are built 
and, most importantly, how consistent they can 
be with the on-premises VMware environment. 
For many organizations, the optimal VMware 
cloud service is a 1:1 match with the on-premises 
environment specification. 
 
A consistent environment specification makes it 
easier to utilize the VMware cloud service in real 
time and without interruptions or other operational 
problems. How the cloud providers have chosen to 
implement their VMware-based service can affect 
how similarly the cloud environment can replicate 
on-premises configurations. Differences include 
networking design limitations, restricted access 
to software features and settings, and offering 
different versions of vSphere, vSAN, and NSX 
than IT is using on-premises. For this reason, the 
preferred approach is to leverage a cloud service 
that is a replica of the unique stack the customer 
uses today.

A VMware cloud service must provide scalability 
and application performance and can’t be hindered 
by latency. Most IT teams assume that utilizing 
cloud automatically improves performance and 
limits latency, but this is not always the case. 
This is particularly true for VMware workloads, 
since the cloud service needs to be designed 
to provide scale-up to meet VMware limits. The 
service provider must focus on providing optimal 
VMware workload performance and scalability. 
It is also important to ensure that the network 
that supports the cloud service enables a highly 
dynamic VMware environment and connects that 
environment natively to other cloud services, 
providing architectural flexibility, sufficient 
bandwidth and throughput for all workloads and 
the ability to move them as needed.

Another area where consistency between cloud 
and on-premises improves results is in deploying 
identical security stacks, including tools, policies, 

processes and certifications. Different vertical 
industries often have unique legal, governance, and 
compliance demands. Ensuring that the proven 
and acceptable security stack is implemented 
everywhere is essential to meeting these 
requirements. The ability to simply port over the 
compliance and regulatory frameworks already 
in place for VMware workloads greatly simplifies 
daily operations. Another factor to consider when 
looking at this issue is access and control over the 
cloud environment; how a cloud service provider 
gives access and manages a VMware environment 
in the cloud and how that is different from on-
premises must be taken into consideration in any 
existing compliance plan. 

The last item to consider when it comes to cloud 
service differentiation is pricing and geographic 
availability. Most services publish pricing and 
developing a cost picture for a cloud service seems 
straightforward. Yet, there can be unpleasant 
surprises in the detailed picture and ongoing 
charges. Many public clouds do not offer VMware 
services in all their regions, and pricing may vary in 
different regions. Ensuring that the service terms 
don’t deliver a cost surge based on a spike in use 
or other change is important. One of the key issues 
to look at is data egress charges. Data fluidity is a 
big part of success with VMware, and if charges for 
data egress are high, it is likely that, as workloads 
move, unexpected costs for data movement  
will arise. 
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Control: Oracle provides 1:1 consistency between 
cloud and on-premises VMware environments 
by providing a dedicated bare-metal compute 
server for each client that acts as the foundation 
of the service. The customer has complete super 
user/root access to their single-instance cloud 
tenancy; they also have VMware Admin access 
for complete control. The customer can choose 
the timing and nature of updates made to the 
VMware stack, which means that it can have the 
same VMware software versions in the cloud as 
in the data center. This dramatically simplifies 
using the cloud resources, as workloads can 
move seamlessly. More importantly, the customer 
maintains control over the entire VMware 
environment and all settings for ESXi, vCenter, 
vSAN, and NSX. This stands in contrast to other 
options, where some aspects of the environment 
are determined by the cloud service provider and 

often differ from what is in the data center. The 
result, with Oracle, is that IT operations teams 
can focus on getting work done, not dealing with 
constant issues from inconsistent cloud and on-
premises environments.
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ORACLE CLOUD VMWARE SOLUTION PROVIDES  
AN OPTIMIZED SOLUTION FOR HYBRID VMWARE 
ENVIRONMENTS

In contrast to many other cloud service providers, Oracle has taken a unique approach focused on simplifying 
the customer’s use of cloud resources to enhance an organization’s VMware estate. This attention to 
simplification for the customer is supported by three key elements of Oracle Cloud VMware Solution, a 
VMware Cloud verified offering:

Security: One of the core benefits of controlling 
the VMware cloud environment and keeping it 
consistent is that the same security stack, including 
tools, policies and processes, can be used both on-
premises and in the cloud. With Oracle’s zero-trust 
architecture, the IT team controls all access and 
data for their cloud environment. This is simpler 
to manage and operate than the “shared security 
model” used by many cloud services, where a lack 
of clarity about technical details and responsibilities 
can lead to vulnerabilities. With this model, it is also 
easier for IT teams to be certain they are meeting 
risk, governance and compliance frameworks. 
Additionally, the Oracle Cloud VMware Solution has 
passed stringent FedRAMP High and DISA Impact 
Level 5 designations for government applications 
that require the highest levels of compliance.

Predictability: Surprises are generally not 
enthusiastically received by IT professionals. 
Unexpected cost increases or sudden latency 
issues can be very frustrating. The Oracle Cloud 
VMware Solution is designed to be predictable 
across several attributes. The first is that 
operations will be predictable because there 
can be 1:1 mapping of architectures with on 
premises. Performance is predictable with SLAs 
for performance, availability and manageability. 
There is also published and predictable pricing 
consistent across all geographies, including low 
fees for data egress -- up to one-tenth of the 
cost of some competitors. Applications operate 
with predictable performance; Oracle Cloud 
VMware Solution doesn’t require any application 
refactoring or code changes. 

https://www.oracle.com/cloud/compute/vmware/


5Choosing the Optimal Cloud Service for VMware Workloads

About Oracle
Oracle offers suites of integrated applications plus secure, autonomous infrastructure in the Oracle Cloud. 

For more information about Oracle (NYSE: ORCL), please visit us at www.oracle.com.

© 2021 Oracle. This content was commissioned by Oracle and produced by TechTarget Inc.

KEY TAKEAWAYS
Leveraging cloud services is a critical component 
of IT success. However, when the cloud service is 
not consistent with an on premises environment, 
security issues, unexpected process and code 
changes are required and operational complexity 
arise. Rather than make things easier for IT teams, 
such cloud offerings can make daily operations 
more stressful. The goal for a successful cloud 
service should be based on selecting a service 
that enables migration of a 1:1 replica of the on-
premises VMware estate to a cloud platform. 
Additionally, existing processes, skills and tools 
should not change from the on-premises data 
center to the cloud platform.

Oracle Cloud VMware Solution meets these 
goals and delivers a seamless extension to the 
cloud that IT teams want. There’s no application 
refactoring, code changes and no skills training 
requirements. The focus on security, predictability 
and control aligns Oracle Cloud VMware Solution 
with the needs of the IT organization. This stands 
in contrast to how many other VMware cloud 
services are conceived and delivered. For more 
information, please go to oracle.com/vmware.

https://www.oracle.com/cloud/compute/vmware/
https://www.oracle.com/cloud/compute/vmware/

