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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied upon in
making purchasing decisions. The development, release, and timing of any features or functionality described for Oracle’s products
remains at the sole discretion of Oracle.
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1 Alert:

Before Moving Forward in this Document, Please Read:

Due to planned upgrades to Microsoft Teams Direct Routing Platform, there are mandatory changes that are
required to the Oracle Session Border Controller Configuration in some environments. If these changes are not
implemented in the near future, there may be risk of call failures. Please See Appendix D/Important Note for

more details:

Please reach out to your Oracle Account Team with any questions regarding this notification.
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2 Introduction

This document describes how to connect the Oracle SBC to Microsoft Teams Direct Routing. This paper is
intended for IT or telephony professionals.

3 About Microsoft Teams Direct Routing

Microsoft Teams Direct Routing allows a customer provided SBC to connect to Microsoft Phone System. The
customer provided SBC can be connected to almost any telephony trunk or interconnect 3rd party PSTN
equipment. The scenario allows:

e Use virtually any PSTN trunk with Microsoft Phone System;
e Oracle Enterprise Session Border Controllers are Microsoft certified to work for Direct Routing. Additional
information can be found at:

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-border-controllers

3.1 Planning Direct Routing

If you are planning to configure direct routing with Oracle SBC, you must ensure that the following prerequisites are
completed before proceeding further

Tenant requirements

Licensing and other requirements

SBC domain names

Public trusted certificate for the SBC

SIP Signaling: FQDNs

Transcoding Resources for the SBC (CN, RTCP, and Ringback)

3.1.1 Tenant Requirements

Make sure that you have a custom domain on your O365 tenant. Here we have created an account
soladmin@solutionslab.onmicrosoft.com.

Likewise create an account, which is not the default domain created for your tenant. For more information
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#sbc-domain-names

3.1.2 Licensing Requirements

Make sure that the following license requirements are met by the Direct routing users. (ie the users must be assigned the
following licenses in Office 365)

e  Microsoft Phone System

e Microsoft Teams + Skype for Business Plan 2 if included in Licensing Sku
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3.1.3 DNS Requirements

Create DNS records for domains in your network that resolve to your SBC.
Before you begin, make sure that you have the following per every SBC you want to pair:

e Public IP address
e FQDN name resolving to the Public IP address

3.1.4 SBC Domain Names

The SBC domain name must be from one of the names registered in “Domains” of the tenant. You cannot use the

* onmicrosoft.com tenant for the domain name.

For example, on the picture below, the administrator registered the following DNS names for the tenant:

Can be used
DNS Name for SBC Examples of FQDN names
FQDN
Valid names:
e shcl.woodgrovebank.us;
e ussbcsl5.woodgrovebank.us
woodarovebank.us Yes e europe.woodgrovebank.us
Non-Valid hame:
e shcl.europe.woodgrovebank.us (requires registering
domain name europe.atatum.biz in “Domains” first)
woodgrovebankus.onmicrosoft.com No Using *.onmicrosoft.com domains is not supported for SBC
names
Valid names:
e sbcl. hybridvoice.org
e ussbcsl5. hybridvoice.org
e europe. hybridvoice.org
hybrdvoice.org Yes
Non-Valid name:
e sbcl.europe.hybridvoice.org (requires
registering domain name europe.
hybridvoice.org in “Domains” first)

Please activate and register the domain of tenant.
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http://hybridvoice.org/
http://1.sbc1.hybridvoice.org/
http://2.ussbcs15.hybridvoice.org/
http://3.europe.hybridvoice.org/
http://1.sbc1.europe.hybridvoice.org/
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Vilas Belagodu
Groups TEST_TEST adatumfunclests2 TEST
Resources i~ Buy domain | View [ All domains ¢ Search domains
A Domain nan Srat
Billing
3 woodgrovebank.us (Default) Setup complete
Support
adatumfunctests2.onmicrosoft.com Setup complete

Settings .

g onlinesbc.com Setup complete

Setup

Products

Domains

In this document the following FQDN and IP is used as an example:

Public IP FQDN Name

155.212.214.173

Oracleesbe. woodgrovebank us

3.1.5 Public trusted certificate for the SBC

It is necessary to setup a public trusted certificate for direct routing. This certificate is used to establish TLS connection
between Oracle SBC and MS Teams. The certificate needs to have the SBC FQDN in the subject, common name, or
subject alternate name fields. For root certificate authorities used to generate SBC certificate refer to Microsoft
documentation. https:/docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc
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3.2 Configure Direct Routing

The SBC has to be paired with the Direct routing interface for direct routing to work. To achieve this, follow the below
steps

3.2.1 Establish aremote PowerShell session to Skype for Business Online

The first step is to download Microsoft PowerShell .For more information and downloading the client, visit Microsoft’s
website https://docs.microsoft.com/en-us/SkypeForBusiness/set-up-your-computer-for-windows-powershell/set-up-your-
computer-for-windows-powershell.

To establish a remote connection, follow the below steps

Open PowerShell and type in the below commands
Import-Module -Name MicrosoftTeams

$userCredential = Get-Credential

$sfbSession = New-CsOnlineSession -Credential $userCredential
Import-PSSession $sfbSession

PS C:\WINDOWS\system32> Import-Module -Name MicrosoftTeams
$userCredential = Get-Credential
$sfbSession = New-CsOnlineSession -Credential $userCredential

Import-PSSession $sfbSession
cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:

e PowerShell prompts for a username and password. Enter the tenant username and password. Tenants are used
in pairing the SBC with the direct routing interface.

PS C:\Users\gabalakr> Import-Module SkypeOnlineConnector
$usercredential = Get-Credential
$sfbSession = New-CsOnlineSession -Credential $usercCredential
Import-PSSession $sfbSession

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:

cmdlet Get-Credential at command pipel... 7

Supply values for the following parameters:

User name: |!3 |

Password: |
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PS C:\WINDOWS\system32> Import-Module -Name MicrosoftTeams
$usercredential = Get-Credential

$§sfbSession = New-CsOnlineSession -Credential $usercCredential
Import-PSSession $sfbSession

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:

ModuleType Vers Name ExportedCommands

tmp_tyoOuglc.age {Clear-CsoOnlineTelephoneNumberReservation, ConvertTo-JsonForPSWw...

PS C:\WINDOWS\system32> |

* Now the remote connection is established. Check whether the remote connection is proper by using the below
command
“Get-Command *onlinePSTNGateway
The command will return the four functions shown here that will let you manage the SBC.

%79

PS C:\Users\gabalakr> Get-Command *onT1inePSTNGateway*

CommandType Name i Source

Function Get-CsOnlinePSTNGateway . tmp_fcnyz43x.wOh
Function New-CsOn1linePSTNGateway . tmp_fcnyz43x.wOh
Function Remove-CsOnTlinePSTNGateway . tmp_fcnyz43x.w0h
Function Set-CsOnTinePSTNGateway . tmp_fcnyz43x.woh

3.2.2 Pair the SBC to tenant

To pair SBC to the tenant, type the command as shown below. Here the FQDN used is oraclesbc.woodgrovebank.us

New-CsOnlinePSTNGateway -Fgdn <SBC FQDN> -SipSignalingPort <SBC SIP Port> -MaxConcurrentSessions <Max
Concurrent Sessions the SBC can handle> -Enabled $true

For more information ,please visit the Microsoft documentation here:

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure#connect-to-skype-for-business-online-by-using-
powershell

Ps C:\Users\gabalakr>

PS C:\Users\gabalakr> New-CsOnlinePSTNGateway -Fqdn oracleesbc2.woodgrovebank.us -SipSignallingPort 5061 -MaxConcurrentSessions 500 -Enabled -MediaBypass

After pairing, we can check whether the SBC is present in the list of paired SBC'’s by typing in the command:
Get-CsOnlinePSTNGateway -ldentity oracleesbc2.woodgrovebank.us

The details of the gateway are listed when the above command is entered.

Verify whether the enabled parameter is set to true.

The OPTIONS ping from the SBC is now responded with 2000K.Once there are incoming options to the direct routing
interface, it starts sending OPTIONS to the SBC.
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Identity : oracleesbc2.woodgrovebank.us
Fgdn : oracleesbc2.woodgrovebank.us
SipSignallingPort : 5061

FailoverTimeSeconds : 10

ForwardCallHistory : True

ForwardPai : True

SendSipOptions : True

MaxConcurrentSessions :
Enabled : True
MediaBypass : False
GatewaySiteld :
GatewaySiteLbrEnabled : False
FailoverResponseCodes : 408,503,504
GenerateRingingwWhileLocatingUser : True
PidfLoSupported : False
MediaRelayRoutingLocationOverride
Proxysbc :
BypassMode : None

3.2.3 Enable users for Direct Routing

To add users, create a user in Office 365 and assign a license. Here the following user is created:
teamsuserl@woodgrovebank.us

Here the following license is added
o Office 365 Enterprise E5 (including SfB Plan2, Exchange Plan2, Teams, and Phone System)

Microsoft 365 admin center

TeamsUser1

teamsuserl@woodgrovebank.us
Home

@, Reset password | | R Block sign-in | ‘ i] Delete user

R Users ~
RERDUEEE Username / Emai teamsuser1@woodgrovebank.us
faiEEE Aliases teamsuser1@adatumfunctests2.onmicrosoft.com
Guest users
Product licenses Office 365 E5
Delsted users
R Groups > p memberships Solutions
B Billing v TEST _TEST adatumfunctests2 TEST Sign-in allowed
Office installs View and manage which devices this person has
EELE E—iie Office apps installed on.
Customize navigation Roles User (no admin access)

User management Offict

* Show all

User management Ins

TeamsUser1

Verify whether the user is homed in Skype for business Online by issuing the below command in PowerShell

“Get-CsOnlineUser -ldentity "<User name>" | fl RegistrarPool”
Here the “infra.lync.com” verifies that the user is homed.
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PS C:\WINDOWS\system32> Get-CsOnlineUser -Identity "teamsuserl@telechat.o-test06161977.com™ | f1 RegistrarPool

RegistrarPool : sippoolSN44A0Ll.infra.lync.com

Assign a phone number to the user

After creating a user, a phone number and voice mail has to be assigned through Powershell. Enter the below command
for assigning a phone number.

Set-CsUser -ldentity "<User name>" -EnterpriseVoiceEnabled $true -HostedVoiceMail $true -OnPremLineURI tel:<E.164
phone number>

PS C:\WINDOWS\system32> Set-CsUser -Identity "teamsuser2@woodg vank.us" -EnterpriseVoiceEnabled -HostedVoiceMail -OnPremLineURI +17841313123

The phone number used has to be configured as a full E.164 phone number with country code.
Configure Voice Routing

Voice Routing is performed by the direct routing Interface based on the following elements
Voice Routing Policy

PSTN Usages

Voice Routes
Online PSTN Gateway

Here is an example to configure routes, PSTN usage, voice routing policy and assigning the policy to user.

1. Create the PSTN Usage "US and Canada".

PS C:\Users\gabalakr> Set-CsOnlinePsthUsage -Identity Global -Usage @fAdd="US and Canada"}j

2. Verify this by executing the command below
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PS C:\Users\gabalakr> Get-CSOnlinePSTNUsage

Identity : Global
Usage : {us and canada}

PS C:\Users\gabalakr>

3. Configure voice route as shown below. Here all calls are routed to the same SBC.This is achieved by using -
NumberPattern ".*"

New-CsOnlineVoiceRoute -id "$Routename" -NumberPattern "*" -OnlinePstnGatewayList
“oracleesbc2.woodgrovebank.us” -Priority 5 -OnlinePstnUsages “US and Canada”

82> New-CsOnlineVoiceRoute -id "Bedfordll" -NumberPattern "*" -OnlinePstnGatewaylList “oracleesbc2.woodgrovebank.us” -Priority 5 -OnTinePstnUsages “US and Canada

4. Verify the configuration by typing in the following command Get-CsOnlineVoiceRoute

Identity : Oracle_Us
Priority 1 3

Description =

NumberPattern : AGI[0-9]{10})%

OnlinePstnlUsages : {Oracle_ U5}
OnlinePstnGatewaylList : {sbcZ.customers.telechat.o-test06161977.com, oracleesbc?.woodgrovebank.us}
Mame : Oracle_USs

5. Create a Voice Routing Policy "US Only" and add to the policy the PSTN Usage "US and Canada.".Use the following
command

New-CsOnlineVoiceRoutingPolicy "US Only" -OnlinePstnUsages "US and Canada"

This can be verified through the following command.
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PS C:\Users\gabalakr> Get-CsOnlineVoiceRoutingPolicy

Identity : Global
onlinePstnUsages : {}

Description
RouteType

Identity : Tag:US Only
OnlinePstnUsages : {US and Canada}
Description :

RouteType : BYOT

6. Grant to user teamsuserl a voice routing policy by using PowerShell

PS C:\WINDOWS\system32> Grant-CsOnlineVoiceRoutingPolicy -Identity ebank.us" -PolicyName "US pnly"

7. Validate the same using the PowerShell command as shown below
$GetUserDetails=Get-CsOnlineUser -Identity teamsuser2@woodgrovebank.us
$GetUserVoiceRoutePolicy = $GetUserDetails.OnlineVoiceRoutingPolicy

3.3 Microsoft Teams Direct Routing Interface characteristics

Table 1 contains the technical characteristics of the Direct Routing Interface. Microsoft, in most cases, uses RFC
standards as a guide during the development. However, Microsoft does not guarantee interoperability with SBCs
even if they support all the parameters in table 1 due to specifics of implementation of the standards by SBC
vendors. Microsoft has a partnership with some SBC vendors and guarantees their device’s interoperability with the
interface. All validated devices are listed on Microsoft’s site. Microsoft only supports the validated devices to
connect to Direct Routing Interface. Oracle is one of the vendors who have a partnership with Microsoft.
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SIP Interface FQDN Name Refer to Microsoft documentation
IP Addresses range for SIP . )
. Refer to Microsoft documentation
interfaces
Ports and SIP Port 5061
IP
IP Address range for Media | Refer to Microsoft documentation
Media port range on Media : ;
Processors Refer to Microsoft documentation
(I\:/Iliee?lita Port range on the Refer to Microsoft documentation
SIP transport TLS
Media Transport SRTP
AES CM_128 HMAC_ SHA1_ 80, -
SRTP Crypto Suite non— .~ — — — DTLS-SRTP is not
MK supported
; Using RTCP mux helps
Transport Control protocol for media SRTCP (SRTCP-Mux recommended) reduge P
d transport .
and number of required ports
Security
Supported Certification ; :
Authorities Refer to Microsoft documentation
_ ICE-lite (RFC5245) — recommended,
Transport for Media Bypass | | cjient also has Transport Relays
« G711
e G722
_ ¢ Silk (Teams clients)
Audio codecs e Opus (WebRTC clients) - Only if
Media Bypass is used;
« G729
Codecs
e DTMF - Required
e Events 0-16
Other codecs « CN .
e Required narrowband and wideband
e RED - Not required
« Silence Suppression — Not required
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3.4 Requirements to SIP messages “Invite” and “Options”
Microsoft Teams Hybrid Voice Connectivity interface has requirements for the syntax of SIP messages.

The section covers high-level requirements to SIP syntax of Invite and Options messages. The information can be
used as a first step during troubleshooting when calls don’t go through. From our experience most of the issues are
related to the wrong syntax of SIP messages.

Terminology

e Recommended — not required, but to simplify the troubleshooting, it is recommended to configure as in
examples as follow

e Must — strict requirement, the system does not work without the configuration of these parameters

3.5 Requirements for “INVITE” messages syntax

Picture 1 Example of INVITE message

INVITE sip:+17814437382@sip.pstnhub.microsoft.com:5061;user=phone;transport=tls SIP/2.0

Via: SIP/2.0/TLS 155.212.214.172:5061;branch=z9hG4bKndcs1720d08dhhs5s8g0.1

Max-Forwards: 45
From:<sip:+17657601680@oracleesbc2.woodgrovebank.us:5060;user=phone>;tag=af50c97a0a020200
To: <sip:+17814437382@sip.pstnhub.microsoft.com:5060;user=phone>

Call-ID: 1-af50c97a0a020200.2e95886d@68.68.117.67

CSeq: 2 INVITE
Contact:<sip:7657601680@oracleesbc2.woodgrovebank.us:5061;user=phone;transport=tls>;sip.ice
Allow: ACK, BYE, CANCEL, INVITE, OPTIONS, PRACK, REFER

User-Agent: Oracle ESBC

Supported: 100rel replaces

Content-Type: application/sdp

1. Request-URI
The recommendation is to set the Global FQDN name of the direct routing, in URI hostname when sending
calls to Hybrid Voice Connectivity interface.
Syntax: INVITE sip: <phone number>@<Global FQDN > SIP/2.0

2. From and To headers
Must: When placing calls to Teams Hybrid Voice Connectivity Interface “FROM” header MUST have SBC
FQDN in URI hostname:
Syntax: From:sip: <phone number>@<FQDN of the SBC>;tag=....
If the parameter is not set correctly, the calls are rejected with “403 Forbidden” message.
Recommended: When placing calls to Teams Hybrid Voice Connectivity Interface “To” header have SBC
FQDN in URI hostname of the Syntax: To: INVITE sip: <phone number>@<FQDN of the SBC>

3. Contact
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Must have the SBC FQDN for media negotiation. Syntax: Contact: <phone number>@<FQDN of the
SBC>:<SBC Port>;<transport type>
The above requirements are automatically fulfilled in the referenced build of the software.

3.6 Requirements for “OPTIONS” messages syntax

Picture 2 Example of OPTIONS message

OPTIONS sip:sip.pstnhub.microsoft.com:5061;transport=tls SIP/2.0

Via: SIP/2.0/TLS 155.212.214.172:5061;branch=z9hG4bKKk5ilpo00cobbgo9614h0
Call-ID: 98980084af15b946c779c9873165808f020000khp2@155.212.214.172
To: sip:ping@sip.pstnhub.microsoft.com

From: <sip:ping@oracleSBC2.woodgrovebank.us>;tag=db4ec94e7d8227d305c068e7a408a6a0000khp2
Max-Forwards: 70

CSeq: 6835 OPTIONS

Route: <sip:52.114.132.46:5061;Ir>

Content-Length: 0

Contact: <sip:ping@oracleSBC2.woodgrovebank.us:5061;transport=tls>
Record-Route: <sip:oracleSBC2.woodgrovebank.us>

1. From header
When sending OPTIONS to Teams Hybrid Voice Connectivity Interface “FROM” header MUST have SBC
FQDN in URI hosthame:
Syntax: From: sip: <phone number>@<FQDN of the SBC>;tag=....

If the parameter is not set correctly, the OPTIONS are rejected with “403 Forbidden” message.

2. Contact.
When sending OPTIONS to Teams Hybrid Voice Connectivity Interface “Contact” header should have SBC
FQDN in URI hostname along with Port & transport parameter set to TLS.
Syntax: Contact: sip: <FQDN of the SBC:port;transport=tls> If the parameter is not set correctly, outbound
OPTIONS won’t be sent by Teams

The above requirements are automatically fulfilled in the referenced build of the software.

18| Page


ftp://sip:ping@sip.pstnhub.microsoft.com/
ftp://sip:ping@oracleesbc2.woodgrovebank.us/
ftp://sip:ping@oracleesbc2.woodgrovebank.us:5061/

L ' X“,/',?/ . /'Y
_ ' k] _-"ﬁsl“,!«,/"f/', ot AN

3.7 Validated Oracle version

Oracle conducted tests with Oracle SBC SCZ8.3 software — this software with the configuration listed below can
run on any of the following products:

e AP 1100
e AP 3900
e AP 4600
e AP 6350
e AP 6300
e VME

Here Release SCZ830p7 is the software version used. Please upgrade to SCZ830p7 before configuring Oracle SBC for
MS Teams.
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4 Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for interworking with Microsoft
Teams Direct Routing Interface with Non -Media Bypass.

The Figure 1 below shows the connection topology example.

Microsoft Teams

SIP over Data

MEDIA —

SIGNALLING

v

Figure :1: Signaling & media flow with media-bypass disabled

There are several connection entities on the picture:

e Enterprise network consisting of an IP-PBX and Teams client
e Microsoft Teams Direct Routing Interface on the WAN
e SIP trunk from a 3rd party provider on the WAN
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These instructions cover configuration steps between the Oracle SBC and Microsoft Teams Direct Routing
Interface. The interconnection of other entities, such as connection of the SIP trunk, 3rd Party PBX and/or analog
devices are not covered in this instruction. The details of such connection are available in other instructions
produced by the vendors of retrospective components.
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5 New SBC configuration

If the customer is looking to setup a new out of the box Oracle SBC with Microsoft teams, please follow the section

below.

5.1 Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by default) on the

SBC and the other end to console adapter that ships with the SBC, connect the console adapter (a DB-9 adapter)

to the DB-9 port on a workstation, running a terminal emulator application such as PUTTY. Start the terminal

emulation application using the following settings:

Baud Rate=115200
Data Bits=8
Parity=None

Stop Bits=1

Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence
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Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and the default

super user password is “packet”.

Both passwords have to be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam.to access bootparam. Go to
Configure terminal->bootparam.

Note: There is no management IP configured by default.

pootpara

Setup product type to Enterprise Session Border Controller as shown. To configure product type, type in setup
product in the terminal.
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Save the changes and reboot the SBC.

When the SBC comes up after reboot, it is now ready for you to add a configuration.

Go to configure terminal->system->web-server-config. Enable the web-server-config to access the SBC using
WebGUI. Save and activate the config.
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5.2 Configure SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The WebGUI can be accessed through the url hitps://<SBC_MGMT _IP>. The username and password is the same
as that of CLI.

‘Welcome to Enterprise Session Border Controller
Username:
Password;
DF\,AC I_E Yaur system's operation has triggered 1 alarms, Motifications = | admin =|
m Configuration Monitor and Trace Widgets System
I Refresh == Add widget i Resel
ighest task CPU usage (second) & 88X 0Or |~ Current memory usage A AN =N Historical memory usage (minuts) @ BHx07? -
100 ] —=—Memory usage (kB)___ Trend (rate:-5.17 kB/s
] mean:2027052.80 kB
a0 e
a0 1 2531,712
] 2,830,780 |
™ 5 autha 259,548 ]
&0 e TaTimer o 2928916 1
o h.::p W alcested g 2527.984
a0 = i - B 2EE7.083
20 —— sy M Free > 2525121 ]
] 2,525,189 4
20 2,524,257
0 i 2823,325
T T T
SASISISICR 2ezzom (P F @db o u‘: ,d: \sp@ FIFE LS
e" <§= <§° & & ¢ @ @ &
Time Tlme
larms ze8xolr (=
Clear All
avarity Daescription First occurred La
o ganms coeurred |l is time,
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Go to Configuration as shown below, to configure the SBC.

ORACI_G i Notifications ~ | admin ~
Home Monitor and Trace Widgets System
S Save 4F Wizards - 4} Commands - m Discard Q Search
b Configuration objects
» media-manager Name Description
3 security access-control Configure a static or dynamic access control list -
) session-router account-config Configure Quality of Service accounting
b system certificate-record Create, generate, and import a certificate
codec-policy Create and apply a codec policy to a realm and an agent
filter-config Create a custom filter for SIP monitor and trace
fraud-protection Configure fraud protection
host-route Insert entries into the routing table
Idap-config Configure an LDAP server, filter, and policy
local-policy Configure a session request routing policy
local-routing-config Configure local routing servers
media-manager Configure media policy, attributes, and settings
media-policy Configure a media profile and apply It to a realm
media-profile Configure a media profile and apply it to a media type
network-interface Configure layer3 network interfaces
ntp-config Synchronize the Network Time Protocol among servers and clients
phy-interface Configure physical interfaces
realm-config Configure a realm for media management
redundancy-config Configure a routing policy for SIP server failover

Kindly refer to the GUI User Guide https://docs.oracle.com/en/industries/communications/enterprise-session-

border-controller/8.3.0/webgui/esbc_scz830 webgui.pdf for more information.

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from the Objects tab
available.
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5.3 Configure system-config

Go to system->system-config

ORACLE

Home E®GGINETLE Monitor and Trace

Widgets System

4 Opjects

P media-manager

P security

P session-router

4 system
capture-receiver
fraud-protection
host-route
network-interface
network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry
spl-config
system-access-list

system-config
tdm-config

B Save {} Wizards - 4} Commands -

Modify System config

Hostname:

Description:

Location:

Mib system contact:

Mib system name:

Mib system location:

Acp TLS profile:

SNMP enabled:

Enable SNMP auth traps:
Enable SNMP syslog notify:
Enable SNMP monitor traps:
Enable env monitor traps:
Enable mblk_tracking:

Enable |2 miss report:

oracleesbc2 woodgrovebank.us

ESEC to Microsoft Teams Direct Routing

Bedford, M4
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5.4 Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

screenshot for creating a phy-interface on sOp0

You will first configure the slot 0, port 0 interface designated with the name sOp0O. This will be the port plugged into
your inside (connection to the PSTN gateway) interface. Teams is configured on the slot 0 port 1. Below is the

Create a similar interface for Teams as well from the WebGUI. The table below specifies the values for both teams and
Trunk.

snmp-community
snmp-group-entry
snmp-user-entry
snmp-view-entry
spl-config
system-access-list
system-config

Back

Parameter Name Trunk(sOpO0) MSTeams(sOp1l)
Slot 0 0
Port 0 1
Operation Mode Media Media
ORACLE e HEER
Home Monitor and Trace Widgets System
= Save 4F Wizards + 4} Commands ~ uJ s i Q Search
Objects “ | Modify Phy interface
» media-manager
) security Name: [Fop0
) session-router Operation type: e 5
4 system it
capture-receiver 3 0 (Range: 0..5)
fraud-protection Slot: 0 (Range: 0..2)
host-route Virtual mac:
network-interface Admin state: @
network-parameters
Auto negotiation: 4
ntp-config
redundancy-config Speed: 700 =
snmp-address-entry
Wancom health score: 50 (Range: 0..100)
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5.5 Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure two interfaces, one for teams and one for
PSTN trunk. Here,in the example the Teams network interface is shown. Configure the PSTN interface in the same

manner.

The table below lists the parameters, to be configured for both the interfaces. The same is modified as per customer

environment.

Name sOp1 sOp0

Host Name oracleesbc2.woodgrovebank.us

IP address 155.212.214.172 192.65.72.196
Netmask 255.255.255.0 255.255.255.0
Gateway 155.212.214.1 192.65.72.1
DNS-IP Primary 8.8.8.8

DNS-domain woodgrovebank.us

Please note: If running the GA release SCZ830m1p8A, hostname parameter in Network Interface is not mandatory, See
Appendix D for additional details on how the hostname parameter is used with new features to help simplify your

configuration by eliminating most, if not all required sip manipulations.

30|Page


http://oracleesbc.woodgrovebank.us/

y /
Ieiie.q

ORACLE

I Objects
» media-manager
) security
P session-router
4 system
capture-receiver
fraud-protection
host-route
| network-interface |
network-parameters
ntp-config
phy-interface
redundancy-config
snmp-address-entry
snmp-community
snmp-group-entry
snmp-user-entry

Home EeliiG[IIEI M Monitor and Trace

Widgets System

Notifications ~ | adr|

A Save 4} Wizards - %} Commands ~

Modify Network interface

Name:
Sub port id:

Description:

Hostname:

IP address:

Pri utility addr:
Sec utility addr:
Netmask:

Gateway:

| Gw heartbeat

kop1

oracleesbc2.woodgrovebank.us

155.212.214.172

265.255.255.0

165.212.214.1

5

(Range: 0..4095)

snmp-view-entry State: o
B Heartbeat 0 (Range: 0..65535)
system _accase list

i Discard Q S¢

ORACLE

Objects

» media-manager

P security

P session-router

4 system
capture-receiver
fraud-protection
host-route

network-parameters

ntp-config

phy-interface

redundancy-config

snmp-address-entry

snmp-community

Home RO UNTIEIGLE Monitor and Trace Widgets System

&, Notifications ~  adn)|

& Save 4F Wizards - 4} Commands -

Modify Network interface
Retry count:
Retry timeout:

Health score:

DNS IP primary:
DNS IP backup1:
DNS IP backup2:
DNS domain:
DNS timeout:
DNS max tti:

Signaling mtu:

8.8.88

woodgrovebank.us
1

86400

(Range: 0..65535)
(Range: 1..65535)

(Range: 0..100)

(Range: 0..4294967295)
(Range: 30..2073600)
(Range: 0, 576..4096)

& s

=]

Tip: Configure ICMP IP and HIP IP only on the PSTN side.lt is not advisable to configure the ICMP ip and HIP ip on the
teams facing side because of inherint risks.
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5.6 Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC

configure the below option for generating rtcp reports.

e audio-allow-asymmetric-pt
e Xxcode-gratuitous-rtcp-report-generation (requires a reboot)

Go to Media-Manager->Media-Manager

. Enable the media manager and

ORACLE

Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-policy
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

) security

4 session-router
access-control
account-config

FH Save 4} Wizards - 4} Commands ~

Home EeIGITEITGI M Monitor and Trace Widgets System

Notifications ~ | admin ~

Modify Media manager

State:

Flow time limit:
Initial guard timer:
Subsq guard timer:
TCP flow time limit:

TCP initial guard timer:

TCP subsq guard timer:

Hnt rtcp:
Algd log level:
Mbed log level:

Options:

v

86400 (Range: 0..4294967295)
300 (Range: 0..4294967295)
300 (Range: 0..4294967295)
86400 (Range: 0..4294967295)
300 (Range: 0..4294967295)
300 (Range: 0..4294967295)
NOTICE v

NOTICE ~]

Add

audio-allow-asymmetric-pt
xcode-gratuitous-rtcp-report-generation

i Discard Q Search

5.7 Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below

Configure realm for teams as shown below

ORACLE

f Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
rtep-policy
static-flow
steering-pool
tcp-media-profile

P security

) session-router

) system

= Save 1t Wizards + 4} Commands ~

Home WeGlIlNELL M Monitor and Trace Widgets System

i Notifications ~ | admin ~

Modify Realm config

Identifier:

Description:

Addr prefix:

Network interfaces:

Mm in reaim:
Mm in network:

Mm same ip:

hccess-teams

0.0.0.0
Add

S0p0:0.4

o Q, Search
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Configure the realm, similarly for SIP Trunk

ORACLE

M Objects
4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile
) security
) session-router
) system

Home WeLJGITCUGLIM Monitor and Trace Widgets System

Notifications ~ | admin ~

= Save 4} Wizards ~ 4} Commands ~

Modify Realm config

Identifier:

Description:

Addr prefix:

Network interfaces:

Mm in realm:
Mm in network:

Mm same ip:

|hccess-psln

0.0.0.0
Add

s0p0:0.4

& Search

5.8 Enable sip-config

SIP config enables SIP handling in the SBC. Make sure the home realm-id, registrar-domain and registrar-host are
configured. Also add the options to the sip-config as shown below.

To configure sip-config,

Go to Session-Router->sip-config.

e |n options add max-udp-length =0.

ORACLE

local-response-map 4
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging

sip-feature
sip-feature-caps

indntarfacs.

Home EeiieGGH M Monitor and Trace Widgets System

i Notifications ~ | admin ~

FH Save 4F Wizards - 4 Commands -

Modify SIP config

State:

Dialog transparency:
Home Realm ID:
Egress Realm ID:
Nat mode:

Registrar domain:
Registrar host:
Registrar port:

Init timer:

Max timer:

Trans expire:

Initial inv trans expire:

Invite expire:

Session max life limit:

4

vd

access-pstn | v ‘

None hd

5060
500
4000

32

180

(Range
(Range
(Range
(Range
(Range

(Range

1 0, 1025..65535)
1 0..4204967295)
: 0..4294967295)
1 0..4294967295)
1 0..999990999)

: 0..4294967295)

@0 Discard Q Search
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ORACLE

Home Monitor and Trace Widgets System

£ Notifications ~ | admin ~

= save 4} Wizards -+ %} Commands ~

response-map
service-health
session-agent
session-agent-id-rule
session-constraints

session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging

sip-feature
sip-feature-caps
sip-interface
sip-manipulation
sip-monitoring
sip-recursion-policy
surrogate-agent
survivability

»

Modify SIP config
Registrar host:
Registrar port:
Init timer:

Max timer:

Trans expire:

Initial inv trans expire:

Invite expire:

Session max life limit:

Enforcement profile:
Red max trans:

Options:

500
4000
32

180

10000
Add Edit

inmanip-before-validate
max-udp-length=0

Delete

(Range:
(Range:
(Range:
(Range:
(Range:

(Range:

(Range:

0, 1025..65535)
0..4294967295)
0..4294967295)
0..4294967295)
0..999999999)

0..4294967295)

0..50000)

[ Discard & Search
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5.9 Configuring a certificate for SBC Interface

Microsoft Teams Direct Routing Interface only allows TLS connections from SBCs for SIP traffic with a certificate signed
by one of the trusted certification authorities.

The step below describes how to request a certificate for SBC External interface and configure it based on the example
of DigiCert. The process includes the following steps:

1. Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which captures
information for a TLS certificate — such as common-name, key-size, key-usage etc.

The following certificate-records are required on the Oracle SBC in order for the SBC to connect with Microsoft Teams
e SBC -1 certificate-record assigned to SBC
e Root — 1 certificate-record for root cert
e Intermediate — 1 certificate-record for intermediate (this is optional — only required if your server
certificate is signed by an intermediate)
2. Generate a Certificate Signing Request (CSR) and obtain the certificate from a supported Certification Authority

3. Deploy the SBC and Root/Intermediary certificates on the SBC

5.10 SBC Certificate Creation
5.10.1 Step 1 - Creating the SBC certificate record

Go to security->Certificate Record and configure a certificate for SBC as shown below.

OR A CLG Notifications ~ | adm
Home [eGIGINEULTIM Monitor and Trace Widgets System
B Save 4F Wizards + 4# Commands ~ @ Dis Q, sed
4 media-manager ~| Modify Certificate record
codec-policy
dns-alg-constraints Name: SBCCertificate
dns-config Country: Us
ice-profile
media-manager Sats: MA
media-policy Locality: Bedford
msrp-config Organization: sales
playback-config
Unit:
realm-config
realm-group Common name: Oracleesbc2.woodgrovebank.us
rtep-policy Key size: 2048 =
static-flow Alternate name:
steering-pool
tcp-media-profile Trusted: «
4 security Key usage list: e
P admin-security .
digitalSignature
auth-params
Ao keyEncipherment
authentication
cert-status-profile
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ORACLG 4, Notifications ~ | admin ~|

Home EeIUGITELUGTIM Monitor and Trace Widgets System

E Save F Wizards - %} Commands -~ 0 Discard & Search

4 media-manager «| Modify Certificate record
codec-policy
dns-alg-constraints Extended key usage list: Add
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group Key algor: — =

m

serverAuth
ClientAuth

rtep-policy Digest algor: sha256 il
static-flow
steering-pool
tcp-media-profile
4 security

P admin-security
auth-params
authentication

Ecdsa key size: p256 X

Cert status profile list: Add Edit Delete

5.10.2 Step 2 — Generating a certificate signing request for SBC certificate

e Select the certificate and generate certificate on clicking the “Generate” command.
o Please copy/paste the text that gets printed on the screen as shown below and upload to your CA server for

signature.
Generate certificate response x
Copy the following information and send to a CA authority
~==-BEGIN CERTIFICATE REQUESTeeex- -
MIICVTCCAaUCAQAWRTELMAKGA1UEBhMCVVMxCzAJBgNVBAgGTAK1BMR
MwWEQYDVQQH
EwpCdXJsaWsndGOUMRQWEQYDVQQKEwWIFbmdpbmVicmluZzCCASIWDQY
JKoZIhveN
AQEBBQADggEPADCCAQOCQUEBALZMGErclIE8r+2nK1zIMcTJaLVdh+1WR
+yWmKnn
Invifp7sKsUVFKX0bA|ZUSSASEpdHIYLCOGT7|M27dKJOSUC0q6GKCFBKIVhBIf
hu
JsOvaSc3UMIc+jqyaG+2Fsd44mY/KMxPFQNMXECGT7RAyhKL|0zoxqi8dQ5zb m
yHg
HGJ2dAPKXqmwBwe22x101bawkOW/sk202gKWISB6rOW2ICbIVyekn7SUEPB
C3IPM
43NP43mvNQWbFfc30CAZzdqgWxvDzhQbvhu76nGJIPNCGaxJoHR7ATDBGX
wTVRLE1
gNFOWALWEhOORCKIAIRTNeV4KdeGeYrYZIkv)ZIHHpT/7TmkCAWEAAaAZMD
EGCSqG X
Close

Also, note that a save/activate is required
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5.10.3 Step 3 — Deploy the SBC certificate

Once certificate signing requests have been completed — import the signed certificate to the SBC.

Copy paste the certificate.
Once done, issue save/activate from the WebGUI

Import certificate X
Format: try-all w
Import method: ' File ® paste
Paste: |

|  Import Cancel

5.11 Root and Intermediate Certificates Creation

There are 3 more certificates that are required for direct routing.

-BaltimoreRoot: This certificate is always required for MS Teams.

This certificate can be downloaded from https://cacert.omniroot.com/bc2025.pem
The serial number of this certificate is 0x20000b9.

Note :The certificate should be in .pem format.

-DigiCertRoot
-DigiCertInter
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5.11.1 Step 1- Creating the root and intermediate certificates on SBC

Go to security->Certificate Record and create the certificate with parameters as shown. . Modify the configuration
according to the certificates in your environment.

Key-usage-list

keyEncipherment

Common-name DigiCert SHA2 Secure Baltimore CyberTrust DigiCert Global Root CA
Server CA Root

Key-size 2048 2048 2048
digitalSignature digitalSignature digitalSignature

keyEncipherment

keyEncipherment

Extended-key-usage-list serverAuth serverAuth serverAuth
key-algor rsa rsa rsa
digest-algor sha256 sha256 sha256

5.11.2 Step 2 - Deploying the Root and Intermediate certificates on SBC

All the root and intermediate certificates have to imported to SBC.
The root and intermediate certificates can be imported into the SBC only in the .pem format.
Note: The BaltimoreRoot certificate downloaded in Stepl can be directly imported as shown.
Click on the certificate and select Import.
The below screen appears. Make sure your file is in .pem format and upload.
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5.12 TLS-Profile

Import certificate

Format: try-all

Import method: ® File '_ Paste

Cerfificate file: | G\takepathicriww.pem

A TLS profile configuration on the SBC allows for specific certificates to be assigned. Go to security-> TLS-profile config
element and configure the tls-profile as shown below

ORACLE

Home EeLLUGTIELLE Monitor and Trace Widgets System

H Save 4F Wizards ~

steering-pool
tcp-media-profile
4 security

P admin-security
auth-params
authentication
cert-status-profile
certificate-record

b ike

» ipsec

» media-security
password-policy
public-key
security-config
ssh-config
tis-global

Iy

| Import | Cancel

Notifications ~ | admin ~

4# Commands ~

| Modify TLS profile

=1}

Name: [rLSTeams

End entity certificate: SBOCeniicate

Trusted ca certificates: T =
DigiCertinter
DigiCertRoot
BaltimoreRoot

Cipher list: A B
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ORACLE

Home JGIHLINEITGIM Monitor and Trace Widgets System

H save 4F Wizards + 4F Commands ~

4 security

steering-pool “| Modify TLS profile
tcp-media-profile

Verify depth:
) admin-security 10

auth-params Mutual authenticate: v
authentication TLS version: tisv12
cert-status-profile
certificate-record

b ike

b ipsec

) media-security
password-policy
public-key
security-config

ssh-config Cert status check: U
tls-global

Optlons: Add dit

Cert status profile list: di
tis-profile Add Edit

) session-router

) system =

i Discard Q Search

-]
©
@
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5.13 Creating a sip-interface to communicate with Microsoft Teams

Set the following configuration elements — ensure that the IP address allocated to the SIP interface is the FQDN
resolvable address. i.e. if you issue command nslookup from another computer, “oracleesbc2.woodgrovebank.us” — it

should resolve to 155.212.214.172.

Note that the IP should be publicly routable IP address. To configure sip-interface, Go to Session-Router->Sip-Interface.

Note:

e -Tls-profile needs to match the name of the tls-profile previously created
e -Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from Teams server.

ORACLE

Home JeJuiLllel,l Monitor and Trace Widgets System

Notifications ~ | admin -~

B Save 4 Wizards - 4} Commands ~

o Q, Search

local-policy
local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature

a

Modify SIP interface

State:
Realm ID:

Description:

SIP ports
Add

Address Port
165.212.214.172 5061

4

Initial inv trans expire:

v

access-teams v
Transport protocol  TLS profile Allow anonymous
TLS TLSTeams agents-only

0 (Range: 0..999999999)

| Show configuration

-
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5.14 Configure sip-interface to communicate with SIP Trunk

Similarly configure the sip-interface for sip-trunk, according to your environment.

OR A CLE Notifications - | admin -
Home QEeLOULTTELLLE Monitor and Trace Widgets System

B save i} Wizards - #F Commands ~ ﬁ Discard O, Search
] *| Modify SIP interface Show configuration
local-response-map
local-routing-config State: ¥
media-profile

Realm 1D; access-pstn =
net-management-control
qos-constraints Description: fo trunk
response-map
service-health
session-agent SIP ports
session-agent-id-rule Add Edit Copy Delete
session-constraints Address Port Transport protocol | TLS profile Allow anonymous
session-group | 192.65.79.126 5060 uoP agents-only
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging »
E.!pfcunﬁg Initial inv trans expire: 0 (Range: 0..999999999)
sip-feature
. Session max life limit: 0
sip-feature-caps -
.
Back

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address. Now configure where
the SBC sends the outbound traffic.

5.15 Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC with direct
access to trusted data path. Configure the session-agent for Teams with the following parameters. Go to session-router-
>Session-Agent.

hostname to “sip.pstnhub.microsoft.com”

port 5061

realm-id — needs to match the realm created for teams — in this case — “Access-teams”
transport set to “StaticTLS”

refer-call-transfer set to enabled

ping-method — send OPTIONS message to Microsoft to check health

ping-interval to 30 secs
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ORACLE

local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature

B save %4 Wizards - 4% Commands -

local-policy -

Home ReLLITEITS M Monitor and Trace Widgets System

i Notifications » | admin ~

Modify Session agent

Hostname:

IP address:

Port:

State:

App protocol:
App type:
Transport method:
Realm ID:

Egress Realm ID:

Description:

Match identifier
Add

|)sip.psmhub.m\crosoﬂ.com

5061

v

Bl

StaticTLS

access-teams

(Range: 0, 1025..65535)

a Q search

‘ Show configuration

P

ORACLE

iwf-config

Idap-config

local-policy
local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature

Home EeGITEL M Monitor and Trace

B save 4F Wizards + 4} Commands ~

Widgets System

Notifications ~ | admin ~

Modify Session agent

m service pernou;
Burst rate window:

Sustain rate window:

Proxy mode:

Redirect action:

Loose routing:

Response map:

[T method:

Ping interval:

Ping send mode:

Ping all addresses:

Ping in service response codes:

Options:

OPTIONS
30

keep-alive

14

Add

(Range: 0..993999999)
(Range: 0..999999999)

(Range: 0..999999999)

(Range: 0..4294967295)

ﬁ Discard @ Search

‘ Show configuration

a
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OR A Cl_e i Notifications ~ | admin +|
Home ReJNGTEUGLM Monitor and Trace Widgets System

B Ssave 4} Wizards + 4} Commands ~ [ Discard & Search
account-group 4| Modify Session agent Show configuration
allowed-elements-profile o
class-profile A

4 ) P ) . Rfc2833 payload: 0 (Range: 0, 96..127)
diameter-manipulation )
enforcement-profile Codec policy: X
enum-config Refer call transfer: enabled v
filter-config Refer notify provisional: none v
. Reuse connections:
home-subscriber-server ' e B
http-alg TCP keepalive: none ~
iwf-config TCP reconn interval: 0 (Range: 0, 2..300)
Idap-config Max register burst rate: 0 (Range: 0..999999999)
local-policy
Kpml int¢ ing: i i

local-response-map Rk interworking inherit ™
local-routing-config Precedence: 0 (Range: 0..4294967295)
media-profile Monitoring filters: Add Delete
net-management-control
qos-constraints

Follow above steps to create 2 more sessions for:

e sip2.pstnhub.microsoft.com
e sip3.pstnhub.microsoft.com
e sip-all.pstnhub.microsoft.com

Note: Please note that all signaling SHOULD only point to sip/sip2/sip3.pstnhub.microsoft.com — no signaling shoulbe
sent to_sip-all.pstnhub.microsoft.com FQDN. The_sip-all.pstnhub.microsoft.com FQDN is only used for longer DNS TTL
value

i, Notifications ~ | admin ~

ORACLE

Home EeliitielLL W Monitor and Trace Widgets System

= Save 4} Wizards ~ 4F Commands ~

0 Discard & Search

local-policy 4| session agent

local-response-map Search Criteria: All

local-routing-config Add Delete All | Upload | Download Search

media-profile o
Hostname IP address Port State App protocol Realm ID Description

net-management-control

. ATTTrunk 68.68.117.67 5060 disabled SIP access-psin -

qos-constraints
sip-all.pstnhub.micro... 5061 enabled SIP access-feams

response-map

c sip.pstnhub.microsoft... 5061 enabled SIP access-teams

service-health

P — sip2.pstnhub.microso 5061 enabled SIP access-feams
sip3.pstnhub.microso 5061 enabled SIP access-teams

session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sin-featiira
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5.16 Create a Session Agent Group

A session agent group allows the SBC to create a load balancing model. Go to Session-Router->Session-Group.

ORACLE

4 Objects

P media-manager

b security

4 session-router
access-control
account-config
account-group
allowed-elements-profile

b class-profile
diameter-manipulation
enforcement-profile
enum-config
filter-config
b h323

home-subscriber-server
http-alg
iwf-config
Idap-config
local-policy
local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule

nnnnnnnnn et

Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands -

Modify Session group

Group name:

Description:

State:

App protocol:
Strategy:
Dest:

Trunk group:

Sag recursion:

Stop sag recurse;

TeamsGrp

i

SIF w

Hunt W
Add

sip.pstnhub. microsoft.com
sip2.pstnhub.microsoft.com
sip3.pstnhub.microsoft.com

Add

L

401,407,430
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5.17 Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on routing criteria.to
configure local-policy, go to Session-Router->local-policy. In order for inbound calls from Teams to be routed to a SIP

Trunk following config is required:

ORACLE

Home QeGIIGNEUGIM Monitor and Trace Widgets System

i, Notifications ~ | admin ~

= save 4} Wizards - #¥ Commands ~

home-subscriber-server “| Modify Local policy
http-alg
iwf-config From address: a5

Idap-config %
local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints

response-map

service-health *
session-agent
session-agent-id-rule
session-constraints

To address: Add

session-group
session-recording-group
session-recording-server

session-timer-profile

Source realm:

Add

Q search

| Show configuration

ORACLE

Home W&JNLITELGLM Monitor and Trace Widgets System

i Notifications ~ | admin ~

E_ Save 4t Wizards ~ 4} Commands ~
loca + | Modify Local policy

local-response-map
local-routing-config
media-profile
net-management-control Description:
gos-constraints
response-map
service-health State: S
session-agent

session-agent-id-rule Policy priority: none
session-constraints Policy attributes

session-group Add

session-recording-group Next hop Realm Action
session-recording-server ATTTrunk access-psin none
session-timer-profile

session-translation

sip-advanced-logging

sip-config

sip-feature 4

Terminate recursion Cost
disabled 0

i Discard Q Search

| Show configuration

-

46 |Page




ORACI_G T, Notifications ~ | admin ~

Home EeJNGITEITT M Monitor and Trace Widgets System

B Save 1F Wizards - 4t Commands ~ ﬁ' Discard @, Search

local-policy “| Modify Local policy / policy attribute

local-response-map

local-routing-config Next hop: ATTTruni v ‘
media-profile X
Realm: access-pstn v

net-management-control
gos-constraints Action: none el
response-map Terminate recursion: (]
SemiEe izl Cost: 0 (Range: 0..999999999)
session-agent

. . State: [}
session-agent-id-rule
session-constraints App protocol: v
session-group Lookup: single v
session-recording-group Next key:

session-recording-server
session-timer-profile

The above local policy config is allowing any DID from teams that lands on the SBC to be routed to ATT Trunk via realm
access-pstn, where the next hop is the IP address of the ATT Trunk.

A second local policy is required to be configured to route outbound calls to Teams from access-pstn, configure it as
follows:

ORACL.E i Notifications ~ | admin ~

Home E&IGITEITLE Monitor and Trace Widgets System

= Save 4t Wizards - 4 Commands ~ i Discard & Search
home-subscriber-server “| Modify Local policy Show configuration
http-alg o
iwf-config From address: Add - Delets
Idap-config *

local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints

response-map To address: Add
service-health *
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile

Source reaim:

47| Page



ORACLE

[~ localpoicy B
local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation

Home NeJGTELULIM Monitor and Trace Widgets

System

Notifications ~ | admin -

H save 4F Wizards -+ 4% Commands -

access-pstn

lodify Local polic

Auu
Description:
State: «
Policy priority: none

Policy attributes

ﬁ' Discard Q& Search

| Show configuration

-

local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation

Terminate recursion:

Cost:

State: 4
App protocol:

Lookup: single

Next key:

(Range: 0..999999999)

sip-advanced-logging L]
sip-config Next hop Realm Action Terminate recursion Cost
sip-feature sag: TeamsGrp access-teams none disabled 0
OR A CLG i Notifications ~ | admin ~
Home Monitor and Trace Widgets System

& Save 4 Wizards v 4# Commands ~ Q Search
home-subscriber-server “| Modify Local policy / policy attribute
http-alg
iwf-config Next hop: [FagTeamsG v
Idap-config Realm: Teams v
local-policy Action: none N

The above local policy will route calls from Access-pstn to access-teams if they match the routing criteria.
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5.18 Configure Media Profile & Codec Policy

The Oracle® Session Border Controller (SBC) uses codec policies to describe how to manipulate SDP messages as
they cross the SBC. The SBC bases its decision to transcode a call on codec policy configuration and the SDP. Each
codec policy specifies a set of rules to be used for determining what codecs are retained, removed, and how they are
ordered within SDP.

Note: this is an optional config — configure codec policy only if deemed required

Some SIP trunks may have issues with the codecs being offered by Microsoft teams, so following codec policy may be
required in order for the calls to work flawlessly.

SILK offered by Microsoft teams is using a payload type which is different than usual. Configure the media-profile as
shown below, go to Session-Router->Media-profile

Name SILK
Subname narrowband
Media Type audio
Transport RTP/AVP
Clock Rate 8000 (Range: 0..4294967295 )
Reg Bandwidth 0 (Range: 0.999999999)
Frames Per Packet 0 (Range: 0..256)
Parameters

OK Back

Configure media profiles for SILK codec like shown below

Subname narrowband wideband

Payload-Type 103 104

Clock-rate 8000 16000
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Create a codec-policy addCN, to add comfort noise towards Teams and apply it on the realm for Teams, Access-teams.

ORACLE

Home ReGIIGTTENTL M Monitor and Trace

Widgets System

& Notifications ~ | admin ~

H Save 4} Wizards - 4 Commands ~

»

4 Objects

4 media-manager
dns-alg-constraints Allow codecs:
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config

Modify Codec policy

realm-group Add codecs on egress:
rtep-policy
static-flow
steering-pool
tcp-media-profile

b security

4 session-router
access-control

[hadcn

Add Edit

SILK:no
G729:n0

Add Edit

CN

Q, Search

ORACLE

Home ReOIGNELTL M Monitor and Trace

Widgets System

T, NOUTICatons ~ | aarmi

= Save 4F Wizards - 4# Commands ~

»

4 Objects
4 media-manager

Packetization time:
dns-alg-constraints Force ptime:
dns-config
ice-profile
media-manager
media-policy Tone detection:
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

) security Reverse fax tone detection
reinvite:
Fax single m line:

Modify Codec policy

Secure dtmf cancellation:

Dtmf in audio:

4 session-router
access-control

Evrc tty baudot transcode:

Tone detect renegotiate timer:

20

disabled

Add

500

disabled

(Range: 0..4294967295)

(Range: 50..32000)
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OR A CI—E Notifications ~ | admin
Home REeGUIGIMTEUGLEM Monitor and Trace Widgets System
= Save 4t Wizards - 4} Commands - (i1} Q, Sear
4 Objects Modify Realm config
4 media-manager Upuons:
codec-polic!
policy . Spl options:
dns-alg-constraints
dns-config Delay media update:
ice-profile Refer call transfer: disabled ~
media-manager Hold refer reinvite:
media-policy . o
msrp-config Refer notify provisional: none v
playback-config Dyn refer term:
realm-g_roup Codec manlP in reaim:
rtcp-policy
static-flow Codec manlP in network: v)
steering-pool RTCP policy: rtcpGen v
N tcp;medla-proflle Constraint name: -

5.19 Configure sip-manipulations

5.20 Teamsoutmanip

In order for calls to be presented to Microsoft teams or SIP trunk from the SBC — the SBC would require alterations to the
SIP signaling natively created. Following are manipulations required on the SBC in order for to present signaling to
Microsoft Teams:

Countrycode— formats the Request-URI as per MS Teams standards

Change_fromip_fgdn , Change_to_userandhost — changes the From and To header according to MS
requirements

Addcontactheaderinoptions — Add a new Contact header to OPTIONS message

Recordroute — Add a new Record-Route header to OPTIONS message

Alter_contact-changes the contact header as per MS Teams requirements

Adduseragent — adds the SBC information in the User-Agent header,if the User-agent is not present already.
Modifyuser — Modifies the SBC information in the User-Agent header,if the User-agent is present already.
Regsendonlytoinactive - Modifies the send only attribute of SDP to inactive in the request
Replyrecvonlytoinactive - Modifies the recv only attribute of SDP to inactive in the reply

The following sip-manipulation called Teamsoutmanip is configured as out-manipulationid to make the changes
mentioned above. To configure sip-manipulations, go to session-router->sip-manipulation

Note: If running the GA release, SCZ830m1p8A4, please see Appendix D prior to configuring sip
manipulations in your Oracle SBC. This appendix outlines how new features added to the GA release will
help simplify your configuration by eliminating the need for most, if not all required sip manipulations.
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ORACLE

Objects

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature

Home EeLTNGTEIGL M Monitor and Trace Widgets System

Notifications ~ | admin ~

= Save %4} Wizards - 4} Commands -

Add SIP manipulation
Name:

Description:

Split headers:

Join headers:

Teamsoutmanip|

Add

Add

lf]. Q, Search

ORACLE

Objects

P media-manager

b security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface

Home WeJUGIMENLL M Monitor and Trace Widgets System

Notifications ~ | admin ~

| Save 4} Wizards -~ 4} Commands -

Modify SIP manipulation

Join headers:

CfgRules
Add ~

Name

Countrycode
Change_fromip_fqdn
Change_to_userandhost
Addcontactheaderinoptions

Recordroute

Add

Element type
header-rule
header-rule
header-rule
header-rule

header-rule

ﬁ Discard Q, Search

| Show configuration

-
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ORACLE

Home ReGINHITEGM Monitor and Trace Widgets System

Notifications ~ | admin -

B Save 4f Wizards -+ 4} Commands -

|4 Objects “| Modify SIP manipulation
) media-manager .
. Join headers: Add
) security

4 session-router
access-control
account-config

filter-config

Idap-config

local-policy

local-routing-config CfgRules

media-profile

session-agent Add -

session-group WS Element type

session-recording-group Alter_contact header-rule -
session-recording-server Adduseragent header-rule

sgssion-translation Modifyuseragent header-rule

s!p—conﬁg Reqgsendonlytoinactive mime-sdp-rule

s!p—lfeature Replyrecvonlytoinactive mime-sdp-rule -
sip-interface

cin_maniniilatinn

ﬁ Discard O, Search

| Show configuration

-

5.20.1 Countrycode Manipulation:

It is configured as a header rule in the sip-manipulation Teamsoutmanip shown above.

ORACLE

Home EeGINGTEIT M Monitor and Trace Widgets System

Notifications ~ | admin ~

B save 4} Wizards - 4F Commands -

i Discard Q, Search

f Objects “ | Modify SIP manipulation / header rule
P media-manager
-
b security Name: |b0umrycode
4 session-router Header name: e
access-control Acti
ction:
account-config manipulate e
filter-config Comparison type: case-sensitive v
Idap-config Msg type: out-of-dialog v
local-policy Methods: g
local-routing-config
media-profile INVITE
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config Match value:
sip-feature
o New value:
sip-interface
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ORACLE i\ Notifications ~ | admin ~

Home ReUIGITENTGLM Monitor and Trace Widgets System

B Save 4F Wizards + 4% Commands ~

Q, Search

response-map “| Modify SIP manipulation / header rule
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server Match value:
session-timer-profile New value:
session-translation

CfgRules
sip-advanced-logging
sip-config Add ~ Edit Copy ove wn
sip-feature Name Element type
sip-feature-caps uriuser2 element-rule
sip-interface

sip-manipulation
sip-monitoring
sip-recursion-policy

surranate.anent

ORACLG i/ Notifications ~ | admin ~

Home EeIUGITELGIM Monitor and Trace Widgets System

= save 4F Wizards + i Commands ~

& search

response-map “| Modify SIP manipulation / header rule / element rule
service-health

session-agent Name: [lriuser2
session-agent-id-rule
session-constraints

Parameter name:

session-group Type: uri-user N
session-recording-group Action: replace v
session-recording-server Match val type: any =
session-timer-profile X

session-translation Comparison pe: £ase-Sensiive b
sip-advanced-logging Match value:

sip-config New value: ey

sip-feature

sip-feature-caps

sip-interface

sip-monitoring
sip-recursion-policy
surrogate-agent
survivability

Here, the “1” added is the country code of United States. Similarly, country code can be added if necessary, for other
countries.
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5.20.2 Change_fromip_fqdn Manipulation:

It is configured as a header rule in the sip-manipulation Teamsoutmanip. Here the host uri is changed to
oracleesbc2.woodgroovebank.us as shown below

ORACLE

cerT T s
enum-config
filter-config

P h3z3
home-subscriber-server
hitp-alg
iwf-config
Idap-config
local-palicy
local-response-map
local-routing-config
media-profile
net-management-control
qos-constraints.
response-map
service-health
session-agent
session-agent-id-rule

B Save { Wizards- {} Commands -

Home EIIGINENGIW Monitor and Trace Widgets System

Notifications -

Modify SIP manipulation / header rule

Name: ||Cnangejmm\quﬂn
Header name: From
Action: manipulate v
Comparison type: case-sensitive v
Msg type: any v
Methods: Add

Invite
Match value:

Bb

ORACLE

response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group

session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps
sip-interface

session-recording-group

session-recording-server

»

Home eyl Monitor and Trace Widgets System

Notifications ~ | admin ~

& Save 4} Wizards -+ 4t Commands ~

Modify SIP manipulation / header rule

Adqa

INVITE

Match value:
New value:

CfgRules

Add - | Edit Copy | Delete | Moveup

Name

Element type

ﬁ' Discard O Search
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ORACLE

response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps
sip-interface

sip-monitoring
sip-recursion-policy
surrogate-agent

sip-manipulation

a

Home EeWNGITELLLM Monitor and Trace Widgets System

£ Notifications ~ | admin ~

= Save 4 Wizards ~ 4# Commands ~

Modify SIP manipulation / header rule / element rule

Name:
Parameter name:
Type:

Action:

Match val type:

Comparison type:

Match value:

New value:

lFieriHost

uri-host
replace
ip

case-sensitive

oracleesbc2.woodgrovebank.us

ﬁ]' Discard & Search

5.20.3 Change_to_userandhost Manipulation:

It is configured as a header rule in the sip-manipulation Teamsoutmanip. Here, two element rules are added.

e The host uri is changed according to MS Teams requirements.

e The phone number here is also changed, here “1” added is the country code of United States. Similarly,

country code can be added if necessary, for other countries.

ORACLE

Objects

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface

sip-manipulation

»

Home Rl INLITELLIM Monitor and Trace Widgets System

Notifications ~ | admin ~

R Save 4} Wizards - %t Commands -

Add SIP manipulation / header rule

Name:

Header name:
Action:
Comparison type:
Msg type:
Methods:

Match value:
New value:

CfgRules

Change_to_userandhost
To
manipulate
case-sensitive
out-of-dialog

Add
INVITE

ﬁ' Discard O Search
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ORACLG Notifications ~ | admin ~

Home Monitor and Trace Widgets System

A Save ¥ Wizards - 4 Commands ~

d & Search

>

response-map Modify SIP manipulation / header rule
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group

session-recording-server Match value:

session-timer-profile New value:

session-translation CfgRules

sip-advanced-logging

sip-config Add ~ Edit ove up | Move
sip-feature Name Element type
sip-feature-caps fixtouri element-rule
sip-interface urinumber element-rule

sip-monitoring
sip-recursion-policy
surrogate-agent

ORACLG Notifications v | admin ~

Home WeLIIGITELGLM Monitor and Trace Widgets System

B save 4 Wizards + 4t Commands ~

Q Search

response-map “ | Modify SIP manipulation / header rule / element rule
service-health

session-agent Name: ]ﬁxtouri
session-agent-id-rule
session-constraints

Parameter name:

session-group Type: uri-host i
session-recording-group Action: replace v
session-recording-server Match val type: D =
session-timer-profile T — —— =
session-translation

sip-advanced-logging Match value:

sip-config New value: SRURI_HOST.$0

sip-feature -

sip-feature-caps

sip-interface

sip-manipulation

sip-monitoring
sip-recursion-policy
surrogate-agent
survivability
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ORAC‘_G i Notifications ~ | admin ~

Home RoJIGIIELGLE Monitor and Trace Widgets System

B save 4F Wizards - 4 Commands ~ ﬁ' Discard O, Search
4 Objects “| Add SIP manipulation / header rule / element rule
P media-manager
p security Name: urinumber
4 session-router Parameter name:
access-control o
-H il
account-config P uri-user h
filter-config Action: replace v
Idap-config Match val type: any v
local-polic .
> _y Comparison type: case-sensitive v
local-routing-config
Match value:

media-profile
session-agent New value: |..1.,+$

session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

5.20.4 Addcontactheaderinoptions

It is configured as a header rule in the sip-manipulation Teamsoutmanip. Here the contact is changed to
“<sip:ping@oracleSBC.woodgrovebank.us:5067;transport=tls>", according to MS Team requirements.

ORACI_G Notifications ~ | admin ~

Home EeGTEI M Monitor and Trace Widgets System

IE save i Wizards - 4 Commands ~ 1 Discard Q Search
Objects “ | Add SIP manipulation / header rule
P media-manager
b security Name: Addcontactheaderinoptions =
4 session-router Header name: —
access-contrél Action: — =
account-config
filter-config Comparison type: case-sensitive v
Idap-config Msg type: out-of-dialog v
local-policy Methods: A

local-routing-config
media-profile OPTIONS
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config Match value:
sip-feature N |
ew value: A
sip-interface |r<S|p.plng@oracleSBC.woadgrovebank.t

sip-manipulation CfgRules )
’ — .
sip-monitoring — -
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ftp://sip:ping@oracleesbc.woodgrovebank.us:5067/

5.20.5 Recordroute

It is configured as a header rule in the sip-manipulation Teamsoutmanip
message “<sip:oracleesbc2.woodgrovebank.us>"

. Here Record-route is added to the OPTIONS

ORACLE

Notifications ~ | admin ~

Home ReGITEIGIM Monitor and Trace Widgets System

J& Save 4F Wizards - 4# Commands ~

Objects “| Add SIP manipulation / header rule
P media-manager
P security Name: Recordroute
4 session-router Header name: ————
access-control Action:
account-config add M
filter-config Comparison type: case-sensitive v
Idap-config Msg type: out-of-dialog v
local-policy Methods: Add
local-routing-config
media-profile OPTIONS
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config Match value:
sip-feature New value: “<sin: .
sip-interface p:oracleesbc2 woodgrovebank.us>

ﬁ Discard Q, Search
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5.20.6 Alter_contact

It is configured as a header rule in the sip-manipulation Teamsoutmanip. The contact header is changed according to MS

Team requirements. The following element rule is added

e Changing the uri according to include the SBC uri (oracleesbc2.woodgrovebank.us)

ORACLE

Home E&JUGITEILLE Monitor

and Trace Widgets System

Notifications ~ | admin -

E Save i} Wizards. %} Commands -

TR T (TS
enum-config
filter-config

b h323 Name:
home-subscriber-server Header name:
http-alg Action:
g Comparison type:
Idap-config
local-policy Msg type:
local-response-map Methods:
local-routing-config
media-profile
net-management-control
qgos-constraints
response-map
service-health
session-agent
session-agent-id-rule Match value:
session-constraints New value:
session-group CioRules

“ | Modify SIP manipulation / header rule

aiter_cantact

Contact
manipulate

case-sensitive

il Q, Search

ORACLE

 Save 4f Wizards ~ 4} Commands ~

) media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface

sip-manipulation

Home ReIniGL[TEUGIM Monitor and Trace Widgets System

£ Notifications -~ | admin ~

F Objects “ | Modify SIP manipulation / header rule

Match value:

New value:

CfgRules
Add ~

Name
Contact_ip

Element type
element-rule

@ Discard Q Search
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ORACLE

Objects

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sin-interface

>

Home ReGINGTTEILGM Monitor and Trace Widgets System

Notifications ~ | admin ~

I Save 4% Wizards - 4} Commands -~

Add SIP manipulation / header rule / element rule

Name:

Parameter name:
Type:

Action:

Match val type:
Comparison type:
Match value:

New value:

Contact_ip
contact_ip
uri-host
replace
any

case-sensitive

oracleesbc2.woodgrovebank.us|

ﬁ Discard &, Search

5.20.7 Adduseragent

It is configured as a header rule in the sip-manipulation Teamsoutmanip. It adds the user agent to the Invite message, if
it is already not present in the invite from Siptrunk.

ORACLE

Objects

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface

sip-manipulation

Home R LIGITEUGH M Monitor and Trace Widgets System

i Notifications ~ | admin ~

H Save 4t Wizards -+ %} Commands ~

Add SIP manipulation / header rule

Name:

Header name:
Action:
Comparison type:

Msg type:
Methods:

Match value:
New value:

CfgRules

Adduseragent
User-Agent
add
case-sensitive
out-of-dialog
Add
INVITE

"Oracle ESBC"

ﬁ Discard GO Search|
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5.20.8 Modifyuseragent

It is configured as a header rule in the sip-manipulation Teamsoutmanip. It modifies the user agent to the Invite
message, according to MS Teams requirements.

ORACI_G Notifications + | admin +

Home RGN TLM Monitor and Trace Widgets System

& save 4F Wizards ~ 4F Commands - ﬁ' Discard & Search
4 Objects “| Add SIP manipulation / header rule
) media-manager
-
P security Name: Modifyuseragent
4 session-router Header name: T
access-control Acti
ction:
account-config manipulate -
filter-config Comparison type: case-sensitive v
Idap-config Msg type: out-of-dialog v
local-policy Methods: A
local-routing-config
media-profile INVITE
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config Match value:
sip-feature
. New value:
sip-interface
sip-manipulation ClgRules M

ORACLG i, Notifications ~ | admin ~

Home ReWNGINTELTLM Monitor and Trace Widgets System

A Save 4# Wizards -~ 4} Commands ~ i Discard Q Search

>

response-map
service-health
session-agent
session-agent-id-rule
session-constraints

Modify SIP manipulation / header rule

session-group
session-recording-group

session-recording-server Match value:

session-timer-profile New value:

session-translation CfgRules

sip-advanced-logging

sip-config Add ~ Edi Copy flove up | Move dowr
sip-feature Name Element type
sip-feature-caps user element-rule
sip-interface

sip-manipulation
sip-monitoring
sip-recursion-policy
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OR A CLG Notifications ~ | admin ~
Home ReOLGINELLL M Monitor and Trace Widgets System
H Save 4 Wizards - %% Commands - 'E' Discard & Search
Objects “ | Add SIP manipulation / header rule / element rule
) media-manager
) security Name: —
4 session-router Parameter name:
access-control .
e:
account-config P! header-value v
filter-config Action: add v
Idap-config Match val type: any v
local-polic; .
® _y Comparison type: case-sensitive v
local-routing-config
. - Match value:
media-profile
session-agent New value: "Oracle ESBC]'

session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

For configuring the following rules in Teamsoutmanip, click on the hyperlink below.

e Regsendonlytoinactive
e Replyrecvonlytoinactive

5.21 Teamsinmanip

The following manipulation is configured to handle the SIP messages received inbound from Teams, Teamsinmanip.
e Respondoptions — to handle the OPTIONS locally
e Reginactivetosendonly — replaces the inactive SDP attribute to sendonly in the request
e Replyinactivetorecvonly - replaces the inactive SDP attribute to recvonly in the reply
e Changel83t0180 —Changes 183 Session in Progress to 180 Ringing for ringback requirements

Note: If running the GA release, SCZ830m1p8A4, please see Appendix D prior to configuring sip
manipulations in your Oracle SBC. This appendix outlines how new features added to the GA release will
help simplify your configuration by eliminating the need for most, if not all required sip manipulations.
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ORACLE

Objects

P media-manager

» security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface
sip-manipulation

Home Re&LUGIIELGL M Monitor and Trace Widgets System

Notifications -~ | admin ~

H Save 4t Wizards - 4% Commands -

Add SIP manipulation
Name:

Description:

Split headers:

Join headers:

Teamsinmanip|

Add

Add

'ﬁ' Discard &, Search

ORACLE

Objects

P media-manager

) security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface

»

Home e GNEILM Monitor and Trace Widgets System

i Notifications ~ | admin +

H Save 4} Wizards + 4t Commands ~

Modify SIP manipulation

Join headers:

CfgRules
Add ~

Name

Respondoptions
Reginactivetosendonly
Replyinactivetorecvonly
Change183to180

Add

Element type
header-rule

mime-sdp-rule
mime-sdp-rule

header-rule

ﬁ' Discard G Search

| Show configuration

4
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5.21.1 Respondoptions

It is configured as a header-rule rule in the sip-manipulation Teamsinmanip. This handles the options locally.

ORACLE

IE save 4F Wizards - 4# Commands ~

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface

sip-manipulation

Home ReGINGITEITGLM Monitor and Trace Widgets System

£ Notifications - | admin -

Name:

Header name:
Action:
Comparison type:
Msg type:
Methods:

Match value:
New value:

CfgRules

Objects “| Add SIP manipulation / header rule

Respondoptions
From
reject
case-sensitive
request

Add

OPTIONS

[200 0K

ﬁ]‘ Discard & Search

Please click on the hyperlink for the following rules applied on the Teamsinmanip manipulation.

“Change183to180”

Reginactivetosendonly

Reginactivetorecvonly
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5.22 Applying the teams SIP manipulations to Teams SIP Interface

Apply the above sip manipulations to sip-interface as shown below.

ORACLE

local-response-map
local-routing-config
media-profile
net-management-control
qgos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps

»

sip-interface
sip-manipulation -

Home JeyihNelGLM Monitor and Trace Widgets System

1, Notifications

= Save 4} Wizards - 4} Commands ~

Modify SIP interface

Spl options:

Trust mode:

Max nat interval:
Stop recurse:
Port map start:
Port map end:

In manipulationid:
Out manipulationid:
SIP atcf feature:
Rfc2833 payload:
Rfc2833 mode:

Response map:

Local response map:

Qar anraa faatura:

all

3600

401,407

0

0

Teamsinmanip

Teamsoutmanip
(m]

101

transparent

(Range: 0..

(Range

(Range

(Range

ﬁ' Discard

| Show col
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5.23 Siptrunk_outmanip

We configure the manipulation Siptrunk_outmanip to modify the SIP messages going to the SIP Trunk as below

o Change_fqdn_to_ip_from to replace the uri-host of the From header with the SBC’s local ip.

. Change_fqdn_to_ip_to to replace the uri-host of the To header with the ip —address of the Trunk device.

ORACLE

Home ReliiiLiNelGL M Monitor and Trace Widgets System

H Ssave 4} Wizards ~

Objects

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group

session-translation
sip-config
sip-feature
sip-interface

sip-manipulation

-

session-recording-group
session-recording-server

i Notifications -~ | admin

44 Commands ~

Add SIP manipulation
Name:

Description:

Split headers:

Join headers:

Siptrunk_outmanip|

Add

Add

ﬁ' Discard & Searf

ORACLE

Home QeCINGINEITIM Monitor and Trace Widgets System

E save 4t Wizards -

M Objects

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group

session-translation
sip-config
sip-feature
sip-interface

-

session-recording-group
session-recording-server

i Notifications ~ | admin -

4+ Commands ~

Modify SIP manipulation

Join headers:

CfgRules
Add ~
Name
Change_fqdn_to_ip_from
Change_fqdn_to_ip_to

Add

Element type
header-rule

header-rule

'[nu' Discard & Search

| Show configuration

-
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5.23.1 Change_fgdn_to_ip_from

It is applied as a header rule in Siptrunk_outmanip, to replace the uri-host of the From header with the SBC’s local ip.

ORACLE

Home QeI TELGLM Monitor and Trace Widgets System

i Notifications ~ | admin

H Save 4t Wizards - 4} Commands ~

|4 session-router
access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

Header name:
Action:
Comparison type:

Msg type:
Methods:

Match value:

New value:

(Objects Add SIP manipulation / header rule
P media-manager
b security Name: Change_fqdn_to_ip_from

From
manipulate
case-sensitive
out-of-dialog
Add
INVITE

ﬁ' Discard O Searcl

ORACLE

Home el Monitor and Trace Widgets System

Notifications ~ | admin ~

B save 4F Wizards ~+ 4} Commands -

P media-manager
P security

session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

M Objects “| Add SIP manipulation / header rule / element rule

Name:

from_uri
4 session-router Parameter name:
access-control o
e:
account-config P uri-host
filter-config Action: replace
Idap-config Match val type: any
|OCE|—pO|I(.:y Comparison type: case-sensitive
local-routing-config
- - Match value:

media-profile
session-agent New value: SLOCAL_IP|

ﬁ Discard Q, Search

68|Page




5.23.2 Change_fgdn_to_ip_to

It is applied as a header rule in Siptrunk_outmanip, to replace the uri-host of the To header with the ip —address of the

Trunk device

ORACLE

Home R GINTELGL M Monitor and Trace Widgets System

Notifications -~ | admin ~

5 Save 4F Wizards - 4% Commands -~

Objects “ | Add SIP manipulation / header rule
} media-manager
) security Name: Change_fqdn_to_ip_to
4 session-router Header name: -
access-control Acti
ction:
account-config manipulate
filter-config Comparison type: case-sensitive
Idap-config Msg type: out-of-dialog
local-policy Methods: Add
local-routing-config
media-profile INVITE
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config Match value:
sip-feature
L. New value:
sip-interface
CioRule:

i Discard Q Search

ORACLE

Home Re LG Monitor and Trace

Widgets System

Notifications ~ | admin -

H Save %4} Wizards -+ 4% Commands -~

» media-manager

P security Name:

4 session-router
access-control

Parameter name:

) Type:

account-config
filter-config Action:
Idap-config Match val type:
local-policy Comparison type:
local-routing-config

- - Match value:
media-profile
session-agent New value:

session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

Objects “ | Add SIP manipulation / header rule / element rule

Tohost

uri-host
replace
any

case-sensitive

[sREMOTE_IP

f]' Discard &, Search
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5.24 Applying the trunk side SIP manipulations to Trunk SIP Interface

The Siptrunk_outmanip sip-manipulation is applied as the out-manipulationid in the sip-interface facing SIP Trunk

ORACI—G i Notifications ~ | admin ~
Home Monitor and Trace Widgets System

= Save 4 Wizards - 4# Commands - i Discard Q Search
=S D *| Modify SIP interface | Show configuration
local-routing-config
media-profile “
net-management-control Spl options:
qos-constraints. Trust mode: all -
response-map Max nat interval: 3600 (Range: 0..4294967295)
servi.ce—health Stop recurse: —
session-agent ’
session-agent-id-rule Port map start: 0 (Range: 0, 1025..65535)
session-constraints Port map end: 0 (Range: 0, 1025..65535)
session-group In manipulationid: -
session-recording-group
session-recording-server Out manipulationid: Siptrunk_outmanip bt
session-timer-profile SIP atcf feature:
session-translation Rfc2833 payload: 101 (Range: 96..127)
sip-advanced-logging 2833 mode: —
sip-config parent h
sip-feature Response map: -

6 Ringback Configuration

6.1 Ringback on Transfers

During a call transfer, the calling party does not hear a ring back tone during the process of transfer. We utilize the local
playback feature of the SBC to play ring back tone during transfers. The ringback tone is triggered on receiving SIP
REFER. You must upload a media playback file to /code/media on the SBC. This file must be in raw media binary format.
This ringback trigger and ringback file to be played are configured on the realm facing the trunk.

ORACLE . Notifications ~ | admin ~

Home EeGINGITELLIM Monitor and Trace Widgets System

B save Wizards ~ Commands ~ o C Search|
1]

4 Objects ~ | Modify Realm config

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

4 security

) admin-security

auth-params
authentication

Sm icsi match for message: Add

Ringback trigger: refer ¥

Ringback file: ringback10sec.pcm
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In addition to the ringback trigger configuration above, SDP manipulations are needed in order to play the ringback tone
towards the PSTN caller. The INVITE MS Teams sends to the SBC to initiate the transfer contains the SDP attribute,
a=inactive which is forwarded to the trunk and as a result of which the SBC cannot play the ring back tone to the original
PSTN caller (while call is being transferred). A sendonly attribute is required by the calling party to be able to hear
ringback.

The SBC is able to signal appropriately towards the SIP trunk by changing the a=inactive SDP attribute in the INVITE to
a=sendonly towards PSTN. We configure sdp-mime rule under the sip-manipulation Teamsinmanip to change a=inactive
to sendonly in the INVITE received from Teams. (Here the MsgType is Request).Similarly we configure the msgtype as
Reply and convert the a=inactive to a=recvonly ,so that inactive is not sent towards PSTN.

The 200 OK response received from the trunk contains a=recvonly in the SDP. Since Teams is expecting an a=inactive
in the 200 OK for the INVITE, we configure the following sdp-mime under the sip-manipulation — Teamsoutmanip, to
convert the a=recvonly to a=inactive in the 200 OK being sent to Teams for the msgtype “Request”. Here also we change
the a=recvonly to a=inactive for the msgtype “reply” so that recvonly is not sent towards teams.

Manipulation Msg Type Match-Value New-Value
Teamsinmanip request inactive sendonly
Teamsinmanip reply inactive recvonly
Teamsoutmanip request sendonly inactive
Teamsoutmanip reply recvonly inactive
ORACI—G Notifications ~ | admin
Home Monitor and Trace Widgets System
H Save 4% Wizards - %} Commands - i Discard Q Searc
Objects Add SIP manipulation / mime SDP rule
P media-manager
) security Name: Regsendonlytoinactive
4 session-router Msg type: request =

access-control
account-config
filter-config INVITE
|dap-config
local-policy
local-routing-config
media-profile

Methods: Add

session-agent
session-group

X X Action: fmanipulate v
session-recording-group
session-recording-server Comparison type: case-sensitive ki
session-translation Match value:
sip-config New value:
sip-feature
o CfgRules
sip-interface

Add -
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ORACLE

Home ReNGITEUTL M Monitor and Trace Widgets System

i, Notifications ~ | admin ~

B Save 4}f Wizards - 4} Commands -

service-health
session-agent

“| Modify SIP manipulation / mime SDP rule / SDP media rule

session-agent-id-rule Name:
session-constraints .
X Media type:

session-group
session-recording-group Action:
session-recording-server Comparison type:
session-timer-profile Match value:
session-translation

N . New value:
sip-advanced-logging
sip-config CfgRules
sip-feature Add -
s!p-feature-caps Name
sip-interface

" " audio3

sip-monitoring
sip-recursion-policy
surrogate-agent
survivability
translation-rules

|budio
audio
manipulate v
case-sensitive v

Element type

sdp-line-rule

ﬁ Discard O, Search

ORACLE

Home EeJULINEILLE Monitor and Trace

Widgets System

Notifications ~ | admin ~

= Save 4 Wizards -+ 4% Commands ~

4 Objects

P media-manager

P security

4 session-router
access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group

session-recording-group
session-recording-server

session-translation
sip-config
sip-feature

“ | Add SIP manipulation / mime SDP rule / SDP media rule / SDP line rule

Name:

Type:

Action:
Comparison type:
Match value:

New value:

audio3

a

replace v
case-sensitive )
sendonly
| inactivel

i Discard Q Search
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6.2 Consultative transfer configuration

The following sip-feature needs to be configured to enable support for the replaces to enable successful consultative

transfer.

ORACLE

Home Monitor and Trace Widgets System

i Notifications -~ | admin -

H Save 4} Wizards - % Commands -

response-map “| Modify SIP feature
service-health
session-agent Name: |yep\aces
session-agent-id-rule .
session—cgnstraints ealm: . acosss-teams
session-group Support mode inbound: Pass
session-recording-group Require mode inbound: Pass
session-recording-server Proxy require mode inbound: Pass
session-timer-profile

) . Support mode outbound: Pass
session-translation
sip-advanced-logging Require mode outbound: Pass
sip-config Proxy require mode outbound: Pass

sip-feature-caps

sip-interface

sip-manipulation

sip-monitoring
sip-recursion-policy
surrogate-agent

survivability

translation-rules <

Back

ﬁ Discard &, Search
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Configure the following sip-profile and apply to the Teams sip interface.

Note:The sip-profile element is available only through te CLI now.the GUI will be enhanced to support this in later
releases.
To access the sip-profile element go to configure terminal->session-router->sip-profile

6.3 Configure steering pool

Steering-pool configs allows configuration to assign IP address(es), ports & a realm.

ORACLG £ Notifications + | admin ~

Home R GINeEUl M Monitor and Trace Widgets System

I save %4 Wizards - 4} Commands - ﬁ Discard Q, Search

dns-config «| Modify Steering pool

ice-profile

media-manager IP address: |192.65.79.126| |
media-policy
msrp-config
playback-config End port: |40000 |(Range: 1..65535)

| Show advanced

Start port: |20000 |(Range: 1..65535)

realm-config Realm ID: |access-psln |V ‘

realm-group Network interface: |
rtcp-policy
static-flow
tcp-media-profile
p security

4 session-router

[~

access-control
account-config

accountaronn
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ORACI_G I, Notifications ~ | admin -

Home EeIULITeEUGLM Monitor and Trace Widgets System

= =ave lzards ~ ommands - Discar earc
B s '+ Wizard %+ C d i Discard & Search

dns-config “| Modify Steering pool
ice-profile
media-manager IP address: ||155.212.21 4172 |
media-policy Start port:
msrp-config

playback-config
realm-config Realm ID: access-teams v

20000 (Range: 1..65535)

End port: 40000 (Range: 1..65535)

realm-group Network interface: v
rtcp-policy
static-flow
tep-media-profile
) security
4 session-router
access-control
account-config

6.4 Configure SDES profile

Create a SDES profile as shown below — Microsoft only supports AES_CM_128 HMAC_SHA1 80 encryption. Navigate
to media-manager -* security -* sdes-profile.

Home Monitor and Trace Widgets System
B Save 4F Wizards - {} Commands -
4 opjects Modify Sdes profile
» media-manager
4 security Name: SDES
b admin-securi -
ty Crypto list: Add
auth-params
authentication AES_CM_128 HMAC_SHA1_80
authentication-profile
cert-status-profile
certificate-record
b ike
b ipsec
4 media-security Srip auth:
dtls-srip-profile Srip encrypt:
media-sec-policy
——— SITCP encrypt:
sipura-profile Mki:
password-policy Egress offer format: same-as-ingress v
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ORACLE

4 Opjects
P media-manager
4 security
}p admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
b ike
b ipsec
4 media-security
dtls-srtp-profile
media-sec-policy
sipura-profile
password-policy
public-key
security-config
ssh-config
tis-global
tls-profile
P session-router
b system

Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands ~

Modify Sdes profile

Srtp auth:

Srip encrypt:
SITCP encrypt:
Mki:

Egress offer format:

Use ingress session params:

Options:

Key:
Salt:
Srip rekey on re invite:

Lifetime:

(< < I <.

SAme-as-ingress

Add

Add

31

Please make sure to include the lifetime value of 31 in the SDES profile as shown above.
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6.5 Media-sec-policy

A media-sec-policy configuration creates a policy to allocate media security rule and apply it to the realm configuration.

ORACLE

Home ReLINGITELTLM Monitor and Trace Widgets System

|4 Objects
) media-manager
4 security
P admin-security
auth-params
authentication
cert-status-profile
certificate-record
) ike
) ipsec
4 media-security
dtls-srtp-profile

sdes-profile

sipura-profile
password-policy
public-key
security-config
ssh-config
tls-global

media-sec-policy

4 Notifications ~ | admin ~

E save 4 Wizards ~ 4} Commands ~

»

Modify Media sec policy

Name: [rTP

Pass through: (

Options: Add

- Inbound
Profile:

Mode: tp
Protocol: none

| Outbound

Prafila:

& Search

ORACLE

Home ReGINGINEUTIM Monitor and Trace Widgets System

[ Objects
) media-manager
4 security
P admin-security
auth-params
authentication
cert-status-profile
certificate-record
) ike
) ipsec
4 media-security
dtls-srtp-profile

sdes-profile

sipura-profile
password-policy
public-key
security-config
ssh-config
tls-global

i\ Notifications ~ | admin ~

& Save 4} Wizards -+ 4t Commands ~

“ | Modify Media sec policy

| Inbound
Profile:

Mode: rtp

media-sec-policy Higlocol: none

| Outbound
Profile:
Mode: rtp
Protocol: none

Q, Search
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ORACLE

) media-manager

Objects =

Home EeLIHLIIEUGIM Monitor and Trace Widgets System

£ Notifications ~ | admin ~

H Save 4 Wizards + 4% Commands ~

Modify Media sec policy

4 security Name: IBRTP
P admin-security Pass through: )
auth-params options:
authentication Add
cert-status-profile
certificate-record
) ike
) ipsec
4 media-security
dtls-srtp-profile
sdes-profile 4 |Inbound
sipura-profile Profile: SDES
password-policy Mode: srtp
ELElCE Protocol: sdes
security-config
oz

Q search

ORACLE

Objects
) media-manager
4 security
) admin-security
auth-params
authentication
cert-status-profile
certificate-record
b ike
) ipsec
4 media-security
dtls-srtp-profile
sdes-profile
sipura-profile
password-policy
public-key
security-config
ssh-config
tls-global

»

Home ReIHGLUTELTLM Monitor and Trace

Widgets System

i Notifications ~ | admin ~

H Save 4} Wizards - %} Commands -

Modify Media sec policy

4 |Inbound
Profile:

Mode:
Protocol:

4 Outbound
Profile:
Mode:

Protocol:

SDES
srtp

sdes

SDES
srtp

sdes

Q, Search

The RTP media-sec-policy is applied on the Access-pstn realm and SRTP media-sec-policy is applied on the Access-
teams realm,as shown below.
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ORACLE

steering-pool -
tcp-media-profile
4 security

» admin-security
auth-params
authentication
cert-status-profile
certificate-record

) ike

P ipsec

4

gurity
dtls-srtp-profile
media-sec-policy
sdes-profile
sipura-profile

password-policy

Home Monitor and Trace Widgets System

i Notifications ~

admin ~

|H Save 4 Wizards - 4 Commands ~

Modify Realm config

Mm same ip: v
QoS enable:

Max bandwidth: 0
Max priority bandwidth: 0

Parent reaim:

DNS realm:

Media policy:

Media sec policy: RTP
RTCP mux:

Ice profile:

DTLS srtp profile:

(Range: 0..999999999)
(Range: 0..999999999)

10 Discard G Search

Pl ke Srtp msm passthrough:

security-config

ssh-config Class profile:

tis-global In translationid: i

6.6 Configure RTCP Policy

The following RTCP policy needs to configured to generate RTCP reports towards Teams. It is applied on the realm
facing Teams. It can be enabled on the realm - Access-teams.Go to Media-manager->rtcp-policy to configure rtcp-policy.

QlrRACLEC

Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group

static-flow

steering-pool

tcp-media-profile
4 security

» admin-security

auth-params

authentication

cert-status-profile

Home ReLLUGIIELGLE Monitor and Trace Widgets System

= Save 4F Wizards -+ 4} Commands ~

“ [ Modify RTCP policy

Name:

ihchen

RTCP generate: all-calls

Hide cname:

Back

Q Search
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OR A CLG i Notifications ~ | admin ~
Home JeTHih eIl Monitor and Trace Widgets System
B Save %4t Wizards - 4} Commands ~ ﬁ Discard & Search
ff Objects “ | Modify Realm config
4 media-manager Hold refer reinvite: -
codec-policy - i ionai
. efer notr rovisional:
dns-alg-constraints yp none o
dns-config Dyn refer term:
ice-profile Codec policy: test v
S HEATEREEE Codec manlP in realm:
media-policy
msrp-config Codec manlP in network: 74
playback-config RTCP policy: rtcpGen ¥
realm-config Constraint name: 55
realm-group
: Session recording server: &
rtcp-policy
static-flow Session recording required:
steering-pool Flow time limit: 1 (Range: -1..2147483647)
tcp-media-profile - ’
p- P! Initial guard timer: 1 (Range: -1..2147483647)
4 security
» admin-security Subsq guard timer: £ (Range: -1..2147483647)
auth-params TCP flow time limit: 1 (Range: -1..2147483647)

7 Existing SBC configuration

If the SBC being used with Microsoft Teams is an existing SBC with functional configuration with a SIP trunk, following
configuration elements are required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- Enable DNS

- New sip-interface

- New session-agent

- New-Session-Agent-Group
- New steering-pools

- New Local-policy

- Media-profile

- Codec-policy

- SDES Profile

- Media-sec-Policy

- Sip-manipulations

- Ice-profile

- RTCP policy

Ringback configuration

Please follow the steps mentioned in the above chapters to configure these elements.
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8 Configuration for Emergency Calling

As part of Oracle’s continued partnership with Microsoft, the Oracle Communications Session Border Controller is fully
certified with Microsoft Teams Direct Routing for E911 compatibility as well as an Elin Capable Gateway.

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-border-controllers

For more information on how to configure emergency services in your Microsoft Teams Tenant, please refer to the
documentation at the link below.

https://docs.microsoft.com/en-us/microsoftteams/what-are-emergency-locations-addresses-and-call-routing

https://docs.microsoft.com/en-us/microsoftteams/configure-dynamic-emergency-calling

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure#configure-voice-routing

The following will outline how to configure your Oracle SBC to handle E911 from Microsoft Teams, as well as setting up
Oracle SBC Elin Gateway configuration.

8.1 E911

Note: This is a configuration example, and would be an additional configuration added to what is outlined
throughout this document.

8.1.1 Session Translations Config

At the time of testing, MSFT Teams sends 911 with a leading plus (+). We recommend removing that leading + on
ingress so ensure the call is not considered international and rejected. We do this via a session translation rule, which in
turn gets assigned to the Teams facing Realm on the SBC. If you already have a session translation assigned to this
Realm, you can add the translation rule to the list in that session translation:
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8.1.2 Translation Rule

GUI Path: session-router/translation-rule

ACLI Path: config t->session-router—>translation-rule

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards -~ 4} Commands ~

;nuum:ﬂn”ﬁg T | Modify Translation rules
filter-config
b h323 Id: “‘emweplus
home-subscriber-server Type: delete v
http-alg
iwf-config
Idap-config
local-policy Delete string: rn
local-response-map Delete index: 0 (
local-routing-config

e Hit Ok at the bottom

Next, the translation rule needs to be assigned to a session translation before it can be added to the Teams facing
Realm:

8.1.3 Session Translation

GUI Path: session-router/session-translation

ACLI Path: config t->session-router->session-translation
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ORACLE

Home Monitor and Trace Widgets System

B Save 4{F Wizards- 4} Commands -

R e L T L R

enum-config

filtter-config
b h3z23 Id: |B11remnueplus

«| Modify Session translation

home-subscriber-server Rules calling: Add
htp-alg

iwf-config
Idap-config
local-policy
local-response-map
local-routing-config
media-profile

net-management-control Rules called: Add
qos-constraints
response-map
service-health
session-agent
session-agent-id-rule
session-constraints

fafat afnd fad o lla et BT ol

remaoveplus

removeplus

As you can see above, the translation rule we configured is added as both rules calling and rules called in the session
translation. Now we assign the session translation to the Realm as the in-translation-id:
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8.1.4 Translation Added to Realm

GUI Path: media-manager/realm-config

Home E®CHTEN (M Monitor and Trace Widgets System
= Save 4f Wizards - 4t Commands -
| Objects Modify Realm config
4 media-managesr
codec-policy Identifier: (ToTeams
dns-alg-constraints Description:
dns-config
ice-profile
media-manager Addr prefix: 0000
media-policy )
rnsrp—conﬁg Metwork interfaces: Add
playback-config s0p0:0
realm-group
ricp-policy
static-flow
steering-pool
tcp-media-profile .
. Mmi in realm: Ld
b security
b session-router Mm in network: ’
b system Mm same ip: ’
QoS enable:
Max bandwidth: 0 |
Max pricrity bandwidth: 0 |
Parent realm: ~
DM realm: w
Media policy: w
Media sec policy: SRTP .
RTCP mux: Ld
Ilce profile: ice w
DTLS =rip profile: ~
Srtp mem passthrough:
Class profile: w
In translationid: 911removeplus .
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8.1.5 Emergency Session Handling

The Oracle® Enterprise Session Border Controller provides a mechanism to handle emergency sessions from non-
allowed endpoints/agents. An endpoint is designated as non-allowed if it fails the admission control criteria specified by
the allow-anonymous parameter in the Sip Inerface/SIP Ports configuration element. To enable this feature, you will
need to configure the following:

e Local Policy to Match and Route emergency calls to correct destination with policy priority set to

emergency
e Enable anonymous-priority on Ingress Sip Interface

Note: This is just a configuration example. This note assumes any session agents or session group for PSAP has
already been configured:

8.1.6 Local Policy Route for Emergency Calls

GUI Path: session-router/local-policy

ACLI Path: config t->session-router—local-policy

ORACLE

Home Q&GN ULG M Monitor and Trace  Widgets  System

= Save 4t Wizards - 4} Commands -

account-group
allowed-elements-profile
b class-profile From address: Add
diameter-manipulation .
enforcement-profile
enum-config
filter-config
b h323
home-subscriber-server
http-alg
iwf-config
Idap-config 1911
local-response-map +1911
local-routing-config
media-profile
nat-management-control
TSGR i Source realm: Add
response-map

3

Modify Local policy

To address: Add

service-health ToTeams
session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps Policy attributes

Description:

State: |

Policy priority: emergency ¥

sip-interface Add Edit Copy Delete
sip-manipulation

sip-monitoring
sip-recursion-policy

Next hop Realm Action Terminate recursion Cost
sag:E911 SIPTrunk none disabled i}
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You would also configure a policy attribute to route emergency calls to their proper destination. In this example, we have
created a SAG called €911 as the destination for all emergency calls. For instructions on how to configure Session
Agents or Session Groups, please click the links for examples.

Next, we’ll enable anonymous-priority field in Sip-Interface:
8.1.7 Sip Interface Priority

GUI Path: Currently, this field is not available through GUI, and must be configured through ACLI

ACLI Path: config t->session-router->sip-interface

For more information on how this feature works, please see the SCZ830 Configuration Guide, Page 4-185.
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8.1.8 Net-Management Control

The Oracle Communications Session Border Controller supports network management controls for multimedia traffic
specifically for static call gapping and 911 exemption handling. These controls limit the volume or rate of traffic for a

specific set of dialed numbers or dialed number prefixes (destination codes).

To enable network management controls on your Oracle Communications Session Border Controller, you set up the net-
management-control configuration and then enable the application of those rules on a per-realm basis. Each network
management control rule has a unique name, in addition to information about the destination (IP address, FQDN, or
destination number or prefix), how to perform network management (control type), whether to reject or divert the call, the
next hop for routing, and information about status/cause codes. For more information about Network Management
Controls, please refer to the Configuration Guide, Chapter 11.

GUI Path: session-router/net-management-control

ACLI Path: config t->session-router-> net-management-control

Use the below example to configure net-management-control and assign it to the Teams realm. Please note, net-
management-control Realm parameter is not available through the GUI, so it must be assigned via ACLI to the

appropriate realm.

ORACLE

4 Opjects

b media-manager

P security

4 session-router
access-control
account-config
account-group
allowed-elements-profile

P class-profile
diameter-manipulation
enforcement-profile
enum-config
filter-config
b h323

home-subscriber-server
http-alg
iwf-config
Idap-config
local-policy
local-response-map
local-routing-config
media-profile

net-management-control

Home Monitor and Trace Widgets System

B Save 4t Wizards- %} Commands -

Modify Net management control

Name:

State:

Type:

Value:

Treatment:

Next hop:

Realm next hop:
Protocol next hop:
Status code:

Cause code:

Gap rate max count:
Gap rate window size:

Destination identifier:

EmergencyRoute
L
priority
0
divert
SAGEIN
SIPTrunk
SIP
503
63
0
0

Add
911

Note: Net-Management-Controls do not adhere to any constraints configured on your SBC due to the emergency nature
of the call flows handled by this element.
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8.1.9 Session Constraints for E911

In order for the SBC to have the ability to handle emergency calls in high volume environment, we recommend
configuring and applying session constraints for each realm on your SBC to allow a small portion of your licensed
sessions to be allocated to emergency calls.

The below example is a very basic constraint setup limiting the number of calls allowed to traverse a realm. For the
purposes of this example, we assume there are 100 licensed sessions on the SBC, so we’ll limit the number of calls on

the realms to 90, leaving 10 licensed session for emergency calls. Again, as noted above, when net management
controls are configured to handle emergency traffic, constraints do not apply to those calls.

GUI Path: session-router/session-constraits

ACLI Path: config t->session-router->session-constraints

ORACLE

Home Monitor and Trace Widgets System

B Save 4} Wizards- 4} Commands -

14 Objects Add Session constraints
P media-manager
P security Name: Ea11Contraint
4 session-router State: v

access-control
account-config

Max sessions: a0 (

And now we apply this constraint to realms:

L= = Hold refer reinvite:

realm-config ) o

realm-group Refer notify provisional: none -

rcp-policy Dyn refer term:

static-flow Codec policy: addCN -

steering-pool .

) Codec manlP in realm:

tcp-media-profile
3 security Codec manlP in network: td
) session-router RTCP policy: rtcpGen 7
P system )

i Constraint name: E911Consiraint w

8.2 Elin Gateway

The Oracle® Enterprise Session Border Controller supports E911 ELIN for Teams-enabled Enterprises using the
ELIN_Gateway SPL option. Enable this option in the global SPL configuration. The Oracle® Enterprise Session Border
Controller supports up to 300 ELIN numbers simultaneously and it can reuse humbers allowing a greater number of
emergency calls

For more information about the SBC’s Emergency Location Identification Number (ELIN) Gateway Support, please refer
to the 830 Configuration Guide, Page 19-25
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GUI Path: system/spl-config

ACLI Path: config t->system->spl-config

The only entry required to Enable support for Elin Gateway is:
Elin-Gateway=<value>

Valid Values are either 30 or 60. This determines how long (minutes) the SBC will retain the mapping in memory.
Default value is 30. For the purposes of testing, we increased that value to 60 minutes, as shown in the example below.

An optional configuration parameter:
Elin-Add-PSAP=<value>

Where <value> is one or more PSAP numbers, For multiple numbers, place the numbers within quotes, separate the
numbers with a comma, and use no spaces. A single number does not require enclosure in quotes.

Examples: Elin-Add-PSAP=999 and Elin-AddPSAP="999,000,114"

By Default, Oracle delivers the SBC preconfigured with the 911 and 112 Public Safety Answering Point (PSAP) callback
numbers

ORACLE

Home Monitor and Trace Widgets System

B Save {4} Wizards - %} Commands -

4 Opjects Modify Spl config
P media-manager
b security Spl options: Elin-Gateway=60 Elin-Add-PSAP=033
) session-router Plugins
4 system
Add
capture-receiver
fraud-protection State Name
host-route
hitp-client

8.2.1 Sip-Manipulation for Teams ELIN

By Default, the Oracle SBC with Elin SPL enabled, looks at the <NAM> field in the metadata of an Invite to extract the
ELIN numbers and the FROM User uri for mapping. Since Microsoft Teams sends the ELIN information in an <Elin>
field, and to avoid any issues due to ani masking on the Teams side, we have created the following sip-manipulation rule
to move the information in the <Elin> field to the <Nam> field, and we replace the User part of the FROM header with the
user part of the PAI. The manipulation gets assigned to either the Teams Realm or Sip Interface, and assures proper
Elin mapping in the SBC.

Note: If there is an existing Sip Manipulation rule already assigned as the in-manipulation-id on either the realm or sip
interface, these rules would need to be added to that existing manipulation.

GUI Path: session-router/sip-manipulation
ALCI Path: config t->session-router->sip-manipulation

While this can be configured via the GUI, we are using the ACLI output to provide and example config for ease of
viewing:
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9 Appendix A

9.1 Ringback oninbound calls to Teams and early media

In certain deployments, a PSTN caller may experience silence on an inbound call into Teams in place of a ringback tone.
When Teams receives an INVITE, after signaling 183 with SDP, Teams does not play ringback and expects the SBC to
signal appropriately to the SIP Trunk provider and play local ringback. To signal the trunk to play the ringback, the SBC
presents 180 Ringing to the trunk instead of the 183 Session Progress received from Teams.

In order to accommodate the 183 with SDP messages that signal early media in cases of simultaneous ringing set to
IVR, we inspect the SDP of the 183s received before converting them to 180 Ringing messages. If the SDP of the 183
does not contain the IP address of SBC (which is the case when Teams clients have simultaneous ringing set to IVRS),
we strip the SDP from the 183 and convert it to a 180 Ringing message and forward it to the trunk. This is achieved
through the following sip-manipulation.

Apply this in the SIP Manipulation Teamsinmanip.

Note: If running the GA release, SCZ830m1p8A, please see Appendix D prior to configuring sip manipulations in your
Oracle SBC. This appendix outlines how new features added to the GA release will help simplify your configuration by
eliminating the need for most, if not all required sip manipulations.

ORACLE Natiflcations = admin =

Hame Manitor and Trace  Widgets  Sysiem

|E Save & Wizards - £} Commarnds - i Discard O Search

Chjects “| Add SIF manipulation
¥ media-manages
| 3 sEturity Mama: Checkeoriza
4 gpssion-routar (-
ROOASS-Con ol
BoaaUnt-conty
fitt-canfig Spiit raacars: 8
kap-canfig -
lecal-policy
Jeeal-routirg-eanfig
i profie
SEESKN-agant
EESERIN-GRILE
BESBION-FSCON Ng-Hroup
BESERINrECOnd ng -8 e Join headsrs:
sessian-translation
sip-config
sip-leature
sip-interface
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response-map “| Modify SIP manipulation Show configuration
service-health
session-agent
sesslon-agent-id-rule
sesslon-constraints

-

session-group
session-recording-group
session-recording-server

session-timer-profile chiuies

session-translation Add ~

sip-advanced-logging Name Element type
sip-config check183 header-rule
sip-feature 182 mime-sdp-ule
sip-feature-caps deletesdp mime.sdp.rule
sip-interface change183t0180 hoader-rule
sip-monitoring

sip-recursion-policy

surrogate-agent .

Back

ORACLE T NoThCaToRs = admi ]

Home QeGIUNINELTLE Monitor and Trace Widgets System

S Save ¥ Wizards - 4} Commands ~ i Discard € Search

response-map “| Modify SIP manipulation / header rule
sefvice-health
session-agent Name: Fheck183
session-agent-id-rule
session-constraints
session-group
session-recording-group Comparison type: case-sensitive v
session-recording-server Msg type:
session-timer-profile
sassion-translation
sip-advanced-logging INVITE
sip-config
sip-feature
sip-feature-caps
sip-interface
Sip-manips
sip-monitoring Match value:

sip-recursion-policy o . =
surrogate-agent v

Header name: (@status-line

Action: manipulate y

reply v

Methods: Add = =

ORACLG i Notifications » | admin »

Home Monitor and Trace Widgets System

IH save 4 Wizards -+ #F Commands - i Piscard Q& Search

response-map “| Modify SIP manipulation / header rule / element rule
servica-health
session-agent Name: |s183
session-agent-id-rule
session-constraints
session-group
session-recording-group Action: store -

Parameter name:

Type: status-code v

session-racording-server Match val type:
session-timer-profile
sesslon-translation
sip-advanced-logging
sip-config New value:
sip-feature

sip-feature-caps

sip-interface

sip-monitoring
sip-recursion-policy
surrogate-agent v

any v
Comparison type: pattern-rule v

Match value: 183
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Home REeiiNeliGhE Monitor and Trace  Widgets System

Notifications - | admin ~

= Save 4Ff Wizards » 4} Commands -

i Discard < Sgarch

session-group
sassion-racording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

sip-monitoring -

P I

F Objects Add SIP manipulation / mime SDP rule
} media-manager
b security Name: ias
4 session-router Msg type: — =
access-conirol Method
wethods: . .
account-config Add Edit elete
filter-config INVITE
Idap-config
local-policy
local-routing-config
meadia-profile
session-agent
session-group Action: o =
session-recording-group
session-recording-server Comparisen type: boclean d
session-translation Match value: Scheck183.513183
sip-config New value:
sip-feature
i GfgRules
sip-interface
ORACLE Notfeations -
Home WeLUUGITTE UM Monitor and Trace Widgets System
= Save izards - ommands - Discal
B sa Wizard [ d i Discard O
Objects “ | Add SIP manipulation f mime SDP rule /| SDP session rule
» media-manager
b security Name: -
F ) - N —
session-router Action: T ~
access-control e ison b
omparison type: it
awaunt—conﬁg pa Y case-sensitive v
filter-config Match value:
Idap-config New value:
local-policy CigRules
local-routing-confi
X 9- 9 Add - Edit Con Delets Move ug a do
media-profile
session-agent Name Element type
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Here apply the IP of SIP-Interface facing your MS-Teams.

ORACLE

Home Monitor and Trace Widgets System

B Save {f Wizards -

4 Commands -

B Save 4F Wizards - £} Commands

Objacts

b media-manager
b security

4 session-router

Home Maonitor and Trace Widgefs System

diameter-manipulation ~| Add SIP manipulation / mime SDP rule / SDP session rule / SDP line rule
enforcement-profile
enum-config Mame: checke
filter-confi
9 Type: C
h323 )
home-subscriber-server Action: store >
http-alg Comparison type: pattern-rule =
wrcontig Match value: AL[71(155.212.214.172)}).75
ldap-config
; MNew value:
local-policy
ORACLE Nofifications = | admin = |

Add SIP manipulaticn | mime SOP rule

access=control
account-config
filter-config

Idap-config

logal-policy
lacal-rauting-canfig
media-profile
sasslon-agant
sesslon-graup
sasslon-recording-group
sassion-resarding-servar
sassion-translation
sip-config

sip-featura

sip-intarface

Nams: deletesdp
Mg type: reply
Methods: add
INVITE
Acticn: dalata

Comparison type:

Match value;

Maw valua:

ClgRes
Add =

baalean

B183.Fau Sehecke

@ Discard Q Search
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Objects

P media-manager

P security

4 sesslon-router
aceass-control
account-config
filtar-config
Kap-config
kcal-policy
local-routing-cenfig
media-profile
sessian-agent
5Es5ian-group
sesslon-recording-group
sassian-racording-server
sassion-franslation
sip-config
sip-feature
sip-nterface
sip-manipulation

Home m Monitor and Trace  Widgets  System

i\, Motifications = | admin =

E Save 4F Wizards - 4 Commands -

Mame:

Haadar nama:
Action:
Comparison type:
Msg fype:
Methods:

Match value:
Hew value:

ClyRubes

Add SIP manipulation [/ header rule

change183m 150
@status-line
manipulate
boolean
amy

Add

$if183.§au. $checkss

i Discard < Search

ORACLE

Phjects

P media-manager

b securily

M session-router
acoass-control
account-config
filter-canfig

Igap-canfig

local-palicy
leeal-rauting-cenfig
media-prafile
sesslon-agent
seEsion-group
session-recording-group
sesslon-recording-server
sassion-translation
sip-config

Home E&OUNVTENTOM Monitor and Trace  Widgets  System

i Notifications - | admin -

i save 4 Wizards - # Commands -

Madify SIP manipulation [ header rule

Match value:

Mew value:

CigRules
Add -

Name
modstatus

medreasenphrase

51163 Sau Scheckes

Element type
element-rule

element-nule

i Discard O Search

ORACLE

Objacts

¥ media-manager

k security

4 cezeion-routar
access-control
account-config
fiter-config
Idap-config
local-policy
lacakrouting-config
miedia-profile
session-agent
sesslon-group
session-recording-group
session-recarding-server
session-ranslatian
sip-canfig
sip-featura

Home Mumlorand‘l‘race Widgets  System

Notifications - | admin -

B save &F Wizards » 4F Commands =

Add SIP manipulation ! header rule § element ruls

Nami:

Parametar name:
Type:

Action:

Match val type:
Comparison type:
Mateh value;

Hew value:

medsiatus

SLEILS-CO0E
replace

any
case-sensiive
183
180

il Discard & Search
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ORACLE

f Objacts

F media-manager

b security

4 gession-routar
access-control
account-config
filter-config
kap-config
lacal-policy
ocal-reuting-config
media-profile
session-agent
S2ESI0N-group
sasslon-recording-group
sasslon-recording-server
session-translation
sip-config
sip-feature

Home EsGIReTELGLE Monitor and Trace  Widgets  System

Motifications ~  admin ~

B save 43 Wizards - 4F Commands -

Add SIP manipulation | header rule | element rule

Hame:

Parameter name:
Type:

Action:

Match val type:
‘Comparison typa:
Match value:

New value:

modieasonphrase

reason-phrase
replace

any
case-sensiive

Sassion Progress

i Discard ©, Search

Ringing

Apply this in Teamsinmanip by creating a rule as shown below.

ORACLE

¥ Objacts

P mediz-manager

} security

4 session-router
access-control
accouni-config
filtar-eanfiy
Idap-canfig
local-paliey
lacal-routing-corfig
media-profile
session-agent
Session-group
sasslon-recording-group
sassion-recording-server
sassion-translation
sip-config
sip-feature
sip-interface

sip-manipulation

Home m Monitor and Trace Widgets System

Notifications » | admin

B Save 4F Wizards - 4t Commands -

Add SIP manipulation / header rule

Name:

Header namea:
Action;
Comparison type:
Meg type:
Methode:

Match valus:
New vale:

ClgRules

Change143to180
From
sip-manip
cage-sensilive
amy

Add Ec

Checkfor! 531

i Discard O Searc
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10 Appendix B
10.1 DDoS Prevention for Peering Environments

The Oracle Session Border Controller (SBC) family of products are designed to increase security when
deploying Voice over IP (VolP) or Unified Communications (UC) solutions. Properly configured, Oracle’s SBC
family helps protect IT assets, safeguard confidential information, and mitigate risks—all while ensuring the high
service levels which users expect from the corporate phone system and the public telephone network.

Please note, DDOS values are specific to platform and environment. For more detailed information please refer
to the Oracle Communications SBC Security Guide.

https://docs.oracle.com/cd/F12246 01/doc/sbc_scz830 security.pdf

However. While specific values are environment specific, there are some basic security parameters that can be
implemented on the SBC that will help secure your setup.

1. On all public facing interfaces, create Access-Controls to only allow sip traffic from trusted IP’s with a
trust level of high

2. Set the access control trust level on public facing realms to HIGH

3. Maodify the minimum and maximum untrusted signaling bandwidth parameters in the global media
manger to minimize the throughput untrusted traffic has to work with.

The below examples of Access Control and Realm Trust level would be configured on and associated with the

Realm facing Microsoft Teams. This model can be followed for any of the public facing interfaces, ie..Sip
Trunk, etc....

10.1.1 Access Control

GUI Path: session-router/access-control
ACLI Path: config t->session-router->access-control

The below example is for one of the possible six IP addresses MSFT will be sending and receiving SIP traffic to
and from.

Use this example to create ACL'’s for all MSFT Teams IP addresses.
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ORACLE

|4 Objects

) media-manager

b security

4 session-router
account-config
account-group
allowed-elements-profile

b class-profile
diameter-manipulation
enforcement-profile
enum-config
filter-config

b h3z3
home-subscriber-server

3

Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands -

Modify Access control

Realm ID:

Description:

Source address:
Destination address:
Application protocol:
Transport protecol:
Access:

Average rate limit:

Trust level:

Teams

52 114.76.78
0.0.0.0

SIP

ALL

permit

0

high

As an alternative, the destination address can also be set to the SIP interface IP address associated with the

realm.

10.1.2 Realm Config

GUI Path: media-manager/realm-config

ACLI Path: config t>media-manager->realm-config

In the example below, notice the access control trust level matches the trust level of the ACL configured above.
When these two fields match, it creates an implicit deny on this realm, so only SIP traffic from IP addresses
configured as ACL’s with matching trust level to the realm will be allowed to send traffic to your SBC. For more
information on how trust level setting in ACL’s and realms effect traffic, please refer to the SCZ830 Security

Guide, Page 3-10
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Home MeLITITELGDE Monitor and Trace  Widgets  System
B Save -i'.',i- Wizards ~ i;i- Commands «
4 Dhjects Modify Realm config
4 media-manager
codec-policy Identifier: —
dns-alg-consiraints Description: Realm Facing Teams Direct Routing
dns-config
ice-profile
media-manager .
) — Addr prefix: 0.0.0.0
media-policy
Network interfaces:
menp-config Add
playback-config M00:0.4
realm-group
ricp-policy
static-flow
steering-pool
1cp.-med|a-pruﬂle M in realm: -
b security
b zession-router Mm in netwerk: -
b system Mm same ip: o
QoS enable: G
Max bancdwidth: o
Max priority bandwidth: o
Parent realm: v
DM 5 realm: v
Media policy: "
Media sec policy: sdesFaolicy -
RTCP mux: L
lce profile: ice -
Teams fqdm in wri: L
SDP inactive only: L
DTL5 srip profile: ~r
Srtp msm passthrough:
Class profile: .
In translationid: .
Out franslationid: .
In manipulationid: .
Ot manipulationid: .
PAverage rate limit:- o /
Access control trust lewvel: high -

10.1.3 Global Media Manger

In the global Media Manger configuration, set the max and min untrusted signaling values to 1

GUI Path: media-manger/media-manger

ACLI Path: config t->media-manger->media-manger
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ORACLE

Home QeGIIGITEIGLE Monitor and Trace

B Save 4} Wizards -

4 Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-config
realm-group
ricp-policy
static-flow
steering-pool
tcp-media-profile

b security

) session-router

b system

Widgets System

it Commands ~

Modify Media manager

State:

Flow time limit:

Initial guard timer:
Subsqg guard timer:
TCP flow time limit:
TCP initial guard timer:
TCP subsq guard timer:
Hnt rtcp:

Algd log level:

Mbcd log level:

Options:

Red max trans:

Red sync start time:

Red sync comp time:
Media policing:

Max arp rate:

Max signaling packets:
Max untrusted signaling:

Min untrusted signaling:

26400
300

300
86400
300

300

O

NOTICE
NOTICE

Add Edit D

10000

5000

1000
|+

10

100
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11 Appendix C
11.1 SBC Behind NAT SPL configuration

This configuration is needed when your SBC is behind a NAT device. This is configured to avoid loss in voice
path and SIP signaling.

The Support for SBC Behind NAT SPL plug-in changes information in SIP messages to hide the end point
located inside the private network. The specific information that the Support for SBC Behind NAT SPL plug-in
changes depends on the direction of the call, for example, from the NAT device to the SBC or from the SBC to
the NAT device. Configure the Support for SBC Behind NAT SPL plug-in for each SIP interface that is
connected to a NAT device. One public-private address pair is required for each SIP interface that uses the
SPL plug-in, as follows.

e The private IP address must be the same as the SIP Interface IP address.
e The public IP address must be the public IP address of the NAT device

Here is an example configuration with SBC Behind NAT SPL config. The SPL is applied to the Teams side SIP
interface.

To configure SBC Behind NAT SPL Plug in, Go to session-router->sip-interface->spl-options and input the
following value, save and activate.

HeaderNatPublicSiplflp=52.151.236.203,HeaderNatPrivateSiplflp=10.0.4.4

Here HeaderNatPublicSiplfip is the public interface ip and HeaderNatPrivateSiplflp is the private ip.

ORACI_G Notifications ~ | admin ~
Home ReGIGITEILLM Monitor and Trace Widgets System
= Save i}f Wizards - 4} Commands - o Q, Search
response-map “| Modify SIP interface | Show configuration

service-health

session-agent
session-agent-id-rule
session-constraints
session-group
session-recording-group
session-recording-server
session-timer-profile
session-translation
sip-advanced-logging
sip-config

sip-feature
sip-feature-caps

sip-monitoring
sip-recursion-policy
surrogate-agent

Show advanced

Spl options:
Trust mode:
Max nat interval:
Stop recurse:
Port map start:

Port map end:

SIP atcf feature:

Rfc2833 navload:

a

HeaderNatPublicSiplflp=52.151.236.203,

all
3600
401,407
0

0

Back

v

(Range: 0..4204967205)

(Range: 0, 1025..65535)

(Range: 0, 1025..65535)

In manipulationid:
sip-manipulation Out manipulationid: PSTNHub v

IDanma: 08 497V

Similarly configure the PSTN side as well.
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12 Appendix D
12.1 Sip Manipulation Replacement

To simplify the ORACLE SBC configuration, the ORACLE SBC GA Release, SCZ830m1p8A, (available for
download through My Oracle Support Portal, https://support.oracle.com/portal/, or via Oracle Software Delivery
Cloud (https://edelivery.oracle.com/), contains three additional SBC configuration parameters not found in prior
releases.

The purpose of these four parameters is to replace a majority of the Sip Manipulation rules required to be
configured in the ORACLE SBC in order to properly interface with Microsoft Teams Direct Routing.

12.1.1 Teams Facing Realm

The first three parameters are found under the realm-config, and would be enabled in Realms facing Microsoft
Teams. They are:

e Teams-FQDN
e Teams FQDN in URI
e SDPinactive only

12.1.2 Teams FQDN

This is where you will add the SBC’s FQDN required to interface with Microsoft Teams Direct routing interface.

12.1.3 Teams FQDN in URI

When enabled, this parameter takes the FQDN configured under hostname of the Teams FQDN, and inserts
that into the Contact and FROM headers of Invites generated by the SBC towards Teams, as well as the
Contact header in all final responses which satisfies the Microsoft Teams requirement outlined in the Important
Information Section of this document. This also adds a new “X-MS-SBC” Header to both Invite and OPTIONS
Requests, which takes the place of the User-Agent header currently being added via Sip Manipulation. Lastly,
SBC will add a Contact Header to outgoing SIP Options Pings, also containing the FQDN of the SBC listed
under the hostname field of the network interface, and with the Contact Header added to OPTION Requests
generated by the SBC, Record Route is no longer required.

12.1.4 SDP inactive only

When enabled on Teams facing realm(s), this will modify the following SDP attributes in both requests and
responses to and from Microsoft Teams:

Message Type Match Value New Value
request inactive sendonly
reply inactive recvonly
request sendonly inactive
reply recvonly inactive
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ORACLE

¥ Objects

4 media-manager
codec-policy
dns-alg-constraints
dns-config
ice-profile
media-manager
media-policy
msrp-config
playback-config
realm-group
rtcp-policy
static-flow
steering-pool
tcp-media-profile

) security

) session-router

) system

Home Monitor and Trace Widgets System

H Save 4} Wizards» 4} Commands~

Modify Realm config

Identifier:

Description:

Addr prefix:

Network interfaces:

Mm in realm:
Mm in network:
Mm same ip:
Qo5 enable:

Max bandwidth:

Max priority bandwidth:

Parent realm:
DNS realm:
Media policy:
Media sec policy:
RTCP mux:

Ice profile:
Teams fqdn:
Teams fqdn in uri:

SDP inactive only:

Teams

carrier tenant telechat.o-
test0G161977.com

0.0.0.0

Add
M00:0.4

(< < I <.

=[] @

sdesPolicy

oracleesbc2 woodgrovebank.us
g
o

Please note, if the Teams FQDN field under realm-config is not populated with the Oracle SBC’s FQDN, it will
default back to the hostname parameter of the Network Interface.

12.1.5 Teams Session Agents

The third parameter is found under the session agent configuration element and will be enabled on all three

session agents configured for microsoft teams. Its called

ping response

12.1.6 Ping Response

When enabled, the SBC responds with a 2000K to all Sip Options Pings it receives from trusted agents. This
takes the place of the current Sip Manipulation, RepondOptions.
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Home Monitor and Trace Widgets System

B Save 4} Wizards - 4} Commands~

4 Objects Modify Session agent
P media-manager
[ 2 security Ping send mode: keep-alive v
4 session-router Ping all addresses:
access-control
account-config
account-group
allowed-elements-profile
) class-profile
diameter-manipulation
enforcement-profile
enum-config
filter-config
P h3z23

home-subscriber-server
http-alg Media profiles:

Ping in service response codes:

Options: Add

Spl options:

Add
iwf-config

ldap-config

local-policy
local-response-map
local-routing-config
media-profile
net-management-control
gos-constraints
response-map Out translationid: o
service-health

session-agent
X X Local response map: |
session-agent-id-rule /
session-constraints Ping response: =

In translationid: -

Trust me:

13 Important Note:

Due to planned upgrades to Microsoft Teams Direct Routing, it is now a requirement for SBC'’s to present their
FQDN in the host URI of the Contact Header in all final responses sent to Microsoft Teams. In order to
accommodate this, changes to the configuration of your SBC may be needed. By default, the SBC add'’s the
sip interface IP address to the host-uri of the Contact header in all responses. In order to change the host part
of the Contact header from IP to FQDN, we’ll utilize the Oracle SBC’s sip-manipulation feature.

For SBC’s running a release prior to SCZ830M1P8A, you should already have a TeamsOutManipulation that
contains a header rule that modifies the host part of the Contact header in Requests toward Microsoft Teams.
A simple change may be needed to this header rule to ensure we are meeting this new requirement.

Please make sure the Msg type in this rule is set to ANY as outlined in this guide. This allows the SBC to
modify the Contact Host in both requests and responses, satisfying this change. For an example, please see
Alter_contact.

For SBC'’s running release SCZ830m1p8A or later, and have enabled the new features outlined in_AppendixD,
the host-uri of the Contact of all responses towards Microsoft Teams will contain the SBC’s FQDN in the host-
uri of the Contact Header, so no change will be needed.
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14 ACLI Running Config

14.1 Show running-config short
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