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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release, and timing of any features or functionality described for

Oracle’s products remains at the sole discretion of Oracle.
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2 Revision History

Document Version Description Revision Date
1.0 Initial Draft 12-05-2025

3 Intended Audience

This document describes how to connect your MS Teams to Oracle ICON as a Service. This paper is intended for End Users, IT
or telephony professionals.

Note: To zoom in on screenshots of Web GUI configuration examples, press Ctrl and +.

4 Introduction

4.1 Oracle® Intelligent Communication Orchestration Network Overview

The Oracle® Intelligent Communication Orchestration Network enables enterprises and Managed Service Providers to
connect Unified Communications (UC) and Contact Centers (CC) because the service supports connecting to both on-
premises and Saa$S based UC and CC solutions. The Oracle® Intelligent Communication Orchestration Network focuses
on bringing voice communications services together in one place to relieve you from managing Carrier Service
compatibility issues.

Oracle ICON provides numerous features to enable bringing voice communications services together with a single point
of management rather than managing each of them independently. The following diagram shows how the features and
services interact to provide voice services to the end customer.

Oracle Intelligent Communication Orchestration Network Cloud Service-Overview

Simplifies the interconnection of carrier with Unified Communications and Contact Center platforms and the integration of many other services

—
Legacy and on-premises PBX and
Contact Center Applications

« OTT
E E E + Virtual

Physical )

SIP Trunks

\

'S 2
Bring Your Own Carrier (BYOC) Cloud UCaa$ and CCaaS

. OTT am e e T D « OTT — & @ Integrations
w0 LN gl
* Physical Intelligent Communications

Orchestration Network
L J -

eSS sssss

Voice Gateway

Begin by connecting your PSTN services to Oracle® ICON, either virtually or physically. Once this connection is in place,
integrate Microsoft Teams by configuring SIP trunks within the Oracle® Intelligent Communication Orchestration Network
(ICON).

This enables seamless interoperability between MSFT Teams and the ICON system.
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5 Related Documentation

5.1 Oracle Intelligent Communication Orchestration Network

e Configuration Process

e Add Sites

e Add Number Blocks Manually
e Connect Services

6 Oracle ICON Configuration

This section outlines the required steps to configure Oracle ICON for integration with MSFT Teams and Carrier services
option. You will be guided through the configuration process, including initial setup and the essential parameters to
ensure secure and reliable connectivity between MSFT Teams and Oracle ICON.

Note: It is assumed you have established your subscription, configured your account, and completed all required post activation tasks
prior to proceeding.

6.1 Customer Account

6.1.1 Add Sub Account

To begin the Oracle ICON configuration, the first step is to add a new customer account. This process establishes a
secure and distinct environment for the customer’s services and resources within Oracle ICON

customer success (AC30902) ~

Customers

Under Add Account, enter the following:

e Company Name
e Country
e Address (search or enter manually)

NNNNNN
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https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/introduction-icon.html#GUID-65B29536-BFA9-4852-AF2E-F3CDA48747E4
https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/sites-page-orientation.html#GUID-F7E854EE-0516-4317-A37E-C9837C49270E
https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/number-blocks-page-orientation.html#GUID-4BA2689E-AE7F-4AD5-9618-78B2E4AAC074
https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/services-page-orientation.html#GUID-9A487AD3-9DE6-4BA0-AE8B-F415D993532E

e C(Click Add at the bottom. When provisioning of the account is completed, click Refresh at the bottom of the
page.
e You should now see the customer account you just created in the list:

= ©  customersuccess (AC30902)

Accounts

a

Customers

Account Name &

6.1.2  Add Site

A site is an object you create in Oracle Intelligent Communication Orchestration Network that contains information
about the physical location using the service. The Sites page lists the sites you create and provides tools for adding and
managing sites.

e Top Left Burger Menu, select sites to get to the sites page.

SolutionsLab (SR34206) ¥

B services

Numbers/

@ sites

e Top Right, Add Site:

Enter the following information to add a Site:

e Unique Site Name

e Description for the site

e Select a County

e Address (search or enter manually)
e Contact Information
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e C(Click Add at the bottom.

Site Details
e ame
Burlagrontab

Sie Deseripian

Labsae

oy

s Urmed States

Basing Type
Offcs

Prp—

Arerca/ew_surk

sk Low Uit it

Sosthsme

Blue Sky.

S S

Puost/Tin Code
01803

SitoNama &

ustingionlab

Numbers &

Location &
0 Burlington, Massachusets, Urited States

10 Burlingion, Mamsachusets, United States

[T ee——— |

6.1.3 Add Number Blocks

After setting up accounts and sites, you can begin adding number blocks to Oracle ICON. The Numbers Blocks page
displays the Add Number Blocks button, a table of your number blocks, and Search capability. You can add and manage
number blocks from the page.

= (O solutionsLab (SR34206) ~

BurlingtonLab

Address

35 Blue Sky Drive
Burlington, Massachusetts,
01803

United States

Time Zone
America/New

Primary Contact

test user
6175551212
testuser@gmail.com

N

Add Number Blocks

Starting Number &

This site has no numbers.

BlockSize ¢ Type ¢

UNITED STATES

MEXICO

cuBA

Service &
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You can add number blocks by importing a .csv file or manually. For the purposes of this example, we’re adding a block
of 10 numbers manually to Oracle ICON

Add Number Blocks

What cte 6o you want ta assign the sumber blocks?

BurlingtonLab v | o | AddMewsie

What carier i hosting the rumber blocks?

Verizon - United States -

How would you W 10 3dd rumbar biocks?

@ Add manually
O import from CSV fle

Type * s2u Country Dial Code * ‘Starting Number * x Actions.

Landine  ~ + | wUmedsies+1 v | 7812032585 ‘)o il A

‘Add Number Blocks

Wihat st do you want 1o axsgn the membes blocks?

Buringiontab =] e

it carrie is hasting tee numbr ocks?

erizon - Uil States

Mo weuld you ke 0 add mumbes bocks?

@ Add manually
©Q import rom €5V e

At N Docks

Type® s Country Dial Code * Starting Number * BlockSize®  Actions

Lantine = 781205 2585 w 2B

e - |

e C(Click add at the bottom.

6.2 Services

In Oracle ICON, you configure Services as logical objects that connect carriers to the voice, video, and media streaming
services you use. The Services page provides tools to configure and manage SIP Trunk connections.

Burger Menu, top left, select Services to open the services page.

X O solutionsLab (SR34206) ~
ESenrices

Numbers

© sites
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Services

Add your first voice service.
| fp—

6.2.1 Connect the Carrier Service

To enable SIP trunking connectivity between Microsoft Teams and external networks, we’ll use the carrier service

profile. This integration allows secure and reliable voice traffic routing through Oracle ICON between your carrier service
and your organization’s Microsoft Teams environment.

Follow the guided set up workflow. Complete the steps provided in the navigation pane to the right of the set-up pane.

Each time you complete a step and click Continue, the workflow advances to the next step.

= () solutionsLab (SR34206) ~

New Service

Select service profile

Choose the communications technology you want to connect with your corporate telephony.

Microsoft Teams (Direct Routing) Voice Gateway

Select service profile
\ Gl

e Select Continue:

Under Service Settings in the Service Details section, enter the following information:

e Service Name: Assign a unique, descriptive name for your service.

e Service Region: Select the geographical region where the service will be hosted to ensure optimal performance

and compliance.
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= (O SsolutionsLab (SR34206) ¥

Yy

New Service
Configure service settings

Hide Default Values

»

Service Details

Service Name Service Region

l BurlingtonLabCarrierService ] ‘ US1 (Ashburn, United States) -

nidentifiable name that describes the service (maximum of 30 characters).

Under SIP Details, provide the following information:

e S|P Signaling Transport Method: Select the protocol (such as TCP, UDP, or TLS) to be used for SIP signaling
between Oracle ICON and your telephony equipment.

e S|P Termination Method: Specify how SIP sessions will be routed or terminated, such as to a specific IP address,
FQDN, third party registration or authentication.

SIP Details
SIP Signalling Transport Method SIP Termination Method
TLS - ‘ ‘ 1P -

For the purposes of this example, we’re using TLS as the transport method to secure traffic, and IP for Sip Termination
Method.

Next, you need to configure ACL’s for ICON to allow traffic into the platform. Use the (+) button to set the number of
ACL’s to use. You should add ACL’s for both signaling and media traffic.

Note: You must define the Classless Inter-Domain Routing (CIDR) using the first IP address of the network. If you use any
other IP within the sub net as the base for CIDR, Oracle ICON returns an error.

Example: Use

192.168.12.0/24

instead of

192.168.12.1/24

Format the CIDR with an IP address followed by the number of network address prefix bits after the slash. For example:
192.168.1.0/32.

In this example, our signaling and media IP are in the same subnet, so we’ll add it to the allow list:

Select the check box next to IP Address to add it.
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1AcL |+ Delete

O P Address*

(] 138.40.101.0/24

Inbound Server/URI

\ Actions

voX

‘ 138.40.101.19

Also notice the Inbound Server/URI field

Canfigure service settings

Servica Details

P Detaits

. This is the endpoint address for incoming calls.

e C(Click submit at the bottom when completed.

SolutionsLab (SR34206) ~

SIP Trunk Services

Add Service Group
Service Name ¢ Profile ¢
BurlingtonLabCarrierService Carrier Service

Sites ¢

Numbers £ Status ¢

Q o] Processing

@ Serviceadded X

Refresh page

Next, and this is very important:
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e Click on the Carrier Service you just created to view its configuration details. In the Outbound Server/URI field,
copy the provided FQDN. This needs to be provided to your Telco or PSTN Sip trunking provider, as it identifies
the destination FQDN used for connecting to ICON.

e The Outbound Server URI is automatically assigned by Oracle Intelligent Communication Orchestration Network
Cloud Service.

BurlingtonLabCarrierService
Carrer Service:

Service Details

Sarvice Name Service Ragion

BurlingtonLabCarrierService US1 (Ashburn, United States)

SIP Details

SiP Signaling Transpart Mathod S1P Termination Method
e - P

1AL | 4

[0 1P Address® Actions
O 138401010/24 \ V4

Inbound Server URI Gutbound Server/URI

1384010119 fedeb0308422 byoc.intelligentvoice.io

=

e This concludes the steps required to use the carrier service template in Oracle ICON to configure a connection to
Microsoft Teams.

e Next, we'll use the Microsoft Teams Profile in ICON to connect MSFT Teams to the carrier service we just
created.

6.2.2  Microsoft Teams (Direct Routing)

This section outlines the necessary requirements to configure MSFT Teams for integration with Oracle ICON. Proper
configuration ensures secure and reliable SIP trunk connectivity between MSFT Teams and the Oracle ICON service.

To connect a communications service for use with Oracle® Intelligent Communication Orchestration Network you must
select the service, assign number blocks to the service, and configure the service settings.

6.2.2.1 Add Service

From the Services landing page, click the Add Service option in the top right:

SIP Trunk Services

Add Service Group

Service Name ¢ Profile ¢ Sites Numbers ¢ Status & Date Added & Action]

BurlingtonLabCarrierService Carrier Service 0 0 Adive 11/05/2025
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New Service

Select service profile
Choose the communications technology you want to connect with your corporate
telephony.

Q  Microsoft X Search

SIP Trunk Service  Voice Gateway Select service profile

Select carrier trunk
Microsoft Teams (Direct Routing)

Microsoft Teams, the hub for team
collaboration in Microsoft 365, integrates the
people, content, and tools your team needs to
be more engaged and effective.

e Select Continue at the bottom.

Next, under Select Carrier trunk, we’ll choose the Carrier Trunk we created earlier in this chapter.

New Service

Select carrier trunk

Choose the Carrier trunk on which to route outbound calls from this service.

Carrier Trunk

[ BurlingtonLabCarrierService| v Or  Add Carrier Trunk

Select service profile

BurlingtonLabCarrierService

Select carrier trunk

Assign number blocks

e Select Continue at the bottom.
6.2.2.2  Assign Number Blocks

For this example, we will assign the number block created earlier in the guide to MSFT Teams.
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Assign number blocks

© Only number blocks not already assigned to a service are displayed

Type Camier  SiteName

@ 1selected | AddNewNumbers

Starting Number < Block Size < Carrier &

B +17812032585 10 Verizon

Type & Site Name Status < Date Added <

Landline BurlingtonLab Inactive 10/28/2025

Action
Select service profile
Select carrier trunk
Assign number blocks
Configure service settings
Cancel Continue

e C(Click Continue at the bottom.

6.2.2.3  Configure Service Settings

Under Service Details, you need to configure the following:

e Service Name: Enter the name you want for the service.
e Select a Region: Enter the geographic region where the service will operate.

zone.

New Service

Configure service settings

Hide Default Values

O

Service Details

Service Name

MSTeams-SolnLab

Service Time Zone

America/New_York -

Service Region

US1 (Ashburn, United States) -

Select service profile

Select carrier trunk

Assign number blocks

Configure service settings

Select a Time zone: Select the time zone where the caller and callee are located, not necessarily the site time
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Under SIP Details, the following parameters are already populated for MS Teams according to the ICON pre-
configuration.

SIP Details

SIP Signalling Transport Method SIP Termination Method

TLS FQDN

Inbound Server/URI

sip.pstnhub.microsoft.com:5061

Next, we’ll move onto Trunk Configuration. For the purposes of this example, we’ll leave these at default values. For

more information about each of these configurable options, please see the Oracle ICON User Guide under the Services
chapter.

Trunk Configuration

Enable On-Net Calls Enable Bursting

Allows outbound calls to be routed within the platform, avoiding external carrier routing Allows bursting beyond the channel limit and maximum call rate for a short duration at a premium rate.
Enable Pll Data Masking
Conceals the last two digits of outbound calls in all Call Detail Records (CDRs).
Number of channels Maximum CAPS
32 v A | ‘ 5 v A

Under Number Configuration, configure the following:

1. Default Outbound CLI: Enter the number you want for the default outbound calling line identifier.

Note: The number must be in the block you assigned to the service. When you use a number that is not in the block,
the number will display unless you select Reject Invalid Number from CLI Call Handling.

1. CLI Error handling: Select an error handling type from the drop-down list.

o Values: Reject Invalid | Overwrite Invalid | Always.

Number Configuration

Default Outbound CLI CLI Error Handling

+17812032585| - ] ‘ Reject invalid
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WEe'll leave the Microsoft Teams Domain Validation Key field blank for now, as this key needs to be obtained from the
0365 admin portal when creating the domain for Oracle ICON, using the outbound URI that will be provided at the end

of this configuration.

Microsoft Teams Direct Routing

Microsoft Teams Domain Validation Key

MS=msH###H#ZH#

Leave the Call Forward Handling with default value for now.

Call Forward Handling

Call Forwarding Destination Call Forwarding Rule

2. Click Submit at the bottom when finished.

You’ll now be returned to the Services Display Page.

Services

¥ £zan

BurlingtonLabCarrier Intelligent MSTeams_SoinL: @ 1 Number
Service Communications Microsoft Tea ek
orrer Orchestration Direct Routing)

SIP Trunk Services

Add Service Group
Service Name ¢ Profile & Sites Numbers &
MSTeams_SolnLab Microsoft Teams (Direct Routing) 1 1
On Prem IP-PBX Generic SIP Service 1 10
BurlingtonLabCarrierService Carrier Service 0 [o]

Status

Date Added &

12/05/2025

11/13/2025

11/06/2025

Actions
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SolutionsLab (SR34206) ~ SR

< MSTeams_SolnLab

Microsoft Teams (Direct Routing)

BurlingtonLabCarrier Intelligent
V- service Communications
Carrier Orchestration...

This displays the settings drawer.

MSTeams_SolnL: @ ]
Microsoft Teams '
(Direct Routing) 1

MSTeams_SolnLab

Microsoft Teams (Direct Routing)

Carriage Details

Trunk
BurlingtonLabCarrierService -
SIP Details
SIP Signalling Transport Method SIP Termination Method
TLS FQDN
Inbound Server/URI Outbound Server/URI

0a779.pstn.intelligentvoice.io

sinnctnhub mi ft com-E0AT

This is where you obtain the Outbound Server URI FQDN, which you’ll need to register as a domain in the Microsoft
Teams admin portal to retrieve the MS Teams Domain Validation Key. Detailed steps for configuring Microsoft Teams
are provided in the following section of this Application Note. After obtaining the validation key, you will return to this
screen to enter the key to complete domain ownership verification.

Microsoft Teams Direct Routing

Microsoft Teams Domain Validation Key

MS=ms44989397

Call Forward Handling

Call Forwarding Destination Call Forwarding Rule

| | -

==
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This completes the ICON configuration for both your Carrier Service and the Microsoft Teams environment. As
mentioned, you will need the Outbound Server URI to establish the connection between your Carrier Service, Microsoft
Teams, and Oracle ICON.

6.3  Services Page Display

Initially, the Services page was empty since no services had been configured. After adding a carrier service and Microsoft
Teams service, the page now displays a visual map and a table listing attributes for each configured service. Below is an
example showing both the carrier service and Microsoft Teams. As you add additional components, such as media or
other services, they will appear on the right, top, or bottom of your services map.

Services

i abCarr Intelligent
Gt Communications
Orchestration

1 Number

OnPrem1P-pBX @ |

Generic SIP Service

10 Numbers
1Site

—a

SIP Trunk Services

Add Service Group

Service Name ~ Profile & Sites & Numbers < Status ¢ Date Added ¢ Actions

BurlingtonLabCarrierService Carrier Service o 0 Active 11/05/2025

MSTeams_SolnLab Microsoft Teams (Direct Routing) 1 1 Active 12/05/2025
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7 Microsoft Teams Configuration

With the Oracle ICON platform and carrier service profile configured, this chapter outlines the steps to integrate with
Microsoft Teams. You’ll register your outbound server URI as a domain in Office 365, verify domain ownership, and
configure the SBC to enable secure communication between Oracle ICON and Teams. This section also covers setting up
call routing and assigning users to establish connectivity between Microsoft Teams and Oracle ICON.

7.1 Network Diagram

Oracle® Intelligent Communication

a
Orchestration Network @
L3
AY
N
< — — 1> [¥PM BurlingtonLabCarr... |4 — & Intelligent MsTeams_SolnL: @ ———
A Communications Microsoft Teams
“«—-=1 Carrier <+« -p> Orchestration.... (Direct Routing) le - — — — Teams

<«----+ Media
«---» S|P
+«---» HTTP Rest

7.2 Microsoft Teams Direct Routing

Microsoft Phone System Direct Routing lets you to connect a supported platform to Microsoft Phone System. With this
capability, for example, you can use Public Switched Telephone Network (PSTN) connectivity with Microsoft Teams
client.

With Direct Routing, you can connect your SBC to almost any telephony trunk or interconnect with third-party PSTN
equipment. Direct Routing enables you to:

e  Use virtually any PSTN trunk with Microsoft Phone System.

e Configure interoperability between customer-owned telephony equipment, such as a third-party private branch
exchange (PBX), analog devices, and Microsoft Phone System.

7.2.1 Planning Direct Routing

When planning to configure MSFT Teams Direct Routing with the Oracle ICON,
the following prerequisites are required: Please read through the following information before proceeding.

e  Microsoft Phone System Licensing
e Fully Qualified Domain Name for your Session Border Controller (Outbound Server URI)
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7.2.2  Infrastructure Requirements

The table below shows the list of infrastructure prerequisites for deploying Direct Routing.

Certified Session Border Controller (SBC)

SIP Trunks connected to the SBC

Office 365 tenant

Domains

See Microsoft's Plan Direct Routing document and

Public IP address for the SBC

Microsoft Trusted Root Program

Fully Qualified Domain Name (FQDN) for the SBC

Public DNS entry for the SBC with Included

Public trusted certificate for the SBC CA Certificate List

Firewall ports for Direct Routing signaling

Firewall IP addresses and ports for Direct Routing
media

Media Transport Profile

Firewall ports for client media

7.2.3 Adding the ICON Domain to Microsoft 0365 admin center

The steps below will walk you through adding/registering your Oracle ICON domain in Microsoft 0365.

To add, modify or remove domains you must be a Global Administrator of a business or enterprise plan. These changes affect the whole tenant, Customized
administrators or regular users won't be able to make these changes

1. Go tothe admin center at https://admin.microsoft.com. Enter your credentials to access the Microsoft
365 admin center.

Microsoft 365 admin center AR search -

He &
|G Home [B Dashboard view | 2 Adduser © Resetpassword & Addteam E3 Viewyourbill -+
o Copilot v
K Users v
i Based on new Workday features Give Feedback
&3 Devices Ao
A8 Teams & groups v - .
Keep user data in sync with Workday data
5 siling v
& Setup Now you can sync Workday with Microsoft Entra ID and Active Directory. Reduce duplicate processes between HR and your IT department when user data
changes. Help improve security when users onboard or leave.
¢ Customize navigation
=+ Show all

2. Go to the Settings > Domain’s page, click Add Domain
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o 0 @ o0 2 80 2 @ =2 |

&

Home

Copilot

Usars

Devices

Teams & groups
Riles

Resources
Billing

Support
Settings

| Domains

Home Damams

Domains

Add damain 5 Buy domain '_: Refresh

Darmain nams | Stabus

I:I EaVIeT, Ic onuoom . g o plihe sEbap

|_| vandalay- . D Ho services selected
teams.pstn.staging. ivpsecureco.co d

D teamstestlab,com ! ﬂ Ho semaces seecied

|:| teamsendgglab.site [ ] ncomplete sebup

[l sofutionslab.cgbuburlington.com . M Possible sevee deues

3. Enter the name of the domain (Outbound Server/URI) you want to add, then select “Use this domain” at the bottom.

Domains > Add domain

@ Add domain

® Domain name

(O Connect domain

|

O Finish

Add a domain

If you already own a domain like contoso.com, you can add it to your account here.

Domain name

0a779.pstn.intelligentvoice.io

Learn how to add[e domain

Add a domain

Microsoft 365 n
Addanewdomain G __._ o

] Yam

4. Next, choose how you want to verify that you own the domain. For the purposes of this example,

we select “Add a TXT record” and select continue.
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i1 Microsoft 365 admin center R search

o Domains > Add domain
UWII UIE GO LEGTT HUW LU 111U YOUE UOHai (103t
=
= @ Add domain
| (®) Add a TXT record to the domain's DNS records
Q « Domain name Recommended if you can create new DNS records at your registrar or DNS hosting provider. Learn more
| about DNS
| & ®  Domain verification i
2 ‘ ) If you can't add a TXT record, add an MX record to the domain's DNS records
Recommended only if TXT records aren't supported by your domain host or registar
(O Connect domain
2
® ’ (_) Add a text file to the domain's website
QO Finish Recommended if you've already set up a website using this domain, for example,
www.0a779.pstn.intelligentvoice.io
9
&
=]
o Learn how to add a TXT record
A
5. Copy this TXT value and add it to your Oracle ICON Microsoft Teams config under Microsoft Teams Domain
Validation Key.
Domains > Add domain
@
° Q passomsn Add a record to verify ownershi
e | y p
~  Domain name
- I
® Verify your domain We detected your DNS hosting provider is: Amazon Web Services (AWS) z
(=)
Go to your domain's registrar or DNS hosting provider, go to DNS management page for
A 0a779.pstn.intelligentvoice.io, and add a TXT record that uses the values below. When finished, come back here
O Connect domain and select Verify and we'll confirm you own the domain by finding the new record.
I°N ’ This won't affect your existing services like email, and you can remove the record as soon as your domain is
O Finish verified.
inis}
2
Step-by-step instructions
(=]
TXT name
0 D .
0a779.pstn (or skip if not supported by provider)
| &
TXT value
2 D Ms=msa4989397
2 2]

6. After entering the Microsoft Teams Domain Validation Key into the corresponding field in ICON, click Verify to
confirm ownership of the domain.

7. Once the domain has been successfully validated, select Continue to proceed to the next screen and complete
the configuration.
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Domains > Add domain

Add domain

How do you want to connect your
Connect domain do ma i n?

Connection options

Connect your domain to your Microsoft services so you can use email and instant messaging. There are a couple
consider, depending on how you'd like to manage domain name service (DNS) records for your domain
0a779.pstn.intelligentvoice.io.

Q—=e

Finish
Learn more about DNS records

Add your own DNS records

We'll provide a list of DNS records that you'll need to add for your domain at your DNS host.

More options

8. Deselect the Exchange and Exchange Online Protection options before continuing.

Domains > Add domain

Add DNS records

@ Add domain
@ Connect domain To add these records for 0a779.pstn.intelligentvoice.io, go to your DNS hesting provider: Amazon Web Services A
| (AWS).
. To start routing email through Microsoft 365, select Exchange and Online P iom. Next, sign in to your
o Comnection options domain host and add new DNS records that match the records shown here. Copy the values below and paste them into the
| new records at your domain host, or download or print the DNS record info to use as a reference. When you're finished, select]
® Add DNS records Continue.

QO Finish If you don't want to set up email, clear the selection and continue without adding DNS records for it.

4 Download €SV file & Download Zone file 5 Print

Exchange and Exchange Online Protection

Advanced options

Skype for Business
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Domains > Add domain

@ Add domain

| ©Domain setup is complete

0 Connect domain

0a779.pstn.intelligentvoice.io is all set up and you can now view and manage it from your domains list.
@ Finish You can now go to Active users to add new users on this domain.

Next steps
Go to Active users

View all domains

Was it easy to add your domain? Yes No

This concludes the required steps to register your Oracle ICON Domain (Outbound Server/URI) with Microsoft 0365.
Next, we’ll create a user and assign required licenses.

7.24 Creating a User in Microsoft 0365

After your Domain has been added and verified in Microsoft 0365, the domain must be activated by adding at least one
licensed user with the SIP address matching that registered domain.

The steps below will outline how to add a user and assign privileges and licenses to that user.

1. Inthe Microsoft 365 admin center, go to User management, and select Add user.

Microsoft 365 admin center £ Search

Home > Active users

I

(@ Home %
Active users
™ Copilot v
R Users A 2, Add a user E User templates o Add multiple users fj Multi-factor authentication

| Active users

2. Fillin the required fields for basic information of the user, select Next
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Add a user

@ Basics
O Pproduct licenses

(O Optional settings

O Finish

Set up the basics

To get started, fill out some basic information about who you're adding as a user.

First name Last name

userl

|

Display name *

teamsuser1
Username * Domains
| teamsuser1 | @ | 0a779.pstn.intelligentvoice.io

Automatically create a password

Require this user to change their password when they first sign in

Cancel

3. Assign the user a product license. To allow for Microsoft Teams Direct Routing, the following

licenses must be assigned to users.

Microsoft 365 Phone System
Office 365 E3

Add a user

@ Basics

@ Product licenses

|

(O Optional settings

|

QO Finish

Assign product licenses

Assign the licenses you'd like this user to have,

Select location *

United States v

Licenses (0) *

(’_\. Assign user a product license

| Communications Credits
Unlimited licenses available

| Microsoft 365 E3
2 of 25 licenses available

Microsoft Teams Phone Resource Account
2 of 5 licenses available

Microsoft Teams Phone Standard
2 of 25 licenses available

4. Finally, select Roles and add any additional Profile info to the user account. Select next and follow the on-screen

instructions to complete the addition of the user.
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Add a user

Basics
bptional settings
Product licenses
You can choose what role you'd like to assign for this user, and fill in additional profile

z i information.
Optional settings

O—e—0—0

Finish

Roles (User: no administration access)

Profile info

7.3 Connect Oracle ICON to the Teams Tenant

The following describes how to configure your Teams tenant to accept a connection from the ICON. It
will also cover how to enable your users for Direct routing, and the basics on how to setup call routing.

There are two ways to configure Microsoft Teams to accept a connection from the ICON, using the
Microsoft Teams admin center GUI, or by using the CLI in PowerShell.

In this example, we’ll use the Teams Admin Center and provide some examples of a basic configuration.

In order you use Powershell to connect to your Teams tenant, you must first follow the step outlined in Set up your computer for Windows
Powershell

7.3.1 Teams Admin Center Configuration

1. Go tothe Teams admin center at https://admin.teams.microsoft.com/dashboard and enter your
credentials when prompted.

Microsoft Teams admin center

l @ Dashboard Overview  Collaboration activity

¥ Teams Premium ®

AR Teams v Recommendation
Set up custom alerts to get notified -
. Users e about meeting issues in real-time 5
L. -
Investigate and fix meeting audio, video, ‘
v
&3 Teams devices content sharing and network issues with 0
custom alerts. 2
EB Teams apps v
B Meeins v (et ki
= Messaging v e o @ o O 0 o o
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7.3.2  Connect Oracle ICON

1. Inthe left navigation, go to Voice > Direct Routing, and then select the SBCs tab.
2. Select Add.
3. Enteran FQDN for the SBC.

Make sure the domain name portion of the FQDN matches a domain that's registered in your
tenant.

4. Configure the settings for the SBC, based on your organization's needs. For details on each of
these settings, see SBC settings.

5. Whenyou're done, select Save.

st Microsoft Teams admin center

@

B B & 3 3 9

¢ W

Dashbozrd Direct Routing
Teams Premium ® Direct Routing lets you connect a supported Session Border Conf
calling features. You can add, edit, and view information about yq
Teams N
Users E Direct Routing summary
Teams devices - W Opens the devices in your organization and device store.
Total SBCs Voice routes SBCs with issues
Teams apps e
Meetings W
m Voice routes
Messaging v \
Voice N : -
+ Add & Edit Delet 12 items
Phone numbers
SBC
Operator Connect
|=| solutionslab.cgbuburlington.com
l Direct Routing o
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To enable connectivity between your Microsoft Teams SBC and Oracle ICON, please ensure the following configuration
settings:

e Enabled: On

e S|P Signaling Port: 5061

e Send SIP OPTIONS: On

e Forward Call History: On

e Forward P-Asserted-ldentity (PAl) Header: On

Microsoft Teams admin center £ Search

Direct Routing \ 0a779.pstn.intelligentvoice.io

<

IEdins riEnum -

0a779.pstn.intelligentvoice.io

o Teams ™
£ Users o Add a description so you know why it was created
& Teams devices > v .
SBC settings
T w
B8 Teams RS When you are adding this SBC, you can turn on or off the SBC and change settings that are specific to the SBC.
B Meetings e Enabled @ on
B Messaging e SIP signaling pert 5061
& Voice ~ Send SIP options © @ on
Phone numbers Forward call history () On
Operator Connect Forward P-Asserted-Identity (PAI) header () @ on
I Direct Routing Concurrent call capacity 24
Service configuration
Failover response codes 408, 503, 504
Calling policies
Failover time (seconds) 10
Call hold policies
SBC supports PIDF/LO for emergency calls @ Off
Call park policies
SBC Internet Protocol version 1Pvd v

Caller ID policies

Note: To support call forwarding and certain transfer call flows between Microsoft Teams and Oracle ICON, both
Forward P-Asserted-ldentity (PAI) and Forwarded Call History must be enabled on the Teams Tenant SBC for Direct
Routing

7.3.3  Configuring User Online Voice Settings

Earlier is the application note, we created a user and assigned that user the proper licenses. The next step is to configure
the user’s online phone settings.

Go to Users > Manage users.

Select a user.

Under Account > General information, select Edit.

Under Assign phone number, from the Phone number type drop-down menu, select Direct Routing

Enter an assigned phone number and a phone number extension if applicable.

o vk~ w N

Select Apply.
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&) Teams devices v
B Teams apps v
3 Meetings "y Teams Voice Voicemail
B Messaging v
Assigned phone number
% Voice N
Phone numbers Primary phone number £ Edit
+1781 365 5350
Operator Connect
Hide Details A
Direct Routing

The account's general information now shows the assigned phone number and displays Direct Routing as
the phone number type.

It's recommended, but not required, that the phone number used is configured as a full E.164 phone number with country code

7.3.4  Configure Voice Routing for Direct Routing

WEe'll now go through how to configure voice routing for Phone System Direct Routing.

Please see “Configure Voice Routing for Direct Routing” for more details and in depth examples.

7.3.4.1 Create the "US and Canada" PSTN usage

1. Inthe left navigation of the Microsoft Teams admin center, go to Voice > Direct Routing, and
then in the upper-right corner, select Manage PSTN usage records.

2. Select Add, type US and Canada, and then select Apply.

i Microsoft Teams admin center O Search

@ Dashboard Direct Routing
D Teams Premium ® Direct Routing lets you connect a supported Session Border Controller (SBC) to Microsaft Phone System to enable voice /
calling features. You can add, edit. and view information about your SBCs, voice routes, and PSTN usage records. Leg o
B Teams ~
£ ey &4 Dérect Routing summary
B Teams devices o 1 3 1 0 13
Teaal 5BCs Vo routed 5B th idued
B Teams apps ~
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PSTN usage records

Voice routes are linked to voice policies using
PSTN usage records. You can manage the list of
existing PSTN usage records or add new ones.
Learn more

12 items

US and Canada

Eh

7.3.4.2 Create a Voice Route

1. Inthe left navigation of the Microsoft Teams admin center, go to Voice > Direct Routing, and

then select the Voice routes tab.

2. Select Add, and then enter a name and description for the voice route.

3. Setthe priority and specify the dialed number pattern.

4. To enroll an SBC with the voice route, under SBCs enrolled (optional), select Add SBCs, select

the SBCs you want to enroll, and then select Apply.

5. To add PSTN usage records, under PSTN usage records (optional), select Add PSTN usage, select

the PSTN records you want to add, and then select Apply.

6. Select Save.

Microsoft Teams admin center

Direct Routing summary

13 10 13

Total SBCs Voice routes SBCs with issues

Phone numbers
Operator Connect
' Direct Routing

Service configuration

B Teams apps ~ v = =
Direct Routing
fm Meetings N
Direct Routing lets you connect a supported Session Border Controller (SBC) tq|
calling features. You can add, edit. and view information about your SBCs, voicq
= Messaging v
% Voice ~

Calling policies

Call hold policies

P s .

Add T ™ L et 10 items

\ ;
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SBCs enrolled

Select existing SBC to Add

Select ~

Add SBC as a derived trunk &

Enter SBC FQDN Add
Selected SBC's ~

0a779.pstnintelligentvoice.io X

Apply Cancel

7.3.4.3  Create a voice routing policy

1. Inthe left navigation of the Microsoft Teams admin center, go to Voice > Voice routing policies,
and then select Add.

2. Type US Only as the name and add a description.

3. Under PSTN usage records, select Add, select the "US and Canada" PSTN usage record, and then
select Apply.

4, Select Save.

Microsoft Teams admin center £ Search

Emergency policies

Voice routing policies
Mobility policies

A voice routing policy for Direct Routing will be linked to a voice route using PSTN usage ref
Shared calling policies usage records, change the order in which the usages will be processed, and assign the voicj
resource accounts. iL ]

Voice routing policies

Voicemail policies ; S s oo ;
P @ Save time and manage your organization’s settings and policies more efficiently

with our simplified, all-in-one management center.
Auto attendants

Call queues

Voice routing policies summary
Holidays
Resource accounts 1 9

Default policy Custom policies
Voice applications policies

& Teams client health

Manage policies Group policy assignment
@ Locations v
. \

2 Frontline deploy... 4+ Add Z Edit [@ Duplicate [ Delete () Reset Global policy
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Microsoft Teams admin center 2 search

Volce routing policies \ Add

Add policy details

Name
US Only

Description

Route to ICON

PSTN usage records

PSTN usages are linked to voice routing policies, which are assigned to users, and voice routes. PSTN usages are evaluated in
the order they're listed until a match is found.

& Addorremove | | 1 item

7.3.44  Assign the voice routing policy to user.

<b

m B 8 &

® & ¢

1. Inthe left navigation of the Microsoft Teams admin center, go to Users, Manage Users and then

select the user.

2. Select Policies, and then next to Assigned policies, select Edit.

3. Under Voice routing policy, select the "US Only" policy, and then select Apply and Save.

Microsoft Teams admin center R Search
BrIne
Dashboard
Teams Premium *
Teams b
Users o
Manage users Account Teams Voice Voicemail Meetings & calls ® Apps

Guest access

External access & Edit B View 1 item selected

B2B member access

Pol
Teams devices W Mobility policy
Teams apps o Shared calling policy Global (Org-wide default)
Meetings 5 Teams policy Global (Org-wide default)
Messaging R Template policy
Voice it Update policy Global (Org-wide default)
Teams client health Voice applications policy Global (Org-wide default)
LCCRON 2 L] Voice routing policy Global (Org-wide default)

Default assignment

Default assignment

Default assignment

Default assignment

Default assignment

Default assignment

Default assignment

Teams devices Polides

Q, Search
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Edit policy assignment

teamsuser1

Select Vioice routing policy

Global (Org-wide default) v

Apply Cancel

e This concludes the basic setup in Microsoft Teams tenant to pair the ICON and assign DID’s to
users and create voice routing for Phone System Direct Routing.

8 Syntax Requirements for SIP Invite and Sip Options

Microsoft Teams Hybrid Voice Connectivity interface has requirements for the syntax of SIP messages.

This section covers high-level requirements to SIP syntax of Invite and Options messages. The information can
be used as a first step during troubleshooting when calls don’t go through. From our experience most of the
issues are related to the wrong syntax of SIP messages.

8.1 Terminology
e Recommended — not required, but to simplify the troubleshooting, it is recommended to configure as in

examples as follow
e Must — strict requirement, the system does not work without the configuration of these parameters.

8.2 Requirements for Invite

Picture 1 Example of INVITE and 2000K Message

INVITE sip:17815551345@sip.pstnhub.microsoft.com:5061;user=phone;transport=tls SIP/2.0

Via: SIP/2.0/TLS 10.1.3.4:5061;branch=z29hG4bKcm870220501rkbb1vnp0.1

Max-Forwards: 65

From: "Test" <sip:+17815551212 @9f70543760a6.pstn.intelligentvoice.io:5060;user=phone>;tag=19fc69fc0a020100
To: <sip:+17815551345@sip.pstnhub.microsoft.com:5061;user=phone>

Call-ID: 1-19fc69fc0a020100.318f0133@68.68.117.67

CSeq: 2 INVITE

Contact: <sip:+17815551212 @9f70543760a6.pstn.intelligentvoice.io:5061;user=phone;transport=tls>;sip.ice
Allow: ACK, BYE, CANCEL, INVITE, OPTIONS, PRACK, REFER

User-Agent: T7100/3.0

Supported: 100rel

Content-Type: application/sdp

Content-Length: 550
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SIP/2.0 200 Ok

FROM: <sip:+ 17815551212 @10.1.2.4:5060;user=phone>;tag=e520638effffffff2c68c

TO: <sip:+ 17815551345@telechat.o-test06161977.com:5060;user=phone>;tag=19ec632b0a020100
CSEQ: 1 INVITE

CALL-ID: 1-19ec632b0a020100.74184225@68.68.117.67

VIA: SIP/2.0/TLS 52.114.32.169:5061;branch=z9hG4bKf74789d

Contact: <sip:+17815551345@9f70543760a6.pstn.intelligentvoice.io:5061;user=phone;transport=tls>;sip.ice
Allow: ACK, BYE, CANCEL, INVITE, OPTIONS, PRACK, REFER

Server: T7100/1.0

Content-Type: application/sdp

Content-Length: 477

Supported: timer,replaces

Session-Expires: 1800; refresher=uas

8.2.1 Contact Header-Invite and Final Response

e  Must have the FQDN sub-domain name of a specific Teams tenant for media negotiation in both
requests and final responses.
e Syntax: Contact:: <phone number>@< subdomain FQDN >:<SBC Port>;<transport type>

e  MSFT Direct Routing will reject calls if not configured correctly.
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9 Appendix A

9.1 Oracle ICON Source IP Addresses by Region

9.1.1 Sip Addresses

We send SIP traffic from the following IP addresses depending on the region.

Sip Addresses

United States

United Kingdom

Europe

Elastic SIP Trunking

141.148.94.123
141.148.19.91
141.148.19.207

132.226.133.10
e 141.147.102.157
e 130.162.174.170

158.180.40.23
79.76.125.226
92.5.45.176

BYOC SIP Trunks

157.151.185.240
129.80.163.26

e 141.147.93.137
e 79.72.90.134

141.144.252.12
152.70.25.132

e 129.80.237.143 e 79.72.74.167 92.5.21.254
9.1.2  RTP Address
We use the following IPv4 addresses to anchor media in each IVP Region:
RTP Addresses United States United Kingdom Europe
e 152.70.194.115 e 145.241.255.210 92.5.74.51
RTP Addresses e 129.158.41.18 e 145.241.215.174 92.5.81.148

129.80.0.17
141.148.65.154
129.80.168.72
129.153.11.4

e 141.147.86.5

e 141.147.72.109
e 193.123.190.92
e 141.147.108.181

89.168.85.244
89.168.101.27
129.159.31.17
138.2.190.141
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