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Disclaimer  

 

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be 

incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be rel ied 

upon in making purchasing decisions. The development, release, and timing of any features or functionality described for 

Oracle’s products remains at the sole discretion of Oracle. 
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2 Revision History 

Document Version Description Revision Date 

1.0 Initial Draft 11-14-2025 

 

3 Intended Audience 

This document describes how to connect your on prem telephony services to Oracle ICON as a Generic Sip Service. This 
paper is intended for End Users, IT or telephony professionals.  
 
Note: To zoom in on screenshots of Web GUI configuration examples, press Ctrl and +. 

4 Introduction 

4.1 Oracle® Intelligent Communication Orchestration Network Overview 

The Oracle® Intelligent Communication Orchestration Network enables enterprises and Managed Service Providers to 
connect Unified Communications (UC) and Contact Centers (CC) because the service supports connecting to both on-
premises and SaaS based UC and CC solutions. The Oracle® Intelligent Communication Orchestration Network focuses 
on bringing voice communications services together in one place to relieve you from managing Carrier Service 
compatibility issues. 
 
Oracle ICON provides numerous features to enable bringing voice communications services together with a single point 
of management rather than managing each of them independently. The following diagram shows how the features and 
services interact to provide voice services to the end customer. 
 

 
 
Begin by connecting your PSTN services to Oracle® ICON, either virtually or physically. Once this connection is in place, 
integrate your on-premises telephony system as a Generic Sip Service by configuring SIP trunks within the Oracle® Intelligent 
Communication Orchestration Network (ICON). This enables seamless interoperability between your on-premises voice 
services and the ICON platform. 
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5 Related Documentation 

5.1 Oracle Intelligent Communications Orchestration Network 

• Configuration Process 

• Add Sites 

• Add Number Blocks Manually  

• Connect Services 

6 Oracle ICON Configuration 

This section outlines the required steps to configure Oracle ICON for integration with on-premises telephony systems 
using the Generic Sip and Carrier services option. You will be guided through the configuration process, including initial 
setup and the essential parameters to ensure secure and reliable connectivity between your on prem telephony 
environment and Oracle ICON. 

Note: It is assumed you have established your subscription, configured your account, and completed all required post activation tasks 

prior to proceeding.   

6.1 Customer Account  

6.1.1 Add Sub Account 

 
To begin the Oracle ICON configuration, the first step is to add a new customer account. This process establishes a 
secure and distinct environment for the customer’s services and resources within Oracle ICON 
 

 
 
Under Add Account, enter the following: 
 

• Company Name 

• Country 

• Address (search or enter manually) 

 

https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/introduction-icon.html#GUID-65B29536-BFA9-4852-AF2E-F3CDA48747E4
https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/sites-page-orientation.html#GUID-F7E854EE-0516-4317-A37E-C9837C49270E
https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/number-blocks-page-orientation.html#GUID-4BA2689E-AE7F-4AD5-9618-78B2E4AAC074
https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/services-page-orientation.html#GUID-9A487AD3-9DE6-4BA0-AE8B-F415D993532E
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• Click Add at the bottom.  When provisioning of the account is completed, click Refresh at the bottom of the 
page.   

• You should now see the customer account you just created in the list:  

  

 

 

6.1.2 Add Site 

 
A site is an object you create in Oracle Intelligent Communication Orchestration Network that contains information 
about the physical location using the service. The Sites page lists the sites you create and provides tools for adding and 
managing sites. 
 

• Top Left Burger Menu, select sites to get to the sites page. 

 
 

• Top Right, Add Site: 

 
 
Enter the following information to add a Site: 
 

• Unique Site Name 

• Description for the site 

• Select a County 

• Address (search or enter manually) 

• Contact Information 
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• Click Add at the bottom 

 
 

6.1.3 Add Number Blocks 

 
After setting up accounts and sites, you can begin adding number blocks to Oracle ICON. The Numbers Blocks page 
displays the Add Number Blocks button, a table of your number blocks, and Search capability. You can add and manage 
number blocks from the page. 
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You can add number blocks by importing a .csv file or manually.  For the purposes of this example, we’re adding a block 
of 10 numbers manually to Oracle ICON 
 

 
 

 
 

• Click add at the bottom. 

6.2 Services 

In Oracle ICON, you configure Services as logical objects that connect carriers to the voice, video, and media streaming 
services you use. The Services page provides tools to configure and manage SIP Trunk connections. 
 
Burger Menu, top left, select Services to open the services page.   
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6.2.1 Connect the Carrier Service 

 
To enable SIP trunking connectivity between your on-premises telephony system and external networks, we’ll use the 
carrier service profile. This integration allows secure and reliable voice traffic routing through Oracle ICON to your 
organization's telephony infrastructure. 

Follow the guided set up workflow.  Complete the steps provided in the navigation pane to the right of the set-up pane. 
Each time you complete a step and click Continue, the workflow advances to the next step. 

 

 
 

• Select Continue: 

Under Service Settings in the Service Details section, enter the following information: 
 

• Service Name: Assign a unique, descriptive name for your service. 

• Service Region: Select the geographical region where the service will be hosted to ensure optimal performance 

and compliance. 
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Under SIP Details, provide the following information: 
 

• SIP Signaling Transport Method: Select the protocol (such as TCP, UDP, or TLS) to be used for SIP signaling 

between Oracle ICON and your telephony equipment. 

• SIP Termination Method: Specify how SIP sessions will be routed or terminated, such as to a specific IP address, 

FQDN, third party registration or authentication.   

 
 
For the purposes of this example, we’re using TLS as the transport method to secure traffic, and IP for Sip Termination 
Method.  
 
Next, you need to configure ACL’s for ICON to allow traffic into the platform.  Use the (+) button to set the number of 
ACL’s to use.  You should add ACL’s for both signaling and media traffic.  
 
Note: You must define the Classless Inter-Domain Routing (CIDR) using the first IP address of the network. If you use any 
other IP within the sub net as the base for CIDR, Oracle ICON returns an error.   
 
Example: Use 

192.168.12.0/24 

instead of 

192.168.12.1/24 

Format the CIDR with an IP address followed by the number of network address prefix bits after the slash. For example: 
192.168.1.0/32. 
  

In this example, our signaling and media IP are in the same subnet, so we’ll add it to the allow list: 
 
Select the check box next to IP Address to add it.  
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Also notice the Inbound Server/URI field.  This is the endpoint address for incoming calls.    
 

 
 

• Click submit at the bottom when completed. 

 
 
Next, and this is very important: 
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• Click on the Carrier Service you just created to view its configuration details. In the Outbound Server/URI field, 

copy the provided FQDN.  This needs to be provided to your Telco or PSTN Sip trunking provider, as it identifies 

the destination FQDN used for connecting to ICON. 

• The Outbound Server URI is automatically assigned by Oracle Intelligent Communication Orchestration 

Network Cloud Service. 

 
 

• This concludes the steps required to use the carrier service template in Oracle ICON to configure a connection to 

your on prem telephony services.  

• Next, we’ll use the Generic Sip Service Profile in ICON to connect your on prem telephony services to the carrier 

service we just created.   

6.2.2 Generic Sip Service 

 
This section outlines the necessary requirements to configure your on-premises telephony system for integration with 
Oracle ICON. Proper configuration ensures secure and reliable SIP trunk connectivity between your organization’s 
telephony infrastructure and the Oracle cloud service.   
 
To connect a communications service for use with Oracle® Intelligent Communication Orchestration Network you must 
select the service, assign number blocks to the service, and configure the service settings. 

6.2.2.1 Add Service 

 
From the Services landing page, click the Add Service option in the top right: 
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Choose Generic Sip Service on the Select Services profile Page: 
 

 
 

• Select Continue at the bottom. 

Next, under Select Carrier trunk, we’ll choose the Carrier Trunk we created earlier in this chapter.   
 

 
 

• Select Continue at the bottom. 

6.2.2.2 Assign Number Blocks 

 
For this example, we will assign the number block created earlier in the guide to the Generic SIP Service. 
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• Click Continue at the bottom. 

6.2.2.3 Configure Service Settings 

 
Under Service Details, you need to configure the following: 
 

• Service Name: Enter the name you want for the service. 

• Select a Region: Enter the geographic region where the service will operate. 

• Select a Time zone: Select the time zone where the caller and callee are located, not necessarily the site time 

zone. 

 
 
Under Sip Details, you’ll need to configure the following parameters: 
 

• Sip Signaling Transport Method: Select a SIP transport method from the drop-down list. 

• Sip Termination Method: Select a termination method from the drop-down list. 

• ACLs: Enter the port to open for traffic coming from the service to Oracle Intelligent Communication Network 

Cloud Service 

• IP Address: Enter the IP address of the service. 
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• Inbound Server URI: Enter the Uniform Resource Identifier (URI) to which Oracle Intelligent Communication 
Orchestration Network Cloud Service sends inbound calls to the platform and voice service. Typically provided 
by the third-party platform or voice service provider. 

For the purposes of this example, we’re using TLS as the transport method to secure traffic, and IP for Sip Termination 
Method.  
 
Next, you need to configure ACL’s for ICON to allow traffic into the platform.  Use the (+) button to set the number of 
ACL’s to use.  You should add ACL’s for both signaling and media traffic.  
 
Note: You must define the Classless Inter-Domain Routing (CIDR) using the first IP address of the network. If you use any 
other IP within the sub net as the base for CIDR, Oracle ICON returns an error.   
 
Example: Use 

192.168.12.0/24 

instead of 

192.168.12.1/24 

Format the CIDR with an IP address followed by the number of network address prefix bits after the slash. For example: 
192.168.1.0/32. 
  

In this example, our signaling and media IP are in the same subnet, so we’ll add it to the allow list: 
 
Select the check box next to IP Address to add it.  
 

 
 
Next, we’ll move onto Trunk Configuration.  For the purposes of this example, we’ll leave these at default values.   For 
more information about each of these configurable options, please see the Oracle ICON User Guide under the Services 
chapter.    
 

https://docs.oracle.com/en/industries/communications/intelligent-orchestration/user/services-page-orientation.html#GUID-5340F471-4B4D-4983-9FF7-0EE4C7BE37A3
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Under Number Configuration, configure the following: 
 

• Default Outbound CLI: Enter the number you want for the default outbound calling line identifier. Note: The 

number must be in the block you assigned to the service.  When you use a number that is not in the block, the 

number will display unless you select Reject Invalid Number from CLI Call Handling. 

• CLI Error handling: Select an error handling type from the drop-down list.  

o Values: Reject Invalid | Overwrite Invalid | Always. 

 
 
And we’ll leave Call Forward Handling at default values. 
 

 
 

• Click Submit at the bottom when finished.   

You’ll now be returned to the Services Display Page. 
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Next, click on the service we just created, On Prem IP-PBX, then View Configuration.   
 

 
 
This displays the settings drawer.     
 

 
 

• This is where you obtain the Outbound Server URI FQDN, that you’ll need for your on prem configuration.   

This concludes the ICON configuration for both your Carrier Service and Generic Sip Service.  As mentioned, you’ll need 
the Outbound Server/URI to connect both your Carrier Service and Generic Sip Service to Oracle ICON.  
 

6.3  Services Page Display 

Initially, the Services page was empty since no services had been configured. After adding a carrier service and a SIP 
service, the page now displays a visual map and a table listing attributes for each configured service. Below is an 
example showing both the carrier service and SIP service. As you add additional components, such as media or other 
services, they will appear on the right, top, or bottom of your services map. 
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7 On Prem Configuration 

While the Oracle ICON platform is designed to be vendor agnostic and can interoperate with various telephony systems 
using a generic SIP profile, for the purposes of this example, we will demonstrate the configuration required to connect 
the ICON platform to on-premises telephony services using the Oracle Session Border Controller. 
 

7.1 Network Diagram 

 
 

7.2 Oracle SBC Configuration 

There are two methods for configuring the Oracle SBC: ACLI or GUI. For the purposes of this note, we’ll be using the 
Oracle SBC GUI for all configuration examples. We will however provide the ACLI path to each element. 
 
This guide assumes the Oracle SBC has been installed, the management interface has been configured, the product has 
been selected, and entitlements have been assigned. Additionally, web-server-config should be enabled for GUI access. 
If you need more information on installing your SBC platform, please refer to the ACLI configuration guide. 
 
This chapter focuses exclusively on the configuration steps required to establish the Oracle ICON connection. It covers 
only the essential SBC elements: session agent, SIP header manipulation, local policy for routing, and the required 
security settings for TLS and SRTP. General SBC setup, including configuration of physical interfaces, network interfaces, 
realms, and other initial deployment steps is assumed to be complete and not covered in this section. 
 
To access the Oracle SBC GUI, enter the management IP address into a web browser. When the login screen appears, 
enter your username and password to access the Oracle SBC.  

https://docs.oracle.com/en/industries/communications/session-border-controller/10.0.0/aclireference/acli-reference-guide.pdf
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Once you have access to the Oracle SBC GUI, click the Configuration tab at the top. This will display the Oracle SBC 
Configuration Objects List on the left-hand side of the screen. 
 
Any configuration parameter not specifically listed below can remain at its Oracle SBC default value and does not require a change for the connection to Oracle ICON 
to function properly. 
 
Note: The configuration examples below were captured from a system running the latest GA software, version 10.0.0. 

 

 

 

7.2.1 Network Configuration 

 
To connect the SBC to Oracle ICON, we must configure both a physical and network interface.  The slots and ports used 
in this example may be different from your network setup. 

7.2.1.1 Physical Interface 

 
GUI Path: system/phy-interface 
 
ACLI Path: config t→system→phy-interface 
 

• Click Add, use the following table as a configuration example: 

Config Parameter ICON Interface 

Name s1p1 

Operation Type Media 

Slot 1 

Port 1 

 
Note: Physical interface names, slot and port may vary depending on environment 
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7.2.1.2 Network Interface 

 
GUI Path: system/network-interface 
 
ACLI Path: config t→system→network-interface 
 
• Click Add, use the following table as a configuration example: 
 

Config Parameter ICON Interface 

Name s1p1 

IP Address 20.96.254.37 

Netmask 255.255.255.0 

Gateway 20.96.254.1 

DNS Primary IP 8.8.8.8 

DNS Domain Telechat.o-test06161977.com 

 

 

• Click OK at the bottom of each after entering config information. 

7.2.2  Security Configuration 

 
This section describes how to configure the SBC for both TLS and SRTP communication.  If you are not using TLS to 
secure your sip trunk, skip this section and move to Media Configuration.     
 
For Session Border Controller interfaces that interconnect with Oracle® Intelligent Communication Orchestration 
Network service points by way of TLS, ensure to add Oracle Root CA to its trusted certificate list. The root CA "Digicert 
Global Root G2" can be downloaded from https://knowledge.digicert.com/general-information/digicert-trusted-root-
authority-certificates. 

7.2.2.1 Certificate Records 

 
“Certificate-records” are configuration elements on Oracle SBC which capture information for a TLS certificate such as 
common-name, key-size, key-usage etc.  
 
This section walks you through how to configure a certificate record and import the DigiCert Global Root G2 certificate 
into the SBC’s configuration.  

https://knowledge.digicert.com/general-information/digicert-trusted-root-authority-certificates
https://knowledge.digicert.com/general-information/digicert-trusted-root-authority-certificates
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GUI Path: security/certificate-record  
 
ACLI Path: config t→security→certificate-record  
 
To Configure the certificate record: Click Add and use the following example to configure the SBC certificate. 

7.2.2.1.1 End Entity Certificate 

 

The SBC’s end entity certificate is the certificate the SBC presents to secure a connection. The only requirements when 
configuring this certificate is the common name must contain the SBC’s FQDN and the extended key usage list must 
contain both serverAuth and clientAuth. In this example our common name will be telechat.o-test06161977.com. You 
must also give it a name. All other fields are optional and can remain at default values. 

To Configure the certificate record:  
 
Click Add and use the following example to configure the SBC certificate. 
 

 
 

• Click OK at the bottom. 
 

Next, using this same procedure, configure certificate records for the Root CA certificates. 
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7.2.2.2 Root CA and Intermediate Certificates 

 
7.2.2.2.1 DigiCert Global Root G2  

 

 

 

Go Daddy Root  
 
The following, GoDaddyRoot, is the root CA certificate used to sign the SBC’s end entity certificate. As mentioned above, 
your root CA and/or intermediate certificate may differ. This is for example purposes only. 

 

• Save and activate your configuration.   

7.2.2.3 Generate Certificate Signing Request 

 
Now that the SBC’s certificate has been configured, create a certificate signing request for the SBC’s end entity only. This 
is not required for any of the Root CA or intermediate certificates that have been created. 
On the certificate record page in the Oracle SBC GUI, select the SBC’s end entity certificate that was created above, and 
click the “generate” tab at the top: 
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Copy/paste the text that gets printed on the screen as shown above and upload to your CA server for signature.  
Also note, another save and activate is required before you can import the certificates to each certificate record 
created above.  
 
Once you have received the signed certificate back from your signing authority, we can now import all certificates to the 
SBC configuration. 

7.2.2.4 Import Certificates to SBC 

 
Once certificate signing request has been completed – import the signed certificate to the SBC. 
 
Please note – all certificates including root and intermediate certificates are required to be imported to the SBC.  
Once all certificates have been imported, issue a third save/activate from the WebGUI to complete the configuration of 
certificates on the Oracle SBC. 
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• Once pasted in the text box, select Import at the bottom, then save and activate your configuration. 

Repeat these steps to import all the root and intermediate CA certificates into the SBC: 

7.2.2.5 TLS Profile 

 

TLS profile configuration on the SBC allows for specific certificates to be assigned. 

GUI Path: security/tls-profile 

ACLI Path: config t→security→tls-profile 

• Click Add, use the example below to add the DigiCert Root CA G2 to the trusted CA list.  

 

• Select OK at the bottom 

Next, we’ll move to securing media between the SBC and Oracle ICON.  
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7.2.3 Media Security 

 
This section outlines how to configure support for media security between the OCSBC and Oracle ICON. 

7.2.3.1 SDES Profile 

 
This is the first element to be configured for media security, where the algorithm and the crypto’s to be used are 
configured. The only crypto-suite option supported by Oracle ICON is AES_CM_128_HMAC_SHA1_80 and must 
be included in the crypto list. 
 
In the SBC’s GUI, on the bottom left, you will need to enable the switch “Show All” to access the media security 
configuration elements. 
 
GUI Path: security/media-security/sdes-profile 
 
ACLI Path: config t→security→media-security→sdes-profile 
 
• Click Add, and use the example below to configure 
 

 

• Select OK at the bottom 

7.2.3.2 Media Security Policy 

 

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or any) 
and, if SRTP needs to be used, the sdes-profile that needs to be used. 
 
GUI Path: security/media-security/media-sec-policy 
 
ACLI Path: config t→security→media-security→media-sec-policy 
 
• Click Add, use the examples below to configure 
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• Select OK at the bottom when finished. 

This concludes the security configuration portion of this application note.  We’ll now move on to configuring sip 
manipulations. 
 

7.2.4 Media Configuration 

 
This section will guide you through the configuration of realms and steering pools, both of which are required for the 
SBC to handle signaling and media flows toward Oracle ICON. 
 

7.2.4.1 Realm Config 

 
Realms are a logical distinction representing routes (or groups of routes) reachable by the 
Oracle® Session Border Controller and what kinds of resources and special 
functions apply to those routes. Realms are used as a basis for determining ingress and 
egress associations to network interfaces. 
 
GUI Path; media-manger/realm-config 
 
ACLI Path: config t→media-manger→realm-config 
 
• Click Add and use the following table as a configuration example for the realms. The following parameters are all 
required unless mentioned as optional below. 
 

Config Parameter ICON Realm 

Identifier OracleICON 

Network Interface S1p1:0 

Mm in realm ☑  

Media Security Policy OracleICON 

Access control Trust Level High 
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Also notice the realm configuration is where we assign some of the elements configured earlier in this document. IE…  

• Network Interface  

• Media Security Policy  
 

 
 
• Select OK at the bottom. 

7.2.4.2 Steering Pool 

 
Steering pools define sets of ports that are used for steering media flows through the OCSBC. 
 
These selected ports are used to modify the SDP to cause receiving session agents to direct their media toward this 
system. 
 
GUI Path: media-manger/steering-pool 
 
ACLI Path: config t→media-manger→steering-pool 
 

• Click Add, and use the below examples to configure. 

 
 
• Select OK at the bottom. 
 
We will now work through configuring what is needed for the SBC to handle SIP signaling. 
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7.2.5 Sip Configuration 

 
This section outlines the configuration parameters required for processing, modifying and securing sip signaling traffic. 

7.2.5.1 Sip Manipulation   

 

To ensure the SBC generates sip messages that include the Outbound Server/URI in the TO headers toward ICON, we’ll 
configure the following sip-manipulation rule. 
 
GUI Path: session router/sip manipulation 
 
ACLI Path: config t→session-router→sip-manipulation 
 
Click Add, and use the following example to configure: 
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Notice the new value matches the Outbound Server/URI in the Oracle ICON Generic Sip Service Config.  

7.2.5.2 Sip Interface 

 
The SIP interface defines the transport addresses (IP address and port) upon which the Oracle SBC receives and sends 
SIP messages. 
 
GUI Path: session-router/sip-interface 
 
ACLI Path: config t→session-router→sip-interface 
 
Click Add, and use the table below as an example to configure: 
 

Config Parameter Oracle ICON 

Realm ID OracleICON 

Sip Port Config Parmeter Teams 

Address 20.96.254.37 

Port 5061 

Transport protocol TLS 

TLS profile TLSICON 

Allow anonymous Agents only 

Out Manipulationid ICON_OUT 

 
Notice this is where we assign the TLS profile configured under the Security section of this guide and the sip-
manipulation which ensures the SBC replaced the TO Host with the Outbound Server/URI on sip messages toward Oracle 
ICON. 

7.2.5.3 Session Agent   

 
Session Agents are configuration elements which are trusted agents that can both send and receive traffic from 

the Oracle SBC with direct access to the trusted data path. 

GUI Path: session-router/session-agent 

ACLI Path: config t→session-router→session-agent 

Click Add and use the following table below to configure your session agent for ICON.  Please note, the hostname of this 
session agent must contain the Outbound Server/URI automatically generated by Oracle ICON under Generic Sip Service.  
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Config Parameter Session Agent Value 

Hostname 9f70543760a6.pstn.intelligentvoice.io 

Port 5061 

Transport Method StaticTLS 

Realm ID OracleICON 

Ping Method OPTIONS 

Ping Interval 30 

Ping Response ☑ 

 

 

• Select OK at the bottom when finished. 

7.2.6 Routing Config 

 

Now that most signaling, security, and media configurations are complete, you can configure the SBC to route calls to 
Oracle ICON. For the purposes of this example, we'll demonstrate how to set up local policies to route calls from your 
network environment to Oracle ICON. 
 
Routing calls inbound from Oracle ICON to a destination within your on-premises telephony environment (such as PBXs, 
phones, or other systems) is outside the scope of this example. Configuration of inbound routing is the customer's 
responsibility and should align with your network and security standards. 
 
GUI Path:  session-router/local-policy 
 
ACLI Path:  config t→session-router→local-policy 
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After entering values for to and from address and source realm, click Add under policy attribute to configure the next 
hop destination.   
 

 
 

Notice in the policy attributes that the next hop value is set to the session agent configured with the hostname of the 
outbound Server/URI. You must set the action to replace-uri, which ensures the SBC replaces the host portion of the 
Request URI with the hostname of this session agent for all requests sent to the Oracle ICON platform. 
 

• Click OK at the bottom. 

This concludes the example setup of the Oracle Session Border Controller for integration with Oracle ICON. 

8 Syntax Requirements for SIP Invite and Sip Options 

 
Oracle Intelligent Communication Orchestration Network has requirements for the syntax of SIP messages. 
This section covers high-level requirements to SIP syntax of Invite and Options messages. The information can be used as 
a first step during troubleshooting when calls don’t go through. From our experience most of the issues are related to 
the wrong syntax of SIP messages. 
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8.1 Requirements for Invite and Options 

Picture 1 Example of INVITE  
 

INVITE sip:17815551345@9f70543760a6.pstn.intelligentvoice.io:5061;user=phone;transport=tls SIP/2.0 
Via: SIP/2.0/TLS 10.1.3.4:5061;branch=z9hG4bKcm87o2205o1rkbb1vnp0.1 
Max-Forwards: 65 
From: "Test" <sip:+17815551212@telechat.o-test06161977.com:5060;user=phone>;tag=19fc69fc0a020100 
To: <sip:+17815551345@9f70543760a6.pstn.intelligentvoice.io:5061;user=phone> 
Call-ID: 1-19fc69fc0a020100.318f0133@68.68.117.67 
CSeq: 2 INVITE 
Contact: <sip:+17815551212@telechat.o-test06161977.com:5061;user=phone;transport=tls>;sip.ice 
Allow: ACK, BYE, CANCEL, INVITE, OPTIONS, PRACK, REFER 
User-Agent: T7100/3.0 
Supported: 100rel 
Content-Type: application/sdp 
Content-Length: 550 
 

 
 
Picture 2 Example of OPTIONS 

OPTIONS sip: 9f70543760a6.pstn.intelligentvoice.io:5061;transport=tls SIP/2.0 
Via: SIP/2.0/TLS 10.1.3.4:5061;branch=z9hG4bKumatcr30fod0o13gi060 
Call-ID: 4cf0181d4d07a995bcc46b8cd42f9240020000sg52@10.1.3.4 
To: sip:ping@9f70543760a6.pstn.intelligentvoice.io 
From: <sip:ping@telechat.o-test06161977.com>;tag=0b8d8daa0f6b1665b420aa417f5f4b18000sg52 
Max-Forwards: 70 
CSeq: 3723 OPTIONS 
Content-Length: 0 

 

9 Appendix A  

9.1 Oracle ICON Source IP Addresses by Region 

9.1.1 Sip Addresses 

 
We send SIP traffic from the following IP addresses depending on the region. 
 

Sip Addresses United States United Kingdom Europe 

 
Elastic SIP Trunking 

 

• 141.148.94.123 

• 141.148.19.91 

• 141.148.19.207 

• 132.226.133.10 

• 141.147.102.157 

• 130.162.174.170 

 

• 158.180.40.23 

• 79.76.125.226 

• 92.5.45.176 

 

 

BYOC SIP Trunks 

 

• 157.151.185.240 

• 129.80.163.26 

• 129.80.237.143 

 

• 141.147.93.137 

• 79.72.90.134 

• 79.72.74.167 

 

• 141.144.252.12 

• 152.70.25.132 

• 92.5.21.254 
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9.1.2 RTP Address 

 
We use the following IPv4 addresses to anchor media in each Oracle ICON Region: 
 

RTP Addresses United States United Kingdom Europe 

 
RTP Addresses 

• 152.70.194.115 

• 129.158.41.18 

• 129.80.0.17 

• 141.148.65.154 

• 129.80.168.72 

• 129.153.11.4  

 

• 145.241.255.210 

• 145.241.215.174 

• 141.147.86.5 

• 141.147.72.109 

• 193.123.190.92 

• 141.147.108.181  

 

• 92.5.74.51 

• 92.5.81.148 

• 89.168.85.244 

• 89.168.101.27 

• 129.159.31.17 

• 138.2.190.141 
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