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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release, and timing of any features or functionality described for
Oracle’s products remains at the sole discretion of Oracle.
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Revision History

Document Version Description Revision Date

1.0 Initial release 26-Aug-2026

1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators, Oracle
Enterprise customers and partners, and end users of the Oracle Enterprise Session Border Controller
(SBC). It is assumed that the reader is familiar with basic operations of the Oracle Enterprise Session
Border Controller platform and with SIPREC-based call recording.

2. Document Overview

This Oracle technical application note describes the Oracle Communications Session Border Controller
(SBC) configuration used to interwork with ASC Neo Cloud using SIPREC. It focuses on the SBC
configuration that establishes a separate SIPREC recording session toward ASC Neo Cloud through the
AWS site-to-site VPN, delivers the associated media and metadata, and supports the deployment-specific
recording and correlation requirements.
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The configuration in this application note is limited to the ASC Neo Cloud SIPREC integration. The
production call path, contact-center or call-control platform, carrier/PSTN connectivity, baseline network-
interface configuration, ASC tenant policy, and baseline AWS VPN administration are assumed
operational. The ASC configuration objects, AWS site-to-site VPN context, routing information,
screenshots, and verification considerations supplied for this lab are retained in this note.

2.1 ASC Neo Cloud

ASC Neo Cloud is a cloud-native, enterprise-grade suite by ASC Technologies designed for compliant
communication recording, quality management, and Al-powered analytics. In this integration, ASC Neo
Cloud acts as the SIPREC Session Recording Server (SRS). This application note does not configure
ASC applications or tenant policies. It documents the Oracle SBC SIPREC interface used to send
recording sessions to ASC Neo Cloud over the private AWS site-to-site VPN.

For additional information, refer to ASC Neo Cloud documentation and the deployment-specific SIPREC
interworking guidance.

2.2 Oracle SBC with ASC Neo Cloud SIPREC

The Oracle SBC acts as the SIPREC Session Recording Client (SRC). The original call remains on its
normal signaling and media path, while the SBC establishes a separate SIPREC recording session to the
ASC Neo Cloud SRS. The SIPREC session carries recording control, metadata, and media using the
configured SBC policy.

For the activated configuration, the monitored genesys realm is associated with the ASC Session
Recording Group ascsrg. The ASC recording server is configured as ascsrs in the dedicated siprec realm.
SIPREC signaling reaches the ASC SRS through the AWS site-to-site VPN.

Term Description
SRC Oracle SBC acting as the SIPREC Session Recording Client.
SRS ASC Neo Cloud recording endpoint receiving the SIPREC recording session.

SIP-based recording mechanism carrying signaling, recording metadata, SDP, and

SIPREC .
media.

SIPREC participant and Unique identifiers in SIPREC XML used to distinguish participants and media streams in

stream identifiers each recording session.
ASC tenant/account Deployment-specific tenant or account information required by ASC for the target
context environment.

3. Validated Oracle Software Versions

The configuration in this application note was captured after the ASC SIPREC candidate was verified and
activated on Oracle Enterprise Session Border Controller SCZ9.3.0 Patch 8 (Build 291). Verification
recorded O critical issues and 0 errors. The SBC displayed one disk-capacity advisory warning.

This application note documents a virtual Oracle Enterprise Session Border Controller running in AWS.

However ,Oracle SBC can be deployed on OCI, AWS, GCP and Azure depending upon the nature of your
cloud deployment. Equivalent VPN configuration can also be performed on OCI as mentioned in this
Application Note.

Refer to the Oracle documentation for the complete supported-platform and software-release matrix.
Acme Packet 1100
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https://www.asctechnologies.com/

Acme Packet 3900
Acme Packet 3950
Acme Packet 4600
Acme Packet 4900
Acme Packet 6350 (Quad 10GbE NIU only)
Acme Packet 6400

The proof environment used an AWS-hosted virtual SBC. The AWS runtime state, VPN overview, and
VPN tunnel status are shown in the following evidence sequence.

4. Related Documentation

Oracle SBC
Oracle Enterprise Session Border Controller Documentation - S-Cz10.1.0

Oracle Enterprise Session Border Controller Release Notes - S-Cz10.1.0
Oracle Technical Application Notes

ASC Neo Cloud
https://www.asctechnologies.com/solutions/technologies/recording-gm-analytics-cloud-services/

5. Requirements

The following prerequisites must be available before validating the Oracle SBC-to-ASC Neo Cloud
SIPREC integration:

* The production call path and the AWS site-to-site VPN are operational.

* ASC has provided the private SRS destination, supported SIP transport, and media policy.

* VPN routes, security policy, and target-network requirements permit the SBC to reach the ASC SRS.

* In the supplied PoC, the SRS destination is 10.213.0.76/32, the protected target network is
10.213.0.64/28, and SIPREC signaling uses TCP port 5060.

* The required SIPREC metadata, recording policy, and correlation behavior have been agreed with ASC
for the target tenant.

The ASC Neo Cloud SIPREC integration in this application note uses the following Oracle SBC
configuration objects:

Configuration Element Purpose in this Integration

Associates the monitored call realm with the ASC Neo Cloud recording

realm-config group and defines the dedicated recording realm.

Existing SIP signaling interface used by the dedicated SIPREC

sip-interface oI L . .
P realm. Baseline interface creation is not repeated in this note.

session-recording-server Defines each ASC Neo Cloud Session Recording Server destination.

Groups the ASC Neo Cloud recording servers and controls

session-recording-grou . h
g-group selection/redundancy behavior.

No ASC-specific SIP manipulation is attached to the active SIPREC realm in
sip-manipulation the supplied lab. Any future manipulation must be based on documented
ASC requirements and validated against an outbound SIPREC INVITE.
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5.1 ASC Neo Cloud SIPREC Interworking Requirements

SIPREC signaling must reach the ASC SRS through the private AWS site-to-site VPN using the agreed
SIP transport and port.

The Oracle SBC must establish a separate SIPREC recording session for the applicable monitored calls.
Original call identity and dialog context should be preserved in the generated SIPREC metadata.

SIPREC metadata must contain unique participant and stream identifiers so ASC can distinguish
participants and media streams for each recording session.

Any ASC tenant, account, or correlation information must follow the deployment-specific requirements
agreed with ASC.

Reachability, redundancy, media handling, and failure behavior must be validated for the target production
design.

Note: ASC uses SIPREC metadata to identify the participants and media streams for each
recording session. Verify the deployment-specific tenant or correlation information with ASC. Do
not substitute a fixed value for an interaction value that is expected to be dynamic.

5.2 SIPREC Metadata Identity Requirements

ASC Neo Cloud requires SIPREC metadata that identifies the recorded participants and media streams
unambiguously. In the supplied lab context, unique participant and stream identifiers are a mandatory
validation consideration before complete ASC recording acceptance can be asserted.

The active ASC SIPREC path does not add ASC-specific SIP headers or apply an outbound SIP
manipulation. Preserve the Oracle SBC-generated SIPREC metadata and validate the resulting SIPREC
XML only against documented ASC requirements and an outbound SIPREC INVITE capture.

For a deployment that requires supplemental metadata mapping, use the agreed source field and validate
the mapped value in the outbound SIPREC INVITE and in ASC. Do not introduce a fixed tenant or
correlation value unless ASC explicitly requires it.

Transfer and consultation-call behavior must be tested with ASC. Confirm that participant and
stream identifiers, recording continuity, and any agreed correlation information remain valid
through the call lifecycle.

5.3 SIPREC Signaling, Media, and VPN Considerations

Successful integration validation requires SIPREC signaling, metadata, media streams, and the private
network path to operate together. The route-based IPsec VPN and the static routing shown in this note are
operational prerequisites for the supplied lab topology.

Aspect Design consideration for this integration
Use the ASC-provided SRS destination and agreed tenant/routing
Interaction correlation mechanism. The supplied lab sends SIPREC sessions through the

AWS site-to-site VPN to the configured ASC SRS.
Preserve Oracle SBC-generated SIPREC metadata and validate

Original call metadata participant, stream, and any agreed ASC correlation information with
ASC.
Deliver the participant audio as separate streams within the same
Media streams SIPREC session. Avoid unnecessary media manipulation or

transcoding unless required by the target design.
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Aspect Design consideration for this integration

DTME Where the selected ASC Neo Cloud service consumes DTMF, preserve
the received sequence, timing, and negotiated event method.

Validate that the logical interaction remains correlated during transfer
Transfers scenarios and that the agreed interaction identifier does not
unexpectedly change.

Use the ASC-provided SRS destination and agreed tenant/routing
Tenant and routing mechanism. The supplied lab sends SIPREC sessions through the
AWS site-to-site VPN to the configured ASC SRS.

Use the transport, certificate, encryption, firewall, and media
Transport and security requirements supplied for the target ASC Neo Cloud environment. The
lab values shown in this note are examples, not universal defaults.

Note: Do not attach a header-manipulation rule to the active ASC SIPREC path unless ASC has
provided a documented requirement and the resulting SIPREC INVITE has been validated.

6. AWS Environment and VPN Requirements

This section documents the AWS runtime and site-to-site VPN requirements used for the ASC Neo Cloud
SIPREC proof environment. The AWS screenshots are retained here as AWS evidence and are not SBC
configuration evidence.

6.1 AWS SBC Instance

e EC2 > Instances > i-0f074e72751753173 G2

EC2 <

Instance summary for i-0f074e72751753173 (PCH-SBC) o © Ccomnect ) (instance state v ) (Cactions v )

Updated less than a minute ago

Dashboard
AWS Global View 12

Instance ID Public IPv4 address Private IPv4 addresses
i [0 i-0f074e72751753173 IC) 52.73.224.232 | open address 1 101 10,0267
¥ Instances 0 1003101
Instances ;D 10.0.0.213
Instance Types 0 10011
0 10.0.4.143
Launch Templates
Spot Requests IPV6 address Instance state Public DNS
Savings Plans s @ Running =)
Resarver fnstances v €c2-52-73-224-232.compute-1.amazonaws.com | open
address 18
Dedicated Hosts
Capacity Reservations Hostname type Private IP DNS name (IPv4 only)
Capacity Manager New IP name: ip-10-0-0-213.ec2.internal I3 ip-10-0-0-213.ec2.internal
¥ Images Answer private resource DNS name Instance type Elastic IP addresses
AMis - ¢5.4xlarge 15 100.25.184.18 (Solutionslab) [Public IP]
AMI Catalog I3 3.230.88.21 (Solutionslab) [Public IP]
< I3 34.234.107.130 (Solutionslab) [Public IP]
¥ Elastic Block Store [0 52.73.224.232 (Solutionslab) [Public IP]
Volumes
Snapshots Auto-assigned IP address VPCID AWS Compute Optimizer finding
- 0 vpc-06c7ea2aSedccfdcf (solutionslabVPC) 12 (@ Opt-in to AWS Compute Optimizer for recommendations.

Lifecycle Manager
Learn more (2

Cloudshell  [F Agent Toolkit for AWS  Feedback

Figure 1 - AWS PCH-SBC instance running before SBC configuration capture.
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6.2 AWS Site-to-Site VPN

B 4% ® | © | Unitedstates(N.Virginia) v

h.mehrotra@oracle

e VPC > VPN connections @ o,
VPC dashboard < VPN connections (1) it @ Download configuration Create VPN connection

Q_ Find resource by attribute or tag 1 <}

Filter by VPC v |
—_— Name £ v VPN ID v State v Virtual private gateway Vv Transit gateway £ 4 VPN Concentrator

AWS Global View 12 D ASC-NeoCloud-PoC-.. vpn-024ecbdbaefd8c7d3 @ Available vgw-04f0550b97da1ba99 - =

<

Virtual private cloud
Your VPCs

Subnets

Route tables

Internet gateways

Egress-caly internet Select a VPN connection 8 v
gateways

Carrier gateways

DHCP option sets

Elastic IPs

Managed prefix lists

NAT gateways

Peering connections

Route servers

Cloudshell [ Agent Toolki Feedback

Figure 2 - AWS site-to-site VPN overview for ASC Neo Cloud SIPREC.

B L2 ® @ | unitedstaes(Nvirginia) v

© vec > veN comnections > vpn-02decbdbaefaseds o,
VPCdashboard < VPn-024ecbdbaef48c7d3 / ASC-NeoCloud-PoC-VPN .. © (Download configuration ) (CActions v )
Filter by VPC v | Details

- VPN ID State Virtual private gateway Customer gateway

AWS Global View 12 [F] vpn-024ecbdbaef48c7d3 @ Available vgw-04f0550b97da1bag9 cgw-0f88ab91fcdBb2c19

v Virtual private cloud Transit gateway Customer gateway address Type Category
Your VPCs = 0 52236.61.21 10 ipsec VPN
Subnets vPC Routing Acceleration enabled Authentication
Route tables - Static Disabled Pre-shared key
Internet gateways Local IPv4 network CIDR Remote IPv4 network CIDR Local IPv6 network CIDR Remote IPv6 network CIDR
Egress-only internet 0 0.0.00/0 I3 0.0.00/0 = -
gateways

Core network ARN Core network attachment ARN Gateway association state Outside IP address type
Carrier gateways - = Associated I5) Public IPv4
DHCP option sets
Secrets management ARN Tunnel bandwidth VPN Concentrator ID

Elastic IPs - Standard =
Managed prefix lists
NAT gateways Tunnel details Static routes Tags
Peering connections
Route servers [ £\ This VPN connection is not using both tunnels. This mode of operation is not highly available and we strongly recommend you configure your second tunnel. >4 ]

CloudShell [ Agent Toolkit for AWS  Feedback

Figure 3 - AWS VPN tunnel status for the ASC Neo Cloud SIPREC proof environment.

The VPN uses route-based IKEv2 and IPsec. The ASC SRS private destination 10.213.0.76 is reached
through the protected network 10.213.0.64/28.

The VPN status evidence shows one available tunnel in the proof environment. Validate a resilient
tunnel design before production deployment.

7. Network Architecture

The logical architecture separates the monitored call session from the independently established SIPREC
recording session. The Oracle SBC monitors the genesys realm and creates the SIPREC session through
the dedicated siprec realm toward ASC Neo Cloud across the AWS site-to-site VPN.
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. . .
Oracle SBC with ASC Neo Cloud (SIPREC) - Architecture Overview
The agent and customer communicate through the Oracle SBC as part of the normal call flow. In parallel, the SBC acts as a SIPREC Session Recording Client (SRC) and
sends a copy of the call media and metadata to ASC Neo Cloud. ASC is outside the live customer call path and is used for compliance recording and related services.
Contact Center / Enterprise Oracle SBC Customer / External Party
Session N
Voice Call M Voice Call
(SIP) "‘I-I"’ S < (SIP) >
= < > o "1 controlier < =
il \
Customer
Agent Monitored Realm (e.g., mobile, landline,
(e.g., Genesys, Cisco, (select calls to record) SIP endpoint, etc.)
Avaya, etc) = i R
Sessnor_'\ Recqrdlng Group ASC Neo Cloud
(recording policy) SIPREC
(signaling + metadata, e.g., XML) ASC Services
SIPREG RO I | ] = o i i oo o - \(Asc (depends on deployment)
connect to Compliance Recording
( t to ASC SRS) RTP
(recording media) 5
SRS Destination 4 == " -
(ASC Neo Cloud) a Analytics and Reporting
Legend lity M
44— Live customer call (SIP) - not impacted by ASC Secure Private Cor)nectiyity gpggc / SRS. Quality Management
«--==9 SIPREC signaling (SIP + métadata, €9, XML) (eg. IPsec VPN, private link) (Recording Ingestion) Other Value-Added Services
P RTP media ling) - separate frc call
e ASCis outside the live customer call path. If ASC is unavailable, the customer call continues (subject to SBC recording policy).
e Secure private connectivity is required to reach ASC Neo Cloud. The exact connectivity method depends on the deployment.
e No ASC-specific header manipulation (HMR) is required in the validated configuration.
e Thearchitecture is technology-agnostic and applies to different contact center platforms and customer endpoints.

Figure 4 - Logical network architecture for the Oracle SBC and ASC Neo Cloud SIPREC proof environment.

The monitored call signaling and media remain on the call-facing path. The SIPREC INVITE, SDP,
metadata, and replicated RTP use the separate recording path defined by ascsrs and ascsrg.

8. Configuring the SBC

This section follows the captured SBC GUI configuration sequence: session agents, SIP interface,
SIPREC network interface, monitored and recording realms, session recording server, session recording
group, and the no-custom-header posture.

There are two methods for configuring the Oracle SBC: ACLI or GUI. For the purposes of this application
note, the Oracle SBC GUI is used for the configuration examples and the corresponding ACLI path is
provided for each configuration object. Any parameter not specifically identified below can remain at its
Oracle SBC default value unless required by the target deployment.

8.1 Configure SBC using Web GUI

To access the Oracle SBC GUI, enter the management IP address in a web browser. When the login
screen appears, enter the configured administrative credentials. Select the Configuration tab and use
Expert mode to access the configuration objects described in this application note.

The configuration examples below show the live SBC GUI evidence for the ASC SIPREC path. The call-
session objects establish the monitored realm, while the session-recording-server and session-recording-
group objects establish the recording session.

8.2 SBC Objects for ASC SIPREC

Configure the SIPREC realm used for ASC recording. The realm identifies the SBC interface and policy
used for the separate SIPREC session, while the ASC SRS is reached using the private route provided by
the AWS site-to-site VPN.

Associate the monitored realm with the ASC SIPREC group. No outbound SIP manipulation is attached to
the active ASC path because the supplied configuration does not require ASC-specific SIP header
insertion.
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The siprec realm uses siprecinterface:0.4. The interface has DNS domain telechat.o-test06161977.com

and uses the SIPREC-facing address 10.0.3.101.
GUI Path: media-manager / realm-config

ACLI Path: configure terminal > media-manager > realm-config

Session Agents

o~ admin ~
ORACLE Enterprise Session Border Controller y
n Monitor and Trace Widgets System
awspchsbc  10.0.0.213  5C79.3.0 Patch 8 (Build 291)

Configuration ~ View Configuration @ Q Disc @ Verify B sa
MecKa-anager 4 Session Agent | show contiguration |
security >
session-router v

oL & & Delete all Session Agent items Search Q |

access-control

Select Action Hostname < IP Address & Port ¢ Suate ¢ App Protocol & ReamID ¢ Description &
account-config

] ) 10.0.0192 5080 enabled SIP oceas
filter-config

(m] i solawssbcpstnawil... 5060 enabled sIP twilio
dap-config

() i sollabawssbcbyoc.... 5060 enabled sIP genesys

ocal-policy
ocal-routing-config
media-profile
response-code-and-phr.
session-agent
session-group
session-recording-group

session-recording-server

session-translation
sip-config
sip-feature

sip-interface

sip-manipulation

sip-monitoring

translation-rules

system >

Displaying1-30of 3

Figure 5 - Oracle SBC GUI: call-session session agents. ASC SIPREC uses a session-recording-server rather than a

session agent.

SIP Interface
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ORACLE Enterprise Session Border Controller i SRS

Configuration Monitor and Trace Widgets System

awspchsbc  10.0.0215 _SCZ93.0 Patch B (Build 257)
Configuration  View Configuration @ Q Discarc © Verify B Save
TSE-HRnRe0r > SIPInterface | show configuration |

security >

session-router v

oL & & Delete all SIP Interface items Search Ql

access-control

Select Action State < RealmID ¢ Description & Carriers ¢ Trans Expire ¢ Initial Inv Trans Expire &
account-config

(m] i enabled genesys 0

i enabled occas 0

dap-config

O

() i enabled siprec 0
ocal-policy
(m}

enabled twilio ]
ocal-routing-config

media-profile
response-code-and-phr
session-agent
session-group

session-recording-group

session-recording-server

session-translation

sip-manipulation

sip-monitoring

translation-rules

system >

Show A Displaying 1- 4 of 4

Figure 6 - Oracle SBC GUI: SIP interface inventory including the SIPREC-facing interface.

SIPREC Network Interface
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[fub Port Id

Pescription

{ostname

P Address

Pri Utility Addr

Sec Utility Addr

jetmask

[Gateway

Iv Gw Heartbeat

[rate

[Heartbeat

Retry Count

Retry Timeout

[Health Score

Iv Bfd Config

[Health Score

IoNS 1P Primary

[ONS IP Backup!

[DNS Domain

JHIP 1P List

siprecinterface

(Ran

ge: 0.4095)

| |

[ |

| |

[ 1003101 ‘

| |

| |

= |

\ 10031 ‘

[ 0 ‘ (Range: 045535 )
\ 0 ‘ {Range: 0.65535)
[ 1 ‘ (Range: 1.65535)
[0 ‘ (Range: 0.100)
[ 0 ‘ (Range: 0.100)

[ 8888

[ 11

telechat.o-test06161977.com

l [ 1003101 x

Figure 7 - Oracle SBC GUI

Realm Configuration

: siprecinterface configuration and DNS domain used by the SIPREC realm.
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ORACLE Enterprise Session Border Controller

awspchsbc  10.0.0.213  5C793.0 Patch 8 (Build 291)

media-manager v

medis-manager

media-policy
realm-config
steering-pool
security >
session-route v

ocal-palicy

ocal-routing-config

media-profile

response-code-and-phr...

session-group

session-recording-group

n-recording-server

sip-interface

sip-manipulation

sip-monitoring

translation-rules

system v

fraud-protection

Configuration ~ View Configuration o Q

Modify Realm Config
Identifier genesys
Network Interfaces ‘ PBXInterface:0.4 X ‘
Mm In Reaim & enable
QoS Enable O enable
Media poliey ‘ -
G | |
Teams Fadn n Ur O enable
In Session Translations
No in session translation list to display. Please add.
Add
Out Session Translations
No out session translation list to display. Please add.
Add
Out Manipulationid ‘ - ‘
Access Control Trust Level ‘ none L2 ‘
Refer Call Transfer ‘ disabled - ‘

(3 enable

Dyn Refer Term O enable

Configuration verify results: Critical:0, Error:0, Warning:1

O ~  admin ~

Monitor and Trace Widgets System

@ vy [ soe

Show Advanced | show configuration

Figure 8 - Oracle SBC GUI: monitored genesys realm used for ASC recording association.

realm-config
identifier

realm-config
identifier

media-manager

network-interfaces

genesys

session-recording-server SRG:ascsrg

siprec
siprecinterface:0.4

8.3 Session Recording Servers

Create the ASC SIPREC session-recording server object using the ASC SRS private address and the
agreed SIP transport. In the supplied lab, the server object ascsrs points to 10.213.0.76 using TCP port

5060.
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No session-agent object is required for the active ASC SIPREC path in the supplied configuration. The
session-recording server object and SIPREC group provide the recording destination.

GUI Path: session-router / session-recording-server
ACLI Path: configure terminal > session-router > session-recording-server

0« admin ~

ORACLE Enterprise Session Border Controller
Monitor and Trace Widgets System

awspchsbc  10.0.0.213  SCZ9.3.0 Patch 8 (Build 291)
@ Verify 2

Configuration  View Configuration @ Q

. ger > : :
TeckrInog Session Recording Server | show configuration |
ecurity >
session-router »

R & & Delete all Session Recording Server items ascsrs Q X I
Select Action Name o Description & Realm < Mode Destination & Port & Transport Method &
ccount-config
(m} H ascsrs siprec selective 10.213.076 5060 StaticTCP

ter-c g

ap-config

ocal-poiicy

sip-feature

sip-interface

sip-manipulation

sip-monitoring

translation-rules

Show All Displaying 1-10f 1

Configuration verify results: Critical:0, Error:0, Warning:1

Figure 9 - Oracle SBC GUI: ASC session-recording-server ascsrs.

session-router
session-recording-server

name ascsrs
realm siprec
destination 10.213.0.76
port 5060
transport-method  StaticTCP
mode selective
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8.4 Session Recording Group

Create the ASC SIPREC group ascsrg and associate it with ascsrs. Associate the monitored genesys
realm with SRG:ascsrg so applicable calls create the separate SIPREC recording session.

GUI Path: session-router / session-recording-group

ACLI Path: configure terminal > session-router > session-recording-group

i 0~ admin ~
ORACLE Enterprise Session Border Controller -
Monitor and Trace Widgets System
awspchsbc  10.0.0.213 SCZ9.3.0 Patch 8 (Build 251)

Configuration View Configuration @ Q Discare @ Verify B Save
—— Session Recording Group | show configuration |
ecur >
ses: ~

o & & Delete all Session Recording Group items Search Q ‘
access-control
Select Action Name & Description & Swategy & :‘m“)“."“”s 4 Session Recording Servers %
account-config ecording Servers
i o P ascrg Hunt 1 ascsrs
dap-config
al-poli

ocal-routing-config
madiz-profile
response-code-and-phr...
session-agent
session-group
session-recording-group
session-recording-server
ession-translation

fig

Configuration verify results: Critical:0, Error:0, Warning:1

Severity ~ Message & Object < Anribute Name & Other Object &

WARNING Disk size on this vSBC (14.6GB) is less than the recommendation

Figure 10 - Oracle SBC GUI: ASC session-recording-group ascsrg.

session-router
session-recording-group
name ascsrg
session-recording-servers  ascsrs
strategy Hunt
simultaneous-recording-servers 1
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8.5 No Custom SIP Header Manipulation Required

No SIP manipulation or custom SIP header is configured on the active ASC SIPREC path. This is
intentional because ASC does not require custom headers for this deployment.

GUI Path: session-router / sip-manipulation

ACLI Path: configure terminal > session-router > sip-manipulation

jout Manipulationid ‘ ‘ - ‘

Figure 11 - Oracle SBC GUI: no outbound SIP manipulation configured for the ASC path.

Do not use header manipulation rules or custom SIP headers unless ASC has provided a documented
requirement and the resulting SIPREC INVITE has been validated.

The Oracle SBC generates SIPREC metadata using its standard SIPREC behavior. Preserve the
generated metadata and confirm participant identifiers, stream identifiers, call identity, and any agreed
tenant or correlation information with ASC.

Note: The absence of ASC-specific SIP manipulation in the supplied lab is intentional. Any future
metadata mapping must be approved by ASC and validated in both the outbound SIPREC INVITE
and the ASC recording result.

# No SIP manipulation is attached to the ASC SIPREC realm.
# Validate unique participant and stream id values in SIPREC XML.
# Add an HMR only if ASC documents and validates a future requirement.

9. SIPREC Signaling and Metadata Validation

The Oracle SBC initiates a SIPREC INVITE to the ASC SRS for applicable monitored calls. The INVITE
contains SIPREC metadata and SDP describing the recording streams.

Field Oracle SBC Source Use / design consideration
SIPREC Confirm unique participant and
participant and Oracle SBC-generated SIPREC XML | stream identifiers in the outbound
stream IDs SIPREC INVITE and in ASC.

None in the supplied lab. Add only if
Custom SIP None configured on the ASC SIPREC | ASC documents a requirement and
headers path. the resulting SIPREC INVITE is

validated.

Request-URI/ To

Oracle SBC SIPREC signaling and
configured ASC SRS destination
10.213.0.76:5060.

Oracle SBC SIPREC signaling to the
configured ASC SRS destination
through the AWS site-to-site VPN.

Original call
identity

Original call information carried in
SIPREC metadata where available.

Preserve calling/called context and
agreed metadata rather than
reconstructing it.

SIPREC XML and
SDP

Oracle SBC-generated recording
session.

Participant/stream association,
codec/media description, and
metadata validity.

Recorded media

Forked media associated with the
SIPREC session.

Validate separate participant
streams and ASC service-specific
media requirements.
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In the supplied ASC lab path, the Oracle SBC sends SIPREC sessions through the ASC SIPREC group to
10.213.0.76 using TCP port 5060. No ASC-specific SIP headers are added. Validate the outbound
SIPREC XML and the resulting ASC recording against the agreed deployment requirements.

This application note documents the supplied configuration and validation approach. It does not by itself
assert an end-to-end production recording pass. Complete the verification steps in this note before
accepting the integration.

Preserve original call identity and dialog context in the SIPREC metadata. Confirm that participant and
stream identifiers remain unique and that any agreed ASC correlation information is represented as
required.

Transfer and consultation-call scenarios require additional validation. Confirm recording
continuity, participant and stream correlation, and any agreed ASC metadata behavior across the
call lifecycle.

10. Verify Connectivity

Run a controlled SIPREC test call through the AWS site-to-site VPN. Confirm that the Oracle SBC creates
the SIPREC session, the ASC SRS is reachable at the configured private destination, and ASC receives
the signaling, metadata, and media expected for the target deployment.

The following commands are useful during validation:
show rec

show configuration realm-config

show configuration session-recording-server

show configuration session-recording-group

show configuration network-interface siprecinterface

show rec

show configuration realm-config

show configuration session-recording-server

show configuration session-recording-group

show configuration network-interface siprecinterface
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WARNING Disk size on this vSBC (14.6GB) is less than the recommendation

Figure 12 - Oracle SBC configuration verification after ASC changes: 0 critical, 0 errors, and one disk-size advisory warning.

Validate the following during the controlled test:
SIPREC signaling reaches the ASC SRS through the AWS site-to-site VPN.

The SIPREC metadata contains unique participant and stream identifiers, and any ASC tenant or correlation
information follows the agreed deployment requirements.

The ASC SRS accepts the SIPREC session at the configured private address and transport.
Original call identity and dialog context are preserved in the SIPREC metadata.

Recorded media, stream association, DTMF behavior, and any required recording policy are validated with
ASC.

Transfer, consultation, and multi-party scenarios are validated separately, including recording continuity and
participant/stream correlation.
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Appendix A - Sanitized SBC Configuration Excerpts

The following sanitized excerpt consolidates the relevant captured SBC configuration for the ASC SIPREC
proof path. It includes the call-session objects, the monitored and recording realms, the SIPREC interface,
and the session recording server and group. Secrets, VPN pre-shared keys, certificates, and management
credentials are omitted.

A.1 Active Call and SIPREC Recording Configuration

Configuration-derived excerpt captured after ASC SIPREC activation. Validate all local interface names
and routing values before applying this example to another SBC.

The call-session entries represent the captured Genesys and Twilio call-facing topology. The ASC
SIPREC recording path is established by the genesys realm association with SRG:ascsrg and the
dedicated siprec realm.

# Captured call-session agents
session-router
session-agent
hostname  sollabawssbc.byoc.usw2.pure.cloud
port 5060
realm-id  genesys
session-agent
hostname  solawssbc.pstn.twilio.com
port 5060
realm-id  twilio

# Captured SIPREC-facing interface
system
network-interface
name siprecinterface
sub-port-id 0
ip-address 10.0.3.101
netmask 255.255.0.0
gateway 10.0.3.1
dns-ip-primary  8.8.8.8
dns-ip-backup1  1.1.1.1
dns-domain telechat.o-test06161977.com

# Monitored call realm and SIPREC recording realm
media-manager

realm-config
identifier genesys
network-interfaces PBXInterface:0.4

session-recording-server SRG:ascsrg
# no out-manipulationid

realm-config
identifier siprec
network-interfaces siprecinterface:0.4

# no out-manipulationid

# ASC SIPREC recording session
session-router
session-recording-server

name ascsrs

realm siprec

destination 10.213.0.76

port 5060

transport-method  StaticTCP

mode selective
session-recording-group

name ascsrg

session-recording-servers  ascsrs

strategy Hunt

simultaneous-recording-servers 1

19|Page



Back up the Oracle SBC configuration before making changes. Apply configuration changes in a
controlled maintenance window and validate the SIPREC recording result with ASC before
production deployment.
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