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Topics

Oracle engineered Oracle Key Vault to deliver performant, fault-
tolerant, and flexible encryption key management for
Transparent Data Encryption (TDE), part of Oracle Advanced
Security.

Key Vault has been purpose-built to support all database
deployment options, including Autonomous Database.

An Oracle Key Vault cluster can be deployed in several
environments, including in OCl from the Oracle Cloud
Marketplace, in AWS, in Azure or GCP, and even on-premises; or
stretched across all those on-prem and cloud boundaries,
providing continuous cross-cloud-and-on-prem key availability,
purpose-built for Oracle Transparent Data Encryption.

Q&A

Product Managers will answer any questions (@)
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Before we begin...

This session is for you !!!

Ask your questions using Q&A oY
Q&A

Product Managers are monitoring your questions

We will share links in Chat @

Chat

The recording will be made available in a few days at
oracle.com/goto/adb-learning-lounge
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https://bit.ly/adb-learning-lounge
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Important links to
bookmark

Links to get you started i
and to keep up to date with s
Autonomous Database

bit.ly/adb-get-started

1 New Get Started page:

2 Join us: Linked m X

bit.ly/adb-linkedin-grp @AutonomousDW

Got a question? Join us on Developers Slack

We are on stackoverflow (search #oracle-autonomous-database)
bit.lv/adb-stackoverflow bit.ly/odevrel_slack (odevrel_slack)
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https://bit.ly/adb-get-started
https://bit.ly/adb-linkedin-grp
https://twitter.com/@AutonomousDW
https://bit.ly/adb-stackoverflow
https://bit.ly/odevrel_slack
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Join our External Slack

STEP 1: bit.ly/odevrel_slack (odevrel_slack)

STEP 2: search for #oracle-autonomous-database
at the top and click on the Channel

@:] &« > @ Q Search Oracle Developers @
by w0 1Yol [ DLV L WM Il 7 oracle-autonomous... ¥ Oracle Alono.. & 167 63 v )
3 Wednesday, February 21st v
() Threads
AN B> Drafts & sent i TaraVan Cleave 11:01AM
ﬁ‘” & Hi everyone! We will be going live for the upcoming webinar:
2] OraOperator: Autonomous Database management in Kubernetes
v Channels
o I redefined in 1 hour! : u can join the zoom directly here at 9 AM
Al # Eetised Pacific / 12 PM Eastern @ Let us know if you have any questions
# 03-upcoming-events % below and we hope to see you there! @2
3 oracle-autonomous-database february-21-champions-new.png v
# oracle-db-machine-learning =yemi
CLOUD
Q Browse all channels
CLOUD COACHING
» Direct messages OraOperator: Autonomous
Database management in
» Apps 1 Kubernetes redefined
Wednesday, February 21 at 12 p.m. ET
%% Upgrade to Pro
+
Message #oracle-autono
T‘ o)



https://bit.ly/odevrel_slack

Speaker

Peter Wahl
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Peter Wahl

Senior Principal Product Manager
Encryption, Key and Secrets Management
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Oracle Database Maximum Security Architecture

Data Safe

Database
Firewa” Data Security

Redaction gm="""=my Accossment | 0
Label Security .
Audit Data : :

Audit

?
o ‘.. o Data Masking
AA-~AA i
" Database Vault |
i O ; $26-24-5200
] 022-22-5001
! 0“ . \
i & |
- ’0’ u - I
User Administration —_— ===
* Centrally Managed ______ N = IE
* Privilege Analysis | L=
* PKI, Kerberos, Administrators 0123 )
(App, DB, 0OS) aoe T8 Key Vault Test/Dev  Analytics

Transparent Data
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Encrypt data-at-rest with Transparent Data Encryption

« Encrypt tablespaces or columns
« AES128, AES192, AES256
Requires no application changes

Very low performance overhead

Disk * On-line/off-line migration options

Backups « Key Management with Wallets or Key Vault
c * Integrated with Oracle technologies

xports

« Exa* Compression, ACFS, Data Guard,
Off-Site GoldenGate, DataPump, Multitenant

« Fusion Applications, eBusiness Suite, PeopleSoft,
JD Edwards, SAP, ...

Block out-of-band access to data-at-rest everywhere



Continued TDE innovations

Oracle Database 11.2.0.4, Oracle Database 12.2.01
121.0.2
* ONLINE tablespace
 OFFLINE tablespace encryption & re-key
encryption « ARIA, SEED and GOST
* Encrypt new tablespaces by encryption algorithms
default .

Separation of duty: Hide
keystore password from
DBAs

Oracle Database 18c

 WALLET_ROOT replaces
dependency on sglnet.ora

« Bring your own key (BOYK)
for wallet-based TDE
deployments

* Encrypt sensitive data in
data dictionary tables

 RMAN: restore|duplicate as
encrypted|decrypted



Continued TDE innovations

Oracle Database 19¢ Oracle Database 21c

» Choose DB default algorithm » Database Vault command

- Encrypt SYSTEM, SYSAUX rules for administer key
TEMP, and UNDO ’ management commands
tablespaces. « Database configuration

. Encrypt LOB locator assistant (dbca) creates
signature keys encrypted databases

- From 1914: Isolated PDBs for ~ * New location for OKV's
everyone(*), everywhere(*) PKCS#11 library allows

. F 1016: “<olit TDE” upgrades without database

rom 19.16: “spli restart

* From 19.19: Re-key cloned/
relocated PDBs upon arrival

Oracle Database 23ai

* New cipher mode XTS
replaces CFB

« AES256 default for TDE
column and tablespace
encryption



Transparent Data Encryption key architecture

» Two-tier encryption key
« Data Encryption Key (Table or Tablespace Key)
« Key Encrypting Key (Master Key)

« Data encryption keys are created and managed
by TDE automatically

» The master encryption key encrypts the data

C

TDE

encryption keys Encrypted
The master key i ' Master  Colirns
. y is stored outside of the OR= K
database ey @
» Encrypted Oracle wallet (on the server) | TDE
Tablespace Encrypted

» External key management system Key Tablespace

12 Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates O



Upgrade Considerations

Upgrade paths:
From
11.2.0.4
12.1.0.2 19¢ .
12.2.0.1

23ai
18c 21c

Mandatory: Use WALLET_ROOT and TDE_CONFIGURATION
Re-key tablespaces to AES (any length)

Otherwise: Upgrade pre-checks will fail

Copyright © 2024, Oracle and/or its affiliates E




Centralized key management

Advantages
« Management at scale
* Encryption keys separate from the servers

 Easier to share keys across instances,
standby databases, etc.

» Keys can be managed, backed up and
recoverable

14 Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates

Requirements
 Keys secure from disclosure
 High availability
« Zero loss
« Scalable to 1,000s of databases
* Fast response times




Positioning Oracle key management solutions

management

Oracle Databases Supported < On premises, in-compute, third- » [Isolated key management
party clouds: services native to each
ExaDB-C@C, ADB-C@C; cloud provider

OCl, Azure, GCP, AWS:
ExaDB-D, ADB-D, ADB-S

Deployment  On dedicated hardware, VMs, and * (Cloud service
in-compute on OCl and third-party
clouds

Third party cloud support « Can be deployed in Azure, GCP, AWS

HSM integration » Supported as root-of-trust --

Hold your own key (HYOK) « By default * OCI: Through integration

with 3 party HSM

15 Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates




Scalability and deployment flexibility

Data Center 1

=) Svynchronous

Data Center 2
<« Asynchronous

- Read/Write %

Two nodes: Continuous read availability
Four and more (up to 16) nodes: Continuous read /write availability

16 Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates




Oracle GoldenGate trail file key management with Oracle Key Vault

« Trail file encryption master keys are separated from the encrypted data

» Absolutely transparent — no changes to applications, established workflow
« Complete key lifecycle management incl. key rotation, key expiration

» Supports Bring-Your-Own-Key (BYOK)

M M

Distribution Receiver
Services Services

0

(™

Extract




Password management with Oracle Key Vault

« Passwords are centrally created and rotated

« Administrator grants or revokes read-only ;
access of endpoints to the passwords Administrators

* Fetch of the passwords on-demand el & e passwordsl

« Zero password footprint on the endpoint host (read-write access to wallet)

» Stronger passwords with no human intervention _—

« Easily scriptable using REST API, C-SDK or Java
SDK A

LA §

Regula mam!enan e scripts
(read nlyacc s to passwords)

@é@



ZDLRA archive encryption with Oracle Key Vault

Stores backups in Oracle Database Backup
Cloud Service

 Leverage a cost-effective cloud storage tier
managed by Oracle, expanding options
beyond on-premises tape

O

DB Backup Cloud Service

» Eliminate tape vaulting services

Accelerates journey into Cloud through easy
provisioning of Cloud Databases directly from

Cloud backup
Archive backups are encrypted P

« Uses Oracle Key Vault for Key Management
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Responsive, scalable user interface

» Oracle Key Vault 21 introduced a new p— VAN EL
responsive user interface SEndpoints  &yKe PE—
« Transparently adapts to different display sizes ——

 Easy to navigate, responsive, simplifying common
use-cases

« Optimized for large deployments

3 Alerts

Managed Entities

3k 1

» New dashboards enable administrators to s e
quickly drill down and understand the various
keys, secrets and other security objects under e 0 o
management

Managed Keys, Secrets & Objects

n7 3

Certificates Keys GoldenGate Master Keys

903 921 o

MySQL Master Encryption Secret Data rivate Keys Opaque Objects ACFS Volume Encrypticn
Keys Keys




Oracle Key Vault automation APIs

New-look RESTful APl interface for appliance
automation includes

Server administration
* Endpoint deployment and administration

Access management

*  Manages endpoint groups and wallets

» Facilitate secure sharing of keys and secrets
Security objects

« Key and secrets life-cycle management
Monitoring

» Server health and configuration monitoring
Backup and restore

» Setup and schedule backup management to
remote destinations

Get server status

S okv server status get

by

"services" : {
"RESTfulService" : "Up",
"emailService" : "Not enabled",
"KMIPService" : "Up",
"storageDB" : "Up",

"auditVaultAgentMonitor" : "Not enabled",

"clusterService" : "Up"
}o
"uptime" : " 7:02 HH:MM"
}

Or just the uptime

$ ./bin/okv server status get | jg '.value.uptime'

" 7:02 HH:MM"



Support for Custom Endpoints

 Applications with KMIP interface can use OKV for key and secrets management out-of-the-box

» Using C and Java SDK, applications developers can quickly and easily
» enable central key and secrets management
* achieve compliance, and
* Improve security

» Database applications that encrypt and decrypt data using the Oracle Database’s DBMS_CRYPTO
PL/SQL package can now store and access its encryption key in Oracle Key Vault



Persistent master key cache

» Persistent cache provides key availability when Oracle Key Vault goes down (during upgrades,
unplanned emergencies) or if there is a network interruption

» This is optional, however can be deployed by customers to:

» Reduce load on the OKV cluster during key management load spikes
» Address network connectivity concerns between database and OKV cluster

« Two modes of persistent cache
1. Endpoint-protected persistent cache
» The persistent cache is protected by the endpoint password and must be used with password-protected connections only
2. Database-protected persistent cache:
» The persistent cache is password-protected wallet secured by a random database generated password



Oracle Key Vault HSM integration

Leveraging the HSM as a root of trust

Oracle Key Vault

Endpoint
Database Master Key

HSM required at OKV startup

-

MM f‘ Tablespace Key |
TDE Encrypted
Tablespace

Regular heartbeat verifies

OKV Tablespace Key ] OKV wallet passWOrd

¥

TDE Encrypted OKV
Tablespace

Operator alert generated if
HSM becomes unavailable

Alerts sent over rsyslog or
email

Endpoint

OKV Database
Master Key

Database

HSM
heartbeat

Encrypted
OKV Wallet Password

HSM

Decrypted
OKV Wallet Password




OKYV integrated with ADB-S
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Oracle Key Vault capabilities for cloud databases

Key Reasons
« Customers prefer exclusive control of their encryption keys
« Continuously available, geographically distributed, and scalable

» Single solution for key management across OCl, Azure, GCP, AWS, and on-premises

Key features facilitating integration
* Endpointisolation

 Lifecycle management using OKV Restful API support
Multi-master Access Server Backup and AVDF
cluster management monitoring restore integration

26 Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates




Autonomous Database Deployment Options - Available Today

Oracle Cloud Azure Google Dedicated
Infrastructure (via Database@Azure) (via Database@GCP) Cloud@Customer

Coming soon: Oracle Autonomous Database @ AWS

a 0
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OKYV and Centralized SSH key management
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SSH key and access management is challenging

No SSH user key management Localized SSH server access

X Key sprawl X Multiple admins make access control

X Localized or no key rotation decisions

X Different key sizes X Not updated when people/roles change

X Prone to human error

o % sH e —_— |

- (e
> — B -X 8
_ = <
D SSH = o o)
‘@' — °
(Q\ >_ ===] . r@-\
o~ = =El o~ T
SSHuser  SSH SSH  Authorized System
keys users servers public keys admins
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Centralized SSH key and access management in Oracle Key Vault 21.7

—

o s =]

SSHuser  SSH SSH  Authorized System
keys users servers public keys admins
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A

Centralized SSH user key management % Centralized SSH server access
v Organized key-pairs SSH admin v Easy addition/revocation
v" Authorized key sizes P v Quick threat response
v" Alerts to rotate keys /SSH user / \ SSH server \ v Track access attempts
wallets wallets
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Centralized SSH key and access management in Oracle Key Vault 21.7

A

Centralized SSH user key management % Centralized SSH server access
v Organized key-pairs SSH admin v Easy addition/revocation
v" Authorized key sizes P v Quick threat response
v" Alerts to rotate keys /SSH user / \ SSH server \ v Track access attempts
wallets wallets
o o 0
> ee |II
Q\ SSH 0,,, 0“ o ) ——— I ° ( ' i
-1 Key Vault E
ol
droh

b m——\ 0" -0 - B
> /\ ___
(g\ SSH |

SSHuser  SSH SSH  Authorized System
keys users servers public keys admins
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Benefits of centralized SSH key management

\/Centrally control user/machine access to SSH hosts across the organization

v/ Enforce governance and key lifecycle management

32 Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates




Remote Server access control and SSH key management with OKV

Agenda:
Use-case One: Remote Server access management
Use-case Two: SSH key management
Use-case Three: The complete setup, Use-case One and Use-case Two combined

Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates




Use-case One: Access management

SSH Client % Edooior

SSHADMIN
SSH admin

n Oracle Key Vault
>_
L SSH
John

34 Oracle Key Vault Copyright © 2024, Oracle and/or its affiliates

SSH Host
authorized_keys
;§HD = ©
=
phoenix




Use-case One: Access management

SSH Client
-
— SSH
John
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IE;\ Endpoint of

SSHADMIN
SSH admin

n Oracle Key Vault

SSH Host

Install an SSH Server endpoint
as root in /opt/okv

Make the SSH daemon
endpoint aware

endpoint on phoenix

[credentials]

authorized_keys

=©

|00

SSHD

phoenix




Use-case One: Access management

SSH Client % Endpoint of SSkkkiost

SSHADMIN
SSH admin

1. Create an SSH Server wallet

SSH Server wallets 2. Temporarily, grant SSH
Server endpoint full

r— — access on SSH wallet
\

|~
— — — — \\

~
n Oracle Key Vault
>_ -
John

endpoint on phoenix

[credentials]

authorized_keys

=©

|00

phoenix
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Use-case One: Access management

SSH Client Q\
Is®]

SSH admin

n Oracle Key Vault

SSH Host

Endpoint of
SSHADMIN

Upload John’s public key
into the server wallet for him to
connect to ‘phoenix’ as ‘oracle’

SSH Server wallets

oracle@phoenix ~a

[credentials] endpoint on phoenix

authorized_keys

g i, —
_ = = ——-.o
John =
phoenix
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Use-case One: Access management

SSH Client
-
— SSH
John
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IE;\ Endpoint of

SSHADMIN
SSH admin

SSH Server wallets

oracle@phoenix

n Oracle Key Vault

SSH Host

Reduce access of the

endpoint to the SSH Server
wallet to READ-ONLY
Remember to delete Johns
public key from authorized keys

S~

[credentials] endpoint on phoenix

SSHD

|00

phoenix




Use-case One: Access management

SSH Client Q\
Is®]

SSH admin
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Endpoint of
SSHADMIN

SSH Server wallets

oracle@phoenix

n Oracle Key Vault

SSH Host

John continues to have access
as ‘oracle’ to ‘phoenix’

S~

[credentials] endpoint on phoenix

SSHD

|00

phoenix




Use-case One: Access management

SSH Client
-
— SSH
John
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IE;\ Endpoint of

SSHADMIN
SSH admin

SSH Server wallets

oracle@phoenix

n Oracle Key Vault

>_

SSH Host

SSH Admin controls overall
access; removes John'’s public
key from wallet

John is denied access

S~

[credentials] endpoint on phoenix

|00

phoenix




Who has SSH access to which server?

SSH Server Authorization Report e
Qv ‘Go’ ‘Action5v]

SSH SSH SSH User
SSH Server = Server SSH Server Wallet SSH User Public Key Fingerprint Public Key
User .

Host User Details
austin.oracle.com opc opc_ssh_wallet Jane SHA256:R4+1sT6af1+mC3+1QrhexVwMSp T XtehsiuSImuHRhkU
austin.oracle.com oracle oracle_ssh_wallet John SHA256:z+]Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps
austin.oracle.com root root_ssh_wallet_for_austin Sam SHA256:HZrlsgGHKr6 D4SWT/b2Xb5CHHZBYVmMO+Dz1919glj5¢
phoenix.oracle.com opc opc_ssh_wallet Jane SHA256:R4+1sT6af1+mC3+1QrhexVwMSp T XtehsiuSImuHRhkU
phoenix.oracle.com oracle oracle_ssh_wallet John SHA256:z+]Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps
phoenix.oracle.com root root_ssh_wallet_for_phoenix Sally SHA256:Ke4M7IYO4WAXRwpf5/fh3NLsOMgQpiqqirT27h4Dgfw

1-60f6
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Who attempted to access servers and when?

SSH Server Access Report e

SSH Server SSH Server Host User SSH User SSH User Public Key Fingerprint Access Time Result
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-2023 15:23:27 v -
phoenix.oracle.com root Sally SHA256:Ke4M7IYO4W4XRwpf5/fh3NLsOMgQpiqqirT27h4Dgfw 07-0CT-2023 15:23:25 v
phoenix.oracle.com root Malfoy SHA256:a+f5d9UuF7]DYfiyRr1ejlIH2WkvQsp19BhOUmOYu44 07-0CT-2023 15:23:24 Failed
austin.oracle.com opc Jane SHA256:R4+1IsT6af1+mC3+IQrhcxVwMSpTXtehsiuSImuHRhkU 07-0CT-2023 15:23:24 v
austin.oracle.com root Sam SHA256:HZrlsgGHKr6D4SWT/b2Xb5CHHZBYyVmMO+Dz19]19glj5¢c 07-0CT-2023 15:23:23 v
austin.oracle.com root Malfoy SHA256:a+f5d9UuF7]DYfiyRr1ejlIH2WkvQsp19BhOUmOYu44 07-0CT-2023 15:23:23 Failed
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-202315:12:50 v
austin.oracle.com opc Jane SHA256:R4+IsT6af1+mC3+IQrhexVwMSpTXtehsiuSImuHRhkU 07-0CT-2023 15:12:20 v
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-2023 15:04:41 v
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-2023 13:40:36 v
phoenix.oracle.com root Sally SHA256:Ke4M71YO4W4XRwpf5/fh3NLsOMgQpiaairT27h4Dgfw 07-0CT-2023 13:40:35 v v

1-200f 20
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Use-case Two: User key management

SSH Client Q\
Is®]

Endpoint of
_ SSHADMIN
SSH admin
PKCS#11 library Client wallets SSH Server wallets
»  Supports sign and verify
operations
-
- -
&~ John_SSH_KEYS
: wallet
PKCS#11 Lib
[credentials]
John's endpoint n Oracle Key Vault
)
— SSH
John
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SSH Host

authorized_keys

SSHD

|00

phoenix




Use-case Two: User key management

SSH Client Q\
Is®]

Endpoint of
_ SSHADMIN
SSH admin
PKCS#11 library -
Client wallets T A
Supports sign and verify Key Administrator )
operations creates SSH key pair
in OKV
-
S -
&~ John_SSH_KEYS
3 wallet
PKCS#11 Lib
[credentials]
John's endpoint n Oracle Key Vault
)
>_
e SSH
John
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SSH Host

authorized_keys

SSHD

|00

phoenix




Use-case Two: User key management

Create SSH Key Pair

Create a new SSH key pair for an SSH user and add it to the wallet of the SSH user endpoint.

You can authorize the SSH user to access an SSH server by adding the SSH user's public key to the SSH server

wallet.

SSH User * JOHN
Cryptographic RSA Vv
Algorithm *

Cryptographic 2048 v
Length *

Private Key False v

Extractable *

Date of Activation 22-DEC-2023 13:45:27

Date of 22-DEC-2025 13:45:27
Deactivation

Wallet JOHN_SSH_KEYS Select Wallet

Membership
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Use-case Two: User key management

SSH Client Q\
Is®]

Endpoint of
_ SSHADMIN
SSH admin
PKCS#11 library -
Client wallets e
Supports sign and verify non- Key Administrator
operations extractable creates SSH key pair
in OKV
-
&~ John_SSH_KEYS
llet
PKCS#11 Lib warte
[credentials]
John's endpoint n Oracle Key Vault
-
>_
e SSH
John
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SSH Host

authorized_keys

SSHD

|00

phoenix




Use-case Two: User key management

SSH Client % Endpoint of Skkkiosk

SSHADMIN
SSH admin

PKCS#11 librar .
Supports Slign ané’ verify  non- Clientwallets 1 Download the public key

operations extractable 2. Hand off to admin of

austin to add to
—~ © © authorized keys

-
-
&~ John_SSH_KEYS
llet
PKCS#11 Lib e
[credentials]
John's endpoint n Oracle Key Vault

authorized_keys

:. > ssh-keygen -D ${OKV_HOME}/lib/liborapkcs.so >_ E
e > john_ssh_public_key ssio | (= jOhn_SEQSh_pUbnc_key

phoenix
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Use-case Two: User key management

SSH Client g\ _ SSH Host
E Endpoint of
SSHADMIN
SSH admin
PKCS#11 library - :
Supports sign and verify o TR Requires OKV password
operations extractable
-
-
o~ John_SSH_KEYS
PKCS#11 Lib wallet
[credentials]
TS Chlelpel n Oracle Key Vault
authorized_keys
g - =
an G5y SSHD % =©
Joh : . . —
o ssh -I ${OKV_HOME}/lib/liborapkcs.so oracle@phoenix ohoenix
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Use-case Two: User key management

SSH Client g\ .
E Endpoint of
_ SSHADMIN
SSH admin
PKCS#11 library .
Supports sign and verify | non- Clientwallets  C5che OKV password for
operations extractable 4 hours
/
/
o~ John_SSH_KEYS
llet
PKCS#11 Lib watle

[credentials]

John’s endpoint

>
i SSH

Joh
o ssh-add -s ${OKV HOME}/1lib/liborapkcs.so -t 14400

n Oracle Key Vault
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Use-case Two: User key management

SSH Client Q\ .
E Endpoint of
_ SSHADMIN
SSH admin
PKCS#11 library .
Client wallets
. Supports Sign and Verify non- UnChanged comma nd
operations extractable
-
-
o~ John_SSH_KEYS
llet
PKCS#11 Lib watle
[credentials]
LE7IS Ee el n Oracle Key Vault
)
o SSH

John )
ssh oracle@phoenix
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SSH Host
authorized_keys
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Who has access to users private key ?

SSH Private Key Authorization Report e
Qv [ Go ] [ Actions v ]

SSH Access SSH User
User SSH User Key Fingerprint User Endpoint Type Access Through Wallet Priva_te Key
Details
Sally SHA256:Ke4M71YO4WA4XRwpf5/fh3NLsOMgQpiqqirT27h4Dgfw - SALLY_SYSADMIN_EP Direct Sally_sysadmin_SSH_Keys_Wallet
Sally SHA256:Ke4M71YO4WAXRwpf5/fh3NLsOMgQpiqqirT27h4Dgfw - SSHADMIN Creator @
John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Wwo6Rqglhlps - JOHN_EP Direct John_SSH_Keys_Wallet @
John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Wwo6Rqlhlps - SSHADMIN Creator @
Jane SHA256:R4+IsT6af1+mC3+IQrhcxVwMSpTXtehsiuSImuHRhkU - JANE_EP Direct Jane_SSH_Keys_Wallet
Jane SHA256:R4+1sT6af1+mC3+IQrhcxVwMSpTXtehsiuSImuHRhkU - SSHADMIN Creator
Malfoy SHA256:a+f5d9UuF7]DYfiyRr1ejlIH2WkvQsp19BhOUmOYu44 - MALFOY_EP Direct Malfoy_Wallet
Malfoy SHA256:a+f5d9UuF7]DYfiyRriejlIH2WkvQsp19BhOUmOYu44 - SSHADMIN Creator L
Jill SHA256:TgernzdN4VmZR1wfNpnXjYWolmoWUgBfll6yXNr1Cuc SSH_ADMIN - Creator
Sam SHA256:HZrlsgGHKr6D4SWT/b2Xb5CHHZByVmO+Dz1919glj5¢c - SAM_SYSADMIN_EP Direct Sam_sysadmin_SSH_Keys_Wallet @
Sam SHA256:HZrlsgGHKr6D4SWT/b2Xb5CHHZByVmO+Dz1919glj5¢c - SSHADMIN Creator

1-Mof 1
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Who has access to the user’s private key?

SSH Private Key Usage Report e
[ Go ] [ Actions ]

SSH

User SSH User Key Fingerprint Operation User Endpoint Time Result
~
Jill SHA256:TgernzdN4VmMZR1wfNpnXjYWolmoWUgBflI6yXNr1Cuc Create Key Pair SSH_ADMIN - ?;;382-2023 v
John SHA256:2+]Qz0VnTQygl7Good5IcDVMsRNM+48i9Wwo6Rqlhlps  Sign = JOHN_EP ?57122 ~2023 v
John SHA256:2+1Qz0VnTQygl7Good5lcDVMsRNM+48i9Ww6Rqglhlps  Get Attribute(s) - JOHN_EP ?57 1?2 2023 v
07-0CT-2023
Jane SHA256:R4+IsT6af1+mC3+IQrhcxVwMSpTXtehsiuSImuHRhkU Sign - JANE_EP 15-12:30 v
07-0CT-2023
Jane SHA256:R4+IsT6af1+mC3+IQrhexVwMSpTXtehsiuSImuHRhkU Get Attribute(s) - JANE_EP 151230 v
Jane SHA256:R4+IsT6af1+mC3+IQrhcxVwMSpTXtehsiuSImuHRhkU Get Attribute(s) = JANE_EP ?57_;8_%'2023 v
07-0CT-2023
John SHA256:2+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps  Sign - JOHN_EP 150450 v
John SHA256:2+JQz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps Get Attribute(s) - JOHN_EP ?57_;)32;2023 v
v
1-220f22
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Use-case Three: Access management

SSH Host

Endpoint of
SSHADMIN

SSH Client Q\
SSH admin
PKCS#11 lybrary _ Client wallets
«  Supports sign and verify non-
operations extractable
/
/
P John_SSH_KEYS
llet
PKCS#11 Lib watle

[credentials]

John’s endpoint

>
akhsoy
John
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n Oracle Key Vault

1. Create an SSH Server wallet
2. Grant SSH Server endpoint
read only access on SSH wallet

SSH Server wallets

oracle@phoenix

S~

[credentials] endpoint on phoenix

SSHD

|00

phoenix




Use-case Three: Access management

SSH Client Q\ _
E Endpoint of
_ SSHADMIN
SSH admin
PKCS#11 I!brary _ Client wallets SSH Server wallets
«  Supports sign and verify non-
operations extractable
/ / — e — —
o~ John_SSH_KEYS Oracle@phoemx
llet
PKCS#11 Lib watle
[credentials]
John's endpoint ﬂ Oracle Key Vault
)
>_
o SSH
John
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SSH Host

Add John’s public key to
SSH Server wallet

\

[credentials] endpoint on phoenix

SSHD

|00

phoenix




Johns public key in SSH Server Wallet
Wallet Overview Cancel m

Name orade_RAC19a Make Unique
Description SSH server wallet for host user ‘oracle’ on SSH server
‘austin’.

» SSH Server Austin has read-only access on e s Server
Ora CIE_RAC1 Qa SSH Server Host oracle

User

» oracle_RAC19a has John’s public key Wallet Access Settings =

Qv Go Actions
Subject Name Access Edit

= AUSTIN_SSH_SERVER Read

1-10f1

Wallet Contents IXNCLeEaclll Remove Objects

Qv Go Actions
Display Name Type Wallet Membership State
SSH Key for user: John, Fingerprint: Public oradle ssh wallet 2 Active
SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9WwéRglhlps Key John gSH_Keys \'ﬂla"et v

1-10f1
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Use-case Three: Access management

SSH Client Q\
Is®]

Endpoint of
SSHADMIN

SSH admin
PKCS#11 lybrary _ Client wallets
«  Supports sign and verify non-
operations extractable
-
-
P John_SSH_KEYS
llet
PKCS#11 Lib watle

[credentials]

John’s endpoint

>
akhsoy
John
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SSH Server wallets

oracle@phoenix

n Oracle Key Vault

SSH Host

Remember to delete Johns
public key from authorized keys

S~

[credentials] endpoint on phoenix

authorized_keys

SSHD

|00

phoenix




Use-case Three: Access management

SSH Client Q\
Is®]

Endpoint of
SSHADMIN

SSH admin
PKCS#11 lybrary _ Client wallets
«  Supports sign and verify non-
operations extractable
-
-
o~ John_SSH_KEYS

llet
PKCS#11 Lib watle

[credentials]

John’s endpoint

>
— SSH

SSH Server wallets

oracle@phoenix

n Oracle Key Vault

John )
ssh oracle@phoenix
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SSH Host

John continues to have access.

S~

[credentials] endpoint on phoenix

authorized_keys

SSHD

|00

phoenix




Who has SSH access to which server?

SSH Server Authorization Report e
Qv ‘Go’ ‘Action5v]

SSH SSH SSH User
SSH Server = Server SSH Server Wallet SSH User Public Key Fingerprint Public Key
User .

Host User Details
austin.oracle.com opc opc_ssh_wallet Jane SHA256:R4+1sT6af1+mC3+1QrhexVwMSp T XtehsiuSImuHRhkU
austin.oracle.com oracle oracle_ssh_wallet John SHA256:z+]Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps
austin.oracle.com root root_ssh_wallet_for_austin Sam SHA256:HZrlsgGHKr6 D4SWT/b2Xb5CHHZBYVmMO+Dz1919glj5¢
phoenix.oracle.com opc opc_ssh_wallet Jane SHA256:R4+1sT6af1+mC3+1QrhexVwMSp T XtehsiuSImuHRhkU
phoenix.oracle.com oracle oracle_ssh_wallet John SHA256:z+]Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps
phoenix.oracle.com root root_ssh_wallet_for_phoenix Sally SHA256:Ke4M7IYO4WAXRwpf5/fh3NLsOMgQpiqqirT27h4Dgfw

1-60f6
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Who attempted to access servers and when?

SSH Server Access Report e

SSH Server SSH Server Host User SSH User SSH User Public Key Fingerprint Access Time Result
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-2023 15:23:27 v -
phoenix.oracle.com root Sally SHA256:Ke4M7IYO4W4XRwpf5/fh3NLsOMgQpiqqirT27h4Dgfw 07-0CT-2023 15:23:25 v
phoenix.oracle.com root Malfoy SHA256:a+f5d9UuF7]DYfiyRr1ejlIH2WkvQsp19BhOUmOYu44 07-0CT-2023 15:23:24 Failed
austin.oracle.com opc Jane SHA256:R4+1IsT6af1+mC3+IQrhcxVwMSpTXtehsiuSImuHRhkU 07-0CT-2023 15:23:24 v
austin.oracle.com root Sam SHA256:HZrlsgGHKr6D4SWT/b2Xb5CHHZBYyVmMO+Dz19]19glj5¢c 07-0CT-2023 15:23:23 v
austin.oracle.com root Malfoy SHA256:a+f5d9UuF7]DYfiyRr1ejlIH2WkvQsp19BhOUmOYu44 07-0CT-2023 15:23:23 Failed
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-202315:12:50 v
austin.oracle.com opc Jane SHA256:R4+IsT6af1+mC3+IQrhexVwMSpTXtehsiuSImuHRhkU 07-0CT-2023 15:12:20 v
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-2023 15:04:41 v
phoenix.oracle.com oracle John SHA256:z+1Qz0VnTQygl7Good5IcDVMsRNM+48i9Ww6Rqlhlps 07-0CT-2023 13:40:36 v
phoenix.oracle.com root Sally SHA256:Ke4M71YO4W4XRwpf5/fh3NLsOMgQpiaairT27h4Dgfw 07-0CT-2023 13:40:35 v v

1-200f 20
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Want to learn more?

Free hands-on labs that Database Security office Securing the Oracle
help you learn how to use hours — second Wednesday Database — a technical
the different security of each month primer (fifth edition)
features and options

D L : i D

s - Dy Ire -'i

e 22 Of e
bit.ly/golivelabsdbsec bit.ly/asktomdbsec oracle.com/securingthedatabase
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Thank you!
Peter.Wahl@oracle.com

Peter Wahl



Q&A Open
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Important links to bookmark

Links to get you started and
to keep up to date with
Autonomous Database

R
;

- 4

1 New Get Started Page:
bit.ly/adb-get-started

Linked [T} Got a question?

) . . We are on stackoverflow
bit.ly/adb-linkedin-grp ;i Iy /adb-stackoverflow

X Join us on Developers Slack

@AutonomousDW (search #oracle-autonomous-database)
- bit.ly/odevrel_slack (odevrel_slack)
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https://bit.ly/adb-stackoverflow
https://bit.ly/odevrel_slack
https://bit.ly/adb-get-started
https://bit.ly/adb-linkedin-grp
https://twitter.com/@AutonomousDW

Final Thoughts

oracle.com/goto/adb-learning-lounge

ASK TOM Search Sessions.. £ -3 signin
(@ Questions & office Hours [> Videos ] Resources @ Cclasses

Sessions Series My Dashboard

A Share

Log In To Register

Autonomous Database Learning Lounge

The Autonomous Database Learning Lounge series offers free bi-weekly Live Webinars where Oracle Product Managers omplete tutorials

on the most important topics for any professional looking to improve their skills for the Data Platform on the Clou

he many ways you can unlock your talents wit]

omous Databas |
v m/n
The listing below shows the Autonomous Database Learning Lounge sessions, their recordings, links to the slides and sl((
||
DB U c o m I n

aluate your entire databas tate with
Oracle Estate Explorer

For more information on all things Autonomous Database, make sure to go to our site for Get Started with Autonl
started/

ShowAll  Upcoming  Replays

Upcoming

Multicloud, scalable and fault-tolerant 2
key management with Oracle Key Vault
vembe: AM US/Pacific
AM US

Marcos Arancibia,

Eng
1 Marcos Arancibia, Paul Brankin, Simon Griffit
E

Log In To Register Log In To Register

Replays
Newest

oracLe

AUTONOMOUS

DATABASE
LEARNING
LOUNGE

=

sgiRees
LEARNING
LOUNGE

A

LEARNING
LOUNGE

 Lumpkin

rn analytics and

Marty GuborKeith Loker IS

Unlock modern analytics and Al
with Oracle's converged platform

George Lumpkin
492 Mins - ® 232

Oracle CloudWorld'24

What a week! Recapping
Autonomous Database at
CloudWorld'24

Marcos Arancibia, Keith Laker, Marty Gubar

October 03,2024 - © 5773 Mins . © 157

Robert Greene.

The new way to manage Oracle
Databases on Microsoft Azure
for Oracle DBAs -

The new way to manage Oracle
Databases on Microsoft Azure for
Oracle DBAs

Marcos Arancibia, Robert C.Greene
September 04,2024 - ©
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i
Ten ways you can use your
Azure services with Oracle
Database@Azure
Ten ways you can use your Azure
services with Oracle
Database@Azure

ibia, Domenick Ficarella, Marty

©5417 Mins - ®166



Upcoming Session

AUTONOMOUS DATABASE

presents

Migration to ADB Part I: Visualize
and Evaluate your entire database
estate with Oracle Estate Explorer

November 12, 2024 @ 9AM US PT, 6PM CET

oracle.com/goto/adb-learning-lounge

\
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| mon Paul
Griffiths Brankin
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Thank you for joining
today's webinar !!!



