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Disclaimer

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The

devel opment,

rel ease, and

remains at the sole discretion of Oracle.

Revision History

timing of any

features

Version

Description of Changes

Date Revision Completed

1.0

Oracle SBC integration with
Avaya and Teams DR and
Verizon Trunk

15" February 2021

11

Oracle SBC integration with
Avaya and Teams DR and
Verizon Trunk i Added
Screenshots for Sip-
manipulation
fRemoveAttributed6 He a d
Rule and Element Rule

15" September 2021

1.2

Minor Formatting changes

12t November 2021

13

Removed reference to sip-all
FQDN from the app note
document

12% January 2022

14

Since sip-all FQDN is
removed, add the following
two sections:

Enable refer call xfer on
realm

Added
RespondOptionsManip

22" July 2022
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1.5 Added DigiCert Global G2 5t Sep 2022
Cert as root CA
Changed certificate-record
screenshots

1.6 Added SIP success Controls

13" Sep 2022
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC) and Oracle Enterprise Communication Broker (ECB). It is assumed that the reader is
familiar with basic operations of the Oracle Enterprise Session Border Controller platform along with
Avaya Aura System Manager GUI and Avaya Aura Session Manager and Microsoft Teams Direct Routing
Enterprise Model.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
Verizon Business Sip Trunk with Avaya Session Manager and Microsoft Teams Direct Routing. The
solution contained within this document has been tested using Oracle Communication SBC with OS 840p2
version and Oracle Communication ECB with OS 320p5. Please note that all voice traffic from both
Verizon and Teams is routed through the Avaya Aura platform, and there is no direct connection
between Teams and Verizon.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
Avaya Server and Microsoft Teams associated parameters. Many SBC applications may have additional
configuration requirements that are specific to individual customer requirements. These configuration
items are not covered in this guide. Please contact your Oracle representative with any questions
pertaining to this topic.

Please find the related documentation links below:

2.1. Verizon Business

https://www.verizon.com/business/products/voice-collaboration/voip/ip-trunking/

2.2. Microsoft Teams

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-
trunk- and-provision-users

https://www.oracle.com/a/otn/docs/vzbwithsbcmsftteams-mb.pdf

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-
the-sbc

Please note that the IP address, FQDN and config name and its details given in this document is
used as reference purpose only. The same details cannot be used in customer config and the end
users can use the configuration details according to their network requirements. There are some
public facing IPs (externally routable IPs) that we use for our testing are masked in this document
for security reasons. The customers can configure any publicly routable IPs for these sections as
per their network architecture needs.
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3. Introduction

3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Teams Direct Routing Enterprise Model with Avaya Session Manager using Oracle Enterprise SBC and
Oracle ECB. There will be steps that require navigating the Teams configuration, Avaya server
configuration, Oracle SBC GUI interface and Oracle ECB GUI interface. Understanding the basic concepts
of TCP/UDP, IP/Routing, DNS server and SIP/RTP are also necessary to complete the configuration and

for troubleshooting, if necessary.

3.2. Requirements

= =4 -4 A

Fully functioning Avaya Aura Session Manager 8.1 version.
Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version
Oracle Enterprise Communication Broker (hereafter Oracle ECB) running 3.2.0 version

Teams Direct Routing Enterprise Model running Teams Client.

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Avaya Aura Session SBC Version ECB Version Teams Client version
Used Manager using Avaya
Aura System Manager
GUI
Revision 1 8.1 8.4.0 3.2.0 1.3.00.28779 (64-bit)

(Windows)

v.1416/1.0.0.2021010802

(Mobile)
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3.3. Architecture

Mobhile / At Home

i -

Avayaand 3% party phon
registered to Avayz

f.
4

directly
Avaya Aura Session
Mznager

Enterprise
Network

Open Internet (webRTC
connection)

SIPSIGNALLING e

IKE/IPSEC o,

— | Vlerizon

| Trunk

The configuration, validation and troubleshooting is the focus of this document and will be described in two

phases:

T

T
T
T

Phase 11 Configuring the Avaya Aura Session Manager.

Phase 21 Configuring the Teams Direct Routing Enterprise Model.

Phase 31 Configuring the Oracle ECB.
Phase 41 Configuring the Oracle SBC.
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4. Configuring the Avaya Aura Session Manager 8.1

Please login to Avaya Aura System Manager web GUI with proper login credentials (Username and
password). After that, perform the steps below in the given order.

Recommended access to System Manager is via FQDN.
Go to central login for Single Sign-On User ID:  admin
If IP address access is your only option, then note that authentication will fail
in the following cases: Password: no-ocnnnn\
* First time login with "admin" account
o Expired/Reset passwords Log On Cancel
Use the "Change Password" hyperlink on this page to change the password Change Password
manually, and then login.
Also note that single sign-on between servers in the same security domain is
not supported when accessing via IP address. ) supported Browsers: Internet Explorer 11.x or Firefox 65.0, 66.0 and 67.0.
This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited.
Unauthorized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other licable domestic
4.1. Adding SIP Domain
Click on Routing under the Elements section
On the Routing tab, select Domains and Click New
1 Set domain name as aura.com (Example in this config)
1 SetType as SIP
T click ACommi to to save the configuration

AVAYA & Users v/ Elements v  # Services v | Widgets v Shortcuts v ‘ = | ad
Aura® System Manager 8.1
Session Manager Routing
Hel
Routing . el
Domain Management Commit [Cancel
Domains
Locations
1Item & Filter: Enablg
Conditions Name Type Notes
* laura.com sip

Adaptations

SIP Entities

Commit Cancel

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

<
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4.2. Adding Location

Click on Routing under the Elements section
On the Routing tab, select Locations and Click New

1 Set Name as Phonerlite
M Leave all other fields as default values and cl i

AVAyA & Users v 4 Elements v & Services v | Widgets v Shortcuts v ‘ = |adm

Aura® System Manager 8.1

Home Session Manager Routing

Help ?
Routing P

Location Details Commit [cancel
Domains
General

Locations * Name: |Phonerlite

Conditions Notes:

Adaptations Dial Plan Transparency in Survivable Mode

SIP Entities Enabled: []

Listed Directory Number:

Entity Links

Associated CM SIP Entity:
Time Ranges

Overall Managed Bandwidth

Routing Policies
Managed Bandwidth Units: Kbit/sec ¥
Dial Patterns

Total Bandwidth:

Regular Expressions Multimedia Bandwidth:

< Audio Calls Can Take Multimedia Bandwidth:

4.3. Adding the Oracle ECB as a SIP Entity and Configuring an Entity Link

Click on Routing under the Elements section
On the Routing tab, select SIP Entities from the menu on the left side of the screen.
Click New to add the ECB as a SIP entity as shown below.

1 Set Name: ECB-SM (example in this configuration)

Set FQDN or | P Address: Thi s IEGB,10b@237i70mthsde o | P
example.

Set Type: Other

Set Location: Select Phonerlite from drop down (example in this configuration)
Set Time Zone: America/New_York (example in this configuration)

Under Entity Links, Click Add

Set SIP Entity 1: Select acme-sm which was previously configured

Set SIP Entity 2: leave the default value ECB-SM

Set Protocol: UDP/TCP based on our testing

Set Ports: Set both Ports to 5060 for testing

Set Connection Policy: trusted

=

= =4 4 -4 -4 8 8 9 -9

Leave all ot her fields as defaul 't values and click i
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AVAyA & Users v F Elements v & Services v Widgets v Shortcuts v ‘ E | admin

Aura® System Manager 8.1

Home Routing

Routing SIP Entity Details Commit Cancel &

General

Domains
* Name: ECB-SM

Locations * FQDN or IP Address: 10.232.50.70

Type: Other
Conditions
Notes:

Adaptation: ¥

P Location: Phonerlite ~

Entity Links Time Zone: America/New_York ¥

* SIP Timer B/F (in seconds): 4

Time Ranges

Minimum TLS Version: Use Global Setting -

Credential name:

Home Routing
- )
Routing Override Port & Transport with DNS SRV: [
Domai Add| | Remove
omains

2Items Filter: Enable

Locations
[] Name + | SIPEntity 1 Protocol | Port SIP Entity 2 Port C°:';Iei2:;°"
Conditions :
[] * acme-sm_ECB-SM_S “\acme-sm TCP v|  *|5060 “\ECB-SM * (5060 trusted v

Adaptations v [] *acme-sm_ECB-SM_5 “\acme-sm UDP v|  * 5060 “\ECB-SM *[5060 trusted |~

< >
SIP Entities Select : All, None
Entity Links SIP Responses to an OPTIONS Request

Add  Remove
Time Ranges ~ .

0ltems Filter: Enable
Routing Polici Mark
outing Folicies Response Code & Reason Phrase Entity Notes

Up/Down
Dial Patterns
( .
Commit_Cancel
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Please configure Avaya Session Manager as another SIP entity in the same way as we added SBC:

1
il
1
1

Set Name: acme-sm (example in this configuration)

Set FQDN or IP Address: This is the SIP IP address of Avaya SM, 10.50.232.127 in this example.

Set Type: Session Manager

Leave all other fields as defaultvalues and cl i ck ACommitodo to save the

AVAyA &Usersv  FElementsv Servicesv | Widgets v Shortcuts v ‘ = | admi

Aura® System Manager 8.1

Home User Management Routing
Routing SIP Entlty Details Commit Cancel
General
Domains
* Name: acme-sm
Locations * IP Address: 10.232.50.127
. SIP FQDN:
Conditions
Type: | Session Manager
Notes:
SIP Entities
Location: | Phonerlite v
Entity Links Outbound Proxy: SBC3900 v
Time Zone: America/New_York w7
Time Ranges
Minimum TLS Version: | Use Global Setting v
Routing Policies Credential name:
Dial Patterns v Monitoring
SIP Link Monitoring: Use Session Manager Configuration v
Regular Expressions ) L - -
CRLF Keep Alive Monitoring: Use Session Manager Configuration v
<
Entitv Links
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4.4. Allowing Unsecured PPM Traffic (only if TLS is not used) and PPM Rate Limiting
Navigate to: Elements->Session Manager->Global Settings
Set Allow Unsecured PPM Traffic: checked.

Note that this is only required if youdre using HTTI
I f youbre usi ng HT--BBCcondigurator leaventhisiumchetkbde E

I-\VI-\YI—\ & Users v /# Elements v  # Services v | Widgets v Shortcuts v ‘ = | admi

Aura® System Manager 8.1

Home Routing Session Manager

Help ?
Session Manager <P
Global Settings Commit| |Cancel View Defaults
Dashboard Administer settings that apply to all Session Managers
Failback Policy Auto v Enable IPv6 O
Session Manager Ad..
Allow Unauthenticated Emergency Calls [l Allow Unsecured PPM Traffid]
Global Settings ELIN SIP Entity None |~ Minimum SIP Entity TLS Version 1.2]v
T Minimum Endpoint TLS Version 1.2|v
o em Fra, Ignore SDP for Call Admission Control O
Disable Call Admission Control Threshold Alarms [ ] TLS Endpoint Certificate Validation None hd
Meermite Comitges © Disable Loop Detection Alarms 0 Enable End to End Secure Call Indication O
Device and Locati... ¥ *Loop Detection Alarms Threshold (hours) 24 Enable Military Support O

Enable Dial Plan Ranges O Enable Application Sequence for Emergency Calls [ ]
Applic onfi... L

Enable Regular Expression Adaptations [ Emergency Call Resource-Priority Headers

Enable Flexible Routing O Enable Implicit Users Applications for SIP users [ |

Better Matching Dial Pattern or Range in Enable SIP Resiliency 1

Location ALL Overrides Match in Originator's

Location

Performance

<

O

Enable Load Balancer

Navigate to: Elements->Session Manager->Global Settings Session Manager Administration.
Select the proper Session Manager instance and click Edit

Scroll down to PPM T Connection Settings

Set Limited PPM Client Connection: unchecked

Set PPM Packet Rate Limiting: unchecked

Leave all other fields as default and Click Commit to save Session Manager Administration page.

=A =4 -4 -4
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"\VI'\Y"\ & Users v # Elements v & Services v ‘ Widgets v  Shortcuts v ‘ E | admil

Aura® System Manager 8.1
Home Routing Session Manager

Help
Session Manager Administration

This page allows you to administer Session Manager instances and configure their
global settings.

MEEEETA Session Manager Instances | Branch.Session.Manager.Instances.

Global Settings Session Manager Instances

New| |view| [Edit|| Delete
U

1Item & Filter: Enable

on Prof.

Name License Mode Primary Comm i i Profiles y C i i Profiles i Active C i i Profiles Description

) acme-sm  Normal 4 0 4

Select : None

AVAyA &Users v KL Elements v  # Services v | Widgets v Shortcuts v ‘ = | admi

Aura® System Manager 8.1

Home Routing Session Manager

Data File Format | Standard Flat File

Include User to User Calls
Dashboard

Include Incomplete Calls

Session Manager Ad...

Personal Profile Manager (PPM) - Connection Settings «

Global Settings Limited PPM Client Connection [ ]

= - *Maximum Connection per PPM Client |0
Communication Prof.
PPM Packet Rate Limiting [ ]

*PPM Packet Rate Limiting Threshold (200

Event Server »
Clear Subscription on Notification Failure |No |~
Syslog Servers «

Enable Syslog Server 1 []

Enable Syslog Server 2 [ ]

Performance

<

*Required Commit| Cancel
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4.5. Adding Routing Policies

Navigate to: Routing tab, select Routing Policies and Click New

Set Name: SMECBroute (example in this configuration)

Set Retries : Default value is 0, can be used as same value

Select SIP Entity as Destination: Select ECB-SM which was previously configured.
Click Commit to save the configuration

= =4 -4 A

AVAyA & Users v #Elements v # Services v Widgets v Shortcuts v ‘ E ‘ admin

Aura® System Manager 8.1

Home Routing

NUULIIY FrVIIvy vowain Ul eaiiel
Routing

General
Domains
* Name: SMECBroute

Locations Disabled: []
* Retries: 0
Conditions
Notes:
Adaptations
SIP Entity as Destination
SIP Entities Select.
. Name FQDN or IP Address Type Notes
Entity Links
ECB-SM 10.232.50.70 Other
Time Ranges .
s Time of Day

“M\ ‘Remove | View Gaps/Overlaps

Routina Policies

4.6. Adding Dial Patterns:
Navigate to: Routing tab, select Dial Patterns, again Dial Patterns and Click New

Set Pattern: 1xxxxxxxxxx (example in this configuration)

Set Min : 11 (example in this configuration)

Set Max: 11 (example in this configuration)

Select SIP Domain: aura.com which was previously configured.
Click Commit to save the configuration.

= 4 4 -4 -4
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AVAYA

Aura® System Manager 8.1

Home Routing

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns
Dial Patterns
Origination Dial ...

Regular Expressions

Defaults

& Users v /# Elements v % Services v Widgets v
Dial Pattern Details
General
* Pattern: |1XXXXXXXXXX
* Min: |11
* Max: (11
Emergency Call: []
SIP Domain: |aura.com

Notes:

Originating Locations and Routing Policies

Shortcuts v

EENNN 4 = [«

Commit Cancel

Add| | Remove
1Item (o Filter: Enable
L . . . Routing . . - .
[ | originating Location Name a Originating Location | Routing Policy Rank TahEy Rnut_lng _Pollcy Routing Policy
Notes Name A Destination Notes
Disabled

[]  Phonerlite SMECBroute ECB-SM
=S D STIE

After configuring the dial patterns, Please add the dial patterns to the routing policies created above.

AVAYA

Aura® System Manager 8.1

Home Session Manager

Locations

Conditions

SIP Entities
Entity Links

Time Ranges

Routing Policies

Dial Paf

Dial Patterns

Origination Dial...

Regular Expressions

<

& Users v

# Elements v % Services v | Widgets v Shortcuts v

Routing

Add| |Remove |View Gaps/Overlaps
1iltem ¥
[] | Ranking

O o

Select : All, None

4 |Name Mon Wed Thu Fri

2417

Sat

A=

Filter: Enable

Start Time End Time Notes

00:00 23:59 Time Range 24/7

Dial Patterns

Add| | Remove
iltem

D Pattern A

0

Select : All, None

Min Max Emergency Call

1300000000 11 11

SIP Domain

aura.com

Filter: Enable
Originating Location Notes

Phonerlite

Regular Expressions

Add| | Remove

0Items

Pattern Rank Order

Filter: Enable

Deny Notes

Commit Cancel
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4.7. Adding Users to Avaya Session Manager.

Navigate to: Users tab, select User Management, select Manage Users and Click New
Under Identity Tab, please enter the following

1 Set Last Name: Userl(example in this configuration)
1 Set First Name: Avaya (example in this configuration)
1 SetLogin Name: 17813131034@aura.com (example in this configuration)

Under Communication Profile tab, click Communication Profile Password

1 Set Comm-Profile Password: any password (Numbers or alphabets or alphanumeric)
1 Re-enter Comm-Profile Password: Type the password again for confirmation.

Navigate to Communication address tab, click New

1 Set Type: Avaya SIP
1 Set Fully Qualified Address: Type the Directory number @domain.com
17813131034@aura.com

Under Profile tab, enable Session Manager Profile and click it to open it.

1 Set Primary Session Manager under SIP Registration: acme-sm (example in this configuration)
1 Set Home Location Manager under Call Routing: Phonerlite (example in this configuration)
1 Click Commit to save the configuration.

AVAyA & Users v £ Elements v # Services v Widgets v  Shortcuts v ‘ = | admin

Aura® System Manager 8.1

Home Routing User Management

ST User Profile | Edit | 17813131034@aura.com ® Commit & Continue ® Cancol
Manage Users Identity Communication Profile Membership Contacts
Public Contacts
Basic Info
User Provisioning ‘ y ‘
Shared Addresses
Address Rule:
System Presence ACLs .
LocalizedName — ———
+ Last Name : ‘ User20 ‘ Last Name (Latin ‘ User20 ‘
Communication Profile .. - Translation):
+ First Name : ‘ Avaya ‘ First Name (Latin ‘ Avaya ‘
Translation):
+ Login Name : ‘ 17813131034@aura.col ‘ Middle Name : ‘ ‘
Description : ‘ ‘ Email Address : ‘ ‘
Password : ‘ ‘ User Type: ‘ . ‘ N




FAV/AV/N

Aura® System Manager 8.1

& Users v /& Elements v

Home Routing User Management

Manage Users

Public Contacts
Shared Addresses
System Presence ACLs

Communication Profile ...

& Users v # Elements v

VAYA

ystem Manager 8.1

Routing User Management

Manage Users

Public Contacts

Shared Addresses

System Presence ACLs

Communication Profile

£+ Services v ‘ Widgets v Shortcuts v

CINN 4 = |

Comm-Profile Password

Comm-Profile Password : cosseses

Re-enter Comm-Profile Password : sseseses

Generate Comm-Profile Password

Cancel

£ Services v Widgets v Shortcuts v

Communication Address Add/Edit

TPl pvayasip

*Fully Qualified Address:

17813131034 @ | aura.com

Cancel

18| Page




AVAyA & Users v /# Elements v # Services v Widgets v Shortcuts v ‘ — | admi

Aura® System Manager 8.1

Home Routing User Management
User Management User Profile | Edit | 17813131034@aura.com E) Commit& Coriinue ® Cancel
Manage Users Identity Communication Profile Membership Contacts

AU Gz Communication Profile Password

‘ SIP Registration
Shared Addresses PROFILE SET : Primary v
* Primary Session ‘ 2eme-sm Q ‘ )
System Presence ACLs Communication Address Manager: ——————————
. . PROFILES
Communication Profile ... .
Secondary Session ‘ Q ‘ e
Session Manager Profile @) Manager:
Survivability Server: ‘ Q ‘ e

Max. Simultaneous ‘ 1

Devices:

&Users v #Elements v & Services v | Widgets v Shortcuts v ‘ = | adm

Aura® System Manager 8.1
Home Session Manager Routing User Management User Management

User Management Emergency Calling

Origination Sequence:

Manage Users

Emergency Calling

q

Public Contacts

Shared Addresses

Call Routing Settings
System Presence ACLs

* Home Location: Phoneriite

Communication Profile ...

Conference Factory Set:

Call History Settings

Enable Centralized Call
History?:

You can repeat the above steps to add more users to the Session Manager.
With this, Avaya Session Manager Configuration is complete.
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5. Configure Microsoft Teams Direct Routing

The steps outlined below is the minimum required configuration to pair your SBC with Microsoft Teams
Direct Routing Interface. This is to be used as an example only, and we highly recommend you work
with your Microsoft Account representative to implement the correct configuration for your
specific environment.

5.1. Access Team Admin center

The first step is to access the Teams Admin Center with administrator admin credentials:

B8 Microsoft
Sign in

testing@solutionslab.onmicrosoft.com

Can't access your account?

Sign in with a security key (2)

Back Next
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https://admin.teams.microsoft.com/

5.2. Configure Online PSTN Gateway

Configuration Path: Voice/Direct Routing/SBC

Microsoft Teams admin center

Direct Routing \ Add SBC

Dashboard

telechat.o-test06161977.com

Teams

FQODN that has the host name

od name for the SBC, but {exa:

You must use the n DNS. For example, if your organization owns {exampleDomain1) then

Devices fexampleDomain2 omain3] isn't. {link)

Locations

SBC settings
Users
When you are adding this SBC, you can turn on or off the SBC and change settings that are specific to the SBC.
Meetings
Enabled Q On
E] Messaging policies
SIP signaling port 5061
EE? Teams apps
Send SIP options () ‘) On
< \Voice
Forward call history e On
Phone numbers
T Forward P-Asserted-ldentity (PAl) header () Q On
Dial plans Concurrent call capacity 500
Direct Routing Failover response codes 408, 503, 504
Voice routing policies Failover time (seconds) O 10
Call queues X .
Preferred country or region for media traffic Auto
Auto attendants
SBC supports PIDF/LO for emergency calls [ ] Off
Call park policies
Ring phone while trying to find the user ‘) On

Click Save at the bottom of the page

Note: Some configuration fields are not available through the Microsoft Portal, and must be set
via PowerShell. Please refer to Microsoft Teams Documentation for further details

5.3. Configure Online PSTN Usage

Configuration Path: Voice/Direct Routing/Manage PSTN usage Records (top right of screen)

Click Add, Type US and Canada, next, click Apply

PSTN usage records

Voice routes are linked to voice policies using
PSTN usage records. You can manage the list of
existing PSTN usage records or add new ones.

4 items

(8]
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Dashboard

Teams

Devices

Locations

Users

Meetings

Messaging policies

Teams apps

Voice
Phone numbers
Emergency policies
Dial plans
Direct Routing
Voice routing policies
Call queues
Auto attend
Call park policies
Calling policies

Caller ID policies

El Policy packages

e ladomin teams micr ft o/

Microsoft Teams admin center

-

5.4. Configure Online Voice Routes

Configuration Path: Voice/Direct Routing/Voice Routes

Voice routes  Oracle_US

Oracle US

Description

Priority 1

A(+110-91(100%

Dizled number pattern

SBCs enrolled

Select which SBC's you want calls to route to. All 5BC's that you add will be tried in a random order.

& Add/remove SBCs 1 item

v SBCs

sbc2.customers.telechat.o-test06161977.com

PSTN usage records

The voice routing policy is linked to a voice route using the PSTN usage records below. You can add existing PSTN usage records, change the order

in which the voice routing should be processed, and assign the policy to users.

& Add/remove PSTN usage records 1item

b PSTN usage record

US and Canada
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5.5. Configure Online Voice Routing Policy

Configuration Path: Voice/Voice Routing Policies

s+ Microsoft Teams admin center

Voice routing policies \ US Only

Dashboard

US Only

Teams

Devices Pdd a friendly description so you know why it was created

) Locations

Users PSTN usage records

Meetings PSTN usages are linked to both voice routing policies, which are assigned to users, and voice routes. PSTN usages are
evaluated in the order they are listed until a match is found.

| Messaging policies

# Add/remove PSTN usage records 1item
Teams apps

Voice v

Phone numbers v USand Canada

PSTN usage record
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5.6. Assign Voice Routing Policy to Users

Configuration

Pat h: User s/ Sel

fiUser o/ Pol

Next to Voice Routing Policy, Click Edit and Assign. In this example, we have selected Teamsuserl:

Dashboard

Teams

Devices

Locations

Users

Meetings

Messaging policies

Teams apps

Voice

Policy packages

Analytics & reports

Microsoft Teams admin center

Assigned policies _~ cait

RestrictedAnonymousAccess

Global (Org-wide default)

App setup polic
Global (Org-wide default)

all park policy
Call park

Global (Org-wide default)

Policy package .~ cait

Org-wide settings

Planning

Legacy portal 5 Global (Org-wide default)

Emergency calling policy
Global (Org-wide default)

Call quality dashboard [3

Global (Org-wide default)

Global (Org-wide default)

sice routing polic

Oracle_US

For More Information about configuring Microsoft Teams to Connect to your SBC, Setting
up users, or configuration voice routing, please refer to the Related Documentation
Section of this guide.

With this, Microsoft Teams Direct Routing config is complete.

6. New ECB Configuration

The Oracle ECB is available either as an appliance or as an application for operation on virtual machines.
When running as an appliance, the Oracle ECB software is packaged with the Netra Server X3-2 and
delivered to the end customers. When running as a virtual application, the Oracle ECB software can be
deployed on any third-party COTS hardware that meets the specified guidelines.

Once the ECB is deployed (in the appliance mode or the application mode) and connected, you can power
on the ECB. Software installation of the ECB is required upon first startup. Although the Oracle ECB is
primarily configured through the GUI, you need to perform the software installation and certain steps via
the CLI.
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6.1. ECB CLI initial config

Power on the ECB and confirm that you see the following output from the boot-up sequence.

The default username for the User | evel i s Ausero ar
The default username for an Administrator | evel is f
Both passwords have to be changed according to the rules shown below.

Now set the
management IP of the ECB by setting the IP address in bootparam

To access bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.
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Setup product type to Enterprise Communication broker as shown below.

To configure product type, type in setup product in the terminal

entitlement

Enable the features for the ECB using the setup entitlements command as shown

Save the changes and reboot the ECB.
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Go to configure terminal->system->web-server-config.

Enable the web-server-config to access the ECB using Web GUI. Save and activate the config.

6.2 Logging into the ECB

You can now access the ECB through the Web GUI.
Start an Internet browser and start the GUI using the URL.: http://server IP address/.
The login screen will appear.

ORACLE Enterprise Communications Broker

Welcome to Enterprise Communications Broker

¥ Username |

* Password

Enter the username and password and this is same as CLI username & password.
After logging into the ECB, the Home screen will be displayed.

The Oracle ECB GUI has four tabs across the top 1 Home, Configuration, Monitor and Trace,
and System.
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ORACLE’ Enterprise Communications Broker Notifications ¥ ‘., admin v
m Configuration Monitor and Trace System
Refresh Add Widget Reset
~
Highest task CPU usage Current memory usage Historical memory usage
Export  Remove  Maximize  Show Information Export  Remove  Maximize  Show Information Export  Remove  Maximize  Show Information
100
3.0308M
80 == sysmand
-y 3.0304M
g & sipd ] = Memory usage (..
: . heap 3 30300M = Trend frate90.85
s — toTimer B Allocated = 008w T
20
: (\/\ = authd W Free 3.0202M
R EE RN EEEEEEEEE
Time Time
Alarms
Export Remove Maximize Show Information
Severity Description
6.3. Add Network Settings
Click the Configuration button at the top to go to the Configuration tab.
Go to System Administration ---- Network --- Network Settings and Click Add
ORACLE enterprise Communications Broker Notifications » B admin v
Home Monitor and Trace  System
~ Verify Seal
Accounting >
DOS Add Network Settings
. ~
" v
General Settings Realm Identifier "
General Settings VLAN Id 0 A
System Config Hostname
s , Network IP Address TR
Network IP Subnet Mask R
Network v -
Network IP Gateway Address P ——
Host Routes Preferred DNS Server IP Address
Network Settings Alternate DNS Server IP Address
Security » Alternate DNS Server IP Address
DNS Domain
SIP Interface »
Enable REFER Termination ] enable
SIP Manipulation v
SIP Registrar OK | | Back
v
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6.4. Configure SIP Interface

Go to System Administration ---- SIP Interfaces --- Interfaces and Click Add

ORACLE Enterprise Communications Broker

General Settings

System Config

LDAP >
Network v
Host Routes

Network Settings

Security >
SIP Interface v
Interfaces
Monitoring

Monitoring Filters

SIP Config

SIP Manipulation

Modity SIF Intertace

State enable
Enable Early Media Inhibit [ enable
Realm ID ech
Description ECB Interface
SIP Port
Add

Address Port

10.232.50.70 5060

102325070 5060

Back

Transport Protocol
TCP

Hnp

Allow Anonymous
all

all

Notifications ¥ :. admin ¥

Home Monitor and Trace System

Verify

o g

Se

6.5. Configuring the Agents

Click Configuration --- Service Provisioning

We will now add 10.232.50.65 as Agent to ECB (SBC SIP interface)

Agents --- Session Agents and Click Add.

ORACLE’ Enterprise Communications Broker

Notifications 6 admin v

Home Meonitor and Trace  System

Commands »
Service Provisioning v
Agents v

Additional Target Gro..
Enum Servers
Groups
Session Agent

Dial Plan

Policy Entries

Routing Table

User Entries

System Administration ¥

Accounting »

Add Agents
Hostname 10.232.50.65
IP Address 102325065
Port 5060
State enable
RURI With Hostname ] enable
Transport Method UDP+TCP
TLS Profile
Realm ID ech
Description

0K Back

Verify
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ORACLE Enterprise Communications Broker
Commands » ~
Service Provisioning v
g Add Agents
Agents M Source Context
Additional Target Gro... Egress URI Mode
Enum Servers Egress Number Translation Mode
Number Of Digits For N Digit
Groups Dialing
Prepend Prefix On Egress
Session Agent
Outbound Translate From Number
Dial Plan
Stop Recurse
Policy Entries )
Constraints
Routing Table .
Max Sessions
User Entries Max Inbound Sessions
System Administration ¥ Max Outbound Sessions
Accounting » oK

no-conversion

E164-no-plus

__| enable

enable

Back

Notifications v & admin v
Home [&TVETEEY Meonitor and Trace System
Save Verify Discard Seal

Similarly, add another agent 10.232.50.127 (Avaya server) to the ECB.

ORACLE Enterprise Communications Broker Notificaions v % admin v
Home WL Monitor and Trace  System
Commands » 2 Save Verify Seal
Service Provisionin v
¢ Add Agents
Agents v
Hostname
aura.com
Additional Target Gro...
1P Address 1023250127
Enum Servers
Port 5060 v A
Groups State ] enable
Session Agent RURI With Hostname : enable
Dial Plan Transport Method UDP+TCP =
Policy Entries LS Profie W
Realm ID
b
Routing Table e "
Description
User Entries
System Administration ¥
Accounting » oK Back
L'

30|Page



ORACLE nterprise communications Broker Notifications v & admin ¥
Home Monitor and Trace  System
Commands » " Verify Sear
Service Provisioning v
Add Agents

Agents v ~

Additional Target Gro..

Enum Servers
Source Context
Groups

Egress URI Mode no-conversion v

Session Agent
Egress Number Translation Mode ¢ 6a-no-plus v
Dial Plan .. ..
Number Of Digits For N Digit
Dialing
Policy Entries Prepend Prefix On Egress
Routing Table Qutbound Translate From Number — enable
User Entries Stop Recurse
o Constraints m!
System Administration ¥ LI enable v
Accounting » OK  Back

6.6. Configuring the Routing

The ECB performs its session routing via the route configuration. The route configuration establishes hop-
by-hop paths to signaling endpoints.

Oracle ECB routing configuration allows the user to specify a route's cost to specify route preference. Cost
may or may not be based on monetary considerations.
allow the user to configure routes that keep session traffic within the enterprise infrastructure rather than
incurring cost associated with a service provider.

The Oracle ECB allows for a range of route preference criteria to differentiate between routing paths.
Criteria include source routing based on the agent or calling number. Target-oriented criteria are also
available, allowing the enterprise to designate preferred paths for specific called numbers.

Go to Configuration tab --- Service Provisioning and Click Routing table

Add a routing entry for the source agent Avaya server (10.232.50.127) with a route set to
SBC IP (10.232.50.65) and click OK
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ORACLE Enterprise Communications Broker Notifications v "‘ admin ¥

Home  Configuration  Monitor and Trace  System

Commands » Save Verify Discard Seary
Service Provisioning v Add Routing Table
Source Agent
Agents v g 1023250127 v N
Calling Number .

Additional Target Group
Dest Agent B

v
Enum S
flum Servers Called Number .
Groups Route 102325065 v
Session Agent Cost 0 A
Poli
Dial Plan o
Policy Entries Description
Routing Table
User Entries
5 e Tags
ystem Administration » v
Wizards » 0K Back

When the ECB receives a call from 10.232.50.127, it looks up the user DB and finds that the agent
10.232.50.65 and routes the call to it.

Similarly, create a route from source agent 10.232.50.65 (SBC) to Avaya server (10.232.50.127)

ORACLG Enterprise Communications Broker Notifications v ", admin v

Home Configuration Monitor and Trace System

Commands > Save Verify Discard Sed
Service Provisioning v Add ROUtiﬂg Table
Agents v A
Source Agent 10.232.50.65 =
Additional Target Group )
Calling Number .
Enum Servers Dest Agent . .
Groups Called Number .
Session Agent Route 10.232.50.127 v
Cost 0 ~
Dial Plan
Policy
Policy Entries
Description
Routing Table
User Entries
System Administration > w
Wizards > oK Back

After making all the configurations in ECB, We will now save and activate our ECB configuration.
The ECB configuration is now complete.
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7. Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for Avaya Session Manager,
Teams Direct Routing and Verizon Trunk. The SBC config here deals with Avaya end points registering
directly to Avaya Session Manager.

Note: The configuration of registering Avaya remote worker (Registering Avaya End points via
Oracle SBC) is already explained in the app note link given below and it can be used as a reference
to configure the same. Once the remote worker is registered to Avaya SM using Oracle SBC, we
can use this document to make calls from Avaya User to Teams User/Verizon Trunk user and

Vice versa.

https://www.oracle.com/a/otn/docs/avaya-remote-worker-with-tls.pdf

7.1. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.4 software 1 this software with the configuration listed below
can run on any of the following products:

AP 1100
AP 3900
AP 4600
AP 6350
AP 6300
VME

= =4 -4 —a —a -9

8. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

8.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

1 Baud Rate=115200
Data Bits=8
Parity=None

Stop Bits=1

Flow Control=None

= =4 4 -
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T

Power on the SBC and confirm that you see the following output from the boot-up sequence

Enter the default password to log in to the SBC.
the default super user password is fApacketo.

Both passwords have to be changed according to the rules shown below.
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Now set the management IP of the SBC by setting the IP address in bootparam to access

bootparam. Go to Configure terminal->bootparam.

Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal
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Enable the features for the ESBC using the setup entittements command as shown

Save the changes and reboot the SBC.

The SBC comes up after reboot and is now ready for configuration.
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Go to configure terminal->system->http-server-config.

Enable the http-server-config to access the SBC using Web GUI. Save and activate the config.

8.2. Configure SBC using Web GUI
In this app note, we configure SBC using the WebGuUI.

The Web GUI can be accessed through the url http://<SBC _MGMT _IP>.

Signinto E-SBC
Enter your details below
ORACLG Username

Enterprise Session Border Controller l

Password

The username and password is the same as that of CLI.
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Dashboard Q D

Highest task CPU usage
100

80

Alarms

Severity Description

Current memory usage

W Alocated
W Free

Historical memory usage

Go to Configuration as shown below, to configure the SBC

£ Wizards v £} Commands v
ThegeTupnoent Configuration Objects
security >
session-router > Name
access-control
system >
account-config
authentication-profile
certificate-record
class-policy
codec-policy
filter-config
fraud-protection
host-route
http-client
httn-server
Displaying 1- 11 of 42
Show All

Configuration

Description

Configure a static or dynamic access control list
Configure Quality of Service accounting
Configure authentication profile

Create, generate, and import a certificate
Configure classification profile policies

Create and apply a codec policy to a realm and an agent
Create a custom filter for SIP monitor and trace
Configure fraud protection

Insert entries into the routing table

Configure an HTTP client

Configure an HTTP server

Verify

Search

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/8.4.0/webgui/esbc _scz840 webqui.pdf

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.
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8.3. Configure system-config

Go to system->system-config

ORACLE Enterprise Session Border Controller

Dashboard

Monitor and Trace

L3 wizards « £+ Commands w
~

http-client Modify System Config
http-server

Hostname OracleSB|
network-interface

Description
ntp-config
phy-interface
redundancy-config

Location
snmp-community

Mib System Contact
spl-config

Mib System Name
system-config

Mib System Location
tdm-config
Acp TLS Profile
trap-receiver
he oK Delete

Show All

Configuration

Verify

Wwidgets

Show Configura|

Please enter the default gateway value in the system config page.

ORACLG Enterprise Session Border Controller

Configuration

Monitor and Trace

Widgets

Dashboard
5 Wizards v {3} Commands +
A
http-client Modify System Config
hitp-server isplaying 0 - U of U
Options

network-interface

Call Trace enable
ntp-config

Default Gateway 10138194129
phy-interface

Restart W7 enable
redundancy-config

Telnet Timeout o ( Range: 0..65535 )
snmp-community

Console Timeout o ( Range: 0..65535 )
spl-config HTTP Timeout 5 (Range: 0.20)
system-config Alarm Threshold
tdm-config

Add
trap-receiver
N OK Delete
Show All

Verify

Show Configu

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/8.4.0/releasenotes/esbc scz840 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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8.4. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

You will first configure the slot 0, port O interface designated with the name MO0O.
This will be the port plugged into your public interface. (For Teams and Verizon side)
Avaya side is configured on the slot O port 1

Parameter Name

Public Interface(MO0O0)

Avaya Side (M10)

Slot 0 0
Port 0 1
Operation Mode Media Media

Please configure MOO interface as below.

ORACLE Enterprise Session Border Controller

ﬁ Wizards v :E]- Commands
media-manager > .
security »
session-router >
system v

fraud-protection
host-route
http-client
http-server

network-interface

ntp-config

phy-interface

Show All

Modify Phy Interface

Name MO0
Operation Type Media
Port 0
Slot 0
Virtual Mac
Admin State  enable
Auto Negotiation W enable
Duplex Mode FULL
Speed 100

Back

(Range: 0.5)

(Range: 0..2)

Ov

Configuration Monitor and Trace Widgets

Verify

admin -

Sysie

Sef
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Similarly, configure M10 interface as below.

ORACLE Enterprise Session Border Controller

v admin v

Configuration Monitor and Trace Widgets Syste

¥ Wizards w £} Commands
media-manager > .
security »
session-router »
system v

fraud-protection
host-route
http-client
http-server
network-interface
ntp-config

phy-interface

Show All

Modify Phy Interface

Name

Operation Type

Port
Slot

Virtual Mac

Admin State

Auto Negotiation

Duplex Mode

Speed

MI10
Media v

0 (Range:0.5)

1 (Range:0.2)

| enable
+ enable
FULL v

100 v

Back

Verify Disca Se

8.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure two interfaces

The table below lists the parameters, to be configured for both the interfaces.

Parameter Name Public Interface (For Teams and Avaya Core side Network
Verizon) interface

Name MO0 M10

Host Name customers.telechat.o-
test06161977.com

IP address _ 10.232.50.65

Netmask 255.255.255.192 255.255.255.0
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Please configure network interface M0O as below

ORACLE Enterprise Session Border Controller

Dashboard EEECIEETEIGIEE  Monitor and Trace  Widgels

£ wizards v £ Commands » Verify el

A
media-manager 3

Modify Network Interface

security »
Name .
SESSIOnN-router > MOG v
Sub Port id -
system v 0 ( Range: 04095 )
Description
fraud-protection
host-route
hittp-chent
Hostname -
hitp-server ustomers.telechat.o-testOs1styT 7.com

IP Address
network-interface

Pri Utality Addr
nip-config

Sec Utility Addr
phy-interface

Show All

Please configure network interface M10 as below

ORACLE Enterprise Session Border Controller

Dashboard [€niici i Monitor and Trace

L wizards v £} Commands v - ety - o
di A
media-manager » .
Modify Network Interface
security »
Name
session-router » MI0 v
Sub Port Id .
system v 0 (Range: 0.4095)
Description
fraud-protection
host-route
hitp-client
Hostname
hitp-server
IP Address
network-interface 10.23250.65
Pri Utility Addr
ntp-config
Sec Utility Addr
phy-interface
v Back
Show All
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8.6. Enable media manager

Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager option as below.

In addition to the above config, please set the max and min untrusted signaling values to 1.
Go to Media-Manager->Media-Manager

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace ~ Widgets

£ Wizards v £} Commands ¥ Verify
media-manager v : .
Modify Media Manager
codec-policy
State
media-manager /] ‘enable
Flow Time Limit -
— 86400 (Range: 04294967295 )
Initial Guard Timer 300 (Range: 0..4294967295 )
realm-config
Subsq Guard Timer 300 (Range: 04294967295 )
steering-pool
g-p TCP Flow Time Limit 86400 (Range: 0..4294967295)
security > TCP Initial Guard Timer 300 (Range: 04294967295 )
session-router » TCP Subsq Guard Timer 300 ( Range: 04294967295 )
Hnt Rtcp
system > enable
Algd Log Level NOTICE v
Mbcd Log Level NOTICE =
Delete
Show All

ORACLE Enterprise Session Border Controller

(LT EILI  Monitor and Trace  Widgets

£ Wizards v £} Commands ¥ Save Verify
g "
media-manager v - -
Modify Media Manager
codec-policy e e
) Media Policing + enable
media-manager
] Max Arp Rate 10 (Range: 0.100 )
media-policy
Max Signaling Packets 0 ( Range: 0..4294967295 )
realm-config -
Max Untrusted Signaling 1 (Range: 0.100) ===
steering-pool Min Untrusted Signaling 1 (Range: 0.100) <=
security > Tolerance Window 30 (Range: 0.4294967295)
cession router N Untrusted Drop Threshold 0 (Range:0.100)
Trusted Drop Threshold 0 (Range:0.100)
system v
Acl Monitor Window 30 ( Range:5.3600)

fraud-protection Tran On Demote To De
rap On Demote To Deny enable

host-route

Show All
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8.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the three realms used in this configuration:

Identifier Teams Avaya Realm Verizo
n
Network Interface MO0 M10 MO0
Mm in realm
Teams-FQDN Telechat.o-
test06161977.
com
Teams fqdn in uri
Sdp inactive only
Media Sec policy sdespolicy RTP RTP
RTCP mux
ice profile ice
Codec policy addCN OptimizeCodecs
OptimizeCodecs
RTCP policy rtcpGen
Access Control High High High
Trust
Level
Pai-strip Enabled Enabled
Media-policy VerizonQOS
Refer Call Transfer Enabled

In the below case, Realm name is given as Teams for Teams Side.
Please set the Access Control Trust Level as high for this realm

ORACLE Eenterprise Session Border Controller ¥  admia g
PERILLEIGEN  Configuration Monitor and Trace Widgets Syste,
£ Wizards {3 Commands v Verify ar Se
i =
media-manager v .
Add Realm Config
codec-palicy
Identifier
media-manager Ll
Description
media-policy
realm-config
steering-pool
security » Addr Prefix 0.0.00
session-router » Network Interfaces M00:0.4 %
system v Media Realm List
fraud-protection i
Mm In Realm & enable
host-route
L oK Back
Show All
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ORACLE Enterprise Session Border Controller v admin

[T Monitor and Trace  Widgets  Syste

{3} Wizards v £} Commands v Save Verify Discard Sel
d' A
media-manager v . .
Modify Realm Config
codec-policy . N
media-manager Average Rate Limit 0 ( Range: 04294967295 )
Access Control Trust Level high . _==_-—__'-'I=
media-policy 2
Invalid Signal Threshold 0 ( Range: 0..4294967295 )
realm-config
Maximum Signal Threshold 0 ( Range: 04294967295 )
steering-pool .
Untrusted Signal Threshold 0 ( Range: 0..4294967295 )
security 4 Nat Trust Threshold 0 ( Range: 0..65535)
session-router » Max Endpoints Per Nat 0 ( Range: 0..65535)
system . Nat Invalid Message Threshold 0 (Range: 065535
Wait Time For Invalid Register 0 ( Range: 0,4.300)
fraud-protection '
Deny Period D) ( Range: 0..4294967295 )
host-route
v Back
Show All

Similarly, Realm name is given as Verizon for Verizon Trunk Side.
Please set the Access Control Trust Level as high for this realm

OCRACLE Enterprise Session Border Controller

[ LiiTeiiv I Monitor and Trace  Widgets

{} Wizards v Q Commands v Save Verify
di ~
media-manager v .
Add Realm Config
codec-policy
Identifier -
media-manager Verizon
Description
media-policy
realm-config
steering-pool
security > Addr Prefix 0.00.0
session-router » Network Interfaces MO0:04 %
system v Media Realm List
fraud-protection
Mm In Realm  enable
host-route
2 OK Back
Show All
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Finally, Realm name is given as AvayaRealm for Avaya Side.
Please set the Access Control Trust Level to high for this realm

ORACLE Enterprise Session Border Controller

Monitor and Trace

Qv admin

Widgets  Syste

Configuration
£ Wizards v £+ Commands v
g ~
media-manager v .
Add Realm Config
codec-policy
Identifier
media-manager AvayaRealm
Description
media-policy
realm-config
steering-pool
security > Addr Prefix 0000
session-router » Network Interfaces MI0:0.4 %
system v Media Realm List
fraud-protection
Mm In Realm  enable
host-route
v OK Back
Show All

Verify

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-
controller/8.4.0/security/sbc _scz840 security.pdf
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8.8. Enable sip-config

SIP config enables SIP handling in the SBC.
Make sure the home realm-id, registrar-domain and registrar-host are configured.

Also add the options to the sip-config as shown below.
To configure sip-config, Go to Session-Router->sip-config and in options, add the below

1 add max-udp-length =0 & global-contact
1 inmanip-before-validate & reg-cache-mode=from

For more info, please refer to SBC security guide given in the above section.

admin|

ORACI_E Enterprise Session Border Controller -

Dashboard Configuration Monitor and Trace Widgets Sys|

13 wizards w £+ Commands

~
local-policy

local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

Show All

Modify SIP Config

State

+ enable
Dialog Transparency v enable
Home Realm ID — =
Egress Realm ID -
Nat Mode None A
Registrar Domain
Registrar Host .
Registrar Port 5060 ( Range: 0,1025..65535 )
Init Timer 500 ( Range: 0_4294967295 )
Delete

Verify

ORACLG Enterprise Session Border Controller

L3 Wizards v £ Commands v

~
local-policy

local-routing-config
media-profile
session-agent
sesslon-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

Show All

Dashboard

Modify SIP Config
Enforcement Profile

Red Max Trans

10000 ( Range: 0..50000 )
Options
P global-contact

inmanip-before-validate

max-udp-length=0

reg-cache-mode=from X
SPL Options
SIP Message Len 4096 ( Range: 0..65535)
Enum Sag Match enable
Extra Method Stats | enable

Delete

Configuration

Verify

Monitor and Trace

Widgets
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8.9. Configuring a certificate for SBC

This section describes how to configure the SBC for both TLS and SRTP communication with Teams
Direct Routing and IKE/IPSEC to connect to Verizon Business IP Trunk.

Mi crosoft Teams Direct Routing only allows TLS conne

media traffic. It requires a certificate signed by one fo the trusted Cerificate Authorities. A list of currently
supported Certificate Authrities can be found at:

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc

Similarly, Verizon Business requires a secure, IPSEC tunnel be established between the Oracle SBC and
the VZB network. You must obtain the IPSEC Template from your Verizon Business account team before
configuring IKE/IPSEC on the Oracle SBC.

For the purposes of this application note, wedll cre¢
1 SBC Certificate (end-entity certificate)
1T GobDaddy Root Cert (Root CA used to sign the SBCSHO
1 BaltimoreRoot CA Cert (Microsoft Presents the SBC a certficate signed by this authority)
1 DigiCert Global G2 Cert (Microsoft Presents the SBC a certficate signed by this authority)

Note: The DigiCert RootCA is only part of this example, as that is the Authority we used to sign our SBC
certificate. You would replace this with the root and/or intermediate certificates used to sign the CSR
generated from your SBC.

SBC End Entity Certificate

The SBCb6s end entity certificate is the certifica
The only requirements when configuring this certi
FQDN. In this example our common name will be telechat.o-test06161977.com. You must also give it a
name. All other fields are optional, and can remain at default values.

t e
fic

To Configure the certificate record:

Click Add, and use the following example to configure the SBC certificate
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ORACLE Enterprise Session Barder Controller

NN3900-101 10038194156 SCZ9.0.0 Patch 2 (Build 172)

Conﬁguration View Configuration Q

media-manager 3 .
Add Certificate Record
security L 4
Name e
authentication-profile SBCCertificateforTeams
Country
certificate-record us
State
tl=-global A2
. Locality Burlington
tls-profile
Organization Engineering
session-router > ==
Unit
system >
Commaon Name telechat.o-test-0616197.com
Key Stze 2048 -
Alternate Name
Trusted | enable
Key Usage List

digitalSignature »

keyEncipherment

Extended Key U List
endediney Usage Lt serverAuth » | clientButh 3

M Click OK at the bottom

Next, using this same procedure, configure certificate records for the Root CA certificates

Root CA and Intermediate Certificates

1 Go Daddy Root

The following, GoDaddyRoot,isther oot CA certi ficate used to sign t he
mentioned above, your root CA and/or intermediate certificate may differ. This is for example purposes
only.

9 DigiCert Global Root G2

The DNS name of the Microsoft Teams Direct Routing interface is sip.pstnhub.microsoft.com. Microsoft
presents a certificate to the SBC which is signed by DigiCert Global Root G2.To trust this certificate, your
SBC must have the certificate listed as a trusted ca certificate. You can download this certificate here:
DigiCert Global Root G2
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i Baltimore Root

The DNS name of the Microsoft Teams Direct Routing interface is sip.pstnhub.microsoft.com. Microsoft
presents a certificate to the SBC which is signed by Baltimore Cyber Baltimore CyberTrust Root. To trust
this certificate, your SBC must have the certificate listed as a trusted ca certificate.

You can download this certificate here: https://cacerts.digicert.com/BaltimoreCyberTrustRoot.crt.pem

Please use the following table as a configuration reference: Modify the table according to the certificates in
your environment.

Common Name Baltimore CyberTrust Go Daddy Class2 | DigiCert Global Root
Root Root CA G2
Key Size 2048 2048 2048
: digitalSignature digitalSignature digitalSignature

Key-Usage-List X - -

y g keyEncipherment keyEncipherment keyEncipherment

Extended Key Usage List serverAuth serverAuth serverAuth
Key algor rsa rsa rsa
Digest-algor Sha256 Sha256 Sha256

ORACLE Enterprise Session Border Controller

v

admin w

NN3950-101 10138194101 SCZ9.0.0 Patch 3 (Build 290)

‘onfiguration

Q

View Configuration

media-manager 3

Certificate Record

security v

authentication-profile

ma.

Action  Select

certificate-record

tis-global

tls-profile

session-router »

system »

& @ presiz
Name Country

BaltimoreRoat
DigiCertGlobalRootG2  US
GoDaddyRoot us

SBCCertificateforTea...  US

State Locality

MA Burlington
MA Burlington
MA Burlington
California Redwood City

Configuration Widgets System
Discard 23 Verify B save
search Q
Organization Unit Common Name
Engineering Baltimore CyberT
DigiCert www.digicert.com DigiCert Global Rc
Engineering GoDaddy Class2 f

Oracle Corporation

50 |

telechat.o-test06
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https://cacerts.digicert.com/BaltimoreCyberTrustRoot.crt.pem

At this point, before generating a certificate signing request, or importing any of the Root CA certs, we
must save and activate the configuration of the SBC.

Confirm

w to activate the configuration?

Generate Certificate Signing Request

Now that the SBCb6s certificate has been configured,
entity only. This is not required for any of the Root CA or intermidiate certificates that have been

created.
On the certificate recordpagei n t he Oracle SBC GUI, select the SBCH
created above, and click the fAigeneratedo tab at the t

ORACLE Enterprise Session Border Controller v admin v
NN3950-101 10138194101 SCZ9.0.0 Patch 3 (Build 290) LTI MonitorandTrace  Widgets  System

Configuration  View Configuration Q Discard 2 Verify B save
media-manager »

Certificate Record

security v \

authentication-profile

L & & PKCS12 s o o B © Search Q
certificate-record
Action  Select Name Country State Locality Organization Unit Common Name
tls-global
BaltimoreRoot us MA Burlington Engineering Baltimore CyberT
tls-profile
DigiCertGlobalRootG2  US MA Burlington DigiCert www.digicert.com DigiCert Global R
session-router >
system » GoDaddyRoot us MA Burlington Engineering GoDaddy Class2 f
«  SBCCertificateforTea... US California Redwood City Oracle Corporation telechat.o-test06"
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Generate certificate response

Copy the following information and send to a CA authority

----- BEGIN CERTIFICATE REQUEST-----
MIICTiCCAdYCAQAWDDELMAKGATUEBhMCYYVMxCzA IBgNVBAgTAKIBMRMWEQYDVQQH
EwpCdXJsaW5ndGFuMRQwEYDVQQKEwWtFbmdpbmVicmluZzEIMCMGATUEAxMcd GYs
ZWNoYXQubyl10ZXNOLTAZMT YxOTe3LmMNvb TCCASIwWDQYIKoZIhweNAQEBBQADggEP
ADCCAQoCgeEBAK+uhx7951uhDGtQQwvod4EcZE6SWDLIDY PPYcIWbvLSuWzkéy3Yh
s40cadZuZWmrLNLILZFv9x9R5KzM4MBwqYiUvPOBChoowuautu/swSKIReSpfDZh
NaAGUIrvAfvacyPz7KsyrJKgchzsOFNNIPDAaQsDQjuoFCDUBtOATZ6xDFxpCdiF
nhg+dtB7gAtCdvWE/VordPAFI1diB2Y T4YBAWqwQI2wGn+ycZFtEPSmHIBWEICVr
sMGFUelcTM5i//AVepF+jsJcBxswiE+Zr24kEiCrermOllgOHRVEEY TTulUteFoly
d/600aVPYHgkKn250HQ2IwaMITkMxpBjlpUCAWEAAIAMDsGCSqGSIb3DQEIDEU
MCwwCwYDVROPBAQDAEWeMBOGATIUDIQOWMBQGCCsGAQUFBwMBBgerBeEFBQCDAJAN
BekghkiGwOBAQsFAAOCAQEANBLIURPLEZ2rkQDIB312JeOf3tacevMQeClGedFCE
uLcey+2XmtKF+HHPIECde+tLkXilsevinfBT2Ba4KynPwmTkQ35DfolYQIWFOhEsm
LeuKMvjBYekJwebDkFCtDWwWBZ010zY byuVNxPLBiDSIudWbIBAYwd+9693VUVQDb
SURSrooNKwQIOf IMNmuPMWI13v/p7kVsTtkBaSwFaIHNx+k36MrR4ASYFg\/rzeOTs
PeTYRyOVGYSQs0hSTSkeU0xjEXP]SK2gpdQzBYGBIABKZ XcpInTz EwgtodmRnhZ
f7Gm45Jt451A800peq5HE3ajFg0gBtwMeVj9znAlogle/z==

----- END CERTIFICATE REQUEST-----

Copy/paste the text that gets printed on the screen as shown above and upload to your CA server for
signature.

Also note, at this point, another save and activate is required before you can import the certificates to
each certificate record created above.

Once you have received the signed certificate back from your signing authority, we can now import all
certificates to the SBC configuration.

Import Certificates to SBC
Once certificate signing request has been completed i import the signed certificate to the SBC.

Please note i all certificates including root and intermediate certificates are required to be imported to the
SBC.

Once all certificates have been imported, issue a third save/activate from the WebGUI to complete the
configuration of certificates on the Oracle SBC.

ORACLE Enterprise Session Border Controller Qv admin v

[&CLUETENLUNE  Monitor and Trace  Widgets  System

NN3950-101 10138194101 SCZ9.0.0 Patch 3 (Build 290)

Configuration = View Configuration ~~ Q Disca © Verify  [B) save

media-manager .
Certificate Record

security v

authentication-profile

Lo & PKCST2 s/ o o B M Search Q
certificate-record
Action  Select Name Country State Locality Organization Unit Common Name
tls-global
BaltimoreRoot us MA Burlington Engineering Baltimore CyberT
tls-profile
DigiCertGlobalRootG2  US MA Burlington DigiCert www.digicert.com DigiCert Global R
session-router >
system > GoDaddyRoot us MA Burlington Engineering GoDaddy Class2 |
«  SBCCertificateforTea... US California Redwood City Oracle Corporation telechat.o-test06"
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Import Certificate

Format

try-all v
Import Method File

@ Paste
Poste [ BEGIN CERTIFICATE-———

MIHM{CCBhagAwlBAEIQCEC/hIg
HZ(Q8xkQTv4A0WWzANBgkahkiG
9wOBAQsFADBP
MQswCQYDVQQGEWIVUZEVMB
MGAIUEChMMRGInaUNIcnQeSW
Sk JwYDVQQDEYBE

ydCBUTFMgUINBIFNIQ
yMDhw|ENBMTAeFuOyMTA
5MjAwMDAWMDBa
FwOyMjASMigyMzUSNTIaMIGKM
OswCOYDVOOGEwIVUZETMBEG 7

Import Cancel

1 Once pasted in the text box, select Import at the bottom, then save and activate your
configuration.

Repeat these steps to import all the root and intermediate CA certificates into the SBC:

8.10.TLS Profile

TLS profile configuration on the SBC allows for specific certificates to be assigned.
GUI Path: security/tls-profile
ACLI Path: config tA securityA tls-profile

9 Click Add, use the example below to configure
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admin

ORACLE Enterprise Session Border Controller v
Widgets

Configuration Monitor and Trace System

NN3950-101 10138194101 SCZ9.0.0 Patch 3 (Build 290)

Configuration  ViewConfiguration ~ Q Discard 2} Verify
media-manager » . .
Modify TLS Profile
security v
Name < <
authentication-profile ELSTeaTs
End Entity Certificate ~Cortil o
certificate-record SBCCertificateforTeams v
Trusted Ca Certificates
tls-global BaltimoreRoot X
DigiCertGlobalRootG2 X
tls-profile
GoDaddyRoot X
session-router >
Cipher List DEFAULT X
system > 3
Verify Depth 10 (Range: 0.10)
Mutual Authenticate | enable
TLS Version tlsv12 -
Options
K Rark

M Select OK at the bottom

8.11. IKE/IPSEC Config

The configuration elements required for IKE are not available via the Oracle ESBC GUI, and must be
configured from ACLI too.

Note: The examples provided will only display the parameters of each element that have been changed.
All others can be left at default values unless required to be changed for your specific purpose.

8.11.1. IKE Config

ACLI Path: config t A securityA ike A ike-config

Type Select, and use the below example to configure the global Ike configuration

ike-config
ike-version 1
log-level NOTICE
phasel-dh-mode dh-group2
phase2-exchangemode dh-group2
8.11.2. IKE Interface
ACLI Path: config t A securityA ike A ike-interface
ike-interface
ike-version 1
address 155.212.214.101
realm-id Verizon
ike-mode initiator
*kkkkkhkk

shared-password
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sd-authentication-method

shared-password
8.11.3. IKE Salnfo

ACLI Path: config t A securityA ike A ike-sainfo

ike-sainfo
name VZ1
auth-algo md>5
encryption-algo 3des
tunnel-local-addr 155.212.214.101
tunnel-remote-addr 152.188.29.84
ike-sainfo
name VZ2
auth-algo md>5
encryption-algo 3des

155.212.214.101
152.188.28.212

tunnel-local-addr
tunnel-remote-addr

8.11.4. Security Policy

Security Policies are part of the IPSEC configuration on the SBC,
This is also available through the GUI. GUI Path: security/ipsec/security policy
ACLI Path: config tOsecurityOipsecsecurity-policy

Use the below table as an example to configure security policies on the SBC toward Verizon Business

Functio IPSEC SIP IPSEC SIP
n
Name Verizon- Verizon- Verizon- Verizon-Security-
Security- Security- Security- Policy-2A
Policy- Policy-1A Policy-
Network-Interface S1p0:0 S1p0:0 S1p0:0 S1p0:0
PTIOrTy 0 T Z 3

Local IP addr match

155.212.214.10
1

155.212.214.1
01

155.212.214.10
1

155.212.214.101

Remote ip addr match <Vz-IPSEC-IP>| <VZ-SIP-IP> |<VZ-IPSEC-IP> | <VZ-Sip-IP>
Local port match 500 0 500 0
Remote port match 500 0 500 0

Local IP Mask

255.255.255.0

255.255.255.2

255.255.255.0

255.255.255.255

Remote TP mask

ibb.ébb.ébb.d&

295.255.255.7
55

ﬁbb .255.255.27

255.255.255.255

Ike-sainfo-name

VZ1

VZ2

Action

Allow

IPSEC

Allow

IPSEC

Outbound-sa-fine-grained-mask

Local ip mask

255.255.255.25
5

255.255.255.0

255.255.255.25
5

255.255.255.0

Remote ip mask

255.255.255.25
5

255.255.255.2
24

255.255.255.25
5

255.255.255.224
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ORACLE Enter prise Session Border Controller v  admin

Dashboard Configuration Monitor and Trace Widgets Sysl

£} Wizards £} Commands . Verify 5
cert-status-profile o~

Security Policy
certificate-record

ke >
ipsec - LI Delete All Upload Download search o,

HName HNetwork Interface Priority Local IP Addr Match Remaote IP Addr Match Local Port Match Local Part Match Max

ipsec-global-config
Verizon-Security-Palicy-1 MO0:0 [¥] — 500 65535
securify-association  » i .
Verizon-Security-Policy-1A MOD:0 1 0 45535
security-policy Verizon-Security-Policy-2 MOO0 z 500 65333
Verizon-Security-Policy-24  MOO:D 3 — 0 65535
media-securiry 3

password-policy

Socurity-config
ssh-config
ssh-key

tis-glabal

Show au_"\

Displaying 1- 4 of 4

8.12. Configure SIP Interfaces

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
Please configure the below settings under the sip-interface.

- Tls-profile needs to match the name of the tls-profile previously created
- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the
particular Session agents added to the SBC.

[
Below is the sip-interface Configured for Teams side. L

I
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oRrACLE Enterprise Session Border Controller

Dashboard JREGUETCICGE  Monitor and Trace

{3} wizards £} Commands w Verify
local-palicy ~

Modify SIP Interface Show Configural]
local-routing-config

media-profile State | enabile

session-agent Realm 1D — .

session-group Descriphion
session-recording-group
session-recording-server

session-translation
SIP Porls

sip-config

sip-feature
P Address Port Transport Protocod TLS Profile Allow Anomymous Multi Home Addrs

sip-interface S0 s TLSTeamsCarrier agents-only

o e dadinn ~ Back
Show All

Similarly, Configure sip-interface for Verizon side as below:

Finally, configure sip-interface for Avaya side as below
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