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PURPOSE STATEMENT

This document provides an overview of the installation and configuration of Oracle Analytics Server 6.4.0 for use with
Enterprise Manager 13.4 and13.5 Itisintended solely to help you assessthe business benefits of upgrading to Enterprise
Manager 13.4 and13.5and to plan your I.T. projects.

Oracle Analytics Server is a full featured reporting and analytics platform a nd is readily adaptable to utilize the rich data set
that is available via Enterprise Manager.

This guide has been written an d validated against Oracle Analytics Server 6.4.0.

THE NUMEROUS SCREEN SHOTS DISPLAYED IN THIS DOCUMENT ARE FROM ORACLE ANALYTICS SERVER 6.4.0.

DISCLAIMER

This document in any form, software, or printed matter, contains proprietary information that is the exclusive property of
Oracle. Your accessto and use of this confidential material is subject to the terms and conditions of your Oracle software
license and service agreement, which has been executed and with which you agree to comply. This document and
information contained herein may not be disclosed, copied, reproduced, or distributed to anyone outside Oracle without
prior written consent of Oracle. This document is not part of your license agreement, nor can it be incorporated into any
contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assistyou in planning for the implementation
and upgrade of the product features described. It is not a commitment to deliver any material, code, or functionality, and
should not be relied upon in making purchasing decisions. The development, release,and timing of any features or
functionality described in this document remains at the sole discretion of Oracle.

Due to the nature of the product architecture, it may not be possible to safely include all features described in this document
without risking significant destabilization of the code.

DISCLAIMERS FOR PRRELEASE, PRESA PRODUCTS

The revenue recognition disclaimer on this page is required for any technical brief that addresses future functionality or
for products that are not yet generally available (GA).If you are unsure whether your statement of direction needs the
disclaimer, read the revenue recognition policy. If you have further questions about your content and the disclaimer
requirements, e-mail REVREC_US@oracle.com

The testing disclaimer in the copyright section on the last page (highlighted in yellow) is provided by the FCCfor hardware
products. It must appear in the copyright section for all pre-release, pre-GA hardware products. Be sure to remove the
yellow highlighting before publishing. When the product becomes GA, update your collateral by removing the disclaimer
from the copyright section . If your product is already GA or if you are writing about a software product, delete the disclaimer
from the copyright section .

Important: If your product is not GA,then you cannot include any regulatory compliance information in the statement of
direction. Regulatory compliance information may be included for GA products only if you have completed all required
safety and emissions testing, and you have received the certificates issued by the testing organization


https://stbeehive.oracle.com/content/dav/st/GDMI/Public/REFG-P06.htm
http://REVREC_US@oracle.com
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Preface

» For Enterprise Manager 13.5 Bl Publisheris no longer installed nor configured alongside Enterprise Manager.

» Neither Bl Publisher, nor Oracle Analytics Server, can be installed in the same WebLogic domain, nor on the same
host system, as Enterprise manager 13.5.

» This guide is meant to be utilized as a supplement to, and not a replacement for, the existing Fusion Middleware
Documentation Book Sets specific to Oracle Analytics Server and Oracle Analytics Publisher.

» The document provides specific deta ils and instructions for an installation of Oracle Analytics Server 6.4.0,0n a host
separate system, to run Bl Publisher Reports against the Enterprise Manager 13.4 and 13.5 repository database.

BEFORE BEGINNING THE PROCEDURES DOCUMENTED IN THIS HANDBOOKOWNLOAD ANY CUSTOMIZED BIP REPORTSFROM THE
EMBEDDED BIP IN EM13.4, USING THE BIP USER INTERFACE.

Background
1. BI Publisheris part of the on -premises product formerly known as Business Intelligence Enterprise Edition

(BIEB.
2. BIEEhas been re-branded Oracle Analytics Server (OAS).
Bl Publisher has likewise been re-branded as Oracle Analytics Publisher Pixel Perfect Reporting.
4. OAS, to a certain extent, is an on-premises version of Oracle Analytics Cloud (OAQC).

w

Design

For those customers who want to continue to use Bl Publisher capabilities with Enterprise Manager, the licensing and
support model included with Enterprise Manager 13.5 will continue to support this for Oracle Analytics Publisher.

However, installation and configuration of Bl Publisher (BIP), now rebranded as Oracle Analytics Publisher (OAS), will be the
responsibility of the customer.
Requirements

This guide provides a best practice for installation and configuration of OAS6.4.0.

Enterprise Manager will continue to supply and support a set of feature -rich Oracle provided Out of Box reports designed
and tested with Oracle Analytics Publisher 6.4.0.

Multiple copies of each set of these Out of Box Reports can easily be generated, to support execution against multiple
Enterprise Manager Installations (when LDAP security store is utilized).

This guide is not meant to replace or otherwise supersede the large set of documentation books that are currently
developed and available for Oracle Analytics Server, and Fusion Middleware as a whole, via the Oracle Help Center.

Where appropriate, screenshots and other pointers are being provided to help navigate these procedures.
References to specific documentation books in the OAS product library will also be referenced to provide further details.

The next section highlights some crucial details regard ing the scope of this document.

External References

Throughout this guide many footnotes are available that reference more detailed documentation books available for Oracle
Analytics Server, Fusion Middleware Control, and other Oracle technologies.

These footnotes are cross referenced in [hapter 21ReferencesE .



Limited Scope

1. Configuration of the full Oracle Analytics Server component is beyond the scope of this guide .
- This guide only addresses configurations including the Oracle Analytics Publisher component , and not the
full Oracle Analytics Server component.
1 Further details can be found in Bection 8.7.2- Step 2 MConfiguration E . fc2dh dhotdiom that
section is repeated below:
1 Be sure to only select Oracle Analytics Publisher.

Components _ORACLE @‘
FUSION MIDDLEWARE

Welcome

You're about to configure Oracle Analytics (5.9.0). For more information, see [nstalling and
Configuring Oracle Analytics Server. Context-sensitive help is available by clicking Help

__.(: H—g

Components

Prerequisite Checks
A

I Compon 1o inc
¥ Define Domain
| Q hCs Server
¥ Database Schema . .
ncludes compon such as data visualization, analyses, das oards, and agents.
| d hasd | | dashboard d

|
Port Management
Y

| || Oracle Analytics Publisher
o Initial Content

! Includes Publisher for pixel-perfect reports.
v Summary

I
T Configuration Progress
|

- As an alternative to this guide, u tilize the standard Oracle OAS configuration documentation .*

2. High Availability configuration s and/or Disaster Recovery solutions for OAS are beyond the scope of this
guide.
- aDA/sz b IypnlLls5zdz TgD3) gDz gljppnj dzLj! | $DAJdz 2Dy zp EEdzZ RY NjS I Lj
The Oracle MAA architecture supports multiple Oracle Analytics Server systems as part of a single
WebLogic cluster.
| As an alternative to this guide, reference these documents:
- Oracle® Analytics Enterprise Deployment Guide for Oracle Analytics Server. ?

- 2Dz z p & Edz Avaliabitity Ajdhitecture.

3. A dedicated host system is required for the standalone Oracl e Analytics Server.
- Itis theoretically possible to install and utilize OAS on the same host system as Enterprise Manager 13.5.
- However, there are many disadvantages to this approach.
T Out of the box, configuration of a standalone OAS on the same host system as Enterprise
Manager will fail.
T t25dz 5dz 3Ljg LM¥ y p5I35LWLIB+I 51 LI LI3EDpn5l3z uwgzZp
- Ifa customer managed to install and configure OASon the same host system as EM 13.5, therecould be
unintended side effects that impact the operation of both EM 13.5 and OAS.

4. At some future date support for running OAS on the same host system as EM 13.5 may be documented.

Enhancement

A single OAS instance can be utilized to run reports against multiple E nterprise Manager installations.

All Enterprise Manager Installations, along with the single OAS, must utilize the same LDAP configuration, with or
without SSO.

This implicitly requires that the same set of LDAP credentials be available on all Enterprise Manager installations,
along with the standalone OAS.

1 (Configuring Oracle Analytics Server, 2021)
2 (Oracle® Analytics Enterprise Deployment Guide for Oracle Analytics Server, 2020)
3 (Oracle Maximum Availability Architecture, MAA, 2021)
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Best Practice MPlanning for a Fresh Installation of Enterprise Manager 13.5

Step A: Install and configure Enterprise Manager 13.5

1. Follow all documented procedures according to the official Enterprise Manager documentation set.
2. Do not proceed to step C until all relevant corporate internal requirements are met.

Step B:Follow the detailed steps in this workbook

1. Utilize this technical brief to install and configure a standalone OAS 6.4.0 installation on a separate, dedicated,

host system.
2. Ensure that all relevant procedures up to and including chapter 15 are complete.

Step C: Update the standalone OAS installation for use with Enterprise Manager 13.5

1. Follow the procedures detailed in ' Chapter 18 Uploading Enterprise Manager Provided Reports
2. Upload the updated set of Oracle Provided out of Box reports that are included with EM 13.5
- Utilize the standalone OAS User Interface to upload this new set of Oracle Provided Out -of-Box reports to
OAS.

Best practice MPlanning for an Upgrade of Enterprise Manager from EM 13.4 to EM 13.5

PREPARATION: DOWNLOAD ANY CUSTOMIZED BIP REPORTS FROM THE EMBEDDED BIP IN EM 13.4, USING THE BIP USER INTERFACE.

Step A: Follow the detailed steps in this workbook before upgrading to EM 13.5

1. Install and configure the standalo ne OAS:
- Ultilize this technical brief to install and configure a standalone OAS 6.4.0 installation on a separate
dedicated, host system.
Ensure that all relevant procedures up to and including chapter 15are complete.
T Integrate the standalone O AS security configuration, as detailed, against an existing Enterprise
Manager 13.4 installation(s).
2. Follow the procedures detailed in 'Chapter 16-Migrating customized BIP reports to standalone OAS'"
- Ultilize the existin g Enterprise Manager 13.4 environment, and the embedded Bl Publisher user interface, to
download any customized reports to your local PC or desktop system.
- Utilize the standalone OAS 6.4.0 user Interface to upload these same customized reports , from your local
PC ordesktop system to the standalone OAS.
- Do not proceed to step B until all relevant internal corporate requirements are met.

Step B: Upgrade to Enterprise Manager 13.5

1. Follow all documented procedures according to the official Enterprise Manager documentation set.
2. Do not proceed to step C until all relevant corporate internal requirements are met.

Step C: Update the standalone OAS installation for use with Enterprise Manager 13.5

1. Follow the procedures detailed in ' Chapter 18 Uploading Enterprise Manager Provided Reports "
- Upload the updated set of Oracle Provided out of Box reports that are included with EM 13.5
1 Utilize the standalone OAS User Interface to upload this new set of Oracle Provided Out -of-Box
reports to OAS.
2. Follow the procedures detailed in ' Chapter 19- Migrating BIP Schedules from EM 13.4:
- Migrate the BIP report schedules, from the embedded BIP included in EM 13.4, to the standalone OAS.

11



Recommendation for the version of Oracle Analytics Server

Please note that there are currently two versions of this guide.

This guide is specific to Oracle Analytics Server (OAS) version 6.4.0.
The prior version of this guide was specific to Oracle Analytics (OAS) version 5.5.0.
Both versions of this guide have been written, developed, and tested by the Enterprise Manager Develop ment organizations.

The implications of this development and testing are far reaching

The two versions of this guide provide far more than just simple certificat ion of a given version of Oracle Analytics Server.

These guides have been written with the same rigor and diligence as any other Oracle software deliverable.

If the steps in this guide are followed exactly, a fully functional, standalone Oracle Analytics Server will be available with the
same set of capabilities as the embedded Bl Publisher included in Enterprise Manager 13.4.

Other Versions of Oracle Analytics Server are available today, such as OAS 5.9.0, and new versions of Oracle Analytics Server
will be released over time.

Oracle's recommendation is to utilize the prior version of this guide, with OAS 5.5.0, or this version with OAS 6.4.0.

- Please note that all the screenshots in this version of the guide are from OAS 6.4.0.

12



Customer Impact

Enterprise Manager supports a rich set of architectural and security options, as does Bl Publisher and Oracle Analytics
Publisher.

In past releases of Enterprise Manager , prior to Enterprise Manager 13.5, all these Enterprise Manager options had been
enhanced to incorporate BIP, in parallel, with the OMS.

Some examples include:

Enterprise Manager Login using repository -based authentication (default configuration).

Repository -based authentication is also utilized alongside Oracle RDBMS Enterprise User Security (EUS).
Enterprise Manager Login using LDAP, based upon WebLogic Security Providers.

Enterprise Manager Single Sign On.

EM High Availability and Disaster Recovery.

EM runtime tools (st art, stop0  dzLJy LJLjdz0 gLz . 7 P

Deployment and management of Oracle Provided BIP Reports.

The capability to patch EM with updated BIP reports.

Target Level permissions (VPD) for BIP Report Execution.

All this automation has been removed in E nterprise Manager 13.5

The purpose of this document is to ease this transition from the integrated BIP  to a standalone OAS installation.

Cross References to Relevant Oracle Documents
OAS supports all the same architectural and security options as wasprovided via the embedded BI Publisher.

However, lifecycle management for the standalone OAS product is via a rich, and complex, set of documentation books.
Beyond OAS, numerous other Oracle technologies and products are referenced and outlined within thes e pages.
References to relevant Oracle documentation are available throughout this guide, utilizing document footnotes.

All these foot notes are cross referenced to the complete set in the bibliography, located here:

Chapter 21- References

13



Organization of this Guide

STEP DESCRIPTION CROSSREFERENCE

1 Basic installation and configuration of Oracle Analytics Server. Chapter 8

2 Security configuration Chapter 9 OR
Chapter 10
And optional ly

Chapters 11,1231

A Oracle Analytics Server 6.4.0 Chapter 9

If Repository Based:
B1 Enterprise Manager RDBMS Repository. Chapter 10
E Skip to Chapter 14

else LDAP Based:

B2 Fusion Middleware and Specific WebLogic Security Configurations. Chapter 11
No SSO?
E Skip to Chapter 14

i Optional configuration of Oracle HTTP Server (OHS) Chapter 12
No OAM?
E Skip to Chapter 14

ii Optional configuration of Oracle Access Manager (OAM) Single Sign On. Chapter 13

g Configuration of required Oracle Analytics Server Datasource (S). Chapter 14
4 Migrating any customized BIP reports from the embedded BIP to the standalone = Chapter 16
OAS.
5 Installation of Oracle provided Out of Box Reports to the standalone OAS . Chapter 18
6 Migrating schedules from the Enterprise Manager 13.4 embedded BIP . Chapter 19
7 Updating the Enterprise Manager 13.5 WebLogic Domain target. Chapter 20
Table 1. Outline of Guide

There is also a flow chart of the above LJy Z p Ghapkeil 6 - Blow chart for all Procedures'.
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CHAPTER 1. OVERVIEW OF BASE INSTALLAND CONFIGURATION OF OAS

There are three steps to get OASinstalled and preliminarily configured.

All the binaries for the below items can be downloaded utilizing the standard Oracle eDelivery website.

1. Install Required JDK (JDK8 8u211 or higher}

2. Install Fusion Middleware Control Infrastructure (do not configure). °

3. Installation of OAS 6.4.0.°

4. Application of the OWSM bundle patch: 12.2.1.4.211128ee patch ID33618954

5. Application of the latest Oracle Fusion Middleware patch set update: See document ID 2817011.1
6

Configuration of OASand associated Database Schema objects.

4 (Java Platform, Standard Edition - Release 8, 2020)
5 (Oracle® Fusion Middleware, 2020)

6 (Configuring Oracle Analytics Server, 2021)
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CHAPTER 2. OVERVIEW OFPOST INSTALL STEPS FOROAS

THE STEPS IN THIS DOCUMENT WERE SPECIFICALLY DEVELOPED AND TESTED AGAINST BOTH E NTERPRISE MANAGER 13.4 AND
ENTERPRISE MANAGER 13.5

Below is an outline of th e steps needed to be followed the successful base install and configuration of OAS.

It is important to follow these detailed steps against Enterprise Manager 13.4, prior to upgrading to Enterprise Manager 13.5

1. Configure the appropriate OAS security model and required roles. *

Configure the OAS Datasource(s), for use with the Enterprise Manager Repository database(s).®

3. Configure the EM repository database such that EM administrators have access to EM data, when logged into
the standalone OAS.

N

After the Enterprise Manager 13.5 upgrade

1. Install and utilize the Oracle provided out-of-the-box Reports.
2. Upload any customized reports from the prior release of EM .
3. Migrate the BIPReport Schedules from the embedded BIP in Enterprise Manager 13.4 to the standalone OAS?®

7 (OAS- About Alternative Security Options, 2021)
8 (OAS- Set Up Data Sources, 2021)
9 (Migrating Scheduler Jobs and Job History, 2021)
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CHAPTER 3. OVERVIEW OFOAS SECURITY CONFIGURATIONS

Enterprise Manager is generally configured with one of the security configurations shown below.

10

The standalone OAS can then to be configured to match, or map, to this same security configuration.

ENTERPRISE MANAGER CORRESPONDING | NUMBER OF EM{ UNDERLYING SECURITY STORE
SECURITY CONFIGURATION [ OAS SECURITY INSTALL S PER
MODEL OAS INSTALL
- Repository-based security: Database Security  One - Enterprise Manager Repository database
- Default, out-of-box EM Model 't system. (RDBMS):
security configuration. - All users and roles defined in the RDBMS.
- LDAP, with or without SSO: Fusion One or more 9 LDAP server (i.e., OID or AD):
- Configured utilizing Middleware 2 - All users and groups defined in the LDAP
standard emctl server.
commands.
Table 2. Mapping of Enterprise Manager Security Configurations to OAS Configuration

The following chapter provided an overview of the two Enterprise Manager Security Configurations  from the
table above.

10 (EM - Security Features : Supported Authentication Schemes, 2021)
11 (OAS- Integrate with Oracle Database Security, 2021)
12(OAS- Configure Oracle Fusion Middleware Security Model, 2021)
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CHAPTER 4. OVERVIEW OFENTERPRISE MANAGER SECURITY

4.1 EM Repository based authentication

Requirements:
- OASDNY LI Zydzg Tg®#LDALI R*+*F3EPpE
- K ppZYyzUdzpDE|! § Dz
- Create required DBMS roles.
- Grant/Revoke these roles to appropriate Enterprise Manager administrator(s).
T Note: Out of box, EM administrators have a corresponding DBMS user.
- Create the JDBC Datasource EMREPOS for use with Enterprise Manager.

4.2 LDAP-based authentication

Requirements:

OASDOLjdz5 # I RI B piDAYIBZ R+ 3¢ p E
corresponding Fusion Middleware Configuration,
Configuration steps are required, utilizing the Fusion Middleware Control that is bundled with OAS
Additional manual steps involving editing of specific Fusion Middleware configuration files.
If EM is also utilizing SSO, OAS:is to be likewise configured:
- Manual configuration of additional Fusion Middleware configuration files.
- Installation of Oracle HTTP Server (OHS) into the same domain as OAS.
- Configuration of OHS Webgate in the OAS domain by editing additional Fusion Middleware configuration
files.
- Additional configuration of OAS .
Configure the JDBC Datasource(s) EMREPOS [, EMREPOS?2 [, EMREPOS3].fgr use with Enterprise Manager.

13(OAS- Integrate with Oracle Database Security, 2021)
14(OAS- Configure Oracle Fusion Middleware Security Model, 2021)

4-18



CHAPTER 5. OVERVIEW OFREQUIRED OASDATABASE REFERENCES

Oracle Analytics Server is configured with either 2 or 3 database references.

The number of databasesreferences depends on which Enterprise Manager security model is being utilized , asdiscussed in
the prior Chapter 4, Overview of Enterprise Manager Security .

The three database references are summarized in the below table:

1. Oracle Analytics Server Schema Common to Both 9 Standard WebLogic schema.
- OAS scheduler schema.

2. Enterprise Manager Repository Common to Both The actual Enterprise Manager Repository data that is
rendered by Oracle Analytics Publisher Reports.

3. Enterprise Manager Repository  Database Security Model*®> The credentials for all Enterprise Manager
Administrators.

Note that the database s referenced can utilize any of the standard Oracle Databases (for example, pluggable databases).

5.1 Two Common Database References

4. Oracle Analytics Server Schema:

- The Oracle Database that contains all the database objects required by Oracle Analytics Server:

- This consists of the complete Oracle Analytics database schema, including the OAS scheduler schema.

- This database is configured in Bection 8.7.5 - Step 5- Database SchemakE

- Forfurther detailsonthe Ot T dZzz 2 ¢ 3 Ljp & DDhapizf 1O MiDrdipgBIlRBSS€hkedules from EM 13.4 .
5. Enterprise Manager Repository:

- This is the complete Enterprise Manager Repository Database Schema.

- 1 25dz 3yLlyzZydzg 5dz z#I1 g 5@hapegls- Cordiddiatigdf reqifed @AS2+t T 51 D

Datasource(s)E .
- This database contains all the Repository data that is utilized to run Oracle Analytics Publisher reports.

5.2 Repository Based Authentication

6. Enterprise Manager Repository:
- The Oracle Databasethat contains all required credentials of all Enterprise Manager Administrators.
- This provides support for logging into OAS as Enterprise Manager Administrators, for use with OAS.

5.3 Relationship between Database References and JDBC Simple Connect Descriptor

For each of the above three possible database references, entry of a user supplied JDBC Simple Connect Descriptor is
required.

Please consult ‘Appendix J- Details on the JDBC Simple Connect ' for a complete discussion of this, and various tools for
determining the correct Simple JDBC Connect Descriptor to use for the above 3 databa se references.

15 (OAS- Integrate with Oracle Database Security, 2021)
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CHAPTER 6. FLOW CHART FORALL PROCEDURES

Figure 1. Flow Chart i Overview of installation and configuration steps

Chapter 7

Overview of Upgrading from
Enterprise manager 13.4

\ 4

Chapter 8 - Complete steps to install and configure OAS

Security
Configuration
Based Manager (13.4 or13.5
/
A
VL Chapter 11
Chapter 10 OAS LDAP Configuration
OAS For EM Repository-based Security

essmEsEEEESEEEEEEEEEE)
* *

‘."Cha ter 14 ‘.“

‘.0' Configuration of required  *s, < EM Ut
., OAS Datasource(s — s ilizing
© NO OAM Single

) : Sign on?

".‘ Continue to Figure 2 ‘."

Yes

Chapter 12
Optional Configuration of SSO on top of LDAP

Chapter 13
Configuration of Single sign-on
This chapter details the installation and configuration of
OAS for use with Oracle Access Manage

a
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Figure 2. Flow Chart i Final steps - Continued from prior page
i o o
7 From Prior Page \\\
7 Chapter 14 S
<\ Configuration of required /’
\\\ OAS Datasource(s) ,/’
\-——————— —————-,
) Yes
Upgrading? 1
Migrate customized BIP
Reports from EM 13.4
Upgrade from Enterprise
Manager 13.4 to Enterprise ¢
Manager 13.5
Migrate BIP report
¥y V schedules from the

Upload Oracle Provided
Reports included with EM
13.5 to standalone OAS

Upgrading?

Complete

embedded BIP to the
standalone OAS.
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CHAPTER 7. OVERVIEW OFUPGRADING FROM ENTERPRISE MANAGER13.4

BEFORE BEGINNING THE PROCEDURES DOCUMENTED IN THIS HANDBOOK, DOWNLOAD ANY CUSTOMIZED BIREPORTSFROM THE
EMBEDDED BIP IN EM13.4, USING THE BIP USER INTERFACE.

There are several distinct requirements to successfully upgrade from a prior release of EM , with the embedded Bl Publisher,
to the standalone OAS.

Itis crucial that planning for the upgrade to EM 135 begin well prior to the upgrade .
The most important considerations are:

Ensuring any customized BIP reports are available in the standalone OAS.
Ensuring any prior BIP report schedules are migrated to the standalone OAS .
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CHAPTER 8. COMPLETE STEPS TO INSTALL AND CONFIGUREOAS
The following section details the standard installation and configuration of O racle Analytics Server (OAS).
The below 4 steps are detailed in section 8.1through 8.4.1

1. Section 8.1- Installation of a supported Java Development Kit (JDK) [ JDK8: u251 or newer] .’

2. Section 8.2 - Installation of Fusion Middleware Infrastructure 8

3. Section 8.3 - Installation of the OASbinaries into the existing WebLogic Middleware Home .°

4. Section 8.5.6- Configuration of OAS into the WebLogic Domain , along with the required Database schema
objects.

The required installers for the 4 steps above can be downloaded from OTN or eDelivery, as appropriate.

STEP | FILENAME DESCRIPTION

1 jdk-8u31tlinux-x64.tar.gz Latest JDK as of Nov. 10,2021
2 fmw_12.2.1.4.0_infrastructure.jar Required FMW for OAS
3 Oracle_Analytics_Server_Linux_6.4.0.jar OAS6.4.0 Installer

Table 3. Required OAS Installer

Throughout the rest of this document, example directories are color coded, as below:

NOTATION COMMENTS

stagedir/lOASMW The ORACLE_HOME andVW_HOME for OAS
stagedir/ java/ jdk1.8.0_311 The JAVA_HOME
- Location of all Shiphomes and ZIP files

Table 4. Key to directories used in examples

6 OAS Quick Reference
17 Java Platform, Standard Edition - Release 8, 2020)

18 Oracle® Fusion Middleware
19 OAS- Installing the Oracle Analytics Server Software
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8.1Install JDK (JDK8 8u311 or higher)
Choose the location for the JAVA HOME, and untar the appropriate distribution JDK.

# Create JAVA_HOME staging area
$ mkdir - p stagedir /java
$cd stagedir /java

$ pwd

stagedir /java

# Set required environment

$ JAVA_HOME-=stagedir /java /dk1.8.0 311 ;. export JAVA HOME
$ echo $JAVA_HOME

stagedir /java / jdk1.8.0_311

# Install Java bits

$ tar xzf zipsdir / jdk - 8u311-linux - x64.tar.gz
$Is jdk1.8.0_311

bin include lib man

$ cd SHOME

8.1.1 Confirm Correct Installation

$ PATH=$JAVA_HOMEDin : $PATH export PATH
$ which java
stagedir /java / bin /java /jdk1.8.0 311

$java - version

java version " 1.8.0_ 311 "

Java(TM) SE Runtime Environment ( build 1.8.0_311 - b11)
Java HotSpot(TM) 64 - Bit Server....
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8.2Install Fusion Middleware Infrastructure
NOTE: FMW is always a software-only install.

# Confirm correct java
$ which java

version and path

stagedir /java / bin /java/ jdk1.8.0_311

$java - version
java version " 1.8.0_311

Java(TM) SE Runtime Environment ( build 1.8.0_311 - b1l)
Java HotSpot(TM) 64 - Bit Server....

# Setup MW_HOME

$ MW_HOMEstagedir / OASMW export MW_HOME

$ mkdir - p $SMW_HOME
$ cd $MW_HOME

# Execute installer
$java -jar zipsdir
Launcher log file is /tmp/

Extracting the installer . . Done

/ fmw_12.2.1.4.0_infrastructure.jar

Checking if CPU speed is above 300 MHz... Passed

Checking monitor: must be configured... Passed

Checking swap space: must be greater ... Passed

Checking if this platform requires a 64 - bit JVM.... Passed ...
Checking temp space: must be greater ... Passed

Preparing to launch the Oracle Universal Installer from /tmp/

If this is the f irst Oracle product being installed on this system

A preliminary screen is presented for the first Oracle Product Installed on a System:

1. Enter the directory location for Oracle Inventory files.
2. Enter the operating system group for Oracle Inventory files.

8.2.1 Step 1MWelcome

Welcome

) Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks
Installation Summary

Installation Progress

(€ ——€—— ——€—

Installation Complete

ORACLE

FUSION MIDDLEWARE

Welcome to the Qracle Fusion Middleware 12¢c {(12.2.1.4.0) Infrastructure Installer.

Use this installerto create a new Oracle home that contains the Oracle Fusion Middleware
Infrastructure software. You can then install additional Fusion Middleware products that require the
Infrastructure into the Oracle home, oryou can use the Infrastructure to configure a WebLogic

Server domain for the deployment of Java and Oracle ADF applications.

For more information, see |nstall, Patch, and Upgrade inthe Oracle Fusion Middleware
documentation library.

Context-sensitive online help is available from the Help button.

%)
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:

8.2.2 Step 2MAuto Updates

Auto Updates ORACLE 0‘
FUSION MIDDLEWARE

Welcome \
(3) Skip Auto Updates
e Auto Updates - pa P
Installation Lacation -__' Select patches from directory

Installation Type Locatic Erowse
Prerequisite Checks () Search My Oracle Support for Updates
Installation Summary

Installation Progress

(——C—€—€—€—€—E€

Installation Complete

8.2.3 Step 3 Minstallation Location
For Oracle Home , choose the MW_HOME location from above (i.e., stagedir  /OASMW/

Click Next
Installation Location ORACLE m
FUSION MIDDLEWARE
Welcome I

Y Oracle Home:

Auto Updates

Installation Location

<stagedir>/ORSMH |v|| Browse

e B

Feature Sets Installed At Selected Oracle Home: | Wiew |
Installation Type _

Prerequisite Checks
Installation Summary

Installatinn Pronress

for all Oracle Feature Sets in this installation.

ected Oracle Home.

< Back Mext = Cancel
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8.2.4 Step 4 Minstallation
W2+ # dz  DOLjds5 0 REY3I3LARANSF OB Et

Type

Installation Type

Welcome

Auto Updates

Installation Location

€€~~~ —C—¢

| Installation Type

Prerequisite Checks

Installation Summany

Installation Progress

Installation Complete

Fusion Middleware Infrastructure With Examples

%) Fusion Middleware Infrastructure

[= Oracle Fusion Middleware 12c Infrastructure 12.2.1.4.0
B Core Server
Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0
Web 2.0 HTTP Pub-5ub Server 12.2.1.4.0
Weblogic SCA 122140
WebLogic Client Jars 12.2.1.4.0
= Administrative Tools

<AL E
FUSION MIDDLEWARE

8.2.5 Step 5 MPrerequisite Checks

Review the results of the prerequisite steps and click Next.

Prerequisite Checks

Welcome

Auto Updates

Installation Location

Installation Type

— -

Prerequis ite Checks

ORACL
FUSION MIDDLE

100%

e Checking operating system certification

e Checking Java version used to launch the installer

8.2.6 Step 6 - Installation

Review the installation s

Summary

ummary and click Install.

Installation Summary

4

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks

o e S

! Installation Summary
Installation Progress

Installation Complete

= Install Oracle Fusion Middleware 12c Infrastructure
= Installation Location

ORACLE
FUSION MIDDLEWARE

Oracle Home Location: <stagedir> fOracle_Home
Log File Location: ftmp/Oralnstall2021-02-05_05-13-10PM/install2021-02-05_05-13-10P

M.log
= Disk Space
Reguired: 2127 ME
Available: 236733 MB
= Feature Sets to Install
FMW Platform Generic 12.2.1.4.0
OPatch 13.9.4.2.1
Toplink Developer 12.2.1.4.0
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8.2.7 Step 7 Minstallation Progress

Review the progress, and when complete, click Next.

ORACLE
FUSION MIDDLEWARE

Installation Progress

Saving the inventory

[ Welcome 1
|
T Auto Updates 100%
|
1 Installation Location
| o Prepare
[ Installation Type
| o Copy
1 Prerequisite Checks
| o Generating Libraries
Installation Summary
I o Performing 5tring Substitutions
iy Installation Progress
I % Linking
Installation Complete
= o  Setup
o
o

Pastinstall scripts

8.2.8 Step 8 Minstallation Complete

Click Finish
Installation Complete ORACLE
FUSION MIDDLEWARE
AR + [ Install Oracle Fusion Middleware 12c Infrastructure
Auto Updates = Installation Location

Oracle Home Location:  <stagedir= joasmw

Log File Location: jtmp/Oralnstall2021-11-10_10-58-50AMfinstall2021-11-10_10-58-50A
Installation Type M.log
= Feature Sets Installed Successfully

Installation Location

Prerequisite Checks
i Administration Console Additional Language Help Files 12.2.1.4.0

Installation Summary CIEWLS Config 12.2.1.4.0

| gy T g G R ) WA

NOTE: OAS comes with its own configuration tools, do not run $MW_HOMdacle_common/common/bin/config.sh
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8.3Install OAS

Start the installer

# Confirm correct java and path

$ which java

stagedir /java / bin /java/ jdk1.8.0_311

$java - version

java version " 1.8.0 311 "

Java(TM) SE Runtime Environment ( build 1.8.0_311 -bll)
Java HotSpot(TM) 64 - Bit Server....

# Setup M\W_HOME

$ MW_HOMEstagedir / OASMW export MW_HOME
$ mkdir - p $MW_HOME

$ cd SMW_HOME

# Execute installer

$java -jar zipsdir  / Oracle_Analytics_Server_Linux_
Launcher log file is /tmp/Oralnstall...
Extracting the installer . . . .

6.4 .0.jar

8.3.1 Step 1MWelcome

Welcome

-\%.-- Welcome

|
¥ Auto Updates

Installation Location

Installation Summary

|
T
¥ Prerequisite Checks
|
)
T Installation Progress
I

Installation Complete

‘Welcome to Oracle Analytics (6.4.0) Installer.

ORACLE ;
FUSION MIDDLEWARE

Please see review the |atest Felease Notes and Documentation online. Alternatively, context
sensitive help is available at any time by selecting Help.

8.3.2 Step 2MAuto Updates

Auto Upcdlates

Welcome
%) Skip Auto Updates

C——C——€——€——€ ¢

| Auto Updates

Installation Location Select patches from directory

Prerequisite Checks
Installation Summa Search My Oracle Support for Updates
Installation Progress

Installation Camplete

ORACLE

FUSION MIDDLEWARE @ I

8-29




8.3.3 Step 3MChoose Oracle Home

Enter the same value here as was chosen for Fusion Middleware in D dzg z 8.2533Stdp 3 Minstallation Location E .

Confirm this wit the View button.

Installation Location

€€ €€

Welcome

Auto Updates
Installation Location
Prerequisite Checks
Installation Sum mary

Imctallatinm Dramrace

" Qracle Home:

<stagedir= fOASMW

Feature Sets Installed At Selected Oracle Home: | Wiew |

Feature Sets Installed At Selected Qracle Home:

Wiew

= Oracle Fusion Middleware 12c Infrastructure 12.2.1.4.0
=l Core Server

Core Application Server 12.2.1.4.0
Coherence Product Files 12.2.1.4.0

Web 2.0 HTTP Pub-Sub Server 12.2.1.4.0
WeblLogic SCA 12.2.1.4.0

WebLogic Client Jars 12.2.1.4.0

ORACLE
FUSION MIDDLEWARE

- Erowse

8.3.4 Step 4 MPre-requisite Checks

|l

Once the checks have all passed, click Next

e

Prerequisite Checks

Welcome

Auto Updates
Installation Location
FPrerequis ite Checks
Installation Summary
Installation Progress

Installation Complete

100%

OoRrRACLE
FUSION MIDDLEWARE

L4444

Checking operating system certification

Checking recommended operating system packages
Checking kernel parameters

Checking Recommended glibc version

Checking physical memoaory

Checking Java version used to launch the installer
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8.3.5 Step 5 Minstallation Summary

Click Install.

Installation Summary

Welcome

Auto Updates

Installation Location

Prerequisite Checks

Installation Progress

C—Cl@®H6—a——6—=%

Installation Complete

| Installation Summary

i

¥ = Install oa_platform

= Installation Location

Oracle Home Location:

Log File Location:
log

= Disk Space

Required: 7968 MB
Awailable: ME

(OASMW

Select Install to accept the above options and start the installation.

_ORACLE

FUSION MIDDLEWARE

install2(

)

To change the above options before starting the installation, select the option to change in the left
pane or use the Back button.

= Back Insta Cancel
Installation Progress C)R’.. CLE
FUSION MIDDLEWARE
T Welcome
I
T Auto Updates 5%
I
T Installation Location
I «  Prepare
T Prerequisite Checks
i @  cCopy
Installation Summary
} Generating Libraries
'« Installation Progress
} Performing String Substitutions
Installation Complete
Linking
i
Setup
Saving the inventory
Pastinstall scripts
Installation Progress _ORACLE
FUSION MIDDLEWARE
Welcome
100%

T
I
T
I
T
I
T
I
T
I
@
T
I
-

Auto Updates
Installation Location
Prerequisite Checks

Installation Summary

| Installation Frogress

nstallation Complete

$4/€44¢4¢¢¢

Prepare

Copy

Generating Libraries
Performing String Substitutions
Linking

Setup

Saving the inventory

Post install scripts
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8.3.7 Step 7 Minstallation Complete

1  Click Finish
Installation Complete C)R—ACLE
FUSION MIDDLEWARE
Welcome 1 [ Install oa_platform
Auto Updates = Installation Location

Oracle Home Location: <stagedir>/0RSMW

Installation Location ; . g .
Log File Location: <stagedir>/ORSMW/...

Prerequisite Checks
Installation Summary

Installation Progress

¢
|
¢
[ I J
-
|
v
|
Y
A I )
v
1
™

| Installation Complete

8.4 Installation of required patch sets

There are two sets of patch steps that need to be followed.

Each of these steps contain several sub-steps.

The exact set of sub-steps are associated with the ongoing delivery of relevant CPUs (Critical Patch Updates).

Due to the nature of CPUs, this is a bit of moving target, and it best to follow the appropriate flows, as documented in the
two below support notes.

1. Application of the OWSM bundle patch: 12.2.1.4.21112See patch ID33618954
2. Application of the latest Oracle Fusion Middleware patch set update: See document ID 2817011.1
For convenience, as of June 2022, the complete set of sub steps are shown below.

It is best to no rely on this specific set, but these are outlined to show the general progression of the patch application.
Required Patches as of August 30, 2022

- To be applied, in order, after the OAS installation, and prior to OAS configuration:

# Size File Description Patch #

1 4.5M p33618954 122140 _Generic.zip Required WSM Bundle Patch 33618954
> 454M  PplB143322_1800_Linux - x86- 64.zip Java JDK-8u333 18143322
3 517M P34080315_122140_Generic.zip WLS SPB 12.2.1.4.220418 34080315
4 2M p33735326_12214220105_GenerlcZIp Requ_ired V\_/LS Overiay Patch 33735326
5 1.1M p33791665_12214220105_Generlcle Required WLS Overiay Patch 33791665
6 34M p33958532_122140_Generic.zip Required ADF patch 33958532
7 20M p34044738_122140_Gener|Cle Requ|red third party CPUs 34044738
8 237K P32784652_122140_Generic.zip Required OPSS Patch 32784652
9 24K p30613424_122140_Gener|Cle Required FMW Control Patch 30613424
10 6.2M p33281560_122140_Gener|Cle Required Web Center Patch 33281560

Review the following for more OPatch information:
Doc ID 1587524.1 Using OUI NextGen OPatch 13 for Oracle Fusion Middleware 12c
https://support.oracle.com/rs?type=doc&id=1587524.1

SPECIAL NOTE REGARDING THE JDK -8U333 PATCH UPDATE (ITEM 2 IN THE TABLE ABOVE) - ADDITIONAL PATCH REQUIRED

Enterprise Manager Fusion Middleware Control Login Fails after Installing or Upgrading to Java 8u331 (or later -
April 2022 CPU or later) (Doc ID 2865508.1)

Size File Description
11 145K p34065178_122140_Generic.zip Required FMW Control Patch 34065178
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https://support.oracle.com/epmos/faces/PatchDetail?patchId=33618954
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2817011.1

8.5 Pre-requisites for all the above patches

8.5.1 Ensure that ORACLE_HOME is set properly.
$ export ORACLE_HOME=$MW_HOME

8.5.2 Verify OPatchis 13.9.4 or later

$ $MW_HOME/OPatch/opatch version
OPatch Version: 13.9.4.2.1
OPatch succeeded.

8.5.3 Validate the OUI inventory with the following commands:

$ $MW_HOME/OPatch/opatch Isinventory -jre  $ORACLE_HOME/oracle_common/jdk/jre
Oracle Interim Patch Installer version 13.9.4.2.1
Copyright ...
Oracle Home . .../OASMW
Central Inventory : .../app/oralnventory
from : .. /OASMW(/oralnst.loc
OPatch version :13.9.4.2.1
OUI version :13.9.4.0.0

Log file location : .../.OASMW/cfgtoollogs/opatch/opatch ...
OPatch detects the Middleware Home as ".../oracle/OASMW"
Isinventory Output file location : .../oracle/OASMW/cfgtoollogs/opatch/Isinv/Isinventory...

Local Machine Information::
Hostname: oas.example.com
ARU platform id: ...

8.5.4 For each patch, follow these standard Oracle patch procedures:

Create a location for storing the unzipped patch:

This location will be referred to later in the document as PATCH_TOP.
Installation Instructions

1. Unzip the patch zip file into the PATCH_TOP.

$ unzip -d PATCH_TOP p****** zip

2. Set your current directory to the directory where the patch is located.
$ cd PATCH_TOP/33618954

3. Run OPatch to apply the patch.

$ opatch apply

8.5.5 If the version of Opatch being used is no longer valid

$ SMW_HOME/OPatch/opatch apply
Oracle Interim Patch Installer version 13.9.4.2.1
Copyright (c) 2022...
Oracle Home :.../OASMW
Central Inventory : .../app/oralnventory
from : lu01/oracle/OASMW/oralnst.loc

OPatch version : 13.9.4.2.1

OUI version  :13.9.4.0.0

Log file location : .../OASMW/cfgtoollogs/opatch/opatch...

OPatch detects the Middleware Home as "...JOASMW"

erifying environment and performing prerequisite checks...

Prerequisite check "CheckMinimumOPatchVersion" failed.

The details are:

The OPatch being used has version 13.9.4.2.1 while the following patch(es) require higher
versions:

Patch 3361895 4 requires OPatch version 13.9.4.2.5.

Please download latest OPatch from My Oracle Support.

UtilSession failed: Prerequisite check "CheckMinimumOPatchVersion" failed
Log file location: /u01/oracle/OASMW/cfgtoollogs/opatch/opatch...

OPatch failed with error code 73
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8.5.6 Updating to latest Opatch

$ cd OPATCH/
$ unzip ../p28186730_139428_Generic.zip
Archive: ../p28186730_139428_Generic.zip
creating: 6880880/
inflating: 6880880/README..txt
inflating: 6880880/opatch_generic.jar
inflating: 6880880/version.txt
$ cd 6880880/

[oracle@emdev - secfwk2 6880880]$ | s -CF

opatch_generic.jar* README.txt* version.txt*
$ nore README.txt
PATCH 28186730 - OPATCH 13.9.4.2.8 FOR

8.5.7 Follow the instructions in the rest of the README.ixt

$java - jar opatch_generic.jar
Launcher log file is

Extracting the installer . . . . . Done
Checking if CPU speed is above 300 MHz
Checking monitor: todisp lay at least 256 colors. Actual 16777216 Passed
Checking swap space: must be greater than 512 MB. Actual 15257 MB
- bit VM. Actual 64

Checking if this platform requires a 64

Checking temp space: must be greater than 300 MB. Actual 38870 MB
Preparing to launch the Oracle Universal Installer from

8.5.8 Utilize the Next Gen Installer to update Opatch

8.5.8.1 Step 1MWelcome

Welcome

Welcome

welcome to Oracle MextGen Installer
Installation Location

documentation

ava Home Location

Installation Progress

C—C(—€—€—€ € €©®

Installation Complete

8.5.8.2 Step 2MChoose Oracle Home

welcorne |

Installation Location

Languages Selection

Auto Updates
Installation Type
awa Home Location

Installation Surmmary

Installation Progress
d Cracle Home

(—(—€—€—€—€—C€—0—=

Installation Complete

FOASMWN
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Actual 2935.235 MHz

(- d64 flag is not required)

Languages Selection You can customize this installer with product specific information on this and other pages.

Auto Updates n this page you should include information describing the installation and references to relevant

Installation Summar, If wou have help, context-sensitive help can be configured to be awvailable from the help button

Passed

Passed
Passed

Passed



8.5.8.3 Step 3MLanguage Selection

Languages Selection

Welcome

Installation Location

(¢

| Languages Selection
Auto Updates
Installation Type
awa Horme Location
Installation Summmary

Available Selected

ORACLE
NEXTGEN INSTALLER

e

8.5.8.4 Step 4 MSkip Auto Updates

Auto Updates

Wielcorme
Installation Location

Languages Selection
| Auto Updates

(—————O——C—<¢

Ingtallation Type

awa Horne Location
Installation Surmrmary
Installation Progress

Installation Complete

ORACLE
NEXTGEN INSTALLER

| (2 Skip Auto Updates

Select patches from directory

Search My Oracle Support for Updates

8.5.8.5 Step 5Minstallation Type

Installation Type

welcorme

Installation Location
Languages Selection
Auto Updates

(€ —— i — ——¢

Installation Type
ava Horne Location
Ingtallation Surmmary

Installation Progress

Installation Complete

Java Home Location

Welcome

Installation Location
Languages Selection
Auto Updates

nstallation Type

(i ————

| Java Home Location
Installation Summary
Installation Progress

Installation Complete
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ORACLE
NEXTGEN INSTALLER

F

" @ [INCOMPATIBLE] OPatch and OPatchAuto DB
@ [INCOMPATIELE] OPatch Only

2 OPatch and OPatchAuto Core

= OPatch 13.9.4.2.8
= ©Patch Core
OPatch 13.2.4.2.8
CPatch Auto OPlan 13.9.4.2.8

8.5.8.6 Step 6 MJava Home Location

ORACLE
NEXTGEN INSTALLER

Jawva Horne
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8.5.8.7 Step 7 Minstallation Summary

Installation Summary

welcore

Installation Location
Languages Selection
Auto Updates
Installation Type

aws Home Location

Installation Summanry

(i~ —————

Inztallation Progress

Installation Complete

= Install OPatch and OPatchAuto Core
= Installation Location
Oracle Horme: TOASMIA
Log File Location: ftrpfraln
= Disk Space
Required: 41 ME
Available: 357,495 MB
= Feature Sets to Install
Mext Generation Install Core 13.9.4.0.1
OPatch 13.9.4.2.5
OPatch Auto OFlan 13.9.4.2.8
Languages to Install

8.5.8.8 Step 8 Minstallation Progress

Installation Progress

welcorme
Installation Location

Languages Selection

I
I
I
Auto Updates
] Installation Type
} Jawa Home Location

Installation Surmrary

I

\?,- Installation Progress

7

Installation Progress

Welcome

Installation Location
Languages Selection
Auto Updates
Installation Type

Jawa Home Location
Installation Surmary
) Installation Progress

l
l
l
l
l
l
.

Installation Complete

| 36%

o | Prepare

B | Copy
Generating Libraries
Performing String Substitutions
Linking
Setup
Saving The Inventory

_ORACLE
“NEXTGEN INSTALLER

) |

< Back

_ORACLE
“NEXTGEN INSTALLER

)

_ORACLE
“NEXTGEN INSTALLER

)

[ 100%

Prepare

Copy

Generating Libraries
Ferforming String Substitutions
Linking

Setup

Saving The Inventory
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8.5.8.9 Step 9 Minstallation Complete

Installation Complete

welcome

Installation Location
Languages Selection
Auto Updates
Installation Type
Jawa Home Location
Installation Surnmary

Installation Progress

- ——— ————

Installation Complete
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= Install OPatch and OPatchAuto Core
= Installation Location

Oracle Home SOAS MW
Log File Location yoralnstall:

= Installed Feature ocus
OPatch Auto OPlan 13.9.4.2.8
= Upgraded Feature Sets

ORACLE

NEXTGEM INSTALLER

install

Mext Generation Install Core 13.9.4.0.1

OPatch Auto Core 13.9.4.2.8
OPatch 13.9.4.2.8

P

lnﬁéall

Cancel



8.6 Proceed with Individual Patches

8.6.1

8.6.2
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Patch 1:p33618954 122140 Generic.zip Required WSM Bundle Patch - 33618954

$ export ORACLE_HOME=$MW_HOME
$cd..../ 33618954
$ $SMW_HOME/OPatch/opatch apply

Oracle Interim Patch Installer version 13.9.4.2.8
Copyright (c)
Oracle Home : ...  OASMW
Central Inventory : ...l appl/oralnventory
from : ... IOASMW/oralnst.loc

OPatch version :13.9.4.2.8

OUI version :13.9.4.0.0

Log file location : ... IOASMWI/cfgtoollogs/opatch/opatch
OPatch detects the Middleware Home as " ... IOASMW"
Verifying environment and performing prerequisite checks...
OPatch continues with these patches: 33618954

Do you want to proceed? [y|n] y

User Responded with: Y

All checks passed.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local system.
(Oracle Home =" ... [IOASMW")

Is the local system ready for patching? [y|n] y
User Responded with: Y

Backing up files...

Applying inter im patch '33618954' to OH '/u01/oracle/OASMW!
Patching component oracle.wsm.common, 12.2.1.4.0...

Patching component oracle.wsm.common, 12.2.1.4.0...

Patching component oracle.wsm.pmlib, 12.2.1.4.0...

Patching component oracle.osdt.core, 12.2.1.4.0...
Patching component oracle.wsm.jrf, 12.2.1.4.0...

Patching component oracle.wsm.agent.wls, 12.2.1.4.0...

Patch 33618954 successfully applied.

Log file location: ...l OASMW/cfgtoollogs/opatch/opatch
OPatch succeeded.

$

Patch 2:p18143322_1800_Linuxx86-64.zip - Java JDK-8u333 - 18143322
$ export ORACLE_HOME=$MW_HOME

$cd.... / p18143322/

$l s -CF

jdk - 8u333-linux -x64.rpm* jre - 8u333-linux -x64.rpm* readme.txt*

jdk - 8u333-linux - x64.tar.gz* jre - 8u333-linux - x64.tar.gz* server -jre -8u333-linux - x64.tar.gz*
$ nore readme.txt

Note:

Installation instructions and Documentation is available with the JDK readme.

#

# C Proceed to install updated java using local operating system
# C conventions (for example, /ust/local/java, rpm, etc...)
# You should install the full JDK (i.e. " jdk -8u333 - linux -x64")

$java - version

java version "1.8.0_333"

Java(TM) SE  Runtime Environment (build 1.8.0_333 - b26)

Java HotSpot(TM) 64 - Bit Server VM (build 25.333 - b26, mixed mode)
$javac - version

javac 1.8.0_333



8.6.3

8.6.3.1

8.6.3.2
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Patch 3:p34080315_122140 Generic.zip WLS_SPB_12.2.1.4.22041334080315

Execute required precheck phase and correct any errors encountered.

$ export ORACLE_HOME=$MW_HOME

$cd..../ 33618954

$#

$ # Study the README.html

$# Oracle recommend using SPBAT automation.

$# NOTE: By default SPBAT needs write access to the current directory.

$# Therefore, ensure you have a local copy of this whole

$# directory hierarchy.

$

$

$ ./spbat.sh - phase precheck - oracle_home $ORACLE_HOME

SPBAT Release Version: 2.0.2

The current patching user oracle matches with the product install user oracle

- log_dir value is not set, defaulting it to
/p34080315/WLS_SPB_12.2.1.4.220418/tools/spbat/generic/SPBAT/logs

S T T T o I T T I T o R T R R S R
PRECHECK SUMMARY:

No Of FAILURES: 0

No Of WARNINGS: 0

[2022 - 06-16_10- 20- 23] Log file : ... [tools/spbat/generic/SPBAT/logs/

+++++++H+
SPBAT precheck phase has completed successfully

Time Taken to run precheck phase: 00 hours 03 min 52 secs

Execute apply phase

$ ./spbat.sh - phase apply -oracle_home $ORACLE_HOME
SPBAT Release Version: 2.0.2
The current patching user oracle matches with the product install user oracle

- log_dir value is not set, defaulting it to
Do not close this terminal as SPBAT apply phase is currently executing...

[2022 - 07- 05_10 - 53- 44] Middleware OPatch Version : 13.9.4.2.8

[2022 - 07-05_10- 53- 44] SPB OPatch version : 13.9.4.2.8

[2022 - 07- 05_10- 53- 52] The environment already has the supported version of OPatch installed

[2022 - 07-05_10- 54- 01] List of patches present in the Oracle Home: ... /oracle/OASMW
33618954;0WSM BUNDLE PATCH 12.2.1.4.211129

31555397;0ne - off

31032676;0ne - off

30657796;0ne - off

[2022 - 07- 05_10- 54- 01] Patch compatibility check with the environment is in progress...

[2022 - 07-05_10 - 55- 18] CheckForNoOpPatches has Completed on /u01/oracle/OASMW Home

[2022 - 07-05_10- 55- 26] PATCH 33868012 APPLY WILL BE SK IPPED AS IT IS NOT APPLICABLE FOR THIS ENVIRONMENT
[2022 - 07- 05_10 - 55- 27] PATCH 34012040 IS #NOT APPLIED# IN THE ENVIRONMENT

[2022 - 07- 05_10- 55- 27] PATCH 34080360 IS #NOT APPLIED# IN THE ENVIRONMENT

[2022 - 07-05_10- 55- 28] PATCH 1221413 IS #NOT APPLIED# IN THE ENVIRONMENT

[2022 - 07- 05_10 - 55- 28] PATCH 32647448 IS #NOT APPLIED# IN THE ENVIRONMENT

[2022 - 07-05_10 - 55- 28] PATCH 33093748 IS #NOT APPLIED# IN THE ENVIRONMENT

[2022 - 07- 05_10 - 55- 29] PATCH 34077658 IS #NOT APPLIED# IN THE ENVIRONMENT

[2022 - 07-05_10-55-29] PA TCH 32720458 IS #NOT APPLIED# IN THE ENVIRONMENT

[2022 - 07- 05_10 - 55- 29] Patch conflict check is in progress ...

[2022 - 07- 05_10 - 55- 40] Patch conflict check has completed on ... loracle/lOASMW Home
PRECHECK SUMMARY:

No Of FAILURES: 0

No Of WARNINGS: 0

[2022 - 07-05_10-57- 23] Log file : ...l spbat -apply - emdev-secfwk2 -2022-07-05 10-53-05.log
+H+ -+t
[2022 - 07- 05_10- 57- 28] Application of patches is in progress ..

... NOTE: T he application process takes a significant amount ot time »

[2022 - 07-05_11-04-41] SUCCESSFUL - OPatch napply has completed for wis Home



8.6.3.3

8.6.4
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[2022 - 07- 05_11- 04- 41] Opatch Napply Exit Status -0

[2022 - 07-05_11-04- 41] COMPLETED : Performing SPBAT Binary patching on wils Home
[2022 - 07-05_11- 04- 45] STARTED : Performing SPBAT binary audit on wis Home
[2022 - 07- 05_11 - 04- 55] NoOp patch#33868012# detected in Environment. Skipping Audit for the same
[2022 - 07-05_11-04-55] SUCCESSFUL - SPB PATCH 34012040 IS #APPLIED#
[2022 - 07-05_11 - 04- 56] SUCCESSFUL - SPB PATCH 34080360 IS #APPLIED#

[2022 - 07-05_11 - 04- 56] SUCCESSFUL - SPB PATCH 1221413 IS #APPLIED#

[2022 - 07-05_11- 04- 57] SUCCESSFUL - SPB PATCH 32647448 1S  #APPLIED#

[2022 - 07-05_11 - 04- 57] SUCCESSFUL - SPB PATCH 33093748 IS #APPLIED#

[2022 - 07-05_11 - 04- 58] SUCCESSFUL - SPB PATCH 34077658 IS #APPLIED#

[2022 - 07-05_11 - 04- 58] SUCCESSFUL - SPB PATCH 32720458 IS #APPLIED#

[2022 - 07-05_11 - 05- 08] List of patches presen t in the Oracle Home: ... loracle/OASMW
34080360;WLS STACK PATCH BUNDLE 12.2.1.4.220418 (Patch 34080315)

34077658;RDA release 22.2 - 20220307 for OFM SPB

34012040;WLS PATCH SET UPDATE 12.2.1.4.220329

33093748;0ne - off

32720458;JDBC 19.3.0.0 FOR CPUJAN2022 (WLS 12.2.1.4, WLS 14.1.1)

32647448;Bug 31544353 - ADR FOR WEBLOGIC SERVER 12.2.1.4.0 JULY CPU 2020 for WebLogic Server SPB
1221413;Bundle patch for Oracle Coherence Version 12.2.1.4.13

33618954;0WSM BUNDLE PATCH 12.2.1.4.211129

31555397;0ne - off

31032676;0ne - off

30657796;0ne - off

[2022 - 07-05_11 - 05- 08] Log file : ...l spbat -apply - emdev-secfwk2 -2022-07-05 10-53-05.log
SPBAT apply phase has completed successfully

Time Taken to run apply phase: 00 hours 12 min 03 secs

Perform the post install actions as documented in the SPB README.txt

Post Installation Steps - Verify SPB Patches in ORACLE_HOME inventory
$# the most popular generic installation will have a minimum of

$# the WLS PSU
$#
$# ADR patches

$ $ORACLE_HOME/OPatch/opatch Ispatches

34080360;WLS STACK PATCH BUNDLE 12.2.1.4.220418 (Patch 34080315)
34077658;RDA release 22.2 - 20220307 for OFM SPB

34012040; WLS PATCH SET UPDATE 12.2.1.4.220329

33093748;0ne - off

32720458;JDBC 19.3.0.0 FOR CPUJAN2022 (WLS 12.2.1.4, WLS 14.1.1)
32647448;Bug 31544353 - ADR FOR WEBLOGIC SERVER 12.2.1.4.0 JULY CPU 2020 for WebLogic Server SPB
1221413;Bundle patch for OiECIEICEREEHcel Version 12.2.1.4.13
33618954;0WSM BUNDLE PATCH 12.2.1.4.211129

31555397;0ne - off

31032676;0ne - off

30657796;0ne - off

OPatch succeeded.

Patch 4: p33735326_12214220105_Generic.zipRequired WLS Overlay Patch

$cd..../ 33735326
$ SMW_HOME/OPatch/opatch apply
This will fail, and indicate that patch 33727616 is to be applied.

We can ignore the failure:
/& This Patch has been Superseded.

Reason
Patch 34012040 is a superset of patch 33727616 %
Mote
IThe most recent replacement for this patch is 34012040, I
Replacement Options (Patches or Patchsets known to Include or Supersede this Patch)

[ 33012040 WLS PATCH SET UPDATE 12.2.1.4.220329 I Patch
We have applied the required patch 34012040 in ‘section 8.6.3- Patch 3:

p34080315_122140_Generic.zip WLS_SPB_12.2.1.4.22041834080315'
[2022 - 07-05_11-04-55] SUCCESSFUL - SPB PATCH 34012040 IS #APPLIED#




8.6.5

8.6.6

8.6.7
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Patch 5: p33791665_12214220105_Generic.zipRequired WLS Overlay Patch

$ export ORACLE_HOME=$MW_HOME
$ cd ../ 33791665/
$ $MW_HOME/OPatch/opatch apply

Same Error as in prior section
Can be ignored

Patch 6: p33958532_122140_Generic.zip Required ADF patch

$ export ORACLE_HOME=$MW_HOME

$cd .../ 33958532

$ $MW_HOME/OPatch/opatch apply

OPatch detects the Middleware Home as " ... loracle/OASMW"

Verifying environment and performing prerequisite checks...

OPatch continues with these patches: 33958532

Do you want to proceed? [y|n] Y

All checks passed.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local system.
Is the local system ready for patching? [y|n] Y

User Responded with: Y

Backing up files...

Applying interim patch '33958532' to OH '/u01/oracle/OASMW"

ApplySession: Optio nal component(s) [ oracle.ide.usages.tracking, 12.2.1.4.0], [
oracle.jdeveloper.fmw.internal.tools, 12.2.1.4.0 |, [ oracle.ide.groovy, 12.2.1.4.0], [
oracle.ide.help.extras, 12.2.1.4.0 ], [ oracle.ide.modeler, 12.2.1.4.0 ], [
oracle.ide.diagram, 12. 2.1.4.0], [ oracle.jdeveloper.studio, 12.2.1.4.0], [
oracle.jdeveloper.studio, 12.2.1.4.0 ], [ oracle.ide.webservice.analyzer, 12.2.1.4.0], [
oracle.ide.java, 12.2.1.4.0] , [ oracle.ide.db.connection, 12.2.1.4.0], [

oracle.ide.rescat2, 12.2.1.4.0 ], [ oracle.ide.vhv, 12.2.1.4.0 ], [ oracle.ide.fcp,
12.2.1.4.0], [ oracle.ide.fcp, 12.2.1.4.0] , [ oracle.jdeveloper.spring, 12.2.1.4.0], [
oracle.jdeveloper.bi.internal.tools, 12.2.1.4.0 ] not present in the Oracle Home or a higher
version is fo und.

Patching component oracle.jrf.adfrt, 12.2.1.4.0...

Patching component oracle.org_dom4j_dom4j, 2.1.1.0.0...

Patching component oracle.org_dom4j_dom4j, 2.1.1.0.0...

Patch 33958532 successfully applied.

Log file location: ... lopatch2022 -07-05_11-47-11AM_1.log

OPatch succeeded.

Patch 7:p34044738_122140_Generic.zip- Required third party CPUs

$ $MW_HOME/OPatch/opatch apply
Oracle Home

OPatch detects the Middleware Home as " ... loracle/OASMW"

Verifying environment and performing prerequisite checks...

OPatch continues with these patches: 34044738

Do you want to proceed? [y|n] y

User Responded with: Y

All checks passed.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local syst em (Oracle Home='oracle/OASMW')
Is the local system ready for patching? [y|n] y

User Responded with: Y

Backing up files...

Applying interim patch '34044738' to OH '/u01/oracle/OASMW'

ApplySession: Optional component(s) [ oracle.org.springframework.spring.o rm.vrelease,
4.3.20.0.0 ], [ oracle.org.springframework.spring.orm.vrelease, 4.3.20.0.0], [
oracle.org.springframework.spring.context.support.vrelease, 4.3.20.0.0 |, [

Patching component oracle.org.springframework.spring.aop.vrelease, 5.1.3.0.0...

Patching component oracle.org.springframework.spring.context.vrelease, 5.1.3.0.0...

Patch 34044738 successfully applied.

Log file location: ... loracle/OASMW/cfgtoollogs/op f atch/opatch ... .log
OPatch succeeded.
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8.6.10
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Patch 8: p32784652_122140_Generic.zip Required OPSS Patch

$cd..../ 32784652

$ $SMW_HOME/OPatch/opatch apply

Oracle Interim Patch Installer versi on...

OPatch detects the Middleware Home as" ... /oracle/OASMW"

Verifying environment and performing prerequisite checks...
OPatch continues with these patches: 32784652

Do you want to proceed? [y|n] y

User Responded with: Y

All checks passed.
Please shutdown Oracle instances running out of this ORACLE_HOME on the local system. (Oracle Home = ".../oracle/OASMW')

Is the local system ready for patching? [y|n] y

User Responded with: Y

Backing up files...

Applying interim patch '32784652' to OH '/u01/oracle/OASMW'

Patching component oracle.jrf.ia u,12.2.1.4.0...

Patching component oracle.jrf.iau, 12.2.1.4.0...

Patching component oracle.opss.core, 12.2.1.4.0...

Patch 32784652 successfully applied.

Log file location: /u01/oracle/OASMW/cfgtoollogs/opatch/opatch ... .log
Patch succeeded.

Patch 9: p30613424 122140 Generic.zip Required FMW Control Patch

$cd.... / 30613424
$ SMW_HOME/OPatch/opatch apply
Oracle Interim Patch Installer version 13.9.4.2.8

OPatch detects the Middleware Home as " ... loracle/OASMW"
Verifying environment and performing prerequisite checks...
OPatch continues with these patches: 30613424

Do you want to proceed? [y|n] y

User Responded with: Y

All checks passed.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local system.(Oracle Home
Is the local system ready for patching? [y|n] y

User Responded with: Y

Backing up files...

Applying interim patch '30613424' to OH '/u01/oracle/OASMW"

Patching component oracle.sysman.fmw.core, 12.2.1.4.0...

IPatch 30613424 successfull y applied.

="' ./ oracle/OASMW')

Log file location: /u01/oracle/OASMW/cfgtoollogs/opatch/opatch2022 -07-06_11 - 44- 29AM_1.log

OPatch succeeded.

Patch 10:p33281560 122140 Generic.zip Required Web Center Patch

$ export ORACLE_HOME=$MW_HOME

$cd..../ 33281560

$ $MW_HOME/OPatch/opatch apply

Oracle Interim Patch Installer

OPatch detects the Middleware Home as " ... loracle/OASMW"
Verifying environment and performing prerequisite checks...

OPatch continues with these patches: 33281560

Do you want to proceed? [y|n] y

User Responded with: Y

All checks passed.
Please shutdown Oracle instances running out of this ORACLE_HOME on the local system.(Oracle Home = '/u01/oracle/OASMW')

Is the loca | system ready for patching? [y|n] y
User Responded with: Y

Backing up files...

Applying interim patch '33281560' to OH '/u01/oracle/OASMW"
Patching component oracle.webcenter.wccore, 12.2.1.4.0...
Patching component oracle.webcenter.wccore, 12.2.1.4.0...
Patch 33281560 successfully applied.

Log file location: ... oracle/OASMW(/cfgtoollogs/opatch/opatch2022 -07-06_12-02- 49PM_1.log

OPatch succeeded.



8.6.11 Patch 11p34065178 122140 Generic.ziMRequired FMW Patch due to JDK Update

$ export ORACLE_HOME=$MW_HOME

$cd...../ 34065178

$ $MW_HOME/Opatch/opatch apply

Oracle Interim Patch Installer

OPatch detects the Middleware Home as " ... loracle/OASMW"

Verifying environment and performing prerequisite checks...

OPatch continues with these patches: 34065178

Do you want to proceed? [y|n] y

User Responded with: Y

All checks passed.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local system.(Oracle Home = '...Joracle/OASMW")
Is the local system ready for patching? [y|n] y

User Responded with: Y

Backing up files...

Applying interim patch ‘34065178’ to OH '/u01/oracle/OASMW'

Patching component oracle.ids.core, 12.2.1.4.0...

Patch 34065178 successfully applied .

Log file location: ... loracle/OASMW/cfgtoollogs/opatch/opatch2022 -08-30_11-48- 03AM_1.log
OPatch succeeded.

8.7 Configure OAS MEnsure only to configure ' Oracle Analytics Publisher’
For full details, see (Configuring Oracle Analytics Server, 2021 yeference

$ cd SMW_HOME bi / bin
$ ./ config .sh

» Some highlighted Requirements:
» Ensure to use the default domain name ( bi).
» Make sure no other Fusion Middleware products are running on the same physical host.
» By convention, the schema prefix forthe OAS DZ DAj5DZ 3 3Y LW ZYy dzEYdzE2E|l Yy dz2ypp Z

A NOTE ON THE REQUIREMENT OF A SEPARATE SYSTEM FOR ORACLE ANALYTICS SERVER

As part of the development of this guide, specific research on the system requirements fort he standalone Oracle Analytics
Server was undertaken.

The result of this re search is a requirement for a separate system for Oracle Analytics Server, distinct from any system(s)
that may be hosting Enterprise Manager.

Some of the details uncovered are:

1  There are complexities involved in running multiple WebLogic applications on the same physical host.

o This s true even if these WebLogic applications are installed into separate Oracle Homes and separate
WebLogic Domains.

o0 The main incompatible interaction is related to the Coherence Cluster Unicast TCP/IP Listen Port.
0 A WebLogic domain is created with a hard -coded, default value, for this port .
A This is true for any Fusion Middleware Product.
A This includes both Enterprise Manager and Oracle Analytics Server.
0 Asaresult, one, or both, of these extremely undesirable consequences are evident:
A Oracle Analytics Server configuration  will fail.
A Enterprise Manager will fail to start, or restart.
Beyond these specific issues, there is a larger issue associated with best practice system design.
Of note, hosting two distinct products on the same system :
0 Greatly complicate s life cycle management of Enterprise Manager.

o Differing High availability requirements between Enterprise Manager and Oracle Analytics Server.
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A NOTE ON THE REQUIREMENT TO ONLY CONFIGURE ORACLE ANALYTICS PUBLISHER

8-43

Itis imperative that in 'step 2 Mconfiguration’, shown on the next page, only the _

component is configured .

If the _ product is also configured, it will not be possible to login to OAS an an Enterprise
Manager administrat or (when using the database security model).

There will also be issues in running any reports, since the target -level privilege model will not function as intended.



OAS Configuration Screenshots

8.7.1 Step 1- Welcome Screen

Wald e ORACLE
FUSION MIDDLEWARE

v Welcome |

} Welcome to Oracle Analytics (6.4.0) Configuration Assistant.

n.,i_,r Components

|

Prerequisite Checks

Define Domain

Database Schema

Port Management Copyright (c) 1999, 2022, Oracle and/or its affiliates. All rights reserved.

Initial Content
Summary

Configuration Progress

(—C—&——€———€——€—F

Configuration Complete

Figure 3. Step 1 of 10:Start OAS Configuration

8.7.2 Step 2MConfiguration

1  Be sure to only select Oracle Analytics Publisher.

ORACLE
Components
FUSION MIDDLEWARE
w Welcome :
T-- You're about to configure Oracle Analytics (6.4.0). For more information, see
e Components Installing and Configuring Qracle Anakvtics Server. Context-sensitive help is available by
I .
).r\ Prerequisite Checks R
¥ Define Domain onents to include
|
Database Schema le A ics 5 i
i e Anabtics Server = [JO NOt Check this box
¥ Port Management Includes components such as d. agents.
|
v Initial Content Oracle Analytics Publisher
+ ST E Includes Publisher for pixel-perfect reports.
|
T Configuration Progress
|

Configuration Complete

Figure 4. Step 2 of 10: Only configure Oracle Analytics Publisher

2eftn/ QLI 5dz g NjLIDZ | & p nPraele An&h@idsliPublishel M F 1l pnj dzgp gzl G
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8.7.3 Step 3- Prerequisite Checks

Prerequisite Checks

—_——

C—(—€—€—€——€—€1K

Welcome

Components
Prerequisite Checks
Define Domain
Database Schema
Paort Management
Initial Content
Summary
Configuration Progress

Configuration Complete

Help

ORACLE
FUSION MIDDLEWARE

100% ‘
%’ | Checking operating system certification
%’ Checking recommended operating system packages
o Checking kernel parameters
@’ |Checking Recommended glibc version
% |Checking physical memory
%? Checking Java version used to launch the installer
v| View Successful Tasks [view Log
o Checking kernel parameters .

%# Checking Recommended glibc version
%# Checking physical memory
Yy Checking Java version used to launch the installer

-\:ﬂack-':" ﬂexm- | | Cancel

Figure 5. Step 3 of 10: Prerequisite Checks

» Make sure that all Prerequisite checks pass.

» Click next

8-45



8.7.4 Step 4 - Define Domain

For this example, the MW_HOME for OAS is chosen as:
<stagedir> /OASMW

The domain is chosen as:
bi

And the domain is chosen as:

<stagedir> /OAS/user_projects/domains/bi
Provide the required domain credential:

Username: weblogic
Password: *xxxxxx

Click next

Define Domain

Welcome

__|_'

w Comp t
.I. omponents

/T\ Prerequisite Checks
&) Define Domain

|

T Database Schema
T Port Management
¥ Initial Content

|
Summary
‘T" S LY

ORACLE '
FUSION MIDDLEWARE

The domain is the basic unit of WebLogic administration. All Oracle Analytics components
reside in one domain. The domain needs a place to store files, and initial administrator
credentials.

The domain files include configuration files, log files, and data files.

The username and password vou enter here define credentials for the default system
administrator account. For security reasons, there is only one default account. Later on,

wou use this default account to create accounts for other users.

Location of new domain
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; Configuration Progress Domains Directory fOASMW/user_projects/domains Browse
I . .
Configuration Complete Domain Name |bi
Domain Home {OASMW/user_projects/domains/bi
Credentials for new domain
Username weblogic
Password |s==ssses |
Confirm Password |======== |
Reenter the password to confirm.
Help < Back ﬂﬂ§ > | | Cance
Figure 6. Step 4 of 10: Define Domain



8.7.5 Step 5- Database Schema

The best practice is to choose the schema prefix:

oas

The OAS schema can be installed either on a dedicated Oracle RDBMSor co-located on the same database, or
pluggable database, utilized for the Enterprise Manage r Repository.
- An Example of a dedicated OAS DBMS connect descriptor:

oasrepos.example.com  :1521:orcl  pdb.us.oracle.com

It can be challenging to enter the correct syntax for the Simple connect string .

Please consult relevant Oracle DBMS documentation, as well as Oracle Analytics documentation. 2°

Please consult B\ppendix J - Details on the JDBCSimple Connect for more details.

Database Schema

¥ glcome

|
w Components
¥ 2]

)1:,4\ Prerequisite Checks
1 Define Domain

1
@ Database Schema

I
¥ Port Management

|
¥ Initial Content

Summary

Configuration Progress

Configuration Complete

ORACLE
FUSION MIDDLEWARE

Oracle Analytics uses several database schemas to store internal information. These
schemas are distinct from any data sources vou plan to analyze in Oracle Analytics.

Your simplest option is to create schemas here. Alternatively, wou can use schemas created
previoushy with the Repository Creation Utility (RCU). Using RCU in advance provides more
options, such as selecting table spaces. You can find RCU in this directory:

fullforacle/OASMW/oracle_commaon/bin.

#) Create new schemas

Schema prefix |oas |

Schema password

Confirm schema password

Database type | Oracle Database -

Username |sys

Password

Simple connect string nasrepos.example.com: 1521 orclpdb.us.oracle.com

Use existing schemas

Help

Enter the connect string in the format: hostname:port servicename
Use onby for non-RAC databases.

< Back || ﬂezl%a | | Cancel

Figure 7.

Step 5 of 10: Database Details

20 Configuring the Oracle Analytics Server Domain with the Configuration Assistant
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8.7.6 Step 6 - Port Management

This guide uses the default ports:
Port Range Starting Port: 9500

Port Range End Port: 9999

Port Management _ORACLE @‘
FUS'ON MIDDLEWARE

Welcome

Specify the ports that Oracle Analytics and WebLogic Server processes can use.
Components

Prerequisite Checks Port Range

Define Domain

- —

Port Range Starting Port 9500

Database Schema Port Range End Port |9999

e e

Port Management
Initial Content
Summary
Configuration Progress

Configuration Complete

The first port number in the allocated port range.

Help -:Eack.'f. Ne[s> | | Cancel

» The default ranges from 9500 to 9999 should be adequate.

Figure 8. Step 6 of 10: Port management

8.7.7  Step 7 - Initial Application

1  Make sure to leave the default setting of clean installation (default)

Initial Content _ORACLE @1
FUSION MIDDLEWARE

w Welcome \

T Specify whether yvou want to set up a default installation (no content) or to start with
¥ Components content exported from another Oracle Analytics or Oracle Bl Enterprise Edition
i ) .
A Prerequisite Checks [psiallancrs

¢ Define Domain I Existing expo chive (.jar file) from a previous installation

.\;,, Database Schema (=) Clean installation (default)

|

T Port Management
@ Initial Content

|

Summary

[

T Configuration Progress

I

Configuration Complete

Figure 9. Step 7 of 10: Initial Application

8-48



8.7.8 Step 8 MSummary

Make sure that just Oracle Analytics Publisher is shown for the Components being configured.

ORACLE

Summary
FUSION MIDDLEWARE

o Welcome » = Configure

.:. Components [= Configuration

| - isite Chetk = Components
T e e Oracle Analytics Publisher

|

T Define Domain = MNew domain

| . .

¥ Database Schema Domain Name: bi

i Domains Directory: fDASMW/user_projects/domains
| R L N e N Admin server (HTTP port 9500, HTTPS 9501, internal 9504)

‘:{ Initial Content Managed server (HTTP port 9502, HTTPS 9503, internal 9505)
T = Database

el Summa

T i = Mew schemas

[ Configuration Progress Database twpe: ORACLE

I

Connect string:  0asrepos.example.com:1521 orclpdh.example.com
Mew RCU prefix: oas

Configuration Complete

= Port Management
= Port range
Part range start: 9500
Paort range end: 9999
= Application
Archive: fOASMW/oui/mw/common/framework/bin
Service Instance Key: ssi
Service Instance Limit: 1
= Entry points

G

Save Response File:| Sawve

Click Save to generate a response file used for silent installation.

Help | | < Back QonfE}Jre

Cancel

Figure 10. Step 8 of 10: Summary

As soon as the Configure button is pressed, the configuration process begins.
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8.7.9 Step 9 - Configuration Progress

It can take some time for this to complete, and the real -time status can be monitore d, as shown below.

Configuration Progress

Components

Prerequisite Chacks
Define Domain
Database Schema
Port Management
Initial Content
Summary

Configuration Progress

—HEH-U— ===

Configuration Complete

Configuration Toals

=3

Name

[0 Oracle_Analytics_Configuration
[ Create default domains dir

i Create expanded domain

1@ Create schemas using RCU

@ Oracle Analytics Publisher

@ Complete domain
@ Store port range
1@ Sync mid tier database

@ Add default service instance

@ Store JMS credential
@ Start all Servers
...® Collect logs

ORACLE ‘.
FUSION MIDDLEWARE

Progress
. —
 Success

In Progress
Not started
Not started
Not started
Not started
Not started
Not started
Not started
Not started
Not started

Configuration Log Location: /u01/oracle/OASMW/install2022-05-06_09-58-49AM.log

Configuration Log Lacation

 oracle_Analytics_Configuration

Configuration Progress

nts

uisite Checks

Define Domain
Database Schema
Port Management
Initial Content
Summary
) Configuration Progress

Configuration Complete

(o

=

onfiguration Tools

Name

[0 oracle_analytics_Configuration

i Create default domains dir
[ Create expanded domain
\..H Create schemas using RCU
{8 Oracle Analytics Publisher

& Complete domain
M Stere port range
@ sync mid tier database
i Add default service instance
@ Store JMS credential
...® Start all Servers
L@ Collect logs

OASMW/install2022-05-06_08-5843AM log B @ Oracle_Analytics_Canfiguration
@ Log

O Create default domains dir
Q Create expanded domain
@ Create schemas using RCU
W Oracle Analytics Publisher
@ Comnplete domain

@ Store port rang:

»

7

]

ORACLE

FUSION MIDDLEWARE @‘ $ cd SMW_HOME
$Is -CF

bi/ jlib .. config2022
A $ cd config2022...

& Success $ tail - fstartallservers.log

#iSticcess NodeManager started

o Success . .

& Success Reading domain...

o Suess. /Servers/AdminServer/ListenPort=9500

Not started Accessing admin server using URL

P t3://oasl.example.com:9500

Starting AdminS  erver ...
nmStart(AdminServer) succeeded

Configuration Log Location: /u01/oracle/OASMW/install2022-05-06_09-58-494M.log

E @ Oracle_snalytics_Configuration

Configuration Progress

|, Prerequisite Checks

Define Demain
Database Schema
Fort Management
Intial Content
summary

) Configuration Progress

@ CC—C—C-

Configuration Complete

@ Log

9 create default domains dir
Q create expanded domain
Q Greate schemas using RGU
@ oracle Anabytics Publisher
0 complete domain

Configuration Tools

=

Name

 Oracle_Analytics_Configuration

‘[ Create default domains dir
. [ Create expanded domain

- [ Create schemas using RCU
i@ oracle Analytics Publisher

W Complete domain

i@ store port range

@ Sync mid tier database

- E Add defautt service instance
‘- Store JMS credential

| Start all Servers

L. Collect logs

Storing encrypted AdminServer credentials: adminServerUserConfig...

Setting restart interval for all system components to default 3600

Starting all servers ...

Starting bi_serverl (Original State:SHUTDOWN) ...
NMProcess : ...  oracle.dms.cam.metrics.LocalDmsChannel
NMProcess: INFO: DMS DMS ...

Started bi_serverl

Set runtime log level...
Setting oracle.wsm
Finished starting servers

~C

o

2

WARNING:1 for server: bi_serverl

ORACLE

FUSION MIDDLEWARE

] Progress @ Store |MS credential =
= @ Start all Servers
 Success
’SUKCESS B o LDg
o Success Step Start all Servers started
o/ success Starting all Servers ..
::::::: See log file: Ju0lforacle/OASMWconfig2022-05-06_03-58-49AM/startallservers. log N
o Success %
 Success Step Start all Servers ended successfully
¢ s @ Collect logs -
o Success
o Success

Cancel

o

Figure 11.
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8.7.10 Step 10- Configuration Complete

When the configuration is complete, details of the environment are presented below.

Pleasetake note of these, as they are required in order to utilize OAS .
The key items to verify are ou tlined, and are shown below:
- Components: Oracle Analytics Publisher
- Domain Name: bi
- Admin Server: HTTP Port 9500
| http://oashost.example.com:9500/em

I http://oashost.example.com:9500/console
- Managed Server: HTTP Port 9502

I http:  //oashost.example.com:9502/xmlpserver/serviet/home

- Connect String: oasrepos.example.com:1521:orclexample.com
New RCU prefix:oas

Once verified, click Finish

Configuration Complete

; r
Welcome

T + [ Configure
Components = Configuration

- = Components
Prerequisite Checks

OoORACLE

FUSION MIDDLEWARE

| | Oracle Analytics Publisher |
Define Domain = Mew domain

T _ _
Database Schema Hom=in Name.

I Domains Directory:[ JOASMW/user projects/domains ]

o L0 [ R G Admin server (HTTP porf 9500, HTTP$ 9501, internal 9504)

} Initial Content Managed server (HTTP gort 9502, HTFPS 2503, internal 9505)

I = Database
sSummary

I = Mew schemas

T Configuration Progress Database type: ORACLE

'\i-" Configuration Complete Connect string: casrepos.example.com: 1521 : orclpdb. example. com

Mew RCU prefix oas
= Port Management
[= Port range
Port range start: 9500
Port range end: 9999
= Application

Archive: OASMW/ouif/mw/commaon/framework/bin

Service Instance Key: ssi
Service Instance Limit: 1
= Entry points

can

i

Save this page:] Save

Click Sawve to generate a file containing the summary details.

Help | | = Back

Figure 12. Step 10 of 10:Configuration Complete
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CHAPTER 9. OAS SECURITY CONFIGURATION

This chapter provides an overview of the remaining configuration steps, which are somewhat complex.

BEFORE BEGINNING THE PROCEDURES DOCUMENTED IN THIS HANDBOOK, DOWNLOAD ANY CUSTOMIZED BIP REPORTS FROM THE
EMBEDDED BIP IN EM 13.4, USING THE BIP USER INTERFACE.

There are two distinct OAS security models that are fully documented below.

Each of these two OAS security models map directly to a corresponding Enterprise Manager Security Configuration.

A A single installation of OAS can only support one of the two security models below at any given time.

EM SECURITY CONFIGURATION OAS SECURITY MODEL AND ADDITIONAL REQUIREDSTEPS

1. Enterprise Manager Repository -based OAS Database Security Model

security A Additional steps:
A Out of box configuration 1. Configure OAS for Database Security Model.
2. On EM Repository DBMS, perform DBMS role assignments.
2. LDAP OAS Fusion Middleware Security Model
a Without Sirgle-Sigr-6a (SSO A Additional steps:
b. With Single Sign On (SSO 1. Ensure OASis configured for Fusion Middleware Security Model.

2. On OASWebLogic Domain:
a. WebLogic Authentication Provider configuration.
b. Fusion Middleware Control Application Role assignments.
c. Edits to Java Platform Services (JPS configuration file.
3. Further configuration Steps for SSO on OAS WebLogic Domain:
a. Additional WebLogic Authentication provider configuration.

b. Installation of Oracle HTTP Server (OHS).
c. Configuration of OHS with Oracle Webgate.
d. Oracle Access Manager(OAM) configuration.
e. Ensure OASis a partner OAM application.
f. Edits to OHS Configuration files.

Table 5. OAS Security Configuration Steps

In order to change the OAS Security Model, access to the OAS Administration link, and the subsequent Administration
screens0 Yy dz dzEFRUEIL7- AdminBtration Screens and Security Center. Needed for Security Configuration Eitis
necessary to login to OAS as a user with the required permissions to access these pages.

When OAS s initially installed, the OAS Fusion Middleware security model is configured by default.

In this configuration, the weblogic user will always be available, with the password that was chosen during OAS
configuration. SeeD dzg z 8.3+ $tep 4 - Define DomainE .

Additionally, the weblogic user will by default have the required permissions to access the Administration screens.

If mistakes are made, and login to OAS using standard procedures is unavailable, or no user has the required permissions to
access to the Administration link (and subsequent Administration screens) , then there is no way to resolve issues using
the OAS user interface and manual edits to XML configuration files would be required.

Given this, it is strongly recommended to enable the internal Superuser during t hese initial configuration steps.

This special Superuser does not rely on any underlying OAS security model, but instead utilizes the simpler file -based
security model that is built -in to OAS.

For simplicity and proper management of OAS , ensure that the username chosen for this internal OAS Super User does not
overlap with a real Enterprise Manager (or LDAP) user.

For example, do not use the name sysman.
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9.10racle Analytics Publisher Authentication and Report Execution Flow

There are four main interactions that all Enterprise Manager Administrators will utilize when Oracle Analytics Publisher is

accessed.
1. Oracle Analytics Server Authentication
2. Oracle Analytics Server User Interface Capmabilities.
3. Oracle Analytics Server Catalog Access.
4. Oracle Analytics Server Report Execution.

9.1.1 OAS Authentication

As specified above, for Enterprise Manager 13.5, two main mechanisms for user authentication are pro vided:

1. Enterprise Manager Repository -based Security

2. LDAP, with or without SSO, based upon Fusion Middleware Security Providers.
9.1.2 OASUser Interface Privileges
OAS supports three hierarchical levels of User Interface Privileges.

As the levels below are followed, they are additive.

All capabilities from level 1 are available in level 2, and all capabilities from level 1 and level 2 are available i level 3, and all

capabilities from levels 1,2, and 3, are available in level 4.

DBMS ROLE
# DESCRIPTION EM REPOSITORY BASED
1 View and execute OASReports. MGMT_USER
2 Schedule OASReports XMLP_SCHEDULER

3 Author OAS Reports (and manipulate catalog objects, see next XMLP_DEVELOPER
table).

4 Administer OAS XMLP_ADMIN
0 Manage and maintain the OAS Security Model.
0 Manage and maintain the OAS Data Source Configuration
(i.e., EMREPOSEMREPOS?, etc.)
0 Manage and maintain the OAS Scheduler.
O General OASSystem Administration.

Table 6. OASPrivileges
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9.1.3 OASServer Catalog Access

The same Role Names specified above are also utilized to provide varying levels of access to each OAS Catalog
Object (reports, Datamodels, folders).

Typically, these Role Names are applied in a similar hierarchical manner as User Interface Level Access.

This works out as below:

DESCRIPTION DBMS ROLE LDAP ROLE
EM LDAP, WITH OR WITHOUT
REPOSITORY SSO
BASED
1 1 View Reports, and corresponding Datamodels. MGMT_USER Bl Consumer
1 Expand Folder Nodes.
1 Execute Reports (not applicable to Datamodels).
2 1 Schedule OASReports. XMLP_SCHEDULER BIConsumer
(Thereis no separate FMW
Scheduler Role by default)
3 1 Edit, Cut/Copy/Paste/Delete OAS Catalog Objects (i.e., XMLP_DEVELOPER BI Author
Reports, Datamodels, and folders).
4 1  Full Capabilities on all Catalog Objects XMLP_ADMIN Bl Administrator

Table 7. OAS Catalog Permissions

9.1.4 OASReport Execution

Once an Enterprise Manager Administrator is logged into OAS , and has access to an OAS Report, the report itself can be
executed (or scheduled).

When an OAS Report Executes, the execution model from Enterprise Manager 13.4 is maintained.

That is, for a given user logged into OAS, OASReports will only have target -level access to those Enterprise Manager
Targets that that EM Administrator normally would have access to.

In this way, EM Data can be viewed inside of OAS with the same visibility as when uti lizing the Enterprise Manager Console
directly.

The following two sections provide a flow chart of the two main components of OAS  Report Execution.

1. OASLogin Flow MValid or invalid credentials provided.
2. OASprivilege assignment MIf a user is valid, associate roles.
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9.1.5 OASLogin Processing

h Login Attempt
Figure 13. OAS Login flow

OAS Login  Flow

SSO Login Screen

(or pre - validated

SSO

OAS Login YES
Screen Configured? Authentication
[prior login])
A 4
Username -
OAS Login Module < v

Password
Username
Password

Oracle
Database

EM Repository Fusion Middleware

DBMS

Security Model

Fusion

Middleware
) 5 =
o —
gl 5 gl 3
S = =
o = 5
ng;vsggaﬂggrs Valid WebLogic LDAP
Table Login Authenticator

Response

LDAP Server
Validation

o == N

Username ,7 To OAS N
S Y o4 Privilege \,
M. Assignment %
’

S e - - = ’
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9.1.6 OASPrivilege Assignment

Figure 14. OAS Privilege Assignment flow
."..................’.

’. From OAS 0.’ .IIIIIIIIIIIIIIIII: OAS Prlvile
o . . ge
%,  Login Flow o Usemame :: > Assianment

0“ “0 G EEEEEEEEEEEEEEEEN

* *
ssssssssssmmmnnnn?

l

EM Repository DBMS

Security Model
Fusion
Middleware

1 or more from:

MGMT_USER WebLogic LDAP

1
9 XMLP_DEVELOPER Authenticator
T  XMLP_SCHEDULER

T XMLP_ADMIN

S

| OPSS Policy Store

4.< OAS UI \:
/ 1 or more from:

 BI Consumer
9 Bl Author
Bl Administrator




CHAPTER 10. OAS FOR EM REPOSITORY-BASED SECURITY

As discussed earlier, the standalone OAS is to be configured either using OAS Database Security Model or the OAS Fusion
Middleware Security Model.

This chapter details the steps for the OAS Database Security Model. If utilizing the Fusion Middleware Security Model, skip
to 'Chapter 11- OAS LDAP Configuration MEnterprise Manager parity '.

From this point forward, the required steps are complex, and somewhat error prone.

This chapter details configuration of the standalone OAS against an Enterprise Manager Installation using the default
dzg z LiDB LInj z# 1 g53LjDa LIS+ g Dt ¢! #d25L3# Dnj Zydzg 3 + LjLI2gl LIS zy LIS 11 E.

For this configuration of EM , the OAS Database Security Model Es utilized.

The referenced database for iem 3 above will not necessarily be the same as items 1 and 2.

10.1 Create required DBMS roles and grant to required EM administrators.

Create the required roles, and minimal role grants, on the Enterprise M anager repository database:

$ sqlplus sys/ 6 0 0 0 a@s0sysdba
sgl > REMCreate base roles
sql > create role XMLP_ADMIN ;

sgl > create role XMLP_DEVELOPER ;

sqgl > create role XMLP_SCHEDULER ;

sql >

sgl > REMCreate Role Hiearchy

sgl > grant XMLP_DEVELOPER to XMLP_ADMIN ;
sgl > grant XMLP_SCHEDULER to XMLP_ADMIN ;
sql > grant MGMT_USER to XMLP_ADMIN ;

sql >

sgl > grant XMLP_SCHEDULER to XMLP_DEVELOPER
sgl > grant MGMT_USER to XMLP_DEVELOPER
sql >

sql > REM Sysman gets super admin

sql > grant XMLP_ADMIN to sysman ;

sql > exit ;

When additional Enterprise Manager users need OAS permissions beyond basic report viewing, one or more of the above
roles will need to be granted to them. For example:

$ sqlplus sys/ 0 06 0 ¢ dsosysdba

sgl > REM Grant any required roles to individual EM Administrators
sql > grant XMLP_DEVELOPER to USERI;

sql > grant XMLP_SCHEDULER to USER2 :

sql > exit ;

These roles form the basis of the termination in the flow chart from section 9.1.6- OAS Privilege Assignment:

1 or more from:

T MGMT_USER
T XMLP_DEVELOPER
T XMLP_SCHEDULER
T XMLP_ADMIN

For full details on this process, consult (OAS- Integrate with Oracle Database Security, 2021)Database Security.
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10.2 Preparation for upload of Oracle Provided Reports

In preparation for the upload of the Oracle Provided Reports, detailed in Chapter 15- prepare for Oracle Provided Out of Box
Reports, the following set of role grants should be created.

$ sqlplus sys/ 0 0 0 0 a@s0sysdba
REM Create base EMBIP roles

create role EMBIPADMINISTRATOR,;
create role EMBIPAUTHOR;
create role EMBIPSCHEDULER,;
create role EMBIPVIEWER;

REM Create Role Mapping

grant XMLP_ADMIN to EMBIPADMINISTRATOR;
grant XMLP_DEVELOPER to EMBIPAUTHOR,;
grant XMLP_SCHEDULER to EMBIPSCHEDULER;
grant MGMT_USER to EMBIPVIEWER,;

Rem Ensure SYSM AN is an OAS Super Administrator
grant EMBIPADMINISTRATOR to SYSMAN;

10.3 Allowing access to Oracle Provided Reports for Individual EM users

The Oracle provided reports are installed with the four EMBIP* roles shown above.

For complete and proper access to these Oracle Provided Reports, ensure that the respective EMBIP* role(s) are assigned to
the individual Enterprise Manager users.

1 If there are many EM users to process, a small SQL script can be written fputhase.

REMSet up an EMCC Report Author O6USERL15b
grant EMBIPAUTHORt0 USER1

REM Setup an EMCC Report Viewer OUSER26
grant EMBIPVIEWER to USER 2

10.4 Configure OASs #+ D7 DNY LW ZYy d2f TgEz LiDA5LInj R+ 3&EpE

The complete set of step s are outlined below, followed by example screenshots.

10.4.1 Step 1- Login to OAS

» For first time configuration, login to OAS as the weblogic user.

»l f OAS is already configured for the O6Dat aBuwsre Securit
Administrator, for example O0SYSMANOG.

» If neither of these logins are possible, and the instructions to setup a local SuperUser were followed, login as
this |l ocal O6SuperUserd.

Sign In
Please enter usemame and password
usemame
weblogic
Password

[ B

Accessibility Mode ()

Sign In

English (United States) -

Figure 15. Login to OAS as the weblogic user (or the local SuperUser)
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10.4.2 Step 2- Click on the Administration link

In the far right -hand side of the OASuser interface, just to the right -hand side of the Open link, single click on the user icon.
In the drop -down menu that is shown, choose Administration .

Home Catalog New w Open v ?

Iy Account

Administr{'jon

Sign Out

Figure 16. Click on the Administration link underneath My Account

10.4.3 Step 3- Security Configuration (located under Security Center)

After the Administration link is pressed, the Administration screen below should be shown.

Underneath the Security Center label, choose Security Configuration .

b Administration

Data Sources

JDBC Connection

JNDI Connection

File

LDAP Connection

OLAP Cennection

Web Service Connection
HTTP Connection
Content Server

Security Center

Security Configuration
Roles and Permissions
Digital Signature

Delivery

Delivery Configuration
Printer

Fax

Email

WebDAV

HTTP

FTP

Content Server
Content and Experience Cloud
Object Storage

CUPS Server

System Maintenance

Server Configuration
Scheduler Configuration
Scheduler Diagnostics
Report Viewer Configuration
Manage Cache

Manage Job Diagnostics Log

Runtime Configuration

Properties
Font Mappings
Currency Formats

Integration

Oracle Bl Presentation Services

Figure 17. Administration Screens and Security Center. Needed for Security Configuration
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10.4.4 Step 4 - Enable the local Superuser

Due to the complexities associated with these steps, and the possibility of accidentally locking yourself out of OAS, it is

highly recommended to temporarily enable the local SuperUser:

This special account is not designed to be utilized for running or scheduling rep orts, but only to administer OAS.

Proceed with these steps to enable this special account:

Click the check-box next to Enable Local Superuser .
Enter a username and password, for example:

- User: SuperUser
- Password: O0®O0 0000
my Administration ey Al
Administration > Security Configuration
Security Center
Security Configuration | Roles and Permissions  Digital Signature
o'ﬂP Any changes will only take effect after the application is restarted.
Local Superuser I
oAl superusaer can log in to the system independent from the selected security model.
| Fnable Local Superuser

Superuser name  SuperlUser

Password | sesssssss
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10.4.5 Step 5 MConfiguring the OAS Database Security Model

Configuration settings for the OAS Database Security Model are somewhat e rror prone .

Detailed instruction s follow and can be found in the standard OAS documentation set. 2!

10.4.5.1 Step 5, Part 1- Determining the proper value for the JDBC Simple Connect Descriptor
It can be challenging to enter the correct syntax for the Simple connect string .

Please consult relevant Oracle DBMS documentation, as well as Oracle Analytics documentation. 22

Pleasez * I dAppebdixD - Details on the JDBCSimple ConnectE g # Dz | # D& took ghadyah peditilized to
determine the correct values to enter below.

A trivial example is shown below:

jdbc:oracle:thin:@ emrepos.example.com . 1521/ orcl pdb.example.com

10.4.5.2 Step 5, Part 2- Determining the Administrator Username and Password

The Administrator username and password are straightforward. They are simply Bysman Eand the sysman password.

10.4.5.3 Step 5, Part 3- Example values

Security Model: Oracle Database
Connection String:  jdbc:oracle:thin: @/lemrepos.example.com:1521:orcl pdb .example.com
Administrator Username: sysman

Administrator Password: 6 6 6 6 0 0

Database Driver Class: oracle.jdbc.driver.OracleDriver

2lntegrate with Oracle Database Security
22 Configuring the Oracle Analytics Server Domain with the Configuration Assistant
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10.4.6 Step 6 - Settingthe OAST £z LiDS LInj R+3&p Ll GeDyzpge NYLYZydsH

Scroll down to the Authorization section and fill in the appropriate fields.

Ry & ¢ diljDZ L32E bbtdhdckeg. p Nt X

Make sure that the Security Model is set to Oracle Database

Fill in the appropriate connect descriptor for the Enterprise Manager Repository DBMS.
Ensure to provide the sysman credentials.

nter the value for URL, Administrator Username, Administrator Password, Distinguished Name for Users and other required information below
ise LDAP

URL
(Example: Idap://hostnamezpart )

Administrator Username
Administrator Password

Distinguished Name for Users
(Example: cn=Users,dc=sxamplade=com )
JNDI Context Factory Class
(Default Value: com.sun.jndi.ldap.LdepCoFactory }
Attribute used for Login Username
(Default Valua: cn }
Attribute used for user matching with authorization system

(Example orclguid )

Authorization

Security Model  Oracle Database Ad
L\) Connection String [jdbc:oracle:thm:@emrepos.examp\e corn: 1521 arclpdb example.com
(EXEMDIE: ¥ TN ENAMPIE.COM ! L5 L20001

Administrator Username  sysman
Administrator Password  ssssssss

Database Driver Class

(Default Vahue: oracie jdbe. driver.OracleDriver )

Figure 19. Configure OAS for Oracle Database Security Model

NOTE: The database connection string and credentials are for the EM Repository database, and not for the OAS database.

10.4.7 Step 7 - Hit apply

s Administration Search [l - o, Home Catalog New v Open v 7

Administration > Security Configuration [~]

Security Center

Security Configuration = Roles and Permissions  Digital Signature

(@TIP Any changes will only take effect after the application is restarted
Appl[;, | Cancel

Figure 20. Apply Security Model Changes

10.4.8 Step 8 - Notice that a restart of the application is required

o Confirmation
Settings saved successfully. Any changes will not take effect until the application is restarted.

s Administration Search - % Home Catslog New v Open v ?

Administration > Security Configuration (2]

@ confirmation
Settings saved successfully. Any changes will not take effect until the appication is restarted

Security Center

Security Configuration | Roles and Permissions  Digital Signature

Figure 21. Required Restart of OAS
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10.4.9 Step 9 - Shutdown OAS
Use the instructions in Appendix F - Stopping the full OAS stack

10.4.10Step 10- Startup OAS
Use the instructions Appendix E - Starting the full OAS stack.

10.4.11Step 13- Monitor the bipublisher.log file for errors

In case the connect descriptor was entered incorrectly, monitor the bipublisher.log during the startup process.

$ cd $SMW_HOMHuser_projects/domains/bi/serv ers/bi_serverl/logs
$ tail i fbi_serverl.outXXXX
java.sql.SQLRecoverableException: Listener refused the connection with the following error:

ORA 12514, TNS:listener does not currently know of service requested in connect descriptor

at oracle.jdbc.driver.T4CConnection.logon(T4CConnection.java:855) ...
at oracle.xdo.security.OraValidator.validate(OraValidator.java:117) ...
at oracle.xdo.servlet.security. ORCLDBSecurityHandler...

at oracle.xdo.servlet.security. ORCLDBSecurityHandler.getPrincipal

10.4.12Step 12MConfirm success

If no errors are encountered, you can proceed to login to OAS using the SYSMAN account and credentials.

Sign In
Please enter username and password
Usemame

sysman

Password

[........| o
Figure 22. Login to OAS as the SYSMAN User
10.4.13Confirm the correct OAS Group Assignments
Home  Catalog New v Open v 7 & My Account
My Account
My Account User ID sysman
@ Display Name sysman
Administration |
User D sysman Genersl | My GThjPs
Sign Qut .
Display Name sysman S SR RoLe — TS
EMBIPADMINISTRATOR
AQ_ADMINISTRATOR_ROLE
SELECT_CATALOG_ROLE
General | My ng YWLP ADMIN
XMLP_DEVELOPER
XMLP_SCHEDULER
XMLP_TEMPLATE_DESIGNER
Report Locale Englis
Figure 23. Confirm Database Security Model

10.5 Proceed to next steps in the guide

Once all the steps in this chapter are completed, proceed to Chapter 14- Configuration of required OAS Datasource(s).
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CHAPTER 11. OAS LDAP CONFIGURATION MENTERPRISE MANAGER PARITY

As discussed earlier, the standalone OAS is to be configured either using OAS Database Security Model or the OAS Fusion
Middleware Security Model.

This chapter details the steps for the Fusion Middleware Security Model.

If utilizing the OAS Database Security Model, and chapter 10 has been completed successfully, dzs 5 ! LJ+ Clapte §4- LI Dz
Configuration of required OAS Datasource(s)EOtherwise, continue with this chapter.

If Enterprise Manager is configured with LDAP alone, or LDAP along with Single Sign-on, the steps in this chapter are a
required step to for the OAS configuration to match the Enterprise Manager configuration.

For this configuration of EM , the default OAS [Busion Middleware Security Model Hs utilized.

There are four steps to achieve this required configuration for OAS. These three steps are required whether OAS is to be
configured with Single Sign -on (SSO) or not.

1. Configure the OAS Security Model:
- Section 11.4OAS Security Model Configuration MOAS Administration Steps:
T Utilizing the OAS Administration screens.
T requires either the SYSMAN, weblogic , or SuperUser credentials, as appropriate for the existing
OAS Security Model).
2. Configure the OAS WebLogic Domain:
- Section 11.2 OAS WebLogic Domain Configuration MUsing the WebLogic Console Ul
1 Utilizing the WebLogic console Ul.
1 Requires the weblogic credentials.
3. ConfigurelLl2g 2t T uwg Zp + IJdvePlafobr SEFideE(IRS):
- Section 11.3 Configuration of Java Platform Services (JPS)
1 Utilizing the command -line.
T t EDAj35DEdz 2! gD LI5NI 3 TnjdzlE!l ! DBIjSpg3edz LH*E LRE 2t T uwg
4. Grant OAS Fusion Middleware Application roles to EM LDAP Users and/or LDAP Groups:
- Section 11.4- Mapping Fusion Middleware Application roles to EM LDAP Users
T Utilizing Fusion Middleware Control.

| Requires the weblogic Ljdzg DE dz z DZ 3¢& Il LI5Sy p dz

If SSOis required, on top of LDAP, there are several more steps, making for a possible total of 11 steps.

5. Install Oracle HTTP Server(OHS).
Extend the OAS WebLogic Domain with the collocated OHS using the config.sh script.
Configure OHS for OAS using Fusion Middleware Control.
Configure Oracle Webgate, running on top of OHS .
Configure and add the OAM Identity Asserter to the list of WebLogic Security Providers.
10 Reorder the WebLogic Authentication Providers.
11. Perform the OAS Required Steps.
12. Edit ServerName directive in httpd.conf .
These additional steps are fully documented in ' Chapter 12- Optional Configuration of SSO on top of LDAP'

© N
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11.10AS Security Model Configuration MOAS Administration Steps
Due to possible user errors locking out access to OASO Yy g Yopppr®seeEs 500z 25z 2pn D z+I1 1 &I 3¢ 3.

11.1.1 Step 1- Loginto OAS

For first time configuration, | ogin to OAS as the weblogic user.

Az 2t T 5dz ypDEY3n z#+l g523LjDE3 £+Dz LRE DNYLYZYydsE TgzLjD5LIh R#*
c+¥DZ ENjyl ' pE DTUTRt 2E.

If neither of these logins are possible, and the instructions to setup a local SuperUser were followed, login as this

p¥zyp DTLj! &DI dzg DE

Sign In %

Please enter username and password
Login as one of these possible users

Username
weblogic sysman SuperUser

Password

9

Accessibility Mode [

Sign In

English (United States) -

Figure 24. Login to OAS as the weblogic user (or local superuser)

11.1.2 Step 2- Click on the Administration link underneath My Account

Towards the top right -hand section of the OAS user interface, above the Open link, and to the left of the Help link, click on
the Administration link.

Home  Catalog Mew » Open '?

My Account

Administraticjj

Sign Out

1165



11.1.3 Step 3- Security Configuration (located under Security Center)

After the Administration link is pressed, the Administration screen below should be shown.

Underneath the Security Center label, choose Security Configuration.

w Administration

Data Sources

JDBC Connection

JNDI Connection

File

LDAP Connection

OLAP Connection

Web Service Connection
HTTF Connection
Content Server

Security Center

SecurityHronfiguration
Roles Pemissions
Digital Signature

Figure 25. Administration Screens and Security Center. Needed for Security Configuration

11.1.4 Step 4 - Enable the local SuperUser

Due to the complexities associated with these steps, and the possibility of accidentally locking yourself out of OAS, it is
highly recommended to temporarily enable the local SuperUser:

This special.account is not designed to be utilized for running or scheduling reports, but only to administer OAS.

Proceed with these steps to enable this special account:

- Click the check-box next to Enable Local Superuser .
- Enter a username and password, for example:

T User: SuperUser
1 Password: 560000
w, Administration Search [l L

Administration = Security Configuration

Security Center

Security Configuration | Roles and Permissions  Digital Signature

QTIP Any changes will only take effect after the application is restarted.

Local Superuser

Local superuser can log in to the system independent from the selected security model.
Enable Local Superuser

Superuser name SuperUser

Password [ — o ]

Guest Access

Figure 26. Enable local Superuser
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1115 Step5 Wl g 5Dd z+¥DDZ zLJ z+Il g53LjDFIHEHDD Hyg RNOIIHPENI RS 3

For the first LDAP configuration, without Single S ign-On, make sure that Use Single Sign -On is not checked.
- For subsequent configuration of Single Sign -¥ I 0 LJ2 & dzLJg ! dzChamex 12+Qytidpab I €3 S5 1 D
Configuration of SSO on top of LDAPE .
- LDAP configuration is a pre -requisite for Single Sign-On, but do not set that option at this stage.
Make sure that 'Allow Guest Access' is not checked.
Make sure that 'Use Single Sign-On'is not checked.
Make sure that 'Use LDAP is not checked.
Make sure that the 'Security Model' is set to Oracle Fusion Middleware.
Make that 'Fusion Apps Security' is not checked.

s, Administration Search [l v O

Guest Access

[ Allow Guest Access

Guest Folder Name
Authentication

As an option, you can select either Single Sign-on or LDAP for your authentication method, If you do not select this option, authentication is taken
Authorization section.

To enable Single Sign-0n, first set up BI Publisher as a partner application on the 5SSO Server, Enter the value for the single sign-off URL and other
O use Single Sign-0On

Single Sign-On Type
Single Sign-Off URL
How to get username
User Name Parameter
How to get user locale
User Locale Parameter

Enter the value for URL, Administrator Username, Administrator Password, Distinguished Mame for Users and other required information below
[ use LDapr

URL
{Example: Idap:/(hostname:port

Administrator Usemame
Administrator Password

Distinguished Name for Users

{Example: cn=sers de=example,dc=com )
JNDI Context Factory Class
{Default Wales: com.sun.jndi.|dap.LdapCreFactony )
Attribute used for Login Usemame
{Default Wales: cn )

Attribute used for user matching with authorization system

(Example: orclguid )

Autherization
Security Model Oracle Fusion Middleware w
Fusion Apps Security | [
Figure 27. Ensure that Oracle Fusion Middleware Security Model is configured correctly.
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11.20AS WebLogic Domain Configuration MUsing the WebLogic Console Ul

The overall goal of these sections is to configurethe OAS w g Z2p ¥352z2 3J3*| YySI Edz TEzLDA LInj W1 §5 3 LjDa
cLilzLl#lyppn 53gNLIBzyp LH¥ nlLlED2 DAdzg RYyIlyzEgDEdDzZ wgzp$+z55z 3F1 Y5l

config.xml

Inspection of specific details of the WebLogic domain (s) can be found in the config.xml file, for the respective WebLogic
domains (i.e., the Enterprise Manager WebLogic Domain and/or the standalone OAS WebLogic Domain).

Under no circumstances should the config.xml file be directly edited or manipulated directly.

Ensure that all inspection of the config.xml is done in read-only mode (i.e., using the command -line tools [ more,
less, view , Vi -r].

Editing the config.xml , even if backups are made beforehand , can result in corruption of the WebLogic domain .

Approved Fusion MiddleWare Tools
Throughout the rest of these sections , all examples will utilize the below WebLogic tools.

WebLogic Console
Fusion Middleware Control
WLST Scripting tool
The screenshots will consistently display the OAS WebLogic console on the left -hand side of the screenshot, and the EM

WebLogic console is on the right -hand side of the screenshot.

The easiest approach for implementing the screenshots on the following pages is to bring up the WebLogic console for the
EM domain side -by-side with the OAS WebLogic domain.

Due to certain limitations in the WebLogicconsole6 s user i nt er f a atdize twd deparate browser sssisna.r y t o

Our approach is to use a specific browser for each of the WebLogic consoles (i.e., Chrome for EM, and Firefox for OAS).
Preliminary Steps
For each WebLogic console, it is necessary to get to the Authentication Providers  screen.

To navigate to the Authentication Providers  screen, on both WebLogic consoles, follow the four steps below (screen shots
are on the next page).

Login to the WebLogic co nsole as the weblogic user
On the left-hand side of the browser window, underneath the Domain Structure , click on the link for Security
Realms.

» The list of security realms is shown. There should just be one realm, named myrealm .

Click on myrealm .
The settings for myrealm are shown.

Click on the tab for Providers .
Remember, these four steps must be pe rformed for each WebLogic console .

The OAS console should be on the left-hand side of your desktop, and EM on the right -hand side.

If the above four steps are performed correctly, then you will see screens similar to what is shown in either Figure 31-
Comparison of WebLogic Security Configurations MOracle Internet Directory , or in Figure 32 - Comparison of WebLogic
Security Configurations MMicrosoft Active Directory .
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11.2.1 Step 1- Login to WebLogic console

1 http://oa s.example.com:9500/console

ORACLE WebLogic Server Administration Console 12¢

Figure 28. Step 1: Logic to WebLogic Consoles

11.2.2 Step 2- Click on Security Realms

ORACLE WebLogic Server Admir

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
bi
'Domain Partitions
'Environmenl
;““Deploymenls
'Ser\.'ices
;““Sacun'ty Realms
'Interoperability
'Diagnusﬁcs

Figure 29. Step 2: Click onSecurity Realms for each WebLogic console

11.2.3 Step 3- Click on myrealm and then the Providers tab

Summary of Security Realms

A security realm is a container for tl
WebLogic resources. You can have
which is reserved for domain admin

This Security Realms page lists eact
cenfigure that realm.

[ Customize this table

Realms (Filtered - More Column:
Click the Lock & Edit button in the

New | | Delete

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings

General | RDBMS Security Store | User Lockout | Performance

Click the Lock & Edif button in the Change Center to modify the settings on this page.

Save

Name & Use this page to configure the general behavior of this security realm.

myrealm I Mote:
Mew Delete " ’ ' Trom - ’ v - . ne -
Figure 30. Step 3: Click onmyrealm and then the Providers tab in each WebLogic console
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11.2.4 Step 4 - Duplicating Enterprise Manager's LDAP configuration

In the screenshots below, the default WebLogic Security Configuration for OAS is shown on the left.

The WebLogic Security Configuration for an Enterprise Manager that is configured to  utilize Oracle Internet Directory (OID),

and Microsoft Active Directory, respectively, as the LDAP store, is shown on the right.

11.2.4.1 Step 4 - Topic 1- Comparison of WebLogic Security between EM and OAS

Please nate that these Enterprise Manager Screenshots are from sites with either OID or AD, but without SSO.

Settings for myrealm Settings for myrealm

Configuration | Users and Groups | Roles and Policies | © | Configuration | Users and Groups | Roles and Policies | Credential

Authentication | Password Validation | Authorization | Ad | | Authentication = Password Validation | Authorization | Adjudic atior

An Authenticaticn provider allows WebLogic Server to establist An Authentication provider allows WebLogic Server to establish trust by
Different types of Authentication providers are designed to acc Authentication providers are designed to access different data stores, ¢

[ Customize this table [ Customize this table

Authentication Providers Authentication Providers

Click the Lock & Edit button in the Change Center to activat
ic o utton in nge Center to activate : New | [Delete Reorder

New | | Delete Reorder |:| Hame
Name |:| Trust Service ldentity Asserter
Trust Service Identity Asserter |:| DefaultAuthenticator
DefaultAuthenticator |:| Defauttidentity Asserter
Defaultldentity Asserter |:| EM_Repos_Authenticator
(] | EM_0ID_Provider
Figure 31. Comparison of WebLogic Security Configurations MOracle Internet Directory

AR T T TT PR T T R T PR L

Authentication Providers

Click the Leck & Edit button in the Change Cente

MNew | | Delete Reorder

Authentication Providers

Newl Delete ||Renrder

Trust Service ldentity Asserter

Trust Service ldentity Asserter

DefaultAuthenticator

DefaultAuthenticator

Defaultldentity Asserier

Defaultldentity Asserier

EM_Repos Authenticator

EM_AD_Provider

Figure 32. Comparison of WebLogic Security Configurations MMicrosoft Active Directory

The following two screenshots provide some more details of the two separate domains.
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11.2.4.2 Step 4 - Topic 2 - WebLogic Security Configuration for OAS

Settings for myrealm

Configuration || Users and Groups | Roles and Policies | Cred

Authentication = Password Validation = Authorization | Adjudication | Role Mapping @ 2

Credential Mapping | Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You
cne Authenticati wider in a security realm, and you can configure multiple Authentication
a security realm. _ icati i i fi nt d
such as LDAP se

[ Customize this

Authentication

Click the Lock &
MNew | | Delete Reorder Showing 1to 3 of 3 Pr
Name Description
Trust Servicd Identity Asserter Trust Service Identity Assertion Provider
Defaulb\ul*{icatur WebLogic Authentication Provider
DefaultldentityAsserter WebLogic Identity Assertion provider
Figure 33. WebLogic Security Configuration for OAS

11.2.4.3 Step 4 - Topic 3 - WebLogic Configuration for EM with OID (without SSO

Settings fer myrealm

I Configuration " Users and Groups " Roles and Policies " Credential Mappings "_I

| Authentication [ Password Validation H Authorization " Adjudication " Role Map

An Authenti
designed

[ Customize:
Authenticat
IN;EWI |D ete| ||Reun:|er|
||| Name Dest
[ | Trust $ervice Identity Asserter Trust
|| | Defaufauthenticator Webl
|:| DefaufldentityAsserter Webl
|:| EM_REpos_Authenticator EMF
[l EM_'_Provider Provi
All of the providers are consulted, in order, with constraints,

Figure 34. WebLogic Security Configuration for EM when using LDAP (OID based)

In the end, the overall goal is to configure the OAS WebLogic domain to process authentication requests in a similar manner as EM.

©+Dz | D 3Ll S5pdz #I LI2g uvugzZp+z 5z t LjlLARpENHIKIS 2Wehlbgke [AuthHeizaiod LIE z LILjDZ 0
ProvidersE

1171



11.2.5 Overview of steps to configure OASidentically to EM

In summary, the overall goal of configuring OASfor LDAP security, is such that the OAS WebLogic domain is configured
with the same overall architectural co nfiguration as Enterprise Manager.

When we begin this procedure, the two WebLogic domains are shown below, with the default WebLogic security
configuration for OAS is on the left , and the default WebLogic security configuration for EM , configured with LDAP, on right.

Note: We are not modifying or changing anything in the EM WebLogic Domain, but simply using it to assist in the configuration of the

OAS WebLogic Domain.

11.2.5.1 Comparison at start of procedures

Home > Summary of Security Realms »myrealm = Provid

Settings for myrealm
Configuration = Users and Groups

Auth Password

An Authentication provider allows WebLogic Serve:
cenfigure multiple Authentication providers in a se

servers nr NAMS.

OAS 6.4

[ Customize this table

Authentication Providers

Click the Lock & Edlit button in the Change Center

lettings for myrealm

Configuration = Users and Groups | Roles and Policies = Credential Mappings | Providers | Migration

Roles and Pol|—

henticati Password Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Authori;|

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication pi
configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to acc

servers or DBMS.
i Customize this table E 13. 5
Authentication Providers

Mew | | Delete |Reomer

Hew | | Delete Reorder Lol s B
[ | Trust Service Identity Asserter Trust Service Identity Assertion Provider
Ls [] | Defaultauthenticator WebLogic Authentication Provider
DefaultAuthenticator [] | DefaultidentityAsserter WebLogic Identity Assertion provider
Trust Service Identity Asserter [] | EM_Repos_authenticator EM Repos Authentication Provider
DefaultldentityAssarter [ | EM_01D_Provider Provider that performs LDAP authentication using Oracle Internet Directory
MNew | | Delete | Reorder | New | | Delete | Reorder

Figure 35.

Comparison of OAS WebLogic Domain to EM WebLogic domain at beginning of procedures

11.2.5.2 Comparison at end of procedures

At the end of the series of steps on the following pages, the results will look like the below screen shot

Settings for myrealm
Configuration | Users and Groups | |

Authenticaticn | Password Validztic

4n Authentication provider allows We
configure multiple Authentication proy
servers ar DB 5.

OAS 6.4

[ Customize tis tame
Authentication Providers

New | | Delete |2&cm:ler

Settings for myrealm

Configuration | Users and Groups | Roles and PF Y
n.

Authentication | Password Valication | Author

An Authentication provider allows WeblLogic Serv
configure multiple Authentication providersin as
server 7T

EM 13.5

[ Customize this table
Authentication Providers

New| | Dekte |Reurder

D Name D Name
[ | pefaultauthentizator [ | Trust Service Identity Asserter -
[ | Trust Service Identity dsserter [ | pefaultsuthenticator
[ | pefaultldentityAsserter [ | pefaultidentityAsserter
[ | Bip_oID_Provider [ | EM_Repos_Authenticator u
i

New | [Deids | || Reorder [ | eM_o1o_Previder

New| | Dekte Reorder

Figure 36. Comparison of OAS WebLogic Domain to EM WebLogic Domain - Completed
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11.2.5.3 Detailed Steps for Configuration of OASfor LDAP

Returning to the earlier discussion, the easiest approach to achieving parity between the OASWebLogic Domain, and EME dz
WebLogic Domain, is to use a specific browser for each of the WebLogic consoles (i.e. Chrome for EM, and Firefox for OAS).

For this example, the WebLogic console Ul for the EM domain is brought up side-by-side with the WebLogic console Ul for
OAS.

The screenshots in the remainder of this section assume that the OAS WebLogic console is on the left-hand side of the
desktop, and the EM WebLogic console is on the right -hand side.

For each WebLogic console, it is necessary to get to the Authentication Providers
To navigate to this screen, on both WebLogic consoles, follow these fou r steps:

1. Login to the WebLogic console as the weblogic user
2. Onthe left-hand side of the browser window, underneath the Domain Structure , click on the link for Security
Realms.
- The list of security realms is shown.
- There should just be one realm, named myrealm .
3. Click on myrealm .
- The settings for myrealm are shown.
4. Click on the tab for Providers .

Screenshots for each of these steps are shown in Sections 11.2.111.2.2and 11.2.3

Remember, these four steps must be performed for each WebLogic console .
To reiterate,, the OASWebLogic console Ul will be on the left -hand side of your desktop, and EM WebLogic console
Ul will be on the right -hand side.

If the above four steps are performed correctly, then you will see WebLogic console similar to what is shown in Figure 35 -
Comparison of OAS WebLogic Domain to EM WebLogic domain at beginning of procedures .

There are a total Gfd0ISIEpSIoRtAIS SetofContigurationtemsn

11.2.5.3.1Step 1 MEdit the runtime configuration of the OAS WebLogic Domain

To perform editing operations on a Production WebLogic Domain (the default) :

Login to the OAS WebLogic Console Ul as theweblogic user.
In the top left -hand corner of the U, click on Lock & Edit .

ORACLE WebLogic Server Admi

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

| Lock & Edit |

Releaze Configuration

M e S T e e e — I

Figure 37. Lock & Edit OAS WebLogic Domain Configuration
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11.2.5.3.2 Step 2 - Configure WebLogic Provides

The next steps add a new WebLogic Authentication Provider

One of the below:
- Oracle Internet Directory (OID) or
- Microsoft Active Directory.
Ensure that you have navigated correctly to the settings for

Ensure that the first tab Authentication is in focus.

myrealm .

Steps:
1. Click on the New button.

2. Inthe text box for the Name: field, choose a name as
appropriate:

1 BIP_OID_Provider or BIP_AD_Provider

3. Inthe drop-down for the Type: field , scroll down, and
choose as appropriate:

1  OracleinternetDirectoryAut  henticator

Or:
1  ActiveDirectoryAuthenticator

Click on the OK button.

Settings for myrealm
Configuration | Users and Groups | Roles and Policies | Cre
Authentication | Password Validation | Authorization | Ac
An Authentication provider allows WebLogic Server to establis|
and you can configure multiple Authentication providers in a s
data stores, such as LDAP servers or DEMS,
[ Customize this table

tication Providers

MNew elete | Reorder

Name

Trust Service Identity Asserter

Defaultiuthenticator

o|o|o| o

DefaultldentityAsserter

MNew Delete | Reorder

Oracle Internet Directory

Microsoft Active Directory

Create a New Authentication Provider
oK | Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.

= Indicates required fields

The name of the authentication provider.

* Name: BIP_OID_Provider

This is the type of authentication provider you wish to create,

Type: SAML2IdentityAsserter v

Create a New Authentication Provider

OK | Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.
* Indicates required fields

The name of the authentication provider.

“ Mame: N
BIP_AD_Provider

This is the type of authentication provider you wish o create.

Type:
DefaultAuthenticator - SAML2IdentityAsserter j
LOK| | | Cancel| ) | SAMLZIdentityAsserter
DefaultidentityAsserter 0K | oo
T BISQLGroupProvider

IPlanetAuthenticator

CloudSecurityAgentAsserter
LDAPAuthenticator

CrossTenantAuthenticator
LDAPX508IdentityAsserter ) )

TrustServiceldentityAsserter
NegotiateldentityAsserter i

OAMIdentityAsserter
NovellAuthenticator .

OAMAuthenticator
OpenLDAP/uthenticator ActiveDirectoryAuthenticator
OracleldentityCloudintegrater CustormDBMSAuthenticator
OraclelntemetDirectoryAuthenticator DefaultAuthenticator
OracleUnifiedDirectoryAuthenticator NefaultidentitvAsserter

Figure 38. Add the BIP_OID_Provider or BIP_AD_Provider to OASWebLogic Domain
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11.2.5.3.3 Step 3 - Re-order the providers MEnterprise Manager 13.5 no longer requires this

11.25.34 Step 4 MConfirm correct ordering of providers

Confirm that the ordering matches the screenshots below:

Settings for myrealm Settings for myrealm

Configuration |~ Users and Groups | | | | Configuration | Users and Groups || Roles and PF ¥
n.

Authenticaticn | Password Validztic | | Authentication | Password Valication | Authol

4n Authentication provider allows We An Authentication provider allows WebLogic Senv

configure multiple Authentication proy configure multiple Authentication providers in as
servers or DBMS, server  TTT
OAS 6.4 EM 13.5
[ Customize s tanie [ Customize this table
Authentication Providers Authentication Providers
New | | Delete | Reorder New | | Dekte | Reorder
|:| Name |:| Name
[ | Defaultauthentizator [ | Trust Service Identity Asserter -
[ | Trust Service Identity Asserter [ | pefaultauthenticator
[ | DefaultidentityAssarter [ | pefaultidentityAsserter
[ | B:P_0ID_Provicer [ | EM_Repos_Auhenticator
id
New | [Deiae| | [Reorder [ | EM_oIn_Provider
New | | Dekte Reorder
Figure 39. Correct order of WebLogic Authentication Providers MOracle Access Manager (SSO with OID
11.2.5.35 Step 5 MChange the OID Provider to SUFFICIENT

By default, both the BIP_OID_Provider and the BIP_AD_Providerare configured as OPTIONAL, with the WebLogic
defaults.

Click on the appropriate provider (BIP_OID_Provider or BIP_AD_Provider) and then change the provider to be SUFFICIENT.
Change the Control Flag: drop-down from OPTIONAL to SUFFICIENT.

Step 3 - Confirmation

Step 17 Change to Sufficient Step 271 Click Save

Settings for BIP_CIID_Pr(wider E.e':ti“gs for BIP—DID—Pmider TN QLU Warliouwre 1Ly et
Configuration | Performance Configuration || Performance & Home Log Out Preferences A
TOITTT || i e Common | Provider Specific Home =Summary of Security Realms
Save Messages

Save
This page displays basic information about this Orz ‘@ SEﬂIHQS updated SUCCESSFUH'F'
this provider is used in the login sequence. This page displays basic information about this Oracle Intern
this provider is used in the login sequence. - -
F ginseq settings for BIP_OID_Provider
5] Name: BIP_OID_Provider
dig] Name: BRI B der Configuration | Performance
gg Description:  Provider that performs LDAP a
(jﬁ Description:  Provider that performs LDAP authenticat Common Provider Speciﬂc
] Version: 1.0
&F] Version: 1.0 Save
gg Control Flag: OPTIONAL
REQUIRED
Save REQUISITE @] Control Flag: | SUFFICIENT v
OPTION% — Save
Figure 40. Change BIP_OID _Provider from OPTIONAL to SUFFICIENT
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11.2.5.3.6 Step 6 MConfigure OID Provider for OAS WebLogic Domain

The next step is to configure the OID Provider for OAS WebLogic Domain to match EME d#ebLogic Domain.
The following sub -sections detail the required configuration requirements that are specific to the BIP _OID_Provider.

Each WebLogic Authenticator supports provider -specific configuration par ameters.
The overall goal is to configure the BIP_OID5 X Dz |j PrgvideDahedic configuration parameters to match the
EM5 2 QN 5 X DZpripviled peDiE dénfiguration parameters.

The configuration settings for the Oracle Internet Directory  provider specific parameters are quite complex.

Due to the large size of the configuration parameters screen, three screenshots are shown for the single configuration screen

The procedure will be to copy entries from the right side of your desktop (with the EM  WebLogic Domain) to the left side of
your desktop (with the OAS WebLogic Domain).

m Home Log Qut Preferences Record Help Q Welcome, weblogic|Cunnected to: bi ﬁ Home Log Out Preferences Record Help

Home »Summary of Security Realms >myrealm »Providers =BIP_OID_Provider
A== Home >EM_OID_Provider >Summary of Security Realms >m:

«f Settings updated successfully.
Settings for EM_OID_Provider

Settings for BIP_OID_Provider Configuration | Performance

« ration
onfigu Performance | ‘Common IPrwiderSpeciﬁc
| Common | Provider Specific
Save
Save

This page displays basic information about this Oracle 1

to set the JAAS Control Flag t trol how thi id
This page displays basic information about this Oracle Internet Directory Authentication provider. You can also use this page to set the o setihe oniroy Fag ta contral hawr this providy

JAAS Control Flag to control how this provider is used in the login sequence.
@ﬁ Name: EM_OID_Provider

gg MName: BIP_OID_Provider The name of this Orade Internet Directory
Authentication provider. More Info...
Provider that performs LDAP authenticat
Description: Internet Directory

Provider that performs LDAP authentication using Oracle A short description of this Orade Internet Directory
Description: ~ Internet Directory Authentication provider. More Info...
& Version: 1.0
@ Version: 1.0 The version number of this Oracle Internet Directory

Authentication provider. More Info...

& Control - [SUFFICIENT v

Control Specifies how this Oradle Internet Direct Flag:
- SUFFICIENT v Authenticaton provider s nto the login
sequence, More Info... —
Save
Figure 41. Configure OAS with Oracle Internet Direct ory provider Specific parameters

1176



11.2.5.3.7

Step 7 - Configure the OAS provider specific screens

There are several items that need to be configured on this page. It is broken up into 3 sections below.
The fourth step is required to save the changes made.

11.253.7.1

a.
b.
c.

Step 7 - 1st Section of O ID Provider Specific Configuration Parameters

1) Provide the Hostname of the common LDAP server to be shared between EM and OAS.
2) Provide the same port for OAS as EMis using.

3) Provide same principal for OAS as EMis using.
4) Provide same credential for OAS as EMis using.
5) Copy/Paste the following items from EM to OAS:

User Base DN
All Users Filter

Users from Name Filter

6) Ensure to select Use Retrieved Username as Principal

inistration Console 12¢

@) Home Log Out Preferences Record Help

Q

Home Summary of Security Realms >myrealm = Providers >BIP_OID_Provider

Settings for BIP_OID_Provider

Configuration | Performance
Common | Provider Specific

Save

Use this page to define the provider specific configuration for this Oracle Internet Directory Authentication provider.

Connection

Host:

Principal:

Credential:

‘Confirm Credential:

("] 55LEnabled

Users

User Base DN:

dﬁ All Users Filter:

dﬁ User From Name Filter:

User Search Scope:

& User Name Attribute:

& User Object Class:

0AS WebLogic Domain

subtree v

person

E Use Retrieved User Name as PrindpE

[] Check User Enabled Attribute

Welcome, weblogic ‘ Connected to: bi

The host name or IP address of the LDAP server. More

The port number on which the LDAP server is
listening.  More Info...

The Distinguished Name (DN) of the LDAP user that
WebLogic Server should use to connect to the LDAP
server. More Info...

The credential (usually a password) used to connect to
the LDAP server. More Info...

Spedifies whether the S5L protocol should be used when
connecting to the LDAP server. More Info...

The base distinguished name (DN) of the tree in the
LDAP directory that contains users. More Info...

An LDAP search filter for finding all users beneath the
base user distinguished name (DN). Note: If you change
the user name attribute to a type other than cn, you
must duplicate that change in the User From Name Filter
and User Name Attribute attributes.  More Info...

An LDAP search filter for finding a user given the name of
the user. The user name attribute specified in this filter
must match the one specified in the All Users Filter and
User Name Attribute attributes. More Info...

Specifies how deep in the LDAP directory tree the LDAP
Authentication provider should search for users. More
Info...

The attribute of an LDAP user object dass that specifies
the name of the user. The user name attribute specified
must match the one spedified in the All Users Filter and
User From Name Filter attributes. More Info...

The LDAP object class that stores users. More Info...

Specifies whether or not the user name retrieved from
the LDAP server should be used as the Principal in the
Subject. More Info...

Spedifies whether to check if the user is enabled, e.g.
check the OrdIsEnabled attribute value from the Oracle
Internet Directory LDAP server. The default value is
false. More Info...

ministration Console 12¢

@ Home Log Out Preferences [2] Record Help Q,

Welcome, web

Home >EM_OID_Provider >Summary of Security Realms >myrealm >Providers >EM_OID_Provider

Settings for EM_OID_Provider

Configuration | Performance

Common | Provider Specific EM webl..ogic Domain

Save

Use this page to define the provider specific configuration for this Oracle Internet Directory Authentication pre

‘Connection

Host:

Principal:

Credential:

Confirm Credential: T

() sSLEnabled

Users

User Base DN:

] All Users Filter:

] User From Name Filter:

User Search Scope: subtree v

] User Name Attribute: o

5] User Object Class: person

Use Retrieved User Name as Principal

) Check User Enabled Attribute

The host name or IP
Info...

The port number on v
listening. More Info.

The Distinguished Nai
‘WebLogic Server shou
server. More Info...

The credential {usuall
the LDAP server. Mc

Specifies whether the
connecting to the LD#

The base distinguishe
LDAP directory that o

An LDAP search filter
base user distinguishe
the user name attribu
must duplicate that cf
and User Name Atirib

An LDAP search filter
the user. The user na
must match the one s
User Name Attribute i

Specifies how deep in
Authentication provid:
Info...

The attribute of an LL
the name of the user.
must match the one s
User From Name Filte

The LDAP object dlas

Specifies whether or 1
the LDAP server shou
Subject. More Info..

Specifies whether to ¢
check the OrclIsEnabl
Internet Directory LDi
false. More Info...

Figure 42.

First Section of BIP_OID_Provider changes

Use Retrieved User Mame as Principal

Figure 43.

1277

Ensure that Use Retrieved User Name as Principal
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11.2.5.3.7.2

Step 7 - 2nd Section of O ID Provider Specific Configuration Parameters
1) Copy/Paste the following items from EM to OAS:
a. Group Base DN
b.  All Groups Filter
c. Group from Name Filter
2) Copy/Paste Static Group DNs from Member DN ... from EM to OAS.

Groups

Group Base DN:

&5 All Groups Filter:

(5 Group From Name Filter:

Group Search Scope:

Group Membership Searching:

Max Group Membership Search Level:

[ Ignore Duplicate Membership

Static Groups

(] Static Group Name Attribute:

(] Static Group Object Class:

(i) Static Member DN Attribute:

(i Static Group DNs from Member DN
Filter:

Dynamic Groups

(&) Dynamic Group Name Attribute:

{#F] Dynamic Group Object Class:

(] Dynamic Member URL Attribute:

4] User Dynamic Group DN Attribute:

subtree v

unlimited v

groupofuniguenames

uniquemember

orcldynamicgroup

labeleduri

The base distinguished name (DN) of the tree in the
LDAP directory that contains groups. Mere Info...

An LDAP search filter for finding all groups beneath the
base group distinguished name (DN). The static group
object class should be modified, as necessary, based on
the settings for the Static Group Object Class and Static
Member DN Attribute attributes.  More Info...

An LDAP search filter for finding a group given the name
of the group. The static group object class should be
modified, as necessary, based on the settings for the
Static Group Object Class and Static Member DN Attribute
attributes. More Info...

specfies how deep in the LDAP directory tree to search
for groups. Valid values are subtree andonelevel. More
Info...

Specifies whether group searches into nested groups are
unlimited, limited or off. Valid values are unfimited,imited
and off.  More Info...

Specifies how many levels of group membership can be
searched, This setting is valid only if
GroupMembershipSearching is set tolimited. Valid values
are 0 and positive integers. For example, 0 indicates only
direct group memberships will be found, and a positive
number indicates the number of levels to search.  More
Info...

Determines whether duplicate members are ignored
when adding groups. The attribute cydles in the Group
membership.  More Info...

The attribute of 2 static LDAP group object that specifies
the name of the group. If the name attribute of the static
LDAP group object is changed — for example, from cn to
uid - that change must be duplicated in the All Groups
Filter and Group From Name Fiter attributes. More

The name of the LDAP object class that stores static
groups.  More Info..

The atiribute of a static LDAP group object that specifies
the distinguished names (DNs) of the members of the
group.  More Info...

An LDAP search filter that, given the distinguished name
(DN) of a member of a group, returns the DHs of the
static LDAP groups that contain that member. If the
attribute is not specified (that is, if the attribute is null or
empty), a default search filter is created based on the
group schema.  More Info...

The attribute of a dynamic LDAP group object that
specifies the name of the group. If the name attribute of
the dynamic LDAP group object is changed — for
example, from cn to uid -- that change must be
duplicated in both the All Groups Filter and Group From
Name Filter attributes. More Info...

The LDAP object dass that stores dynamic groups. More
Info...

The attribute of the dynamic LDAP group object that
specifies the URLS of the members of the dynamic
group. More Info...

If such an attribute does not exist, WebLogic Server
determines if a user is a member of a group by
evaluating the URLS on the dynamic group. If a group
contains other groups, WebLogic Server evaluates the
URLS on any of the descendants (indicates parent
relationship) of the group. More Info...

Groups

Group Base DN:

E| All Groups Filter:

45| Group From Name Filter:

Group Search Scope:

Group Membership Searching:

Max Group Membership Search Level:

] Tgnore Duplicate Membership

Static Groups

@] Static Group Name Attribute:

@] Static Group Object Class:

(] Static Member DN Attribute:

(] Static Group DNs from Member DN
Filter:

Dynamic Groups

(] Dynamic Group Name Attribute:

] Dynamic Group Object Class:

(] Dynamic Member URL Attribute:

F] User Dynamic Group DN Attribute:

I [
LDAP

subtree v

unlimited v

groupofuniquenames

uniguemember

orcldynamicgroup

labeleduri

An LD,
base ¢
object
the se.
Memb

An LD,
of the
modifi
Static
attrib

specif
for gr
Info...

Specif
unlimi
and of

Speci
search

The at

group.

An LD,
(o) ¢
static
atiribu
empty
aroup

The at
specifi
the dy
eamp
duplic:
Name

The Ll
Info...

The at
specifi
aroup.

1f suck

relatio

Figure 44.

1178

Second Section of BIP_OID_Provider changes



11.2.5.3.7.3 Step 7 - 3™ Section of O ID Provider Specific Configuration Parameters
1) Copy/Paste Results time limit from EM to OAS.
2) Make sure the radio buttons are not selected .

Quplicated in Doth the All Lroups Filter and Group From "
Name Filter attributes. More Info...

5] Dynamic Group Object Class: orcldynamicgroup The LDAP object class that stores dynamic groups. More (&) Dynamic Group Object Class:
Info...
4] Dynamic Member URL Attribute: labeleduri The attribute of the dynamic LDAP group ebject that (5 Dynamic Member URL Attribute:

specifies the URLs of the members of the dynamic
group.  More Info..

] User Dynamic Group DN Attribute: 1f such an attribute does not exist, WebLogic Server {iF] User Dynamic Group DN Attribute:
determines if a user is a member of a group by
evaluating the URLS on the dynamic group. If a group
contains other groups, WebLogic Server evaluates the
URLs on any of the descendants (indicates parent
relationship) of the group.  Mare Info...

General General
Connection Pool Size: 6 The LDAP connection pool size. Default is 6. More Connection Pool Size:
Info...
Connect Timeout: 0 The maximum time in seconds to wait for the connection Connect Timeout:

to the LDAP server to be established. If this attribute is
set to 0, there is not a maximum time limit. More Info...

Connection Retry Limit: 1 Specifies the number of times to attempt ta connect to Connection Retry Limit:
the LDAP server if the initial connection failed. More
Info...

Parallel Connect Delay: 0 The delay in seconds when making concurrent attempts Parallel Connect Delay:

to connect to muitiple LDAP servers.  Hore Info...

Results Time Limit: 30000] [~ e maximum number of miliseconds for the LDAP Results Time Limit:
server to wat for results before timing out. If this

attribute is set to 0, there is no maximum time

limit.  More Info..

] Keep Alive Enabled Specifies whether to prevent LDAP connections from ("] Keep Alive Enabled
timing out. More Info...

Follow Referrals Spedifies that a search for a user or group within the Follow Referrals
LDAP Authentication provider will follow referrals to other
LDAP servers or branches within the LDAP directory. By
default, this attribute & enabled. ~ More Info...

Bind Anonymously On Referrals By default, the LDAP Authentication provider uses the
same DN and password used to connect to the LDAP
server when following referrals during a search. If you
want to connect as an anonymous user, enable this
attribute. More Info...

{f] Propagate Cause For Login Exception Speifies whether the providers should propagate the
cause of the LoginException. ~ More Info...

Cache Enabled Specifies whether a cache is used with the LDAP Cache Enabled
server More Info...

Cache Size: £ The size of the cache (in kilobytes) that is used with the Cache Size:
LDAP server  More Info.

Cache TTL: 50 The time-to-live of the cache (in seconds) that is used Cache TTL:
with the LDAP server More Info.

Cache Statistics Enabled Spfecmes whether to enable statistics of the cache. More Cache Statistics Enabled
Info.

| GUID Attribute: Specifies the name of the GUID attribute defined in the 4 GUID Attribute:
Oracle Internet Directory LDAP server. The default value

isorclguid. More Info...

orciguid

Identity Domain: The name of the identity domain. More Info. Identity Domain:

Save Save

Bind Anonymously On Referrals

Propagate Cause For Login Exception

orcldynamicgroup

labeleduri

32

60

orelguid

dupiicated n b
Name Filter att

The LDAP objer
Info...

The attribute of
specifies the U
group. More 1

1f such an attril
determines if a
evaluating the |
contains other |
URLSs on any of
relationship) of

The LDAP conn
Info...

The maximum
to the LDAP sel
setto 0, there |

Specifies the nt
the LDAP serve
Info...

The delay in se
to connect to
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server to wait f
attribute is set
limit. More In

Specifies wheth
timing out. M

Specifies that a
LDAP Authentic
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defaul, this att

By default, the
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server when fol
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Specifies wheth
cause of the Lo

Specifies wheth
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The size of the
LDAP server |
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with the LDAP ¢

Specifies wheth
Info.
Specifies the ¢

Oracle Internet
isorciguid. Mo

The name of th

Figure 45. Third Section of BIP_OID_Provider changes

11.25.3.74 Step 7 - Part4 - Press the Save button.

@i Home Log Out Preferences Record Help Q

Home =Summary of Sec ders =~BIP_OID_Provider

rity Realms =myrealm =Pr

Settings for BIP_OID_Provider
Configuration  Performance

Commen  Provider Specific

Save

UUse this page to define the provider specific confiquration for this Oracle Internet Directory Au

Connection

Host: The t
Info..

rere 3060 feten

Figure 46. Save the changes made to the provider specific screens
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11.2.5.3.8 Step 8 MChange the DefaultAuthenticator ~ from REQUIRED to SUFFICIENT
The DefaultAuthenticator  must be changes from REQUIREDto SUFFICIENT, otherwise logins will fail.

There are 5 parts to the step.

ORACLE webLogic Server Ad

Change Center
View changes and restarts

Mo pending changes exist, Click the Release
Configuration button to allow others to edit the

domain.
Lock & Edit
Release Configuration
11.25.3.8.1 Step 8 - Part 1 - Ensure that the Domain is in the Edit Settings mode:
Figure 47. Ensure the domain is in the Lock & Edit Mode
11.2.5.3.8.2 Step 8 - Part 2 - From the Providers page (sections 11.2.111.2.211.2.3):

Security Providers A myrealm A Providers tab

& Home Log Qut Preferences Record Help | Q Welcol

Hame =Summary of Security Realms =myrealm =Providers

Settings for myrealm
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing = Credential Mapping | Certification Path

Figure 48. Navigate to the Providers tab

11.2.5.3.8.3 Step 8 - Part 3 - Click on the DefaultAuthenticator

iettings for myrealm
Configuration | Users and Groups | Roles and Policies
Authentication = Password Validation | Authorizatic

An Authentication provider allows WebLogic Server to
multiple Authentication providers in a security realm. C

[ Customize this table

Authentication Providers

Click the Lock & Edit button in the Change Center to

MNew | | Delele ‘ Reorder
Name Du
BIP_QID_Provider Pr
DeFauItAulhenticatcﬂ'rr] Wi
Trust Service Identity Asserter Tn
DefaultldentityAsserter Wh

Mew | | Delele ‘ Reorder

Figure 49. Click on the Default Authenticator
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11.2.5.3.8.4

Step 8 - Part 4 - Change the Control Flag from REQUIRED to SUFFICIENT

iettings for DefaultAuthenticator

foi Home Log Qut Preferences Record Help
Configuration = Performance Migration Home =Summary of Security Realms =myrealm =Providers =DefaultAuthe

Common | Provider Specific Settings for DefaultAuthenticator
Configuration = Performance | Migration
Save
Common | Provider Specific

This page displays basic information about this WebLoagic Authe Save
the login sequence. _

This page displays basic information about this WebLogic Authentic
5] Name: Defaultauthenticator the login sequence.
g@ Description: WeblLogic Authentication 4] Name: DefaultAuthenticator
%] Version: 1.0

gg Description: WebLogic Authentication Prc

%] Control Flag: SUFFICIENT (] Version:

1.0
REQUIRED
Save REQUISITE (] Control Flag: SUFFICIENT v
COPTROMNAL — SBEE
Figure 50. Change DefaultAuthenticator from REQUIRED to SUFFICIENT and Save the changes
11.2.5.3.85 Step 8 - Part5 1 Activate the changes
ORACLE webLogic Server Administration Console 12¢
Change Center 'ﬂ‘ Home Log Cut Preferences Rs
T — Home =Summary of Security Realms =myn
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Pending changes exist. They must be activated
o take effect.

q & Activate Changes D

| Undo All Changes |

# Settings updated successfully.
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11.3Configuration of Java Platform Services (JPS)

To fully utilize an LDAP Server, such as Oracle Internet Directory (OID) or Microsoft Active Directory (AD), it is necessary to
configure the Oracle Virtual Directory (OVD ) subsystem.

f 25dz DEDAj5DZdz p+3351 3 51 LM L2 2! gckidus dng isslingdielgommand -Difes bal@yv. 2+ T | D:
Prior to editing these files, it is necessary to bring down the entire stack. See ' Appendix F - Stopping the full OAS stack.
There are two required steps:

1. Configure the Java Platform Services (JPS) to utilize Oracle Internet Directory (OID) for Fusion Middleware role
mapping.
2. Configure OVD LJ* dzLj! ! BlibdIdustNRargageD 6.

Part 1 - Configure Java Platform Services

The file jps-config.xml needs to be edited by adding the following text as shown below:

<property name-"virtualize value ="true" />

$ cd $SMW_HOME

$ cd user_projects / domains / bi / config / fmwconfig
$cp jps - config.xml jps - config.xml . ORIG
$vijps - config.xml

$ diff -bjps -config .xmljps -config .xml.ORIG
84d83

< <property name="virtualize " value ="true" />

After the edits, the file jps-config.xml should look something like this:

Line # Text

80 <servicelnstance name ="idstore.ldap" provider ="idstore.ldap.provider" >
81 <description>  LDAP Identity Store Service Instance </ description >
82 <property  name="idstore.config.provider" value =".....

83 <property name="CONNECTION_POOL_CLASSYalue ="......

84 <property  name="virtualize " value ="true "/>

85 </ servicelnstance >

Part 2 - Configuring Oracle Virtual Directory (OVD )
The file provider.os_xml needs to be edited by changing the text as shown below:

<property name="  enabled "value=" true "/>

$ cd $SMW_HOMHuser_projects / domains / bi / config / fmwconfig / ovd/ default/
$ cp provider.os_xml provider.os_xml.ORIG

$ diff - b provider.os_xml provider.os_xml.ORIG

58c58

< <property name="  enabled "value=" true "/>
> <property name="  enabled "value=" false "/>

After the edits, the file should look something like this:

Line # Text

55 <provider name=" BlindTrustManager ">

56 <configClass> oracle.ods.virtualization .config . BlindTrustManagerProviderConfig <
57 <properties>

58 <property = name="enabled " value ="true "/>

59 </properties>

60 </provider>
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11.4 Mapping Fusion Middleware Application roles to EM LDAP Users

As a pre-requisite, all the steps in in the three prior sections: 11.111.2and 11.3nust have already been completed.

If the prior section was followed, the full OAS stack should be down. If not, go back to that section and re -check the steps.
Start the full OAS stack, using the instructions in ' Appendix E - Starting the full OAS stack'.

This section will detail the steps for granting OAS Fusion Middleware Application roles to LDAP Users, and/or LDAP Groups,
utili zing Fusion Middleware Control.

These same LDAP users and LDAP groups will beshared between the two products (Enterprise Manager and Oracle
Analytics Server).

The specifics role names and mapping form the basis of the te rmination in the flow chart shown i n section 9.1.6- OAS
Privilege Assignment :

1l or more from:

. BI Consumer
BI Zuthor
BI Ldministrator

NOTES:

The three roles above would have already been created as part of the initial OAS Configuration.
These roles are managed by the Oracle Platform Services (OPSS as! y DAJ #$lg-stligé g. D
tf 2 ®bi-Btripe E 5 dz z DZ Yy LI 3configuratioy, Bddlpopuiate@ witf these three roles, in a hierarchical

manner.
Bl Consumer Can login to OAS and view reports

Bl Consumer Can also schedule OASreports
Bl Author Can manipulate the OAS catalog (cut/copy/paste/delete)

Bl Author Can also edit OASreports

Bl Administrator Full access to OAS including access to the special Administration screens.
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Note: Step 4 has 11 total parts

11.4.1 Step 4 Part 1MLogin to Fusion Middleware Control

Login to Fusion Middleware control, in a browser, as the 'weblogic' user.
For example:

http://oas.example.com:9500/em

() http://ocas.example.com:3500/em
SIGN IN TO

S |0cntifying targets

Domain Domain_bi

User Name |weblogic |

' Password | -------- |

] Login to Partition

Sign in

11.4.2 Step 4 - Part 2 - Configure Fusion Middleware Application Roles for OAS

ORACLE e rsoo e o) —— | | -

Home

Monitor

Diagnos

) Information Control

Logs

Environ

Deployr
. JDECLC
Messag
Cross C
Web Se
Other 8

»
Adminig

Refresh

o,

Security Realms Security I
bi_cluster 7/

Security Administration JNDI B
. L Web Service Security System
Application Policies ' & WeblLo

Ap plim\nwnles Target !

AdminServer(admin)

% =

bi_server1

System Policies Target |
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http://oas.example.com:9500/em

11.4.3 Step4-Part3-Tgp gz LI L2

TLIDS ! §

D# 2 5 &nd tlitk thp Seargh biisioh I

ORACLE Enterprise Manager Fusion Middieware Control 12c

t- bi @
WebLogic Domain

/Domain_bi'bi = Application Roles

Application Roles

Application roles are the roles used by security aware applications that are specific o the ap
application roles that are created in the context of end users accessing the application

P Policy Store Provider

4 Search
Select an application stripe and enter a search keyword for the role name to search for roles

Application Stripe | ohi v|
=MNo application siripe selected=
Role Name Eﬂ_ »
obi-teémplate
View Wl Create... | wsm-pm | Delete...
¢ | |
Role Name Display Name

Mo application roles found.

ORACLE Enterprise Manager Fusion Middleware Control 12¢

‘WebLogic Domain

cation Ro

[Domain_bifbi = A

Application Roles

Application roles are the roles used by security aware applications that are specific to the application.
application roles that are created in the context of end users accessing the application.

> Policy Store Provider

4 Search
Select an application stripe and enter a search keyword for the role name fo search for roles defined |

B

Application Stripe [ ohi v]

Role Name | Starts With v| |

11.4.4 Step 4 - Part 4 - Select the Role BlServiceAdministrator

ORACI_G. Enterprise Manager Fusion Middleware Contral 12¢

== bi©®
L
t— WebLogic Domain «

n Roles

/Domain_bi/bi = £

Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the apy

the context of end users accessing the application.

) Policy Store Provider

4 Search

Select an application stripe and enter a search keyword for the role name to search for roles defined by this application

Application Stripe  obi

S Role Name ~ Starts With j

View w ] Create... [ Create Like..  Edit...

Ld
Role Name Display Name
BlService Administrator Bl Service Administrator
DVContentAuthor DV Content Author
BlConsumer Bl Consumer
BlDatal oadAuthor Bl Dataload Author

BlContentAuthor Bl Content Author

DVConsumer DV Consumer

BlDataModelAuthor Bl Data Model Author

> Delete...

Description

This role confers privileges required to administer the sample application.

Users with this role can create most types of content.

Users granted this role can consume content but are restricted in what they can create.
Users with this role can author data loads.

Users with this role can create most types of content.

Users granted this role can consume content but are restricted in what they can create.

Users with this role can author data models.
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11.4.5 Step 4 - Part 5 - Press Edit

%

ORACLE Enterprise Manager Fusion Middieware Control 12¢

E Pio

eblogic Domain
/Domain_bi/bi = Application Roles

Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seet
application roles that are created in the context of end users accessing the application

P Policy Store Provider

A Search

Select an application stripe and enter a search keyword for the role name fo search for roles defined by this application.

Application Stripe | obi v|
Role Name | Starts With v | | | »
View v Wl Create... [& Create Like...-l ¥ Delete...
‘ | |
Role Name Display Name Description

BlDataModelAuthor
DVConsumer
BlContentAuthor
BlDataloadAuthor
DVContentAuthor

BIConsumer

Bl Data Model Author
DV Consumer

Bl Content Author

El Dataload Author
DV Content Author

Bl Consumer

Bl Service Administrator

Users with this role can autho
Users granted this role can co
Users with this role can create
Users with this role can autho
Users with this role can create
Users granted this role can co

This role confers privileges res

BlServiceAdministrator I

11.4.6 Step 4 - Part 6 MPress Add
ORACLE Enterprise Manager Fusion Middleware Control 12c

t= bi @

— WE WebLogic Domain

cation Role

/Domain_bi/bi = Application Roles = Edit Appl

Edit Application Role : BlServiceAdministrat...
Role (or Enterprise Role) is the group of users designad at the enterprise level and typically use
General

Application Stripe obi

Role Name BlServiceAdministrator

Display Name | Bl Service Administrator

Description | This role confers privileges required to administer the

sample application.

Members

An application role may need to be mapped to users or groups defined in enterprise LDAF seni

View v m Delete... iz | Detach
Name
weblogic
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11.4.7 Step 4 - Part 7 - Add the required Principals

Enter a value for the Principal Name, for example emLDAP, and press the search arrow
Add Principal

Add Principal
Specify criteria to search and select the application roles that you want to grant permissions to.
4 Search

Specify criteria to search and select the application roles that you want to grant permissions to
4 search

Type | Application Role v

Application Role
Principal Name | Group

Principal Name ‘Stans wit v [emionr | ‘

Display Name ‘ Starts With vl H @

Principals
Display Name | Starts With + | »
View v =} Detach
Searched Principals Principal Display Name Description
— Mo search conducted
View w i Detach
Principal Display Name Description

11.4.8 Step 4 - Part 8 - Selectan LDAP user, for example emLDAPUserl and press OK in bottom right
Add Principal

Specify criteria to search and select the application roles that you want to grant permissions to.
A Search

Principal Name ‘ Starts With vl emLDARPLIser ‘
Display Name ‘ Starts With V| ‘ )
Searched Principals
View v im| Detach
Principal Display Name Description
“emLDAPUsert

4 Advanced Option

[J Check to enter principal name here instead of searching from above. This option can be used for advanced scenarios related to custom authenticators.




11.4.9 Step 4 -Part 9 MConfirm the selection by pressing OK in the top right

ORACLE’ Enterprise Manager Fusion Middieware Control 12 WebLogic Domain ¥ weblogic ¥ e
== bhiO
=

WebLogic Domain v 0

/Domain_bi/bi = Application Roles = Edit /

Edit Application Role : BlServiceAdministrat...

Role (or Enterprise Role) is the group of users designed at the enterprize level and typically used to assign a privilege or permission. A role can also contain other roles as members. s

General

Application Stripe obi

Role Name BlServiceAdministrator

Display Name | Bl Service Administrator |

Description | This role confers privileges required to administer the
sample application

Members

An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped fo other application roles

view v == Add Delete... in'} Detach
Name Display Name Type
weblogic weblogic User
emLDARUSert User

11.4.10Step 4 MPart 10 MConfirm the changes are complete

ORACLE. Enterprise Manager Fusion Middieware Control 12¢

== bi@

=

‘WebLogic Domain

€) Information
An application role BlServiceAdministrator has been updated.

{Domain_bi/bi = A;

ation Roles

Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by app
application roles that are created in the contexi of end users accessing the application.

P Policy Store Provider

4 Search
Select an application stripe and enter a search keyword for the role name to search for roles defined by this application.
[ Application Stripe | obi I v|
Role Name | Starts With + | | | [ 2
View ¥ Wl Create... [E CreateLike.. # Edit.. € Delete...
‘ | |
Role Name Display Name Description
BlDataMode
DVConsume

ElContentAu
ElDataLoad#
DVContentA

ElConsumer

BlServiceAdministrator Bl Service Administrator This role confers privileges required to 2

4 Membership for BlServiceAdministrator

Principal Display Name Type Description

weblogic weblogic User This user is the default administrator.

_ Use’
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11.4.11Step 4 - Part 11- Push any changes to OBI stripe

It can sometimes be necessary to bounce OAS for the changes to the OBI-stripe to propagate. To push the changes
immediately :

Bring Down OAS, the Admin Server, and the node manager :
- Appendix F - Stopping the full OAS stack

Start the full OAS stack:
- Appendix E - Starting the full OAS stack

11.4.12 Step 4 MPart 12 - Confirm the operations from the prior step are complete

For final confirmation of the above steps, login to OAS as LDAP user that was just configured.

11.4.12.1Step 4, Part 22, section 1- Login to the OAS console as the user edited, for example emLDAPUserl

Sign In
Please enter username and password
Uszername

emLDAPUzerl

Password

Accessibility Mode [ |

Sign In

Enalish {United States) L

11.4.12.2Step 4, part 12, section 2- Inthe top righthand of LJ2 & dzz DZ & Il O digpp &he My Abddupt Ljdzg DZE dz

# ORACLE Analytics Search il - o, Home Catalog MNew v Open v 7 &
Ity Account @
Create... Recent Administration
Sign Out

Report Reports
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11.4.12.3Step 4, part 12, section 3 - Select the tab My Group

My Account 9 x
Disma;"i‘:;:g emLDAPUserT
General = My %@ups
Report Locale  English (United States) v
Ul Language English (United States) v
Time Zone [GMT-11:00] Midway Island, Samoa -

Accessibility Mode O on ® of

Email Addresses

Default Printer w

OK  Cancel

L ———————————————————————————————————————————————————————————————————————————————————————————————————————————————————

11.4.12.4 Step 4, part 12, section 4 - Confirm the correct entries in My Groups
My Account 9 x
UserlD ) papusen
Display Name

General | My Groups

Bl Service Administrator
Bl Content Author

Bl Dataload Author

Bl Data Model Authar
DV Content Author

Bl Consumer

DV Consumer

OK Cancel
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11.5 Step 5 MOperations Complete

All the required operations to configure OAS for LDAP are now complete.

If single sign-on is not required, skip to ' Chapter 14- Configuration of required OAS Datasource(s)'.
If single sign-on is required, continue to the next chapter, ' Chapter 12- Optional Configuration of SSO on top of
LDAP'.
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CHAPTER 12. OPTIONAL CONFIGURATION OF SSOON TOP OF LDAP

If Single Sign On is required to allow for a single login to both Enterprise Manager, Oracle Analytics Server, and any other
possible applications, several additional steps need to be performed on top of the OAS configuration for LDAP .

For these examples, Oracle Access Manager(OAM) will be configured on top of Oracle Internet Directory (OID ).
Other single sign on solutions is likely possible but will not be documented in this workbook.
Consult the Fusion Middleware Documentation Set 23 for further details.

The additional steps required for OAM on top of OID , for OAS, are summarized below, with direct cross references to the
relevant sections.

1. Installation of Oracle HTTP Server(OHS) MSection 12.1

2. Extending OAS WebLogic Domain with collocated OHS using the config.sh script.
3. Integrating OHS into WebLogic Domain using wist.sh MSection 124.

4. Configuration of OHS for OAS using Fusion Middleware Control MSection 0.

5. Test access to OASusing the OHS port MSection Error! Reference source not found.
6. Configuration of the OAM Identity Asserter to WebLogic Security Providers.

7. Configuration of Oracle Webgate , running on top of OHS .

8. OASRequired Steps MSection 13.1.8

9. Edit ServerName directive in httpd.conf MSection 13.1.8.4

10. Bounce the stack MSection 13.1.8.5

12.lInstallation of OHS

A pre-requisite for OAM is a properly configured WebLogic domain, with a co -located OHS installation inside of the same
domain.

For complete details on installation and management of Oracle HTTP Server, please consult the full set of documentation
books:

Oracle HTTP Server 12.2.1.4.0
The following set of screenshots details the installation of OHS .

These steps are somewhat error prone, so a backup of the OAS WebLogic domain should be taken prior to these steps.

Make sure all processes associated with OAS are shut down.
- T & Appéndix F- Stopping the full OAS stack for details.
Launch the OHS installation Ul for the appropriate Operating System Platform

$ ./ fmw_12. 2.1 . 4.0 _ohs_linux64 . bin
Preparing  to launch the Oracle Universal Installer from /tmp/ Oralnstall2020 -09-30_11- 22- 53AM
Launcher log file is /tmp/ Oralnstall . log .

Checking if CPUspeed is above .. Passed

Checking monitor : must be configured to Passed

Checking swap space : must be greater than Passed

Checking if this platform requires a 64- bit JVM . Actual 64 .. Passed
Checking temp space : must be greater than Passed

23 (Oracle® Analytics Enterprise Deployme nt Guide for Oracle Analytics Server, 2020)
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https://docs.oracle.com/en/middleware/fusion-middleware/web-tier/12.2.1.4/index.html

12.1.1 Step 1- OHSInstallation

» Skip or apply as needed.

MWelcome; Step 2 Mskip updates

C——C——€—€—€—€—€—€1©

Welcome

Welcome

Auto Updates
Installation Location
Installation Type

DK Selection
Prerequisite Checks
Installation Summary
Installation Progress

Installation Complete

Welcome to Oracle Fusion Middleware 12c(12.2.1.4.0) Oracle HTTP Server Installer.

Use this installer to create a new Oracle Home or extend an existing Oracle home with the Oracle
Fusion Middleware Web Tier software, including Oracle HTTP Server.

Formore information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware

Context-sensitive online help is available from the Help button

€€ O¢

Auto Updates

Welcome

Auto Updates
Installation Location
Installation Type

DK Selection
Prerequisite Checks
Installation Summary
Installation Progress

Instaliation Complete

12.1.3 Step 3- OHSInstallation MChoose Middleware Home

» Either browse or type the full path of the MW_HOME

€ —€ —€—€ - =<~

Installation Location

Weicome

Aio Vpdaes
nstallation Location

Ingramgtion Type

[OK Selection
Prerequisite Checks
Instafation Summary

PEPRRRERDR

Directory bome |

=) |

Srowse

}'//"/,

Search My Oracle Support for Updates



12.1.4 Step 4 - OHSInstallation Minstallation Type
» Make sure to select Collocated HTTP Server

Installation Type _ORACLE @‘
FUSION MIDDLEWARE

Welcome

Standalone HTTP Server (Managed independently of WebLogic server)
Auto Updates

Installation Location .
2 Collocated HTTP Server (Managed through WebLogic server)
| Installation Type

DK Selection = Oracle HTTP Server 12.2.1.4.0
= OHS

Oracle HTTP Server 12.2.1.4.0
= Java Runtime Environment

Prerequisite Checks
Installation Summary

Installation Progress Oracle |RE 12.2.1.4.0
= Oracle Common Configuration Infrastructure
CIE CAM Shared Config 12.2.1.4.0
Enterprise manager Plugin for OHS 12.2.1.4.0
= Infrastructure
Database Client 12.2.1.4.0
OAM WebGate For Oracle HTTP Server 12.2.1.4.0
OPatch 13.9.4.2.1
LDAP 12.2.1.4.0

€€ €@

Installation Complete

12.1.5 Step 5- OHSInstallation - Choose JAVA HOME location
» Provide same JDK as used throughout WebLogic configuration

JDK Selection _ORACLE @‘
FUSION MIDDLEWARE

Welcome v |DK Home:

Auto Updates ]
/java - Erowse

Installation Location

Installation Tvpe
JDK Selection

Prerequisite Checks

) Provide the same JAVA_ HOME as used to install and configure OAS
Installation Summarny

Installation Progress

L S

Installation Complete

12.1.6 Step 6 - OHS Installation MPrerequisite Checks
» Confirm no pre-requisite failures

Prerequisite Checks _ORACLE @‘
FUSION MIDDLEWARE

Welcome

Auto Updates 100%

Installation Location

Checking operating system certification
Installation Type

DK Selection
Prerequisite Checks

Checking recommended operating system packages
Checking kernel parameters

Checking physical memory

228 <

nstallation Summary
Checking |ava version used to launch the installer

Installation Progress

e T e
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12.1.7 Step 7- OHSInstallation Minstallation Summary

» Review results of pre-requisite tests.

Installation Summary

+ = Install Oracle HTTP Server (OHS)
= Installation Location

Welcome

Auto Updates
Installation Location

log
= Disk Space
Required: 1865 MB

Installation Type
DK Selection

_ORACLE
FUSION MIDDLEWARE

)

Oracle Home Location: fullforacle/OASMW
Leg File Location: ftmp/Oralnstall2022-09-12_07-39-36AM/install2022-09-12_07-39-36AM

L e e e

Prerequisite Checks

Installation Summary
Installation Progress

Installation Complete

Awvailable: 353949 MB
=] Feature Sets to Install
Oracle JRE 12.2.1.4.0
Database Client 12.2.1.4.0
OAM WebGate For Oracle HTTP Server 12.2.1.4.0
OPatch 13.9.4.2.1
LDAP 12.2.1.4.0
CIE CAM Shared Config 12.2.1.4.0
Enterprise manager Plugin for OHS 12.2.1.4.0
Oracle HTTP Server 12.2.1.4.0

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left §
pane. or use the Back button. =
< Back Install Cancel
12.1.8 Step 8 - OHS Installation Minstallation Progress
» Follow ongoing status until complete.
CH=ATLE

installation Progress

B e ite 2ol

@eeLsss

ORACLE
TUBON MOCKEWASE

m Irstalatien Progress

reswn

Cern

[ ]

Prorming Breg St aans

(ramg

‘v w e . g

Lavmg 5t waerry

Pow wyret sirges

g g gy

T

e L s

s
W Fepn
o Comy
W Cosaraig Ll wmi
W o beag aneaa)
W Uiy
W e
w
W

Prp epre g

12.1.9 Step 9 Minstallation Complete

Installation Complete

Welcome

Auto Updates
Installation Location
Installation Type

JDK Selection
Prerequisite Checks
Installation Summary

Installation Progress

e —— - —

Installation Complete

ORACLE
FUSION MIDDLEWARE

= Install Oracle HTTP Server (OHS)
= Installation Location
Oracle Home Location: JOASMW

Log File Location: jftmp

2 Feature sets Installed Successfully
Oracle JRE 12.2.1.4.0
Database Client 12.2.1.4.0
0AM WebGate For Oracle HTTP Server 12.2.1.4.0
OPatch 13.9.4.2.1
LDAP 12.2.1.4.0
CIE CAM Shared Config 12.2.1.4.0
Enterprise manager Plugin for OHS 12.2.1.4.0
Oracle HTTP Server 12.2.1.4.0

el
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12.2 Extending OAS WebLogic domain with collocated OHS
Configuration of OHS requires Extending the WebLogic Domain used by OAS via the config.sh script.

Launch the WebLogic Configuration Wizard:

cd $MW_HOMEoracle_common / common bin
./ config . sh

12.3 OHS Configuration

12.3.1 Step 1- OHS Configuration MUpdate an existing WebLogic Domain

Very Important MUpdate and existing domain

Configuration Type

| Update Domain
Templates

Advanced Configuration

Configuration Summary

Configuration Progress

¥

End &f Configuration
What do wou want to do?

Create a new domain

ORACLE

FUSION MIDDLEWARE

)

Darmain Location:

'OASMWuser_projectsfdorains/bi b Browse

12.3.2 Step 2- OHS Configuration MChoose Oracle HTTP Server- Collocated [OHS]
Important MChoose template for Oracle HTTP Server (Collocated [ohs])

Templates

Update Darmain
= Templates

High Availability Options Filter Ternplates:

Database Configuration Tywpe

Awailable Ternplates
Cormponent Datasources P

DEC Test
Oracle BIEE Suite
Advanced Configuration

Configuration Surmmary

Configuration Progress

(—(—€—f—€—C€—C—C—K—F

End Of Configuration

Qracle Enterprise
Oracle Enterprise

Cracle HTTP Server (Collocated) [ohs]

PN Y

llndate Marmain Heina Costamm Termnlats:

s Update Dorain Using Prody

Basic Wehloglic Server Domain [wiserver] *

COracle FA Suite [bi]

Oracle BI Publisher Suite [hil

Oracle Bl SLCM Defaults [hi]

Oracle Bl Essbase to RPD Mapping Rule Generator [bi]
Oracle Bl Modeler [bi]

oracle. bi.integration. adf [bi]

e

_ORACLE

FUSIOH MIDDLEWARE

.)

Include all previously applied termplates

Leave blank

Include all selected ternplates

[bi]

Manager fem]
Manager-Restricted |RF [em]

-

T oL

PR

Cracle HTTP Server [(Collocated) [ohs]

TTP Server (Restricted |RF) [ohs]
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12.3.3 Step 3- OHS Configuration - High Availability Options

Review entries, do not change

High Availability Options _ORACLE"
FUSION MIDDLEWARE

Update Domain
Templates
© High Availability Options

o

 Deisbase Confnuration ipe
EE—— Enable Automatic Service Migration
o At e
() ORI S ey JTA Transaction Log Persistence
B el 5 Default Persistent Stare

O End Of Configuration T,

IMS Server Persistence
%) MS File Store

IMS IDBC Store

12.3.4 Step 4 - OHS Configuration MDatabase Configuration Type

Select Get RCU Configuration.
Confirm successful connection.
Click Next

Database Configuration Type

_ORACLE
FUSION MIDDLEWARE

.)

Update Domain

Templates
High #wvailability Options

Specify AutoConfiguration Options Using:

s RCU Data Manual Configuration

i) Database Configuration Ty| Enter the database connection details using the schema credentials corresponding to Cormmon

Infrastructure Services component in the Repository Creation Utility. The Wizard uses this connection

Component Datasources to autornatically configure the datasources required for components in this domain.
IDBC Test
) . wvendor: | Cracle w| Driver: |*Oracle's Driver (Thin) for Service connections; ...
,, Advanced Configuration
Configuration Summary # Connection Parameters Connection URL String
Configuration Progress Host Marme:
End Of Configuration .
DEMSfService: | | Port:
Scherna Owner: | OAS_STB Scherna Password: | seessess

Get RCU Janfiguration

Get RCU Configuration

Connection Result Log

Click "Get RCU Configuration" button to test the connection and activate the "Mext" button.

Connection Result Log

Connectigg to the database server.. QK
Retriewvingyscherna data from database server... QK
Binding local schema components with retrieved data.. Ok

Successfully Done.

Click "Mext" button to continue.

< Back Next _T

Cancel

12.3.5
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12.3.6 Step 5 OHS Configuration MComponent Datasources

Review entries MDo not change

Update Dormain
., Templates
High fwvailability Options

Component Datasources
DEC Test

Advanced Configuration
Configuration Surnmmary

Configuration Progress

¥}

End Of Configuration

Help

Database Configuration Type

Edits to the data above will affect all checked rows in the table below.

Component Scherma | DEMS/Service Host Name Port | Schema Ow...| Schema Passw...

LocalSveThl Schema | oaspdb.us.or| emdev-bipl.us.

1521 | OAS_STE LELEEELL]
1521 OAS WLS_RUI| sessennn
1521 ] OAS EBIPLATF | ssssssns
1521 OAS MDS LEEETEET]
1521 CAS IAU_APP
1521 ] QAS 1Al VIEY
1521 ] OAS_OPSS

WLS Schema oaspdb.us. or| emdew-bipl.us.

BIF Schema naspdb.us. or| emdew-bipl.us.
OWSM MDS Schema | oaspdb.us.or| emdew-bipl.us.
OPSS Audit Schema | oaspdb.us.or| emdew-bipl.us.

QPSS Audit Viewer 5S¢ oaspdb.us.or| emdev-bipl.us.

0OPSS Schema naspdb.us.or| emdew-bipl.us.

= Back Mext = Cancel
I

JDBC Component Schema ORACLE
FUSION MIDDLEWARE

12.3.7 Step 6 - OHS Configuration MIJDBC Test

Confirm all successful connections

JDBC Component Schema Test ORACLE
FUSION MIDDLEWARE

Update Dormain

., Ternplates

High fwvailsbilite Options
Database Configuration Type

Component Datasources

| JDBC Test

Advanced Configuration
Configuration Surnmary

Configuration Progress

C— —(—:(—(—t_'—c_'—c —3—}

End of Configuration

Test Selected Connections

Connection Result Log

Component Schema=Local3wcThl Schema

Driver=oracle. jdbc. OracleDriver
TRL=jdbc:oracle:thinf//oas.exanple.con: 1521 /o0rcl.exanple.com
User=0A5_STE

Password
S0OL Test=5ELECT 1 FROM DUAL

CFGPWHK-64213: Test Successfull
CFGPWHK-64213: Datasource connection test was successful.
CFGPWE-64213: Mo action required.

1]

= Back MNext = Cancel

.oracl
.oracl
.oratl

.oracl

v| Status Camponent Schema JDEC Connection URL

v 4 | LocalSweThl Schema jdbc:aracle:thin: @fferndewv-bipl.us.
v | WLS Schema jdbc:oracle:thin: @#fermdev-bipl.us
v % | BIP Schema jdbc:aracle:thin: @#fermdev-bipl.us
v o | OWSM MDS Scherma jdbc:aracle:thin: @fferndewv-bipl.us
" o PSS Audit Scherma jdbc:oracle:thin: @#fermndev-bipl.us
v «® | OPSS Audit Viewer Schema jdbcoracle:thin: @#fermdev-bipl.us.
"] 4# | OPSS Schema jdbcaracle:thin: @#ferndew-bipl.us.

orac|

aracl

aracl
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12.3.8 Step 7 - OHS Configuratio n MAdvanced Configuration

Only check the box for System Components

Advanced Configuration

Update Domain
Temnplates

High Availability Options

Database Configuration Type

Component Datasources

DEC Test

——€—€—€—¥—X

Advanced Configuration

Configuration Summary

Configuration Progress

._._(_.):

End Of Configuration

Topology

Add, Delete or Maodify Settings for Managed Servers, Clusters, Virtual Targets and Coherence

)rstem Components

onfigure and Target Systemn Components

Domain Frontend Host Capture

Configure Domain Frontend Host

Deployments and Services

Target to Servers or Clusters

File Store
Modify Settings

12.3.9 Step 8 OHS Configuration

12.3.9.1 Part 1Choose Add

MSystem Components

G x

System Component

Component Type

_ORACLE
FUSION MIDDLEWARE

N

IE? Discard Changes

Restart Interval Seconds

Restart Delay Seconds

12.3.9.2 Part 2- Change Name as appropriate

for example, ohs1

Do not change other parameters

[»

a9k Add 3 Delete
System Component
ohsl| . OHs

Companent Type

_ORACLE
FUSION MIDDLEWARE

Restart Interval Seconds

hd 3600

)

@ Discard Changes

Restart Delay Seconds

0
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12.3.10Step 9 - OHS Configuration MOHS Server

1. System Component Mwill be name provided in prior step ,i.e.,ohsl

2. Admin Host:

- VERY IMPORTANT Leave the default value of localhost or 127.0.0.1 [Mos Note: Doc ID 2606314.]
3. Admin Port MLeave at 7779. Nochecking for port conflicts are done.
4. Listen Address MDepending on network topology, either leave the field blank (listen on all network interfaces)

or provide the local hostname (listen only on physical network connection associated with thi

s hostname).

5. Listen Port MDefault of 7777 is good. This is the port of the primary server that OHS is configured with.
6. SSL Listen PortMDefault of 4443 is fine. This is the port of the primary SSL virtual server.

7. Server Name MEnsure this is exactly as shown:

a. http or https (depending on security topology).

b. Local hostname (not localhost or 127.0.0.)

c. :7777or :4443 - Must match port from step 5 (http ) or.step 6 (https ) above.
8. For this example, the Server Name should be one of these:

a. http://oas.example.com:7777
b. https://oas. example.com:4443

OHS Server

Update Domain d
Templates
High Availability Options

e &

System Component ghsl

Database Configuration Type | Admin Host

Component Datasources

|DBC Test

Advanced Configuration

Admin Port 7779

Listen Address

I Listen Port l

System Components

A —(—

OHS Server | SSL Listen Port |
Machines [
Server Name .~
Configuration Summary > 4
Configuration Progress SSL s —

End Of Configuration

127.0,0.]1 ~f—

ORACLE
FUSION MIDDLEWARE

.

Leave at default value
(whichever.is pre-filled):
-->127.0.0.1

--> localhost

oas_example.com

‘https J/oas.example.com 4443

12.3.11Step 10- OHS Configuration MMachines

» Confirm Machine Name and Node Manager Listen Address i do not change values

Machines

Update Dornain

Machine | Unix Machine
Termnplates
High Availability Options e Add )4

Database Configuration Type

Mame
Cormmponent Datasources

oas.example.com
DEC Test

Advanced Configuration

—F——<—<«—<—3F—%

[ T A

ORACLE
FUSION MIDDLEWARE

.

[ﬁ Discard Changes

Mode Manager Listen Address Mode Manager Listen Port

oas.example.com - 9506
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http://oas.example.com:7777/

12.3.12Step 11- OHS Configuration MAssign System Components

1. Select/highlight the ohs1l component.
2. Select/highlight the Machine (i.e., oas.example.com)
3. Press the right arrow

Assign System Components to Machines ORACLE
FUSION MIDDLEWARE

4

Update Domain I Machines
T lat @ SysternComponent ‘b Machine
emnplates
g ohsl ‘& oas.example.com

High Availability Cptions

Database Configuration Type

Component Datasources
DEC Test
Advanced Configuration

Systern Components |_&|
OHS Server

—J—€—€—€—€—X—¥

Machines

€ —E———<

Assign Systemn Component

Configuration Surnmary

Confirm the tree diagram for Machines :

Machines

‘b Machine
= ‘h pas.example, com
= [l SystemComponent

@ ohsl
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12.3.13Step 12- OHS Configuration MConfiguration Summary

Review

Configuration Summary

Update Dormain

Database Configuration Type

Cormponent Datasources

DEC Test

Advanced Configuration

Systern Components

DHS Server
Machines

Assign System Components

Configuration Summary

L ——

Configuration Progress

= = AdminServer
B = AadminServer

v wiew: | Deployment -
Templates = bi | fOASMWAUSer projectsfdomainsd ™
High Awvailability Options = = server
[ bi_serverl

= (&= AppDeployment

opss-rest
state-management-provider-men
DMS Application#12.2.1.1.0
coherence-transaction-rar
bi-servicelcm-rest

bi-zecurity

bi-zecurity-login

e

rary
oracle.webcenter. skin#2 0@12.2

(Y] e e e

[
v

Do

ORACLE

FUSION MIDDLEWARE

MName
Description
Author
Location

Marme
Description
Author
Location

Marme
Description
Author
Lacation

)

COracle Corporation
FOASMWIUser projectsfd

bi

Qracle HTTP Server [Collocated)

Qracle HTTP Server Extension Teny

Qracle Corporation
JOASMWohsfcommonfte

Oracle Enterprise Manager Plugin fq
Ftwy Control Plugin for WEETIER
Orarle Crnrporation

JOASHW emfcammuonfter

- Back

Cancel

decﬂ{j}

12.3.14Step 13- OHS Configuration MConfiguration Progress

Follow progress

Configuration Progress

4

Update Domain |

AT

Ternplates |

AT

High Availability Options

I
I
L4
l Database Configuration Type o
I g ¥P ®
l Component Datasources
I JDEC Test
I

I

Advanced Configuration

ST

Systermn Components

Configuration Progress

Update Domain

AT

30%

Backup & Initialization
QPS5 Processing
OWSM Processing
Security Processing
Artifacts Generation
FPost Processing

ORACLE

FUSION MIDDLEWARE

ORACLE

.

FUSION MIDDLEWARE

.

Templates

AT

High Availability Options
Database Configuration Type
Component Datasources

IDEC Test

$44¢4¢e e

Advanced Configuration

AT

Swstern Components

I
I
I
I
I
I
I
I

OHS Server

100%

Backup & Initialization
QPSS Processing
OWSM Processing
Security Processing
Artifacts Generation
Post Processing
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12.3.15Step 14- OHS Configuration MEnd of Configuration

Note the instructions at the bottom of the screen.

End Of Configuration ORACLE
FUSION MIDDLEWARE

S, Update Domain
" Oracle weblogic Server Configuration Succeeded
Existing Domain bi Update Succeeded
High Awailability Options Darnain Lacation
fOASMW user_projectsfdomainssbi
Database Configuration Twpe Admin Server URL

http://oas.example.com: 9500/console

A, Temnplates

Component Datasources
IDBEC Test

Advanced Configuration

T

Systemn Cormponents

l
l
l
l
T

After successful domain creation, you b_yst run the WLST command ohs_updatelnstances( to complete
all the required steps. Please refer to OHS product documentation for more details.

This appears to no longer be required.
Start up OAS using the instructions in ' Appendix E- Starting the full OAS stack'.

12.4 Integrating OHS into WebLogic Domain using wist.sh.

Prior to managing OHS as part of the collocated WebLogic Domain in which OAS is configured, it is required to completely
reset WebLogic:

Bring Down OAS, the Admin Server, OHS,and the node manager : Appendix F - Stopping the full OAS stack
Start the full O AS stack: Appendix E - Starting the full OAS stack

12.4.1 Part 1- Invoke WebLogic Scripting Tool (WLST)

$ $MW_HOMEoracle_common / common bin / wist . sh
Initializing Web..

Welcome toW ...

Type help () f..

12.4.2 Part 2 - Connect to Admin Server

wls :/ offine > connect ()

Please enter your username : weblogic

weblogic

Please enter your password

Please enter your server URL [ t3 : /llocalhost:7001] :t3://localhost:9500

t3 : //localhost:9500
Connecting tot3 : //localhost:9500 with userid weblogic ...

Successfully connected to Admin Server "AdminServer" that belongs to domain "bi"
Warning :  An insecur ...
To ensure ...

12.4.3 Part 3 - Run special command

wls : /bi/ serverConfig /> ohs_updatelnstances 0

Location  changed to edit custom tree . This is awritable tree with  No root .
For more help

Starting an edit session

Started  edit session , be sure to save and activate your changes once you are done .
Saving all your changes

Saved all your changes successfully

Activating all your changes , this maytakea  while

The edit lock associated with this edit session is released once the activation is completed .
Activation completed

OHS instances have been updated successfully
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12.4.4 Part 4 - Confirm Correct Operations Performed

wls : /bi/ serverConfig /> editCustom ()

Location  changed to edit custom tree . This is awritable tree with  No root .
For more help , use help ('editCustom' )

wls : /bi/ editCustom /> Is ()

drw - EMDomain

drw - JMImplementation

drw - oracle .as.jmx

drw - oracle .as.management. mbeans. register

drw - oracle .as.ohs

drw - oracle . as. util

drw - oracle . bi . admin

drw - oracle .ohs

wls : /bi/ editCustom /> cd( 'oracle.ohs' )

wls : /bi/ editCustom /oracle .ohs> Is ()
drw - oracle .ohs: OHSInstance =ohsl, name=127.0 . 0.1 - 7779, type =OHSInstance . PortConfig

drw - oracle .ohs: OHSInstance =ohsl, name=4443, type =OHSInstance . PortConfig
drw - oracle .ohs: OHSInstance =ohsl, name=7777, type =OHSInstance . PortConfig
drw - oracle .ohs: OHSInstance =ohsl, name=Audit , type =OHSInstance . AuditConfig

drw - oracle .ohs: OHSInstance =ohsl, name=VHost --- 4443, type =OHSInstance . VHostConfig
drw - oracle .ohs: OHSInstance =ohsl, name=VHost-127.0 . 0.1 - 7779- localhost , type =OHSInstance . VVHostConfig

drw - oracle . ohs: OHSInstance =ohsl, name=VHost - <base >, type =OHSInstance . VHostConfig

drw - oracle .ohs:type =Component. KeyStoreConfig , name=KeyStore , OHSInstance =ohsl, component =OHS
drw - oracle .ohs:type =OHSInstance , name=ohsl

drw - oracle .ohs:type =OHSInstance . NMProp, OHSInstance =ohsl, component =OHS

drw- oracle .ohs:type =OHSSystemComponent, name=OHSInstanceManager
wls : /bi/ editCustom / oracle . ohs> exit()
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12.5 Configuration of OHS for OAS using Fusion Middleware Control.

12.5.1 Step 1- Login to Fusion Middleware Control

» htttp://oas.example.com:9500/em

SIGN IN TO

Domain  Domain_bi

* User Name [ weblogiq

" Password  seeseess

[ Login to Partition

signin

12.5.2 Step 2- Fusion Middleware Configuration MAdminister OHS Instances

WebLogic Domain
A Administration
A OHS Instances

General Settings

Java Transaction API (JTA)
Java Persistence APl (JPA)
EJBs

‘Web Applications

OHS Instances

Motes

Home

Monitoring

Diagnostics

Control

Logs

Environment

Deployments

JDEC Data Sources
Messaging

Cross Component Wiring
Web Services

Other Services
Administration

Refresh WeblLogic Domain
Security

JNDI Browser

System MBean Browser
WebLogic Server Administration Console
Target Sitemap

Targst Information
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12.5.3 Step 3- Fusion Middleware Configuration MClick on ohsl

ORACLE Enterprise Manager Fusion Middleware Control 12¢

bi @

t-

1 WebLogic Domain

OHS Instances

Use this page to Create, Delete an Instance of OHS.

€ Information

Certain functionality on this page is available only when you own the edit session lock. To o

== Create Delete... Start Stop

Name

ohs1

Status

12.5.4 Step 4 - Fusion Middleware Configuration Mmod_wl_ohs Configuration

== ¥ ohs1 0@

=
Start Up Shut Down

Monit _Fome General

Monitoring »

Control »

Logs »

Fort Usage
Virtuz Administration » Virtual Hosts

Security » Performance Directives

Target Sitemap Log Configuration

Target Information Server Configuration

MIME Configuration

Modules

Forts Configuration

mod_wl_ohs Configuration

Modules Advanced Configuration

ORACLE Enterprise Manager Fusion Middleware Control 12¢

Resta
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E: WebLogic Domain w weblogic v mmn

m & v

IE5; WebLogic Domain v weblogic ¥ T —
Edit Sessions o0T 0

Lock & Edit

R ) levert
{E ' E - View Cha s

View & Resolve Conflic =

Oct 6, 2020 1:38:16 PM POT 4.)

Activate Changes

Undo All Changes
snandl Undo All Changes

|ﬂ. I:I p 'j.r F'i. evert View Restart Checklist

Preferences

Help

12.5.6 Step 6 - Fusion Middleware Configuration MSearch for cluster

ORACLE Enterprise Manager Fusion Middieware Control 12c

¥ ohs1 ©
=

Ha QOracle HTTF Server Start Up Shut Down Restart...

& Confirmation
The edit session lock has been acquired. No pending changes exist.

€ Information
All changes made in this page require a server restart to take effect.

mod_wl_ohs Configuration

4 General

The mod_wl_ohs module allows requests to be proxied from an Oracle HTTP Server to Oracle WebLogic Se
overrides. If both WebLogic Cluster and WebLogic Host are defined, WebLogic Cluster will be used.

@ Provide WebLogic Cluster Details () Provide WebLogic Server Host and Port Details
WebLogic Cluster

[C] Dynamic Server List ON
Error Page
WebLogic Temp Directory

Exclude Path or Mime Type
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12.5.7 Step 7 - Fusion Middleware Configuration M Choose bi_cluster

Select WebLogic Cluster >

This table lists Oracle WebLogic clusters in current domain. Select the cluster to which you want to route traffic.

Cluster Name WebLogic Server Details

bi_cluster
1

oas.example.com: 9502

OK Cancel

12.5.8 Step 8 - Fusion Middleware Configuration MPopulate Locations

* jsp WebLogicHost=myHost|\WebLogicPort=7001|PathPrepend=/test2

4 Locations

Click on 'Auto Fill" to get all the valid WebLoqgic server end point locations. This will update any existing location with the same name and add all the new locations to the belo
= Add Row Remov

Location WebLogic Cluster WebLogic Host ‘gjﬁl"}gic Path Trim Path Prefix
No Locations Defined.

& TIP For example, the columns can have the following values:
Location: /web; WebLogicClusterw1s1.com:7001,w1s2.com:7001,w1s3.com:7001; Path Trim: /web; Path Prefix: /test

Add OAS Location

4 Locations

Click on 'Auto Fill' to get all the valid WebLogic server end point locations. This will update any existing location with the same name and add all the new locations to the below table.
== Add Row  ){ Remove  =}= Auto Fill

Location WebLogic Cluster WebLogic Host \l;U;rl:Logic Path Trim Path Prefix
fwsm-pm cas.example.com: 3502

Jjem cas.example.com 9500

fxmipserver

[cas.cxampl:.ccm:9502 ]
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12.5.9 Step 9 - Fusion Middleware Configuration MApply and Activate Changes

ﬁv A

Oct 6, 2020 1:43:12 PM PDT ‘tl

E]

Apply Revert

12.5.10Restart OHSMStep 10

see 0 -
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