ORACLE

Developer Days 2022 Sprlng+

FKEKHEEWEITIRFTI/O0S—%2S . bRIEOF . 000000 tssssessas

------------

[Showcase)
OCI Cloud Native Observability Service

w . w
il = A (CH
=4 Oracle Groundbreakers Advocate = Oracle Groundbreakers Advocate
VY1-23>- 7 =77 MAED A V1~33> - F—FF NAE
T2 )VI59RI)1-23> ITVSZT G WY S L =



Profile

Name
Yutaka Ichikawa/m) || =
Belong

Solutions Architect

Role

Principal Cloud Solution Engineer

SNS

Twitter/GitHub/Qjita:cyberblack28

Blog
https://cyberblack28.hatenablog.com/
Materials
https://speakerdeck.com/cyberblack28/

Copyright © 2022, Oracle and/or its affiliates

EwmEE A "R oaa e
 TIEEEIEETETFETE BN NN B

LER LA T BT R R

Community

Oracle Cloud Hangout Café #ochacafe

R LA Y R RN N

g T CE T T L TR

caddd @ g BB @

CloudNative Days Tokyo #CNDT2021 #CICD2021 #011y2022
Certified

Certified Kubernetes Administrator

Certified Kubernetes Application Developer

Certified Kubernetes Security Specialist

Kubernetes and Cloud Native Associate

Publications

——
Docker

377 A% - RIS

2021/7/27 F5%

Dockerd> 77 ¥ - IRIBHBEOEXR



Support Engineer

Copyright © 2022, Oracle and/or its affiliates

Takuya Niita/{_HH Rtk

Oracle Groundbreaker Advocate

Cloud Solution Engineer

T

R LA Y R RN N

[(F IR I T N R TR
San e h 44 S appann® P08 a0

g

Fnddbk b g T EaS CE T T L TR

caddd @ g BB @




............

HABRTS1-) +>

mAJH)CEUF1OBFELOCI Observability Service #2797 (4093)

Bt/ fEER
1. OKEEHB>IIW7ITVG—232CDWT (1093)
2. Application Performance Monitoring (3073)
3. Logging (1073)
4. Monitoring & Notifications (1573)

* WA PFEDETIRRICL O TEAME TN FIE I dImEaNTE VET,

CCCCC ight © 2022, Oracle and/or its affiliates O



ATH)NEVUFT 0 OBIE &
OCI Observability Service f827 T



Agenda T Srmgaecuhe,

caddd @ g BB @

Observability Metrics Logs Traces TEJAN—232ICDONT

- TEELEIROLT? e Metrics o TEJAN —IaHE

S = * Logs - SEEN
*  What’s Observability ? * Traces

ObservabilityD3E X

Copyright © 2022, Oracle and/or its affiliates O



R LA Y R RN N

wEmmEa 0 Faananad ol B B EPER

 TIEEEIEETETFETE BN NN B

rdlill'l"-'--illj."ihi 'E T LEET TR

IFREL TN Y X NN W

Observability

Copyright © 2022, Oracle and/or its affiliates O



R LA Y R RN N

[(F IR I T N R TR

 TIEEEIEETETFETE BN NN B

randl R SR g T T T LE R T o

caddd @ g BB @

ZHEHEIHROT?

Copyright © 2022, Oracle and/or its affiliates O



Observability
FETHEHOT?

Monitoring = EEfi. IZRU (eI S




Observability
FETHEHOT?

ADEDIC, BEEHR, BIRUTEIHI D ?




Observability
FETHEROT?

o Y—EXPO7IVT -3 0EE M ZHER
- BEPNINOREREE

o FINSTADHR

o Y—EXFREDITEIDT

11 Copyright © 2022, Oracle and/or its affiliates



Observability
FETHEHOT?

J—EAPIATAZFIATS31—-YIC
WaEESARVWED

b 4

1—-YFERZI/RBDRWVNEIICTEESD

12 Copyright © 2022, Oracle and/or its affiliates



Observability
FETHEHOT?

J—EAVIATLAOFIRED . BEERFIATSES.
[ZEBREUCVWSIIREIZHITIS !

13 Copyright © 2022, Oracle and/or its affiliates



Observability
FETHEROT?

EfRODERH
FDRVWTIET, AT LAOBEURN L ZIEIE TS TLHIREE

SATIERICBEWT, HIMCmELRBGHRZEUS TE TL\BIARE
HURICFEEP NIV G TEBIRRE

D 4

NITEINDS5E. ISUEFRBRZEDSRL

14 Copyright © 2022, Oracle and/or its affiliates




Copyright © 2022, Oracle and/or its affiliates

R LA Y R RN N

wEmmEa 0 Faananad ol B B EPER

 TIEEEIEETETFETE BN NN B

randl R SR g T T T LE R T o

caddd @ g BB @



Observability

C1=1=1
B

NETDIATA

EROWeb3BETINDIIRS D INBIBRDOS AT LATHNE, (EBRNB B (CFEEZRE I D EN AIEE.

Web Application Database )
LB/Web/App/DBH&

- ETNENDOIVKR—R> b
ZENWPTN

Operator

16 Copyright © 2022, Oracle and/or its affiliates



Observability

A3
B

DS AT A

DA AT LADLOB/NSRY —EANERIEE T LIRS AT AT, B MMEMERDIEEFEEFREIEKD
RZETHD, FUTADFTITOELFIFIRZER,

% BRI
= \o=em g = | EnEnOISA-Fvh

O 5 \EE/ \EE
A R ol iy s HES0EIEB=M
10 58 \55 -5
| J
O
l

Operator
17 Copyright © 2022, Oracle and/or its affiliates

User




Observability

C1=1=1
B

DS AT A

ERCHELIBHSATLTE, KBOY—CANBELLT, — ¢
DDIZT LELTRDIIOTVB s, EEENRELIEORERE, §
INETOLIICEBITEVDEL--

[Adoption of Cloud Native Architecture, Part 2: Stabilization Gaps and Anti-PatternsJ/
https://www.infoq.com/articles/cloud-native-architecture-adoption-part2/

18 Copyright © 2022, Oracle and/or its affiliates




R LA Y R RN N
[(F IR I T N R TR
Sl a s b Sy psanal F o8& an
ER L LR R R e T YT T LI T
caddd @ g BB @

What's Observability ?



Observability

What’s Observability ?

Observability D= bk

Observability = RJERAITE

Observability might mean different things to different people.
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[ Distributed Systems Observability /]
https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/
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What’s Observability ?
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Cloud native technologies empower organizations to build and run scalable applications in modern, dynamic environments such as public, private, and
hybrid clouds. Containers, service meshes, microservices, immutable infrastructure, and declarative APIls exemplify this approach.

These techniques enable loosely coupled systems that are resilient, manageable, and observable. Combined with robust automation, they allow
engineers to make high-impact changes frequently and predictably with minimal toil.
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I CNCF Cloud Native Definition v1.0J
https://github.com/cncf/toc/blob/main/DEFINITION.md
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Metrics

What’s metrics ?
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What's logs ?
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Kubernetes Documentation / Concepts / Cluster Administration / Loggin

Q, Search
Home Logging Architecture

Getting started

Application logs can help you understand what is happening inside your application. The logs are particularly useful for
Concepts debugging problems and monitoring cluster activity. Most modern applications have some kind of logging mechanism. Likewise,

Cluster Administration container engines are designed to support logging. The easiest and most adepted logging method for containerized applications
is writing to standard output and standard error streams.

However, the native functionality provided by a container engine or runtime is usually not enough for a complete logging

solution. For example, you may want access your application’s logs if a container crashes; a pod gets evicted; or a node dies. In a
cluster, logs should have a separate storage and lifecycle independent of nodes, pods, or containers. This concept is called cluster-
level logging.

Cluster-level logging architectures require a separate backend to store, analyze, and query logs. Kubernetes does not provide a
native storage solution for log data. Instead, there are many logging solutions that integrate with Kubernetes. The following
sections describe how to handle and store logs on nodes.

Basic logging in Kubernetes

This example uses a pod specification with a container to write text to the standard output stream once per second

Tasks
Tutorials debug/counter-pod. yanl [[]
Reference
Contribute .
apiversion: v1
kind: Pod
metadata:

name: counter
spec:
containers:
- name: count
image: busybox
args: [/bin/sh,

true; do echo "$i: $(date)”; i-$((i+1)); sleep 1; done’]

‘i-e;

Logging Architecture | https://kubernetes.io/docs/concepts/cluster-administration/logging/
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Documentation Kubernetes Blog Training Partners

Kubernetes Documentation / Tasks /

nitoring, Logging, and Debugging / Auditing

Auditing

Kubernetes auditing provides a security-relevant, chronological set of records documenting the sequence of actions in a cluster.
The cluster audits the activities generated by users, by applications that use the Kubernetes API, and by the control plane itself.

Auditing allows cluster administrators to answer the following questions

+ what happened?

when did it happen?
who initiated it?

on what did it happen?
where was it observed?

from where was it initiated?

to where was it going?

Audit records begin their lifecycle inside the kube-apiserver component. Each request on each stage of its execution generates an
audit event, which is then pre-processed according to a certain policy and written to a backend. The policy determines what's
recorded and the backends persist the records. The current backend implementations include logs files and webhooks.

Each request can be recorded with an associated stage. The defined stages are:

* RequestReceived - The stage for events generated as soon as the audit handler receives the request, and before it is
delegated down the handler chain.

* ResponseStarted - Once the response headers are sent, but before the response body is sent. This stage is only generated
for long-running requests (e.g. watch).

* ResponseComplete - The response bady has been completed and no more bytes will be sent.

* panic - Events generated when a panic occurred.

l Note: The configuration of an Audit Event configuration is different from the Event API object.

The audit logging feature increases the memory consumption of the API server because some context required for auditing is
stored for each request. Memory consumption depends on the audit logging configuration.

Auditing | https://kubernetes.io/docs/tasks/debug-application-cluster/audit/
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