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® Patching Alternatives
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Nationwide

Insurance and Financial Services Company

Fortune 100 Company
Founded in 1925

43 Billion in Revenues*
214 Billion in Assets*
30,472 Employees*

#57 on Fortune’s "Best Companies to Work For"

#44 in Computer World’s "Best Places to Work in

IT."

*Fortune 500
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Why Patch? Security..Security..Security

Center for Internet Security (CIS)

1 Oracle Database Installation and Patching Requirements One of the best ways to ensure secure
Oracle security is to implement Critical Patch Updates (CPUs) as they come out, along with any
applicable OS patches that will not interfere with system operations.

1.1 Ensure the Appropriate Version/Patches for Oracle Software Is Installed Profile Applicability:

* Level 1 - ...The Oracle installation version and patches should be the most recent that are compatible with the
organization's operational needs.

Rationale: Using the most recent Oracle database software, along with all applicable patches can help
limit the possibilities for vulnerabilities in the software, the installation version and /or patches applied

during setup should be established according to the needs of the organization. Ensure you are using a
release that is covered by a level of support that includes the generation of Critical Patch Updates.

/GQ?nerql Data Protection Regulation



https://workbench.cisecurity.org/files2121/download/2346/
https://workbench.cisecurity.org/files2121/download/2346/
https://workbench.cisecurity.org/files2121/download/2346/

Oracle’s Annual Release Roadmap oecip 742060.1

11.2.0.1 Released (Sept 2009 12.1.0.1 Released [June 2013) 12.2.0.1 Released (Mar 2017)
an 2010 Jan 2011 Jan 2012 Jan2013| Jan 2014 Jan2015 Jan2016 Jan20]?7 Jan2018 Jan2019 Jan2020 Jan 2021 Jan 2022 Jan 2023 Jan 2024 Jan 2025 Jan 2026

O

| I | | | | | | | I I I | I
Sep 2009 - Dec 2014 Jan 2015 - Dec 2018 Jan 2019 - Dec 2020
11.2 Family (Premier Supgort) Extended Support Fee Waived Extended Support

Sep 2009 - Sep 2011 ! I
11.2.0.1(Patching) [
Rep 2010 - Oct 2013
11.2.0.2 (Patching)

\ /
Sep 2011 - Aug 2015 i AN
1.2.0.3 (Patching) ’ \J/ ,
ug 2013 - Dec 2020
1.2.0.4 (Patching) {Patching with Es;uuj
Jun 2013 - Jul 2018 ' Aug 2019 - Jul 2021
12.1 Family Premier Support ' Extended Support
un £U013 - Aug 201G E [ ] :
@ 12.1.0.1 (Patching) ; ~ 7
ul 2014 - Jul 2021 :
@ 12.1.0.2 (Patching) {Patching with ES/ULA
Mar 2017 - Mar 2023 Apr 2023 - Mar 2026
( 12.2 Family Premier Support Extended Support

Mar 2017 - Mov 2020 ;
¢ 12.2.0.1 (Patching) :

eb 2018 —Jun 2021 - - .
18¢c (a.k.a 12.2.0.2) (Patching) i \\ /
ar 2019 — Mar 2026 (with ES )

19¢ (a.k.a. 12.2.0.3) (Patching) [Patching with ES ar ULA)
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2014 Clustering Technologies vs DB Versions
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l 2019 Clustering Technologies vs DB Versions
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Progress — Crawl, Walk, Run ... Fly

2014 Gold Image Provision of Database Homes

2015 RAC Clusterware Upgrade from 11.2 to 12.1 (60)
Some Database upgrades 11.2.0.2/3 to 11.2.0.4

2017 2365 databases patched

2018 3376 databases patched
All databases patched in 2nd quarter

3 Quarter moved from Switch to DB_Software_Maintenance
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Quarterly Patching Windows
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Download Patches

Create new Oracle Homes on our “Gold Image” servers
Create Software Images of the new Oracle Homes
Make the new “version” Current within the Gold Image
Test & Validate Fleet processes in Sandbox Environment
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3 Person Team:

= DBA - Scheduler /

—O



PATCHING RESULTS /

Databases Patched per Month
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\ Stuff Happens

Running command /ull/app/oracle/12.1.0.2.171017/bin/sqglplus / as sysdba @/ul0l/home/oracle/agent/stage/1516806715732/prepatch.sqgl
SQL*Plus: Release 12.1.0.2.0 Production on Wed Jan 24 10:13:18 2018

Copyright (c) 1982, 2014, Oracle. 2All rights reserved.

Connected to:

Oracle Database 1l2c Enterprise Edition Release 12.1.0.2.0 - 64bit Production

With the Partitioning, Automatic Storage Management, OLAP, Advanced Analytics

and Real Application Testing options

ORACLE instance shut down.

ORACLE instance started.

Total System Glokal Area 2835349504 bytes

Fixed Size 2928440 bytes
Variable Size 2197815496 bytes
Database Buffers 620756992 bytes

Redo Buffers
Database mounted.

Database opened.

Disconnected from Oracle Database 1l2c Enterprise Edition Release 12.1.0.2.0 - 64bit Production
With the Partitioning, Automatic Storage Management, OLAP, Advanced Analytics

and Real Application Testing options

13848576 bytes




Software Standardization Advisor (/

! s Targets 2 Databases—> Administration=> Software Standardization Advisor
- = Database |, Grid Infrastructure
/'1

Analysis of your Enterprise

O E Software Installations:656 ' Collections Completed:654 A Collection Errors:2

Current Unique Software Configurations (29) Recommended Software Configurations (5)

Criteria Used: Product, Release, Platform




DB Software Maintenance

Create Gold Db_Software_Maintenance o)
/10 Image/Version
createSoftwarelmage * createSoftwarelmage
@ Prior Quarter

® subscribeTarget

® checkApplicability

When the old home is
no longer used ..
Remove it.

CLEANUP_SOFTWARE

Associate Target to o
Corresponding Image

performOperation
* DEPLOY_GI_SOFTWARE
* UPDATE_GI
* DEPLOY_DB_SOFTWARE
* UPDATE_DB
* DEPLOY_RAC_SOFTWARE
* UPDATE_RACDB @
* DEPLOY_CDB
Patch Database moving i
\ + from the old to the Deploy new Oracle Home * ROLLBACK_DB ...RACDB .Gl
new patched home DEPLOY_RAC_SOFTWARE * CLEANUP_SOFTWARE

UPDATE_RACDB Two Weeks prior

subscribeTarget

One time (two weeks prior)

O—

O




Standard
RAC

Ver 1
190115

Ver 2
190416

Ver 3
190716

Gold Image Version — LINEAGE/Swim Lanes

12.1 DB
Standard
Stand -
Alone

Ver 1
190115

Ver 2
190416

Ver 3
190716

12.1 DB
One-Off
RAC

Ver 1
190115

Ver 2
190416

Ver 3
190716

12.1 DB
one-Off
Stand-
Alone

Ver 1
190115

Ver 2
190416

Ver 3
190716

11.2 DB
Standard

1.

11.2 DB
Standard
Stand-
Alone

Ver 1
190115

Ver 2
190416

Ver 3
190716

Ver 1
190115

Ver 2
190416

Ver 3
190716

19c
Grid
RAC

19c
Restart
Stand-
Alone

Ver 1
190716

Ver 1
190716




Procedure Activity Monitoring

\

Provisioning
Procedure Activity > Fleet UPDATE_dpad03p_08_14_2019_20_40_55_534_PM Switch to Classic View
Procedure Activity: Fleet UPDATE_dpad03p_08_14_2019_20_40_55_534_PM View Data Real Time: Manual Refresh V]
b +/Elapsed Time: 8 minutes, 40 seconds Procedure Actions v
(_ Procedure Steps B switch to Stack View
View v Show All Steps B Apply PSU/Patches on the database X
Selec Name Status Elapsed Time
A +/ Apply PSU/Patches on the database [ Job Summary ¥, Download | Actions ¥
[:| Initialize Patch DB Deployment Procedure v  4seconds
Error code is 0 o
; SQL Script /ull/home/oracle/agent/stage/2950095141053274/1565829684070/prepatch.sql Completed
D Blackout listeners and affected databases +/ 3seconds SID received is dpad03p 2
final command is /bin/sh -x /u0l/app/oracle/12.1.0.2.190416/0Patch/datapatch+ /u01/app/oracle/12.1.0.2.190416/sqlpat
l:l ) Update cluster resources + 11 seconds SQL Patching tool version 12.1.0.2.0 Production on Wed Rug 14 20:45:47 2019
Copyright (c) 2012, 2017, Oracle. All rights reserved.
D » Copy configuration and stop database +/ 1 minutes, 15 seconds
|:| b Copy config on non-master cluster homes ft ¢/ 31 seconds
[:| b Start database from the destination Oracle |+ 50 seconds ,
( le JavavM (OCT2018))
|:| 4 For all hosts : Steps for destination Oraclet  +/ 4 minutes, 46 seconds
|:| 4+ Server A +/ 4 minutes, 46 seconds
] Rollback Patches % 0seconds e e
Validating logfiles...done
Apply PSU/Patches on the databas  +/ 4 minutes, 46 seconds SQL Patching tool complete on Wed Rug 14 20:47:56 2019
exit status is 0
[:| ¥ Update Oracle home property +/  4seconds Patching Sesipk, Compleed
Running patch sqgls..
D » Update properties ' 18 seconds SID is dpad03p 2
ORACLE HOME is /u0l/app/oracle/12.1.0.2.190416 v
[:| Dataguard Broker Configuration % Oseconds < ‘ >




Patching Cycles Patch Windows

Welcome: NORMANJS  Logout

Patches Automation Console

|

% Cycle: 2015_Q3

O # Name: ‘Q3_RW3 |

# Start Date: | 22-SEP-2015 00:00

Seq ld: 492

# Duration: l:l

+ Type: ‘ INFRASTRUCTURE-InfraStructure Patching Windows
RFC: ‘ ! | Launch Status: | Completed ~
Comments:

) (G0 (Aetons - | [ e |

\0 Our Automation Leveraging Db Software Maintenance
Patch Scheduling
Patch Window

| Canc

Iype  Instance Name Availability

Status MNew Directory Predecessor

Pred Req

Start

2

Command Inst Hame Target Ty Execution Hame

by .
O

V4 17241 SWITCH DIOPT1P Target Up

Succeeded

Ju1/apploracle
12102190416

22-
SEP-2015
00:19

22
SEP-2019
00:26

_femcli db_software_maintenance -peformOperation
-name=Fleet_dioptip.nsc.net 1724 1-purpose=UPDATE_RACDB
-target_type=rac_database -target_list=diopt1p.nsc.net
-normal_credential=0ORACLE_UNIX_ACCOUNTSYSMAN
-privilege_credential=ORACLE_PRIVILEGE_UNIX_ACCOUNT:SYSMAN
-rolling=false

dioptip.nscnet rac_database  Fleet UPDATE_dioptip_09_22 201% 00_19_53_865_AM TEE2E

4 17242 SWITCH DPMO1P TargetUp

Ju01/apploracle
Succeeded 5 152150416 17241

o]

22-
SEP-2015
00:33

22-
SEP-201%
00:36

_femcli db_software_maintenance -peformOperation
-name=Fleet_dpm01rnsc.net 17242 -dataguard_role=standby
-purpose=UPDATE_RACDB arget_list=dpm01rnsc.net

A e s NI ACCOUNTSYSMAN domQfrnscnet  rac_database  Fleel_UPDATE_dpm01r_09_22_2019_00_33_08_936_AM  7G82E
-privilege_credential=0RACLE_PRIVILEGE_UNIX_ACCOUNTSYSMAN
-startupAfterSwitch=false -rolling=false -input_file="data:’volidbabin
foem/patching/StandbyDisableDGBE”

V4 17243 SWITCH DPMO1P Target Up

NH210215041¢

Succeeded  [401/appioracle 17242 W

22-
SEP-2019
00:36

22-
SEP-2015
00:43

lemcli db_software_maintenance -performOperation
-name=Fleet_dpm01p.nsc.net 1724 3-dataguard_role=primary
-purpose=UPDATE_RACDB -target_list=dpm01p.nsc.net
-target_type=rac_database dpmOipnscnet rac_database Fleet_UPDATE_dpm01p_09_22 2015_00_36_21_313_AM  7BB821!
-normal_credential=ORACLE_UNIX_ACCOUNT.SYSMAN
-privilege_credential=ORACLE_PRIVILEGE_UNIX_ACCOUNT.SYSMAN
-rolling=false

_femcli db_software_maintenance -peformOperation

-name=Fleet_dpm01rnsc.net 13547 -dataguard_role=standby
nurnaen—| IDDATE DAMMO tarnnt hmn—rac databhoen



§ Best Helpful Practices — Part 1

* “Oracle Database Fleet Maintenance” Reference Manual: https:/ /bit.ly /2S4FZsz

O ®* Create Global Credentials (Sys, Oracle, Privileged Account)

® A Private role can be given access to these credentials ... Then the role granted to DBA’s
® Set the preferred credentials on accounts doing provisioning and patching
* Change your staging location (emStageDir) from /tmp (Doc ID 1610321.1)

® Ensure your oralnst.loc are correct .. Especially in the Home and /etc

——

® Ensure your cluster /has/database EM target properties are correct

O
® Clean up your EM Oracle Home Targets.... Add missing, delete decommed
®* Grant access to all DBA's to look at the procedure activity of others.

\ ® EM Resource Privileges --> Job System -->Edit any procedure configuration

/Ensure your Oracle base can hold at least 3 homes (current, future, unzip)
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K Best Helpful Practices — Part 2

Study /Use the gold agent provisioning .

® EMCLI commands:  Switch_database, Switch_GI, > Db_Software__Maintenance

Establish a clearly defined cycle

* A cycle ends/begins when the next version is made current

Pick a model for subscribes and deploys

®* Mass operation at beginning of cycle or Just-in-Time. Each has pros and cons.

Have a directory naming convention to make versions obvious
° .../12.1.0.2.190416
° .../12.1.0.2.190416-oneoff
® .../19.3.0.0.190416

®* EM Book Keeping ... Associations ... Oracle Home to Target .. “Installed At”

/Keep track of errors as you encounter them ... You may be hitting them each cycle.




K Best Helpful Practices — Part 3

A6 ® Clean up Software ... (default 3 homes) Set to 1.

@) ®* emctl set property -name oracle.sysman.eminternalSDK.db.gis.lineagelength

®* NEW .. Ability to delete home by home name.

® Have a development EM install .... Test out new Patches... Stay current.

® Base Product patch (quarterly)

O—

® Plugin Bundle patch (monthly)

O ® Agent Patch
®* Weblogic (quarterly)
\ ®* New Ability to move Gold Images between EM systems.

® Lineage: Rare but occasional problems (Doc ID 2346150.1)




EMCLI

db_software_maintenance -subscribeTarget

Creates new target or modifies the target subscription.

Format

[Configuration]

[Report0l]
instance=dbxyz

user=useridxyz

password=@{oracle/u seridwz}@|

sql=select target_name, target_type, oem_patching.get_instance_image id{seq_id) ......

where window_start_date > sysdate and window _start_date < sysdate +14

minus

select target_name, target_type, image_id from GP_DB_GI_SUBSCRIPTIONS

..... orderby 1

format=./emcli db_software_maintenance -subscribeTarget -target_name="%s" -target_type=%s-image_id=%s







