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Intended Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring the Oracle
Communications Enterprise-SBC, Enterprise Communications Broker, Microsoft Lync and Skype for Business, Avaya Aura Session
Manager and Cisco Unified Communications Manager. There will be steps that require navigating Microsoft Windows Server as
well as the Acme Packet Command Line Interface (ACLI). Understanding the basic concepts of TCP/UDP, IP/Routing, and
SIP/RTP are also necessary to complete the configuration and for troubleshooting, if necessary.

Document Overview

This technical application note documents the implementation of the Oracle Enterprise Communications Broker (Oracle ECB) in an
Enterprise network consisting of multi-vendor Unified Communications platforms - Microsoft Lync 2013, Microsoft Skype for
Business 2015, Avaya Aura Session Manager and Cisco Unified Communications Manager - connecting to a SIP trunk through an
Enterprise Session Border Controller.
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Introduction
Enterprise Communications Broker Overview

The Oracle ECB is an enterprise-class, core signaling component designed to simplify communications networks. It combines
innovative approaches toward dial plan management and SIP topology-aware routing with a purpose-built, intuitive GUI interface.
While at its best in signaling environments comprised of products and solutions from multiple vendors, it is useful for consolidating
policy enforcement decisions, integrating third-party applications, and managing a network-wide routing topology even in
homogenous architectures.

4 )

)

SIP
PSTN & Trunk
Service
Gw ﬁ ﬁ Provider

—

— — illli

The Oracle ECB is typically deployed in the core of a multi-vendor communications network where multiple UC, PBX and service
provider trunk interfaces must be interconnected. It normalizes communications between disparate premise-based systems and
connects them to service provider networks and hosted applications through E-SBCs.

Requirements

Oracle Enterprise Communications Broker PCZ2.0.0 MR-2 Patch 1
Oracle Enterprise Session Border Controller ECZ7.3.0 MR-1
Microsoft Lync 2013 and/or Skype for Business 2015

Avaya Aura 6.3 and/or 7.0

= = =a =a =2

Cisco Unified Communications Manager 10.5 and/or 11.0
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Lab Configuration

The following diagram illustrates the lab environment created by tekVizion to facilitate certification testing. tekVizion is a systems
integrator specifically dedicated to the telecommunications industry. Their core services include consulting/solution design,
interoperability/verification testing, integration, custom software development and solution support services.

-

o
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Area 2 Area 1

Service Provider
Network

10.64.3.122
towards-ecb
interface

192.168.79.126
SIP-Trunk
interface

10.64.3.124

2N

Avaya 7.0
10.89.17.7

Avaya 6.3
10.70.4.7

Cisco Call Manager 11.0
10.71.3.10

Cisco Call Manager 10.5
10.71.2.10

Lync 2013 Mediation Server
172.16.31.98

Skype for Business Mediation Server
172.16.29.45

/

The network architecture consists of two areas. Area 1 represents the Enterprise network and Area 2 is the service provide network.
The Enterprise network has the ECB at its core connecting together multiple UC platforms. The ECB connects to the Enterprise
SBC which provides the Enterprise network access to the PSTN through the service provider network.

The configuration, validation and troubleshooting of the Area 1 is the focus of this document and will be described in nine phases:

1

1
1
1
1

Phase 11 Configuring the Oracle ECB

Phase 21 Configuring the Oracle E-SBC

Phase 31 Configuring Active Directory for LDAP Integration with the ECB
Phase 41 Configuring the Lync 2013 server

Phase 51 Configuring the Skype for Business server
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Phase 6 1 Configuring the Avaya Aura Session Manager 6.3
Phase 71 Configuring the Avaya Aura Session Manager 7.0

Phase 81 Configuring the Cisco Unified Communications Manager 10.5

= =4 =a =9

Phase 91 Configuring the Cisco Unified Communications Manager 11.0

Phase 117 Configuring the Oracle ECB

The Oracle ECB is available either as an appliance or as an application for operation on virtual machines. When running as an
appliance, the Oracle ECB software is packaged with the Netra Server X3-2 and delivered to the end customers. When running as
a virtual application, the Oracle ECB software can be deployed on any third-party COTS hardware that meets the specified
guidelines.

Once the ECB is deployed (in the appliance mode or the application mode) and connected, you can power on the ECB. Software
installation of the ECB is required upon first startup. Although the Oracle ECB is primarily configured through the GUI, you need to
perform the software installation and setup via the CLI.

Connecting to the ECB

The CLI can be accessed through the console connection. If the ECB is appliance based, you can connect to the ECB via a VGA
monitor and USB keyboard.

Power the ECB on. Upon successful boot, the systemprompt s you to | ogin. The default passwol
super user mode is fApacketo.

You can now use the installation wizard to setup your ECB. Using the wizard, you can enable the Web Server, set management
access as well as configure high availability and service interface addressing.

Password: acme
ORACLE enable
Password: packet

9|Page



Running Setup

The following steps detail the process of using the installation wizard to configure the base setup of the ECB

1

2.

3.

Start the installation wizard by entering the command run setup  in super user mode.

ORACLE#run setup

The following displays

Thank you for purchasing the Oracle ECB. The following short  wizard
will guide you through the initial set - up.

'?' = Help; "' = Clear; 'q' = Exit
CONFIGURATION

WARNING: Proceeding with wizard will result in existing configuration
being erased.

Erase config and proc eed (yes/no) [no] : yes

Type yes and press Enter

Configuration will be backed up as
bkup_setup_wizard_Apr__ 8 13 25 49 632.9z

' -'=Previous; '?' = Help; "." = Clear; 'q' = Exit
HIGH AVAILABILITY
This ECB may be a standalone or part of a highly available r edundant

pair.

Oracle ECB mode

1 - standalone

2 - high availability

Enter choice [1 - standalone] : 1

Our setup consists of a standalone server. Type 1 and hit Enter

You will then be asked to configure a unique target name, the IP address, subnet mask and gateway of the management
interface of the ECB. Please note at any time during configuration if you would like to keep the default values (values
mentioned in []), press Enter.

Unique target name of this ECB [primary] : ECB Oracl e

IP a ddress on management interface [172.30.200.111] : 172.18.255. 82
Subnet mask on management interface [255.255.0.0] :

Gateway IP address on management interface [172.18 .0.1] :

You will then see a prompt to configure your sip-interface. This step is required; the system does not allow you to proceed
without making a setting. When prompted enter the IP address, subnet mask and gateway IP address of the sip-interface.

IP address on SIP interface : 10.64.3.124
Subnet mask on SIP interface [255.255.255 .0]: 255.255.0.0
Gateway IP address on SIP interface : 10.64.1 1

The prompt to setup the system timezone will display

SETUP TIMEZONE Setup system timezone (yes/no) [yes] : yes
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Type your response and press Enter.

7. You will then be asked to enter the number for sessions purchased for the ECB. Type your response and press Enter.

LICENSED SESSIONS
Number of licensed sessions 1 400

You will see the following message prompting to save the settings before proceeding to the timezone setup.

Enter 1 - 20 to modify,'d' to display summary,'s' to save,'q' to
exit.[s]:

Saving changes and quitting wizard. Are you sure? [y/n]?:

8. Type your response and press Enter.

SETUP TIMEZONE Setup system timezone (yes/ no) [yes] : yes

The following message displays

Deleting configuration

Erase - Cache received, processing.

waiting 1200 for request to finish

Request to 'ERASE - CACHE' has Finished,
Erase - Cache: Completed

Running timezone setup application

Calling tzselect. Use "D to cancel without save

Please identify a location so that time zone rules can be set
correctly.

Please select a continent or ocean.
1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

5) Asia

6) Atlantic Ocean

7) Australia

8) Europe

9) Ind ian Ocean

10) Pacific Ocean

11) none - | want to specify the time zone using the Posix TZ format.
#22

Type your response, for example, 2 for Americas and press Enter. The system lists applicable countries in the Americas.
Make your selection and press Enter. The system displays applicable timezones. Make your selection. The following
message appears

The following information has been given:

United States

Eastern Time

Therefore TZ='America/New_York' will be used.

Local time is n ow: Thu Apr 11 10:13:38 ED T 2014 .
Universal Time is now: Thu Apr 11 14:13:38 UTC 2014.
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9.

Is the above information OK?
1) Yes

2) No

#?

Type 1 and then hit Enter. You will be then shown a summary of your settings.

Saved configuration.

HIGH AVAILABILITY
2 : ECB mode : standalone
3:ECBrole i N/A

AUTOMATIC CONFIGURATION
6 : Acquire config from the Primary (yes/no) :N/A

ECB SETTINGS

16: SIP interface gateway IP address

PEER CONFIGURATION
18: Peer target name i N/A

SETUP TIMEZONE
19: Setup system timezone (yes/no) . yes

LICENSED SESSIONS
20: Number of licensed sessions : 400

You may access the GUI via http:// 172.18.255.82
the acli after reboot.

7 : Unique target name of this ECB : ECB

8 : Management interface IP address 1172

9 : Management interface subnet mask : 255.255.0.0
10: Management interface gateway IP addre ss

11: SIP interface VLAN id :0

12: SIP interface IP address

15: SIP interface subnet mask : 255.255.

- Oracle
.18.255.82

:172.18.0.1

10.64.3.124
0.0
10.64.1 1

:80/ or continue using
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Logging in the ECB

You can now access the ECB through the Web GUI. Start an Internet browser and start the GUI using the URL:
http://server ip address/.
The login screen will appear.

® © ® / cropise Communications Broker.. % | +

"TBEO$AA4O0O =

€ @ 17218.255.82/#Login ¢  Q search

ORACLE

Welcome to Enterprise Communications Broker

Username: |

Password:
Login
Enter your GUI username and password. The default username for t
The default username for an Administrator | evel is fiadmino, and the default password
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Configuring the ECB

After logging into the ECB, the Home screen will be displayed. The Oracle ECB GUI has five tabs across the top i Home,

Configuration, Monitor and Trace, Widgets and System.

The Home tab as shown below contains a configurable dashboard displaying the system statistics.

® O ® / rmise Communications Broker... &

& @ 17218.25582)% €@ Q Search HTBE 9 4+a A0 =
ORACLG £ Notifications - | admin ~
m Configuration Monitor and Trace Widgets System
2 Refresh <4 Add widget i Reset
Highest task CPU usage (second) 2[@ExER)= Current memory usage 2[@ExT@= Historical memory usage (minute) s @Ex D7~
100 —=—Memory usage (kB) __ Trend (rate:-1.10 kB/s
mean:857747.20 kB)
%0
961,536
80
0 - sipd 960,922
g o —atcpd 960,307
w 959,693
E scted U 959,078
@ 50 B Allocated E] g
> 40 ~— sysmand — T 958,464
30 = brokerd e > 957,850
957,235
2 956,621
10 956,008
LI S I S T I S T S Y 955,302 1 T3 T A TE T AT ST T ST S T8
& '\es"ﬁ'\e;@q‘ﬁf‘%&rs@q‘e;f‘b}@"?’ & e e P N I e
AP A L s AT A RN N o A A e S A a L N A Ao
Time Time
Alarms DICEIEIEIEES
Clear Clear All
Severity Description First occurred Last occurr

No alarms occurred at this time.
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System Settings

Select the Configuration tab. This tab displays the configurable elements in the ECB in two sections i Service Provisioning and
System Administration. Click on the General icon under System Administration.

® O ® / rrise Communications Broker... xﬂ\+

{ @ | 17218.255.82/#
-

¢ | Q search B804+ A 400 =

ORACLE 4\ Notifications » | admin ~

Home Monitor and Trace Widgets System

& save 4t Wizards- {fj Discard Q, Search

Service Provisioning

Dial Plan Routing
System Administration
=
\5) G
- 2 -l
General Network SIP Interface ECB Sync SIP Registrar LDAP HMR Accounting SNMP
Web Server
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The Modify System Settings page is displayed.

Modify System settings
Hostname: ECB

Description:

Location:

Default gateway IP address: 10.64.1.1

Enable restart on critical failure:

Console session timeout: 0 (Range: 0..65535)
Telnet session timeout: 0 (Range: 0..65535)
Enable SIP monitoring and tracing:

NTP servers: Add Edit Delete

~ Logging settings
~ SNMP settings
~ Denial of service settings

~ Communications monitoring probe settings

OK | Back

Expand the Logging settings section.
Modify System settings
Default gateway IP address: 10.64.1.1
Enable restart on critical failure:
Console session timeout: 0 (Range: 0..65535)
Telnet session timeout: 0 (Range: 0..65535)
Enable SIP monitoring and tracing:

NTP servers: Add Edit Delete

~ | Logging settings
SysLog server IP address: 0.0.0.0

SysLog server port: 514 (Range: 0..65535)

SysLog facility: 4 (Range: 0..99999999)
Process log level: NOTICE N7

~ | SNMP settings
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Process log level is set at NOTICE. Change the setting to DEBUG by selecting the option from the drop down menu and click OK.
This should be changed back to NOTICE after testing is complete.

Modify System settings
Default gateway IP address:
Enable restart on critical failure:
Console session timeout:
Telnet session timeout:
Enable SIP monitoring and tracing:

NTP servers:

~ | Logging settings
SyslLog server IP address:

SyslLog server port:
SysLog facility:

Process log level:

~ | SNMP settings

10.64.1.1

0

0

Add

0.0.0.0

514

4

| DEBUG

Edit

Delete

v

(Range: 0..65535)
(Range: 0..65535)

J

(Range: 0..65535)
(Range: 0..99999999)

Click the Configuration button at the top to go to the Configuration tab.

You can verify the network interface settings configured through the r un setup  command by clicking on the Network icon under

System Administration

Modify Network settings
VLAN id:
Network IP address:
Network IP subnet mask:
Network IP gateway address:
Preferred DNS server IP address:
Alternate DNS server IP address:
Alternate DNS server IP address:
DNS domain:
Enable ICMP:

Enable gateway hearbeat:

~ | High availability settings

0
10.64.3.124
255.255.0.0
10.64.1.1

(Range: 0..4095)
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Configure SIP Interfaces

Click Configuration button to go to the Configuration tab. Select the SIP Interface icon under System Administration to make
changes to the SIP interface settings configured during initial setup.

eoce | Enterprise Communications Broker... % | =

((_-/\ @ 17218.255.82/# @  Q Search YA+ AAODO® =

ORACLE /\ Notifications ~ | admin -
Home Monitor and Trace Widgets System

= save 4 Wizards - [fj Discard Q, Search

Service Provisioning

©

System Administration
5 IS
=
= E,
W=
General Network SIP Interf: ECB Sync SIP Registrar LDAP HMR Security Accounting SNMP

\

Web Server

Click the fienable parallel forkingd checkbox to enabl & parallel
unchecked for serial forking. See the Configure LDAP Integration with Active Directory section of this document for more
information.
Modify Interface settings
Maximum SIP message length: 4095 (Range: 0..65535)
Enable parallel forking:

Enable early media inhibit:
Enable REFER termination:

Send NOTIFY for REFER provisional none v
responses:
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Click on the Port tab on the left. You will see the sip port 10.64.3.124 with protocol UDP. Click Edit to change its protocol to TCP.

OR A CI—G Notifications ~ | admin ~
Home QLUETTELLLE Monitor and Trace  Widgets System
& save % Wizards - {fj Discard Q Search
Interface SIP ports
Search Criteria: All
Add Edit Copy Delete Delete All Search Search Clear
Address Port Transport TLS profile
10.64.3.124 5060 TCP

On the Modify SIP port settings page, select TCP as the transport protocol from the drop-down menu and click OK.

OQAC[—E Notifications - | admin -
Home Monitor and Trace Widgets System
B save % Wizards~ [fj Discard O Search
Interface Modify SIP port settings
IP address: 10.64.3.124
IP port: 5060 (Range: 1..65535)
Transport protocol: UDP -

Click on the Configuration button to go back to the Configuration tab.

19|Page



Configure Header Manipulation Rules (HMR)

We will now configure header manipulation rules to hide network topology and ensure that the SIP messages sent to all agents
cater to their specific signaling needs.

Click on the HMR icon under System Administration on the Configuration tab.

"0 0$A40O =
ORACLE

Notications +  admin »

© Wesrds [ Dueat S Search

]

Welo Sarver

The SIP manipulation page is displayed. Click Add to add a SIP manipulation.

ORACLE

Home [ESUPEEERE Monforsnd Trece  Widgets  Syatem

I B

O Wissrde - {fj Dicssd O, Search
SIP msnigulition
Ssmrrhs Créwra &)

] s Coapy Dwirie Dwdat A2
M

kil ko]

Damcripaon
e
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Type the name of the HMR rule, ChangeContact in this instance, and then click Add under CfgRules, then click header-rule. The
manipulation consists of two header rules i StoreFromnumber and ChangeContact. The StoreFromnumber header rule stores the
uri-user-only element in the From header which is then added as the uri-user in the Contact header in the ChangeContact header

£\ Notifications ~ | admin -

rule.
ORACLE’
Home Monitor and Trace Widgets System
E save

Madify SIP manipulation

Name: ChangeGontact

Description:

Split headers: Add Delete
Join headers: Add Edit Delete
CfgRules

Adg Copy Delete | Move up | Move down

e
mime-rule header-rule

header-rule

mime-isup-rule

mime-sdp-rule

OK Back

£} Wizards- [ Discard C, Search
m

| Show configuration |

Enter the Name, Header name, and Action to match the following screenshot, then click on Add under CfgRules, then element-rule.

ORACLE

Home Monitor and Trace Widgets System

I Notifications - = admin ~

= save

Modify SIP manipulation / header rule

Name: StoreFromnumber

Header name: From

Action: manipulate g
Comparison type: case-sensitive e
Msg type: any At
Methods: Add Edit Delete
Match value:

New value:

GfgRules

o » Copy Delete | Moveup | Mave down
—
e

Wizards - [jj Discard Q, Search
m
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Then enter the following element-rule and click OK.

DRACLG Notifications ~ | admin -

= save 4+ Wizards - {fj Discard Q, Search

Modify SIP manipulation / header rule / element rule

Name: StoreFromnumber_er

Parameter name:

Type: uri-user-only ~
Action: store -
Match val type: any v
Comparison type: case-sensitive ~
Match value:
New value:

OK Back

Add another header-rule:

ORACLE i\ Notifications ~ | admin ~

Home ETUETIEULLE Monitor and Trace  Widgets System

= save 4 Wizards~ {jj Discard O Search

Modify SIP manipulation Show configuration

Name: ChangeContact
Description:

Split headers: Add Edit Delete

Join headers: Add Edit Delete

CfgRules

Delete | Moveup | Move down

Element type
header-rule
mime-isup-rule header-rule
mime-sdp-rule
OK Back
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Add the following header-rule, then click on Add > element-rule.

Notifications - | admin ~

ORACLE

Home Monitor and Trace Widgets System

B save 4 Wizards ~ ﬁ Discard O, Search

Modify SIP manipulation / header rule

Name: ChangeContact

Header name: contact

Action: manipulate M
Comparison type: case-sensitive i
Msg type: any b
Methads: Add Edit Delete
Match value:

New value:

CfgRules

d Copy Delete | Moveup | Move down
==

Add the following element-rule, then click OK. The New value displayed below is truncated and should be:
$StoreFromnumber.$StoreFromnumber_er.$0

Notifications - | admin ~

ORACLE

Home Monitor and Trace Widgets System

B save 4 Wizards~ {fj Discard Q, Search

Modify SIP manipulation / header rule / element rule
Name: changeContact_er

Parameter name:

Type: uri-user it

Action: add e

Match val type: any =

Comparison type: case-sensitive e

Match value:

New value: $StoreFromnumber.$StoreFromnumber_
0K Back
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Here is a table of the HMR rules being configured on the ECB.

HMR Rule Description

ChangeContact Adds auser to the Contact header

HMRfromLync Solves ringback issue and references ChangeContact rule

HMRtowardsAvaya| Changes From and To to 10 digits. Adds PAI to UPDATE requests.

HMRtowardsCUCM Changes From and To to 10 digits. NATs IPs in those headers.
NAT, delete SDP b= lines, adds DTMF, changes to E.162Addd

HMRtowardsLync | UPDATE

HMRtowardsSBC | Removes 9, removes +, removes PAI header

Modmline Adds DTMF to SDP m= line

NATIng HMR for topology hiding

addPAltoUpdate | AddsP-Assertedidentity to UPDATE requests

changeFromtoExt | Changes From and PAI to Extension ¢nibyional)

changeTol0Digit | Changes From and To to 10 digits

changeToE164 Changes From and To to E.164

delblines Deletes SDP b= lines from Avaya

fixSDP Bypas®sthe 488 due to missing DTMF from CUCM during hold

For reference, here is the ChangeContact HMR rule in text format from the CLI. The text highlighed in bold are the non-default

fields.

sip - manipulation
name
description
split - headers
join - headers
header - rule
name

action

header - rule
name

action

header - name

comparison - type
msg- type

methods

match - value

new- value
element -

header - name

comparison - type
msg- type

methods

match - value

ChangeContact

StoreFromnumber
From
manipulate
case
any

- sensitive

rule

name
parameter
type
action
match - val - type
comparison - type
match - value

new- value

StoreFromnumber_er
- name
uri - user -only
store
any

case - sensitive

ChangeContact
Contact
manipulate
case - sensitive

any
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new- value
element - rule
name
parameter - name
type
action

match - val - type
comparison - type
match - value
new- value

ChangeContact_er

uri
add
any
case

- user

- sensitive

$StoreFromnumber.$StoreFromnumber_er.$0

The following HMR rule will be applied as an inbound manipulation from Lync and SFB.
s o | v ed itaeferencesghke @harigeCorgast wike as aaested HMR.

Ringingd to

I't changes

sip - manipulation
name HMRfromLync
description
split - headers
join - headers
header - rule
name change183t0180
header - name @status - line
action manipulate
comparison - type case - sensitive
msg- type reply
methods
match - value
new- value
element -rule
name mod183to180
parameter - name
type status - code
action replace
match - val - type any
comparison - type case - sensitive
match - value 183
new- value 180
element -rule
name sessionProgressToRingin g
parameter - name
type reason - phrase
action replace
match - val - type any
comparison - type case - sensitive
match - value Session Progress
new- value Rin ging
header - rule
name ChangeContact
header - name To
action sip - manip
comparison - type case - sensitive
msg- type any
methods
match - value
new- value ChangeContact

6488 SBSesAlHdi
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The following HMR rule is applied as an outbound manipulation towards Avaya. It changes the From and To headers to 10 digits
and adds a P-Asserted-ldentity to UPDATE requests. The last header-rule (changeFromtoExt) is optional and changes the
From header to be a four digit extension. This can be used if internal Caller-ID needs to be extension based instead of 10

digits. See the fAchangeFromtoExtod HMR rulabs. | ater in this
sip - manipulation
name HMRtowardsAvaya
description
split - headers
join - headers
header - rule
name changeTo10Digit
header - name To
action sip - manip
comparison - type cas e- sensitive
msg- type request
methods
match - value
new- value changeTol0 Digit
header - rule
name addPAltoUpdate
header - name To
action sip - manip
comparison - type case - sensitive
msg- type request
methods UPDATE
match - value
new- value addPAltoUpdate
header -rule (optional)
name changeFromtoExt
header - name To
action si p- manip
comparison - type case - sensitive
msg- type request
methods
match - value
new- value changeFromtoExt

document
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The following HMR rule is applied as an outbound manipulation towards Cisco CUCM. It changes the From and To headers to 10
digits and NATSs IPs in those headers as well. The last header-rule (changeFromtoExt) is optional and changes the From
header to be a four digit extension. This can be used if internal Caller-ID needs to be extension based instead of 10 digits.
See the fAichangeFromtoExt o HMRoredetails. | at er i

sip - manipulation

name HMRtowardsCUCM

description

split - headers

join - headers

header - rule
name changeTo10Digit
header - name To
action sip - manip
comparison - type case - sensitive
msg- type request
methods
match - value
new- value changeTol0Digit

header - rule
name NATing
header - name To
action sip - manip
comparison - type case - sensitive
msg- type request
methods
match - value
new- value NATing

header -rule (optional)
name changeFromtoExt
header - name To
actio n sip - manip
comparison - type case - sensitive
msg- type request
methods
match- value
new- value changeFromtoExt

document fo
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The following HMR rule is applied as an outbound manipulation towards Microsoft Lync and SFB. It changes the From and To
headers to E.164 format, NATs IPs in those headers, and modifies the SDP. The last header-rule (changeFromtoExt) is

optional and changes the From header to be a four digit extension. This can be used if internal Caller-ID needs to be
extension based instead of 10 digits. See t he fichangeFromtoExtod HMR rule | ater i

sip - manipulation
name HMRtowardsLync
descript  ion
split - headers
join - headers
header - rule
name doNAT
header - name From
action sip - manip
comparison - type case - sensitive
msg- type any
methods
match - value
new- value NATing
header - rule
name deleteblines
header - name From
action sip - manip
comparison - type case - sensitive
msg- type any
methods
match - value
new- value delblines
header - rule
name adddtmflines
header - name From
action sip - manip
comparison - type case - sensitive
msg- type any
methods INVITE
match - value
new- value fixSDP
header - rule
name changeToE164
header - name To
action sip - manip
comparison - type case - sensitive
msg- type request
methods
match - value
new- value changeToE164
header - rule
name addPAltoUpdate
header - name To
action sip - manip
comparison - type case - sensitive
msg- type any
methods UPDATE
match - value
new- value addPAltoUpdate
header -rule (optional)
name changeFromtoExt
header - name To
action sip - manip
comparison - type case - sensitive
msg- type request
methods
match - value
new value changeFromtoExt
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The following HMR rule is applied as an outbound manipulation towards the Oracle E-SBC. It removes 9 from the beginning of the
Request- and To- URIs, NATs the From and To headers headers, removes the plus sign in the From header, and removes P-

Asserted-ldentity.

sip - manipulation

name HMRtowardsSBC

description

split - headers

jo in - headers

header - rule
name Remove9
header - name request
action manipulat
comparison - type pattern
msg- type request
methods
match - value
new- value
element -rule

parameter - name
type uri
action replace
match - val - type any
comparison - type
match - value 91(
new- value $1
header - rule
name NATI
header - name To
action sip
comparison - type case
msg- type r
methods
match - value
new- value NATing
header - rule
name
header - name to
action manipulate
comparison - type pattern
msg- type
methods
match - value
new- value
element -rule
name
parameter - name
type uri
action replace
match - val - type any
comparison - type pattern
match - value 91(
new- value $1
header - rule
name reomvePlusIinFrom
header - name From
action
comparison - type pattern
msg- type request
methods
match - value
new- value

- uri

- rule

name remove9FromRuri

- user

pattern - rule
\ d{10})
ng
- manip

- sensitive
equest

remove9fromTOURI

- rule

request

remove9inTOuri
- user
- rule

\ d{10})

manipulate
- rule
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element - rule
name reomvePlus
parameter - name
type uri
action replace
match - val - type any
compariso n- type pattern
match - value 2
new- value $1

header - rule

name removePAl

header - name P

action delete

comparison - type

msg- type request

methods

match - value

new- value

- user

-rule
\ +([0 - 91{10,11})$

- Asserted - Identity

case - sensitive

The following HMR rule is referenced in another HMR rule later in this document and adds DTMF to the m=line in SDP.

sip - manipulation
name Modmline
description Add DTMF to m line
split - headers
join - headers
mime- sdp - rule

new- value

name modmline
msg- type any
methods
action manipulate
comparison - type pattern - rule
match - value
new- value
sdp - media - rule
name modmline_m
media - type audio
action manipulate
comparison - type pattern - rule
match - value
new- value
sdp- line -rule
name change_payload
type m
action find - replace - all
comparison - type pattern - rule
match - value  “(audio)( [0 - 94,5} ( RTP/AVP 0)$

audio+$2+" RTP/AVP 0 101"
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The following HMR rule is referenced in other HMR rules in this document, and it NATs the IP addresses in the From and To

headers.
sip - manipulation
name NATing
description HMR for topology hiding
split - headers
join - headers
header - rule
name From
header - name From
action manipulate
comparison - type case - sensitive
msg- type any
methods
match - value
new- value
element -rule
name From_header
parameter - name
type uri - host
action replace
match - val - type any
comparison - type case - sensitive
match - value
new- value $LOCAL_IP
header - rule
name To
header - name To
action manipulate
comparison - type case - sensitive
msg- type request
methods
match - value
new- value
element -rule
name To
parameter - name
type uri - host
action replace
match - val - type any
comparison - type case - sensitive
match - value
new- value $REMOTE_IP
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The following HMR rule is referenced in other HMR rules in this document, and it adds a P-Asserted-Identity header to UPDATE
requests based on the user in the Contact-URI.

sip - manipulation
name addPAltoUpdate
description
split - headers
join - headers
header - rule
name storeContact
head er - name Contact
action store
comparison - type case
msg- type request
methods UPDATE
match - value
new- value
element - rule
name s
parameter - name
type uri
action store
match - val - type any
comparison - type case
match - value
new- value
header - rule
name addPAlheader
header - name P
action add
comparison - type case
msg- type request
methods UPDATE
match - value
new- value
element - rule
name addPAl
parameter - name
type
action add
match - val - type any
comparison - type case
match - value

- sensitive

toreContactUser

- user

- sensitive

- Asserted - Identity

- sensitive

header - value

- sensitive

new- value "<sip:"+$storeContact.$storeContactUser.$0+"@"+$LOCAL_IP+">"
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The following HMR rule is referenced in other HMR rules in this document, and it changes the From and P-Asserted-ldentity
headers to 4-digit extensions. It is optional and may be used to ensure internal Caller-ID shows extensions only instead of
10-digits. In our lab config, it looks for 571293, 1571293, +571293, and +1571293, and strips these prefixes off if they are

present . You wil/l need to

change

t his

to be your networ ks

appears in the match-value. This may be changed to meet your extension length requirements. The match-value is a
regular expression (regex) and it looks for an optional plus sign, an optional 1, and then 571293, followed by 4 digits. If
you need it to look for a country code of +61 folllowed by 5712 followed by a 5 digit extension, for example, the regex

would be: "\ +615712 ([0 - 9]{5})$

sip - manipulation (optional)
name changeFromtoExt
description change From and PAI to Extension only
split - headers
join - headers
header - rule
name removePlusandPrefix
header - name From
action manipulate
comparison - type pattern - rule
msg- type request
methods
match - value
new- value
element -rule
name changeFromUri
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value 2 \ +?1?571293([0 -9]{4}) $
new- value $1
header - rule
name removePAlplusandPrefix
header - name - Asserted - ldentity
action manipulate
comparison - type pattern - rule
msg- type request
methods
match - value
new- value
element -rule
name modifyPaiUri
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value M +?17571293([0 -9]{4}) $
new- value $1
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The following HMR rule is referenced in other HMR rules in this document, and it converts the From and To headers to 10 digit
dialing. Change 571293 to match your prefix. {4} represents a 4 digit extension. Change the length of the extension if

needed.
sip - manipulation
name changeTo10Digit
description
split - headers
join - headers
header -rule (do not use this header - rule if using the changeFromtoExt rule
name changeFrom10Digit
header - name From
action manipulate
comparison - type pattern - rule
msg- type request
methods
match - value
new- value
element -rule
name changeExtTo10Digit
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value N[0 -9K4h$
new- value 571293 +$1
element -rule
name change11DigitTo10Digit
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value ~L([o - 9){101)$
new- valu e $1
element -rule
name changeE164To10Digit
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value & \ +1([0 - 9{10})$
new- value $1
header - rule
name changeTo10Digit
header - name
action manipulate
comparison - type pattern - rule
msg- type request
method s
match - value
new- value
element -rule
name changeExtTo10D
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value a([0] - 9{4})$
new- value 571293 +$1
element -rule

igit

above )
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name
parameter - name
type
action
match - val - type
comparison - type
match - value
new- value
element -rule
name
parameter - name
type
action
match - val - type
comparison - type
match - value
new- value

change11DigitTo10Digit

replace
any
pattern
~1([0
$1

changeE164to10Digit
uri

any
pattern
AN

$1

uri - user

-rule
- 9{10h)$

- user
replace

-rule
\ +1([0 - 9]{101)$
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The following HMR rule is referenced in other HMR rules in this document, and it converts the From and To headers to E.164
dialing. Change 571293 to match your prefix. {4} represents a 4 digit extension. Change the length of the extension if

needed.
sip - manipulation
name changeToE164
description
split - headers
join - headers
header - rule
name changeToE164
header - name To
action manipulate
comparison - type pattern - rule
msg- type request
methods
match - value
new- value
element -rule
name changeExtToE164
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value (o - 9K4h$
new- value \ +1571293 +$1
element -rule
name changel1DigitToE164
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value N[0 -9K11h$
new- value \ ++$1
element -rule
name changel0DigitToE164
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value (o - 910h)%$
new- value \ +1+$1
header -rule (do not use this header -rulei  fusing the changeFromtoExt rule above )
name changeFromE164
header - name From
action manipulate
comparison - type pattern - rule
msg- type request
methods
match - value
new- value
element -rule
name changeExtToE164
parameter - name
type uri - user
action replace
match - val - type any
comparison - type pattern - rule
match - value a([0] - 9{4})$
new- value \ +1571293 +$1
element -rule
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name
parameter - name
type
action
match - val -t ype
comparison - type
match - value
new- value
element -rule
name
parameter - name
type
action
match - val - type
comparison - type
match - value
new- value

changellD

uri
replace
any
pattern
([0

change10DigitToE164

uri
replace
any
pattern

igitTOE164
- user
- rule

-9){11h%
\ ++$1

- user

-rule
~([0 -9){10h$
\ +1+$1
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The following HMR rule is referenced in other HMR rules in this document, and it removes b= lines in the SDP coming from Avaya.

sip - manipulation
name delblines
description Deleting b - lines from Avaya
split - headers
join - headers
header - rule
name manipContentType
header - name Content - Type
action manipulate
comparison - type pattern - rule
msg- type any
methods
match - value
new- value
element -rule
name deleteB
parameter - name application/sdp
type mime
action find -replace -all
match - val - type any
comparison - type patte rn - rule
match - value b=CT:.*( \n|\r\n)
new- value
element -rule
name deleteLAB EL
parameter - name application/sdp
type mime
action find -replace - all
match - val - type any
comparison - type pattern - rule
match - value b=TIAS:.*( \n|\r\n)
new- value
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The following HMR rule is referenced in other HMR rules in this document, and it adds DTMF to the SDP.

sip - manipulation
name
description
CUCM during hold
split - headers
join - headers
header - rule
name
header - name
action
comparison - type
msg- type
methods
match - value
new- value
element -rule
name
parameter
type
action
match - val - type
comparison - type
match - value
new- value

fixSDP

- hame

header - rule

name

header - name

action

comparison - type

msg- type

methods

match - value

new- value

element - rule
name
parameter
type
action
match - val - type
comparison - type
match - value

- hame

header - rule
name
header - name
action
comparison - type
msg- type
methods
match - value
new- value

sip

new- valu e $0+"a=rtpmap:10

To bypass the 488 due to missing DTMF from

Checkfordtmf

Content - type

store

case - sensitive

any
INVITE

Checkdtmfexists
application/sdp
mime
store
any
case - sensitive

(a=rtpmap:101 telephone

AddPtime10

Content - Type

manipulate

boolean

any

INVITE
I$Checkfordtmf.$Checkdtmfexists

Adddtmf
application/sdp
mime
find -replace - all
any
pattern - rule
\ %)

1 telephone - event/8000"+$CRLF+"a=fmtp:101 0

Modifymline

From
- manip

case - sensitive

request

Modmline

- event/8000)

- 15"+$CRLF
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Configure Dial Plan

We will now configure the dialing contexts and dial plans. Dialing-contexts define the system behavior for calls placed to and from
either a corporate or geographic focus. Dialing-contexts include multiple dial-patterns, which define the normalization required to
most effectively manage diverse signaling structures. Click on the Dial Plan icon under Service Provisioning.

Enterprise Communications Broker...

C(;) @ 17218.255.82/# ¢ Q search wie + A4 Q0O =

or‘) ACI_E Notifications + | admin ~
Home Monitor and Trace Widgets System

& save 4t Wizards - {fj Discard Q Search

Service Provisioning

Agents Dial Plan Users Routing

System Administration

General Network SIP Interface ECB Sync SIP Registrar

DO

Accounting SNMP

Web Server

The Dialing Contexts page shows the default dialing context parents i Corporate and Geographic.

Notifications » | admin -

ORACLE

Home Monitor and Trace Widgets System

& save % Wizards~ [fj Discard O, Search

Dialing contexts

Refresh Add Edit Copy Delete | Upload | Download

Name Geographic location Description Country code Outside line prefix
}  CORPORATE

}  GEOGRAPHIC
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To configure a dialing context, select the Corporate context and click Add.

ORACLG 4l Notifications ~ | admin ~

Home Monitor and Trace Widgets System

E save 4t Wizards - {fj Discard Q Search

Dialing contexts

Refresh || Add Edit Copy Delete | Upload | Download
Name Geographic location Description Country code Outside line prefix
»  CORPORATE

P GEOGRAPHIC

In the Add Dialing Context page, configure a context with the following details and click OK.

ORACLE
Home Monitor and Trace Widgets System

H save

Add Dialing context

Name: Oracle

Geographic location: NA v
Description:

Country code:

Outside line prefix:

Dial patterns
Add Edit Copy Delete Delete All Upload Download
Remove prefix Pattern Description Country code Replacement prefix

41|Page



The Dialing Contexts page displays Oracle listed under Corporate contexts. We will now configure child contexts under Oracle for
our Lync, SFB, Avaya and CUCM servers. These can be considered as contexts for the different branches an enterprise has.

Select Oracle under the Corporate context and click Add.

Dialing contexts

Refresh Add Edit Copy Delete | Upload | Download
Name

4 CORPORATE
b Oracle NA
P GEOGRAPHIC

Geographic location Description Country cade Outside line prefix

In the Add Dialing Context window, configure a context named LYNC2013 and Geographic location as NA. To configure dial
patterns, click Add.

Add Dialing context

Name: LYNC2013

Geographic location: NA v
Description:

Country code:

Outside line prefix:

Dial patterns
| Add_ | Edit Copy Delete Delete All Upload Download
Remove fix Pattern Description Country code Replacement prefix

Add a dial pattern as shown below to enable 4 digit dialing and click OK. If the dialed digits match the pattern 53XX, the ECB
transforms it to a 10 digit number by adding the prefix 571293.

Add Dialing context / dial pattern

Remove prefix:

Pattern: 53XX
Description:

Country code:

Replacement prefix: 571293

Replacement uri:

Go to context:
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The LYNC2013 dialing context displays the configured dial pattern.

Modify Dialing context

Name: LYNC2013

Geographic location: NA v
Description:

Country code:

Outside line prefix:

Dial patterns
Add Edit Copy Delete Delete All Upload Download
Remove prefix Pattern Description Country code Replacement prefix

53XX 571293

Add another dialing context under Oracle named Avaya6_3 with the following settings and click OK.

Modify Dialing context

Name: Avayab_3
Geographic location: NA v
Description:

Country code:

Outside line prefix:

Dial patterns
Add Edit Copy Delete Delete All Upload Download
Remove prefix Pattern Description Country code Replacement prefix

53XX 571293
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Add another dialing context under Oracle named Avaya7_0_dialing with the following settings and click OK.

Modify Dialing context

Name: Avaya7_0_dialing |
Geographic location: NA v
Description:

Country code:

Outside line prefix:

Dial patterns
Add Edit Copy Delete Delete All Upload Download
Remove prefix Pattern Description Country code Replacement prefix

53XX 571293

Add another dialing context under Oracle named CUCM11_0 with the following settings and click OK.

Modify Dialing context

Name: CUCM11_0

Geographic location: NA v
Description:

Country code:

Outside line prefix:

Dial patterns
Add Edit Copy Delete Delete All Upload Download
Remove prefix Pattern Description Country code Replacement prefix

53XX 571293

44|Page



Add another dialing context under Oracle named Skype for Business with the following settings and click OK.

Modify Dialing context

Name: SFB

Geographic location: NA v
Description: Skype for business

Country code:

Outside line prefix:

Dial patterns

Add Edit Copy Delete Delete All Upload Download
Remove prefix Pattern Description Country code Replacement prefix
53XX 571293

Add another dialing context under Oracle named cucm10_5 with the following settings and click OK.

Modify Dialing context

Name: cucm10_5

Geographic location: NA v
Description:

Country code:

Outside line prefix:

Dial patterns
Add Edit Copy Delete Delete All Upload Download
Remove prefix Pattern Description Country code Replacement prefix

53XX 571293
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The Dialing Contexts page shows the parent context i Oracle and the child contexts.

Dialing contexts

Refresh Add Edit
Name

4 CORPORATE

4 Oracle

Avayab_3
Avaya?_0_dialing
Cucm11.0
LYNC2013
SFB
cucm10_56

»  GEOGRAPHIC

vyvw hvww

Copy Delete | Upload | Download

Geographic location Description

Skype for business

$$§F§5s2s8¢

Country code

Outside line prefix
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Configure Agents

We will now configure the next hops in our routing paths i the Agents i which in our setup are the Cisco CUCM, Lync and SFB
Mediation Servers, Avaya SM and the SBC which connects the ECB to the SIP trunk. Click on Agents icon under Service

Provisioning.
OO 8 . i CommunistionsBroker.. % Y
6-)@ 172.18.255.82/# @  Q search bdl=] A 400 =
OR ACLE Notifications ~ | admin ~
Home Monitor and Trace Widgets System
& save %t Wizards - {fj Discard Q Search
Service Provisioning

S

e

Routing

System Administration

DO

General Network SIP Interface ECB Sync SIP Registrar

Web Server

Security Accounting SNMP

47|Page



The Agents page will be displayed. Click on the Add button. The Add Agent settings page is displayed. Add the Oracle E-SBC by
configuring the hostname, IP address, port, transport protocol, egress number translation mode, number of digits for n digit dialing,
source context, and Header Manipulation Rule as shown below.

Modify Agents
Hostname: 10.64.3.122
IP address: 10.64.3.122
Port: 5060 (Range: 0, 1025..65535)
State:
Transport protocol: StaticTCP
TLS profile:
Description: Oracle E-SBC
Source context: NA
Egress number translation mode: n-digit-dialing
Number of digits for n digit dialing: 10 (Range: 0..25)
Prepend prefix on egress:
Inbound header manipulation:
Outbound header manipulation: HMRtowardsSBC
Apply outbound manipulation on: next-hop-only
Tags: Add Edit Delete
OK | | Back
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Scroll down to enable SIP OPTIONS to monitor agent health locally. Check the Enable OPTIONS ping check box and configure the
OPTIONS ping interval to 30. Click OK.

Modify Agents
Inbound header manipulation: v
Outbound header manipulation: HMRtowardsSBC v
Apply outbound manipulation on: next-hop-only v
Tags: Add Edit Delete

Early media inhibit:

Enable OPTIONS ping:

OPTIONS ping interval: 30 (Range: 0..4294967295)
Ldap: v

Additional target group: v

Fork group: 1 (Range: 1..100)

Enable REFER termination:

Send NOTIFY for REFER provisional none v
responses:

| Constraints

~ | Advanced

| OK || Back |
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You will now see the Oracle E-SBC listed under Agents. Click Add to add the Cisco CUCM 10.5 server and also enable OPTIONS
as shown in the previous step.

Modify Agents
Hostname: 10.71.2.10
IP address: 10.71.2.10
Port: 5060 (Range: 0, 1025..65535)
State:
Transport protocol: StaticTCP v
TLS profile: v
Description:
Source context: Oracle.cucm10_5 N7
Egress number translation mode: no-country-code v
Number of digits for n digit dialing: 4 (Range: 0..25)

Prepend prefix on egress:

Inbound header manipulation: v
Outbound header manipulation: HMRtowardsCUCM v
Apply outbound manipulation on: next-hop-only v
Tags: Add Edit Delete

OK || Back |
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Click Add to add the Cisco CUCM 11.0 server and also enable OPTIONS as shown in the previous step.

Modify Agents
Hostname: 10.71.3.10
IP address: 10.71.3.10
Port: 5060 (Range: 0, 1025..65535)
State:
Transport protocol: StaticTCP v
TLS profile: v
Description:
Source context: Oracle.CUCM11_0 v
Egress number translation mode: no-country-code v
Number of digits for n digit dialing: 4 (Range: 0..25)

Prepend prefix on egress:

Inbound header manipulation: w
Outbound header manipulation: HMRtowardsCUCM v
Apply outbound manipulation on: next-hop-only v
Tags: Add Edit Delete

OK || Back |
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Click Add to add Avaya 6.3 server and also enable OPTIONS as shown in the previous step.

Modify Agents
Hostname: avaya6dot3
IP address: 10.70.4.7
Port: 5060 (Range: 0, 1025..65535)
State:
Transport protocol: StaticTCP v
TLS profile: W
Description:
Source context: Oracle.Avaya6_3 v
Egress number translation mode: no-country-code v
Number of digits for n digit dialing: 4 {Range: 0..25)

Prepend prefix on egress:

Inbound header manipulation: w
Outbound header manipulation: HMRtowardsAvaya v
Apply outbound manipulation on: next-hop-only v
Tags: Add Edit | Delete

OK || Back |
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Click Add to add the Avaya 7.0 server and also enable OPTIONS as shown in the previous step.

Modify Agents
Hostname: avaya?
IP address: 10.89.17.7
Port: 5060 (Range: 0, 1025..65535)
State:
Transport protocol: StaticTCP v
TLS profile: w
Description:
Source context: Oracle.Avaya7_0_dialing A
Egress number translation mode: no-country-code v
Number of digits for n digit dialing: 4 (Range: 0..25)

Prepend prefix on egress:

Inbound header manipulation: w
Outbound header manipulation: HMRtowardsAvaya v
Apply outbound manipulation on: next-hop-only v
Tags: Add Edit | Delete

OK || Back |
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Click Add to add the Lync 2013 mediation server and also enable OPTIONS as shown in the previous step.

Modify Agents
Hostname: med2.lynclabsram.local
IP address: 172.16.31.98
Port: 5060 (Range: 0, 1025..65535)
State:
Transport protocol: StaticTCP v
TLS profile: w
Description: LYNC 2013 Mediation server 2
Source context: Oracle.LYNC2013 v
Egress number translation mode: E164 v
Number of digits for n digit dialing: 4 (Range: 0..25)

Prepend prefix on egress:

Inbound header manipulation: HMRfromLync v
Outbound header manipulation: HMRtowardsLync v
Apply outbound manipulation on: next-hop-only v
Tags: Add Edit Delete

[ OK (| Back |
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Click Add to add the Skype for Business mediation server and also enable OPTIONS as shown in the previous step.

Modify Agents
Hostname: med2.sfblabdm.local
IP address: 172.16.29.45
Port: 5060 (Range: 0, 1025..65535)
State:
Transport protocol: StaticTCP v
TLS profile: w
Description: skype for business- med 2
Source context: Oracle.SFB v
Egress number translation mode: E164 v
Number of digits for n digit dialing: 4 (Range: 0..25)

Prepend prefix on egress:

Inbound header manipulation: HMRfromLync v
Outbound header manipulation: HMRtowardsLync v
Apply outbound manipulation on: next-hop-only v
Tags: Add Edit Delete

| OK || Back |
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Configure Users

Next we will populate users in the User database. User entries can be added manually or uploaded in a format pre-configured to

translate into a user database.

If the ECB and Active Directory are configured for LDAP integration, then it is NOT necessary to define users in the User

database on the ECB.

Click on the Users icon under Service Provisioning.

e0e® [& Enterprise Communications B... % | =+

PR
(€ )@ 1721825582/

ORACLE

Home Monitor and Trace Widgets System

¢ | Q search

wB O3 AadOe =

£\ Notifications ~ | admin ~

H save

Service Provisioning

[

000

LDAP

Agents Dial Plan Routing
System Administration
General Network SIP Interface ECB Sync SIP Registrar

Web Server

The User entries page will be displayed. Click on Add to start adding users.

ORACLE

HMR

4F Wizards - ij Discard Q, Search

Accounting SNMP

Home Monitor and Trace Widgets System

= save

User entries
Search Criteria: All

Add Edit | Copy | Delete | Delete All |

Number ttern Description

Upload

Download
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The Add User entries page will be displayed. You can enter the user numbers in E.164 format without the + (15712935327) or a
number range (1571293[400-599]) in the Number field. Assign the appropriate Agent and Dialing context and click OK.

Add User entries

Number or pattern: 15712935327

Description:

Dialing context: Oracle.Avaya6_3

Agent: avaya6dot3

Tags: Add Edit Delete

Continue adding users as shown above using the corresponding agents and dialing contexts.
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Configure Routing

The ECB performs its session routing via the route configuration. The route configuration establishes hop-by-hop paths to signaling
endpoints. Oracle ECB routing configuration allows the user to specify a route's cost to specify route preference. Cost may or may

not be based on monetary considerations. But t he r eanfighre routes an

that keep session traffic within the enterprise infrastructure rather than incurring cost associated with a service provider.

The Oracle ECB allows for a range of route preference criteria to differentiate between routing paths. Criteria include source routing
based on the agent or calling number. Target-oriented criteria are also available, allowing the enterprise to designate preferred
paths for specific called numbers.

We need not configure a route for the users defined in the user database as the ECB will use their configured agents as next hop to
route the calls. Since ECB does not support DNS load balancing as of now, the Lync users are assigned with one mediation server
as their agent. To ensure the calls complete if the first mediation server in the pool goes down, we will configure a route to the
second agent of the pool with a higher cost. On the Configuration tab click on the Routing icon under Service Provisioning.

ece [®] Enterprise Communications B... x\+

(-d 172.18.255.82/# @ | Q search wE 94 AdDe =

ORACL& 4 Notifications ~ | admin -
Home Monitor and Trace  Widgets ~ Systor

E save %t Wizards~ {fj Discard Q Search

Service Provisioning

Agents Dial Plan Users Routing
System Administration
E)
5=
General Network SIP Interface ECB Sync SIP Registrar LDAP HMR Security Accounting SNMP

O

‘Web Server

On the Routing table page, click Add to add a route.

Home Monitor and Trace Widgets System

ORACLE

E save

Routing table
Search Criteria: All
Add Edit Copy Delete Delete All Upload Download

Source age Calling number Dest agent Called number
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Add a routing entry for the Lync 2013 user i 15712935325 with the Route set to the second mediation server i
med2.lynclabsram.local with a cost of 20 and click OK.

Modify Routing entry

Source agent: * hd
Calling number: *
Dest agent: * hd
Called number: 15712935325
Route: med2.lynclabsram.local 2
Cost: 20 (Range: 0..100)
Policy: Add Edit Delete
Description: failover route to lync 2013 mediation
server 2

When the ECB receives a call for 15712935325, it looks up the user DB and finds that this user is associated to
med1.lynclabsram.local and routes the call to it. If this agent is down, ECB will find the above entry and route the call to the second
agent of the pool i med2.lynclabsram.local.
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Configure a route for called number 9LXXXXXXXXXX to point to the Oracle E-SBC. If a user dials an external number by dialing 9
and then 1 and the number, the ECB will route the call to the E-SBC to get to the service provider network.

Modify Routing entry
Source agent:
Calling number:

Dest agent:
Called number:
Route:

Cost:

Policy:

Description:

912000000
10.64.3.122

Edit

(Range: 0..100)

Delete

The Routing Table page will be displayed listing all the routes added. When you select a specific route, its Route tree is displayed

at the bottom.

Routing table
Search Criteria: All

Add Edit Copy Delete | Delete All

Source agent Calling number

Displaying 1 - 6 of 6

Route tree
Cost Hops

Upload

Download
Dest agent

Called number
15712935320
15712835325
15712835326
157128356327
15712835328
91000000000

Search >/ Search  Clear
Route Cost Policy
10.71.2.10 ]
medz2.lynclabsram.local 20
med3.lynclabsram.local 0
avaya? ]
10.71.3.10 o
10.64.3.122 5

cost: 20
2 — | catled number: 15712035325 | —>  med2lynclabsram.local
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Configure LDAP Integration with Active Directory

This is an optional step. | f LDAP is wused, then users do not need to be defi
Routing database. The Oracle ECB supports LDAP as a communications mechanism for interaction with an LDAP server. For

many enterprises, this means utilizing Active Directory, a common LDAP-based service, to request information used in SIP session

routing and authentication. The Oracle ECB's LDAP client requires configuration on the Oracle ECB and the LDAP server.

Configuration aspects of LDAP client configuration include:
A LDAP s erd®e usar speciies 8DAP server location and access preferences.

A Rout i n@Theuse speciies the conditions wherein the Oracle ECB performs an LDAP dip to obtain location information
(home agent) for FROM and REQUEST-URIs.

A AoR @ Optionallg searches for additional AoR matches in Active Directory so that it can create additional routes to target
users that have contacts stored in separate records.

Click on the LDAP icon under System Administration.

w@ Enterprise Communications B.. * | =

(- @ 172.18.255.82/# ¢ Q search wE 93 ad O =

OR ACI_E Notifications ~ | admin -
Home Monitor and Trace Widgets System

B save 4% Wizards ~ ﬁ Discard Q Search

Service Provisioning

Agents Dial Plan Users Policy Routing

System Administration

General Network SIP Interface ECB Sync SIP Registrar

O

Web Server

Accounting SNMP

Select the fAglobal &EBdLDAP config and click

LDAP config
Search Criteria: All
Add | Edit | Copy | Delete | Delete All
Name \ State Username
global - disabled e
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Check the State checkbox to enable LDAP, then under LDAP servers click Add:

Modify LDAP config

Name:
State:

LDAP servers:

Enter the

Modify LDAP config

Name:
State:

LDAP servers:

Username:
Password:
LDAP search base:

Timeout limit:

LDAP

global

Add\ Edit Delete Move up | Move down

servero6s | P addr es sthedefauftof88. port i s
|global |
Add | Edit | Delete | Moveup | Move down
Add X
LDAP servers: 172.16.31.91|
CN=Us \ OK | | Apply/Add another | | Cancel |

speci fied,

15

|(Range: 1..300)

Click Apply/Add another to enter a secondary LDAP server IP, or click OK to use only one. If two are entered, the ECB will

attempt to communicate with the first one, and if there is a failure, it will try the next server in the list on the next call.
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Enter the LDAP sever username in the Username field, then click on Set next to the Password field to enter the LDAP server

password.
Modify LDAP config

Name: global

State:

LDAP servers: Add | Edit Delete Move up | Move down
172.16.31.91:389
172.16.31.112:389

Username: LYNCLABSRAM\Administrator

Password: = 0000 | Set

Enter and re-enter the password, then click OK.

Modify LDAP config
Name: |g|oba| |
State:
LDAP servers: Add | Edit | Delete | Moveup | Move down
172.16.31.91:389
172.16.31 112:290
Set Password
Password: ||
Confirm Password:
Username: LYNCLAI
Password:: = 0000 |
LDAP search base: CN=User:
| OK || Cancel |
Timeout limit: 15 v Yy
Max request timeouts: | 3 |(Range: 0..10)
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Enter the LDAP search base. Inthetestlab, we u sCll®lUsefis,DC=lynclabsram,DC=localdo as shown in the fol
screenshot, where CN stands for Common Name and DC stands for Domain Component.

Modify LDAP config

Name: global

State:

LDAP servers: Add Edit Delete | Move up | Move down
172.16.31.91:389
172.16.31.112:389

Username: LYNCLABSRAM\Administrator

Password: seensene Set |

LDAP search base: @em. DC=IYncIabsram,DC=k)cD

Timeout limit: 15 (Range: 1..300)

Max request timeouts: 3 (Range: 0..10)

Tcp keepalive:

Scroll down an dorsded reoc t uRTideEembde. hbeu t e
Modify LDAP config
Username: LYNCLABSRAM\Administrator
Password: === e | Set |
LDAP search base: CN=Users,DC=lynclabsram,DC=local
Timeout limit: 15 (Range: 1..300)
Max request timeouts: 3 (Range: 0..10)

Tecp keepalive:

Security type: None hd
TLS profile: v
- Routing
State:

Route mode: @-crder )

From header replacement:

Lookup queries
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Under the Lookup queries, click Add:

This is where attributes are referenced that determine the agent a user is assigned to. In the following example, msRTCSIP-Line is

assigned to Lync 2013 and telephoneNumber is assigned to Cisco CUCM. When the ECB does an LDAP query, it will send these

attributes. In the response, the server will return the attributes assignedtoa parti cul ar user. Letds say t
both msRTCSIP-Line and telephoneNumber with value 15712935329, then the ECB knows to route the call to the same number on

both Lync 2013 and CUCM. Whether it does this serially or in parallel depends onthe SIPInt er f ace fAenabl e parall

Add the following query and assign it to Lync 2013 (med3.lynclabsram.local in our test lab). The Lookup number format type
should be regular-expression, and the Home agent attribute can be anything. The Lookup number regex pattern and result are
default values.
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