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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied upon in
making purchasing decisions. The development, release, and timing of any features or functionality described for Oracle’s products

remains at the sole discretion of Oracle.

Revision History

Version Description of Changes Date

1.0 e  Oracle SBC integration with Cisco Webex Calling as 3rd party | 30t October 2022
Local Gateway (LGW)

11 e Added Appendix B section to the document for the new 05t January 2023
feature which supports Cisco DTMF with OPUS codec

1.2 e  Added ACLI and GUI Cert Import 08th November 2024
e  Added multitenancy monitoring.

e  Added ACK method to Sip Manip.

e  SBCversion changed to 9.x

e |Ice Config for Media Optimization

e Included GCM ciphers for SRTP.

e  Added support for Cisco Webex Contact Center

e  Modified Caveat to include software fix no available

1.3 e  Updated screenshots to reflect SBC v9.3 recertification. 04th November 2025

e  Added platforms from supported list.

e Corrected cipher list for SRTP support

e  Added content for all four multitenancy models.

e Updated SIP manipulation in running configuration to match
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e  Added Config Assistant Chapter

e Added caveat for media optimization.
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readability
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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators, Oracle
Enterprise customers and partners and end users of the Oracle Enterprise Session Border Controller (SBC). It is
assumed that the reader is familiar with basic operations of the Oracle Enterprise Session Border Controller
platform along with Cisco Webex Calling and Cisco Webex Contact Center with 3™ Party Local Gateway.

2 Validated Oracle SBC version

Oracle conducted tests with SBC 9.3 software — this software with the configuration listed below can run on
any of the following products:

e AP 1100
e AP 3950
e A P4600
e AP 4900
e AP6350
e AP 6400
e VME

e Oracle SBC on Public Cloud

3 Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between PSTN
Trunk with Cisco Webex Calling Solution and Cisco Webex Contact Center. The solution contained within this
document has been tested using Oracle Communication SBC with software version OS 9.3 version.

4 Cisco Webex Calling

Cisco Webex Calling is a cloud calling solution that delivers enterprise-grade calling, enabling you to replace
your on-premises PBX network with a globally trusted cloud calling solution. Webex Calling easily extends to a
complete collaboration experience that includes market-leading calling, meetings, messaging, contact center,
and integrated devices for all situations.

Webex Calling Cloud service or in short “Webex Calling” supports “Bring Your Own PSTN” and

Enterprise dialing using through what is termed as a Local Gateway that sits at the edge of the

Customer’s VolP network. A local gateway is a SIP Session Border Controller that interworks

with Webex Calling cloud service in specific ways and this Local gateway MUST operate

specified conditions with Webex Calling. Local Gateway feature enables Webex Calling customers to continue
using their existing PSTN service provider. Oracle SBC works with Webex calling as 3™ party Local Gateway in
Certificate based Trunking model.

For additional information on Cisco Webex Calling and certificate-based trunking, please check the below
links:
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https://www.Webex.com/products/Webex-calling.html

https://help.Webex.com/en-us/article/n0xb944/Configure-Trunks,-Route-Groups,-and-Dial-Plans-for-Webex-
Calling#Cisco Reference.dita 20664899-b518-4f5d-bc92-88af4a5c6694

Please note that the IP Addresses, FQDN and configuration names and details given in this document are used for reference purposes only. These same
details cannot be used in customer configurations. End users of this document can use the configuration details according to their network
requirements. There are some public facing IPs (externally routable IPs) that we use for our testing are masked in this document for security reasons.
The customers can configure any publicly routable IPs for these sections as per their network architecture needs.

5 Introduction

5.1 Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Cisco Webex Calling with 3™ party LGW feature using Oracle Enterprise SBC. There will be steps that require
navigating the Oracle SBC GUI interface, understanding the basic concepts of TCP/UDP, IP/Routing, DNS

server, SIP/RTP and TLS/SRTP are also necessary to complete the configuration and for troubleshooting, if
necessary.

5.2 Requirements

e  Fully functioning Cisco Webex Control Hub (Provisioned Webex Control Hub with necessary Webex
Calling licenses/Subscription and prepared Webex Calling environment)

https://help.webex.com/en-us/article/n4cprps/Prepare-Your-Environment-for-Webex-Calling

e Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 9.3 version.

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used SBC Version
Revision 1 9.3
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https://www.webex.com/products/webex-calling.html
https://help.webex.com/en-us/article/n0xb944/Configure-Trunks,-Route-Groups,-and-Dial-Plans-for-Webex-Calling#Cisco_Reference.dita_20664899-b518-4f5d-bc92-88af4a5c6694
https://help.webex.com/en-us/article/n0xb944/Configure-Trunks,-Route-Groups,-and-Dial-Plans-for-Webex-Calling#Cisco_Reference.dita_20664899-b518-4f5d-bc92-88af4a5c6694
https://help.webex.com/en-us/article/n4cprps/Prepare-Your-Environment-for-Webex-Calling

5.3 Architecture

Cisco Webex Calling LGW with
Contact Center

Contact Center
7~ .
I ‘;)-# e
::I:;;x \ 4"_--"
q <4----- » SIP
@ RTP
- HEl
Enterprise
Network

The configuration, validation and troubleshooting are the focus of this document and will be
described in three phases:

e Phase 1 - Configuring Cisco Webex Calling with for the Oracle SBC as a local gateway (LGW)
e Phase 2 — Configuration of the Oracle SBC.
e Phase 3 — Configuring the Cisco Webex Contact Center.

6 Cisco Webex Configuration

The configuration of Cisco Webex is a mandatory prerequisite before starting the SBC configuration. The
Webex admin should Configure Trunks, Route Groups, and Dial Plans for Webex Calling to create

a trunk toward Oracle SBC. Once the configuration on Webex Control Hub is complete, the admin will be
provided with destination (Webex Edge proxy) Address that need to be configured on the Oracle SBC.

Login to Webex Control Hub with admin credentials.

Note: This document assumes that you have already set up your Cisco account, configured your location, and registered the necessary FQDN(s) in the
Cisco Control Hub. Please ensure all these prerequisites are completed before proceeding with the trunk configuration to connect to the Oracle SBC
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Welcome to Webex Control Hub

| Email Address

__/

Sign In

Need help signing in?

Webex by CISCO By using Webex Services you accept the Terms of Service, Privacy Statement, Notices & Disclaimers. Learn more about Webex.

6.1 Trunk Configuration

SIP trunks provide connectivity to a customer-owned PSTN service and to an on-premises IP PBX deployment.
These were previously accessed via the Local Gateway configuration page.

e Inthe left menu, select PSTN & Routing from the menu:
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= webeX Control Hub

MANAGEMENT

& Users

&, Groups

@ Locations
D Workspaces
3 Devices

85 Apps

i1 Account

& Security

& Organization Settings

SERVICES

 Updates & Migrations
{2 Messaging

] Meeting

%, Calling

) PSTN & Routing

PSTN & Routing
Numbers PSTN providers PSTN orders Gateway configurations Business
| Q. Search by phone numb... | | Al 21 v | | Al Locations v |z
|:| Phone Number Extension Location
] +13 MWC ICON
[ +14¢ 110 MWC ICON
[ +1sf Cyberdyne
] +1e 7777 AshburnCGBU
] +181 8888 AshburnCGBU
O +161 9999 AshburnCGBU
O +17e Vandelay Industries
[ +178 Prestige WorldWide
[]  +178 2804 BurlingtonHQ

Next, at the top, click on Gateway configurations/Trunk, top right, click Add Trunk:

webex Control Hub

page.

Name

Routing

MANAGEMENT PSRy &
t; rer Numbers

Managed Gateways Trunk  Route Group  Dial Plans

Location

Verify Call Routing

TN providers PSTN orders Gateway configurations Business texting Settings

Zone  Trusted Network Edge  Translation Pattern

Trunk Type

SIP trunks provide connectivity to a customer-owned PSTN service and to an on-premises IP PBX deployment. These were previously accessed via the Local Gateway configuration

In Use

Add Trunk

In the Add Trunk Configuration window, configure the following:

e Choose a Location from the drop down menu

Name

Trunk Type (Certificate Based)
Select Oracle Session Border Controller for Device Type
Select the radio button for FQDN

e Select your domain from the drop down menu

e Add the hostname

e Add Port

e Enter the Maximum number of concurrent Calls (must be in range <250, 6500>)
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Add Trunk

Location

This location is where the trunk is physically connected. To create a new location, visit the Locations page.

| BurlingtonHQ ~

Name

| SolutionsLab X

Trunk Type

Choose the right trunk type for this local gateway. Learn more on trunk type

|.. Certificate based ' |

Device Type

| Oracle Session Border Controller  ~ |

Enterprise Session Border Controller (SBC) Address

Select the type and enter an FQDN or SRV address for Webex Calling to reach out to your Enterprise SBC.
You must have the domain for your SBC's FQDN/SRV claimed or verified © before you can use this address. Manage your

domains

O FaDN

) sRv

Hostname * Domain * Port *

[ testing x } ‘ cgbusolutionslab.com N | | 5081 x

(=) Valid address

e C(Click Save at the bottom

6.2 Route Group
A group of trunks that allows further scale and redundancy with the connection to the premises.

Under PSTN & Routing, select Route Group from the top menu, then select Create Route Group:

webex Control Hub

MANAGEMENT PSTN & Rotiting
- o Numbers PSTN pri rs PSTN orders Gateway configurations Business texting Settings \

Managed Gateways  Trunk  Route Group  DialPlans  Verify Call Routing  Zone  Trusted Network Edge  Translation Pattern

A group of trunks that aliows further scale and redundancy with the connection to the premises. Create Route Group

In the Create Route Group window, configure the following:

e Name
e Under Trunks, select the trunk we just added from the drop down menu
e Select a priority from the drop down menu (Priority 1 is highest)
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Create Route Group

If you have a large number of locations or trunks, create a route group for load sharing and scale of connection to the premises.

Name

SolutionsLab *x

Trunks
You can add up to 10 trunks in a route group. The server considers available trunks at the highest priority first (1 being the highest)
before it tries those with lower priority. Among those with the same priority, calls are distributed evenly in a load-balancing fashion.

| Add Trunk v |

1trunk added

Trunk Name Priority

[}

cloudsbec 1 ~

| Cancel |
e ~

Click Save at the bottom.

6.3 Dial Plans
Dial plans allow you to route calls to on-premises extensions via your trunk or route group.

Under PSTN & Routing, select Dial Plans from the top menu, then select Create Dial Plan:

webex Control Hub [ P ———

MANAGEMENT PSTN & Routing
o e Numbers  PSTN providers orders  ( Gateway configurations | Business texting  Settings \

Managed Gateways Trunk Route Group  Dial Plans  Verify Call Routing  Zone  Trusted Network Edge  Translation Pattern

Dial plans allow you 10 route calls 1o on-premises extensions via your trunk of route group. Create Dial Plan

In the Create Dial Plan window, configure the following:

e Name
e Routing Choice (you can select either Trunk or Route Group. In this example, we’ll select the trunk)
e Enter a Dial pattern or import CSV (optional)
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Create Dial Plan

Create a dial plan to route internal calls to your PBX site. Calls are routed when they contain routing prefixes associated with the
specified trunk or route group.

Name

. SolutionsLab x

Routing Choice
When internal calls match with a pattern, calls will be routed to the specified trunk or route group.

cloudsbe W

Dial Patterns

A pattern can be a +E.164 prefix, a location dialing (ESN) prefix, or a SIP URI domain. A pattern needs to be unique. The longest mateh
will be applied. Add up to 200 dial patterns at a time. To add more all at once, use CSV import.

Wildcards:

- "I" represents a sequence of one or more digits; only allowed with +E164 prefixes. 6]

- "X" represents a single number (0-9), @

- A domain with a leading "*." indicates all sub-domains of that domain. For example, *.example.com. T Import CSV

cgbuburlington.com =

Enter dial patterns separated by commas

1 dial pattern G Clear All

| Cancel )

Click Save at the bottom.

6.4 Webex Edge Proxy Address

To view the destination (Webex Edge proxy) address, which will be used as the Session Agent in the Oracle

SBC to connect to Cisco Webex:

Under PSTN & Routing, select Trunk from the top menu:

webex Control Hub

MANAGEMENT PSTN & Routing

& Users

Numbers PSTN providers PSTN orders Gateway configurations Business texting Settings

& Groups

Managed Gateways  Trunk Route Group  Dial Plans  Verify Call Routing  Zone  Trusted Network Edge  Transiation Pattern

SIP trunks provide connectivity to a customer-owned PSTN service and to an on-premises IP PBX deployment. These were previously accessed via the Local Gateway configuration
page

Q  search

Name Location Trunk Type In Use

Add Trunk

Next, click on the trunk created in section 6.1
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_ [ !
E ' J grirrl/

cloudsbc 2 X

Trunk > Detalls

Status @
e Online

Trunk Type
Certificate based

Device
Oracle Session Border Controller

FQDN
cloudsbc.cgbusolutionslab.com:5061

Max concurrent calls

| 2000 |

Webex Calling edge proxy address (FQDN)
peeringl.us.sipconnect.beld.webex.com:5062
peering2.us.sipconnect.beld.webex.com:5062
peering3.us.sipconnect.beld.webex.com:5062
peering4d.us.sipconnect.beld.webex.com:5062

Webex Calling edge proxy address (SRV)
usDlsipconnect.bcld. webex.com

Cisco recommends using SRV based Webex Calling edge address for connection your Oracle SBC as a local
gateway.

Please note that Webex Calling Proxy Addresses given below are example addresses which are used for testing and these values will vary from region to
region. For more information about the Webex Calling Proxy Addresses, please contact your Cisco team.

This concludes the minimum configuration required for the gateway. We’ll now move on to configuring your
Oracle SBC as a local gateway.

7 Configuring the SBC

This chapter provides step-by-step instructions for configuring the Oracle SBC for Cisco Webex Calling LGW. In
this configuration, both signaling and media between the Oracle SBC and Cisco Webex are secured using TLS
and SRTP. A generic example of configuring a non-secure PSTN service on the Oracle SBCis also included for
illustration purposes only; however, it is not the primary focus of this chapter.

There are two methods for configuring the Oracle SBC: ACLI or GUI. For the purposes of this note, we’ll be

using the Oracle SBC GUI for all configuration examples. We will however provide the ACLI path to each
element.
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This guide assumes the Oracle SBC has been installed, the management interface has been configured, the
product has been selected, and entitlements have been assigned. Additionally, web-server-config should be
enabled for GUI access. If you need more information on installing your SBC platform, please refer to the ACLI
configuration guide.

To access the Oracle SBC GUI, enter the management IP address into a web browser. When the login screen
appears, enter your username and password to access the Oracle SBC.

Once you have access to the Oracle SBC GUI, click the Configuration tab at the top. This will display the Oracle
SBC Configuration Objects List on the left-hand side of the screen.

Any configuration parameter not specifically listed below can remain at its Oracle SBC default value and does not require a change for
the connection to Cisco Webex Calling to function properly.

Note: The configuration examples below were captured from a system running the latest GA software, version 9.3.0.

ORACLE Enterprise Session Border Controller

SolutionsLsb-
VSBC-2 10114 SCF

Configuration  ViemCosfiguration [ Q Dicars (@ Very

madia-manager Configuration Objects

security >
session-router > Description &

system > Configur

tatic or dynarmic access control list

Configure Quality of Service sccounting

Configure suthentication profile

Create, generate, and import a cerificate

Contigure clessification profie policies

Please refer to the Oracle SBC GUI Guide for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/9.3.0/webgui/web-
gui-guide.pdf

Expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from the
Objects tab available.

7.1 System-Config

To enable system level functionality for the Oracle SBC, you must first enable the system-config.
GUI Path: system/system-config

ACLI Path: config t->system->system-config

Note: The following parameters are optional but recommended for system config

e Hostname

e Description

e Location

o Default Gateway (recommended to be the same as management interface gateway)
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https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/aclireference/acli-reference-guide.pdf
https://docs.oracle.com/en/industries/communications/session-border-controller/9.0.0/aclireference/acli-reference-guide.pdf
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e Transcoding Core (This field is only required if you have deployed a VME SBC)

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SC793.0 Patch 7 (Build 259)

Configuration View Configuration @ Q,

media-manager >

Modify System Config

security >

session-router 3 Hostname OracleSBC-WebexLGW
system ~ Description
fraud-protection
host-route
_—— oenton | |
http-server Mib System Contact | ‘

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/9.3.0/releasenotes/esbc-release-notes.pdf

The above step is needed only if any transcoding is used in the configuration.

7.1.1 NTP-Config

You can use the following example to connect the Oracle SBC to any network time servers you have in your
network. This is an optional configuration but recommended.

GUI Path: system/ntp-config

ACLI Path: config t>system—>ntp-sync

ORACLE Enterprise Session Border Controller

SolutionsLab-

VvSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Configuration  View Configuration @ Q
media-manager > Add NTP Config
security >
session-router > This object has not been crested. Start editing and click OK to add.
system
Ve v Server | time-a-g.nist. gov % | ‘ time-b-g nist gov x ‘ |
fraud-protection
DNS Reaim | CiscoWebexRealm ‘ - |
host-route

7.2 Network Configuration

To connect the SBC to network elements, we must configure both physical and network interfaces. For the
purposes of this example, we will configure two physical interfaces, and two network interfaces. One to
communicate with Cisco Webex Calling, the other to connect to PSTN Network. The slots and ports used in
this example may be different from your network setup.
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7.2.1 Physical Interfaces

GUI Path: system/phy-interface

ACLI Path: config t->system—->phy-interface

e Click Add, use the following table as a configuration example:

Name sOp0 S1p0
Operation Type Media Media
Slot 0 1
Port 0 0

ORACLE Enterprise Session Border Controller

SolutionsLab-
VSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration ~ View Configuration @ Q

media-manager Phy Interface
security

session-router

o & & Delete ofl Phy Interface items E
system

Select Action Name Operation Type & Port Slot o Virtusl Mae 5 AdminSate ¢

fraud-protection
i s0p0 Media 0 ° —

host-route o

[m] sIp0 Media [ 1 enabled
htto-client

Dashboard Configuration

7.2.2 Network Interfaces

GUI Path: system/network-interface

ACLI Path: config t->system->network-interface

e Click Add, use the following table as a configuration example:

Name sOp0 s1p0
IP Address 10.1.2.4 10.1.3.4
Netmask 255.255.255.0 255.255.255.0
Gateway 10.1.2.1 10.1.3.1
DNS Primary IP 8.8.8.8
DNS Domain cgbusolutionslab.com
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ORACLE  Enterprise Session Border Controller

SolutionsLab- Dashboard
vSBC-2 10114 5C793.0 Patch 7 (Build 259)

Configuration  View Configuration & Q

media-manager > Network Interface

security >

‘session-router >
D& oL Delete all Network Interface items
system v

Select Action Name ¢ SubPortld ¢ Description ¢ Hostname

IP Address ¢

fraud-protection

i s0p0 o 10124
host-route U

o i swo 0 10134
hito-client

e Click OK at the bottom of each after entering config information

Next, we’ll configure the necessary elements to secure signaling and media traffic between the Oracle SBC and
Cisco Webex Calling.

7.3 Security Config

This section describes how to configure the SBC for both TLS and SRTP communication with Cisco Webex
Calling.

Cisco Webex Calling supports TLS connections from SBCs for SIP signaling and uses SRTP for media traffic. It
requires SBCs to present certificates signed by trusted Certificate Authorities. A list of Cisco’s supported CA’s

can be found at:

Cisco Webex Calling Supported Root Certificate Authorities

7.3.1 Certificate Records

“Certificate-records” are configuration elements on Oracle SBC which capture information for a TLS certificate
such as common-name, key-size, key-usage etc.

This section walks you through how to configure certificate records, create a certificate signing request, and
import the necessary certificates into the SBC’s configuration.

GUI Path: security/certificate-record
ACLI Path: config t—>security—> certificate-record
For the purposes of this application note, we’ll create three certificate records. They are as follows:

e SBC Certificate (end-entity certificate)
e GoDaddy Root Cert (Root CA used to sign the SBC's end entity certificate)
e IdentTrust Commercial Root CA (Cisco Webex Presents the SBC a certficate signed by this authority)

Note: The GoDaddy RootCA is only part of this example, as that is the Authority we used to sign our SBC certificate. You would replace this with the
root and/or intermediate certificates used to sign the CSR generated from your SBC.
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7.3.1.1 SBC End Entity Certificate

The SBC's end entity certificate is the certificate the SBC presents to Cisco to secure the connection. The only
requirements when configuring this certificate is the common name must contain the SBC’s FQDN and the
extended key usage list must contain both serverAuth and clientAuth. In this example our common name will
be cloudsbc.cgbusolutionslab.com. You must also give it a name. All other fields are optional, and can
remain at default values.

To Configure the certificate record:

Click Add, and use the following example to configure the SBC certificate

Modify Certificate Record

Mame | CloudSBC

<pattern> name

Country | us

State | MA

Locality | Burlington

Organization Engineering

Unit |

Common Name cloudsbe.cgbusclutionslab.com

Key Size | 2048 -
Alternate Name |

Trusted enable

Key Usage List | | digitalSignature x | | keyEncipherment x |
Extended Key Usage List | | serverAuth x | | clientAuth x |

e Click OK at the bottom

Next, using this same procedure, configure certificate records for the Root CA certificates

7.3.1.2 Root CA and Intermediate Certificates
7.3.1.2.1 Go Daddy Root

The following, GoDaddyRoot, is the root CA certificate used to sign the SBC’s end entity certificate. As
mentioned above, your root CA and/or intermediate certificate may differ. This is for example purposes only.
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7.3.1.2.2 IdenTrust Commercial Root CA

Cisco presents a certificate to the SBC which is signed by IdentTrust Commercial Root CA. To trust this
certificate, your SBC must have the certificate listed as a trusted ca certificate. You can download this
certificate here: IdenTrust Commercial Root CA.

Please use the following table as a configuration reference: Modify the table according to the certificates in
your environment.

Common Name Go Daddy Class2 Root CA IdenTrust Root CA Certificate
Key Size 2048 2048
Key-Usage-List digitalSignature digitalSignature
keyEncipherment keyEncipherment
Extended Key Usage List serverAuth serverAuth
Key algor rsa rsa
Digest-algor Sha256 Sha256

Dashboard WEUEREENN  Monitorand Trace  Widgets  System

Certificate Record | show conguration

DA & Prcsn Delet sl Certficate Recond tems fearch Q|

Burlington Engineering dloudsbe cgbusolutionslab.com
Burington Enginesring vevrve godaddycom GoDaddy G1 to G2 Cross Certificate
Burlingion Engineering vrerve godaddy com GoDaddy Secure Server Certificat .

Burlington Engineering vron godaddy com GoDaddy Class 2 Certification Aut

o
g
-
&

5&5555

£ FEEOE

Burbington Engineering IdenTrust oot CA certificate

At this point, before generating a certificate signing request, or importing any of the Root CA certs, we must
save and activate the configuration of the SBC.

Wwarnings Do you want to activate the configuration?
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7.3.1.2.3 Generate Certificate Signing Request

Now that the SBC’s certificate has been configured, create a certificate signing request for the SBC’s end entity
only. This is not required for any of the Root CA or intermidiate certificates that have been created.

On the certificate record page in the Oracle SBC GUI, select the SBC’s end entity certificate that was created
above, and click the “generate” tab at the top:

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 101014 SCZ93.0 Patch 7 (Build 259)

Conﬁguration View Configuration & Q
media-manager >

security ~

authentication-profile \

oL & & PKCS12 s b o B @
certificate-record

Select Action MName 2 Country 2
global-trusted-ca

: CloudSBC us

tis-global

Generate certificate response

Copy the following information and send to a CA authority.

r———-BEGIN CERTIFICATE REQUEST-----
MIICODCCAbgCAQAWWDELMAKGATUEBhMCYVMxCzA IBgNVBAgTAKIBMRMwWEQYDVQQH
;Eprd)UsaWEndG'QuMRQwEgYDVQQKEv.fthmdpbm\-'lcm1uZzERMASGﬁJU EAxMIaGVs
bC5ib20wggEIMADGCSqGSIb3DQEBAQUAANBDwWAwWegEK AcIBAQDIFSMIYZpmnl 18
:3'15mF5'IwafRokgeSK hzABnkTokpboL 7XcApglgPVYZY3Q+tELEMENhMao754NSKbAp
SICpIDbTYMnNvOcQWNtVmOK9giKOgczDrDmHEC YgYDYWAaIGaOBOMYbO1aX33xGx
;3—|'?aEyGCdEhSPSQmoUDpJ]’qkqmWDHnEQRtIVgXTKUKIdduméw,’ofiSKNilKAMicE
RNtcDBMMNOxSINBbTzSSKAEZnIsRNfXShISR1sXD8xtPYvMeTMNGYNoDY+M58uz20
?ij:YcszavaBxWSs-ﬂqu?vKJ b3GMtEN22Zmhn]5VPoBCH595GHU30UZBY3xJguyBu
DOFQTxK/AsMBAAGEMzAXBgkahkiGIWOBCQ4x IDAIMAsSGAIUADWQEAWIFoDATBgNY
;HSUEDDAKngngEFBQcDATANngqhkiG‘?WUBAQSFMDCAQEAI(LSy\qVEh]LtwLwEA
NyGWwCiCfPjzm+T60QUBWWclpw8OPShI3cUzWKMcPDPeYn9g3MLFr45HZRhmO
?cEyyw+VaI{VB,fn3+?M&qukqniLSsRSSlqueyARnsYkSbefJnS\’Pquz){S\’ShS
tylbfBerKDoNjJIWNMgT22ViWnhwFpWhQ3reH6tbMIATtsYEyanFdnGY3UO+/DEAX
;fLMUEIpsTcOshWhbx,-’E]GwZFTchTosbIOR.ZhPHqOik2]\."\.'"‘r"zGu?4u5ngwihOR6
GFZpvjPV0eFwHKL20hx20ZbGkjztHbYmayv1AHoImQlihgel Ap8PBzon788iTU34
?SBOuGg==

i----END CERTIFICATE REQUEST-----

Copy/paste the text that gets printed on the screen as shown above and upload to your CA server for
signature.

Also note, another save and activate is required before you can import the certificates to each certificate
record created above.
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Once you have received the signed certificate back from your signing authority, we can now import all
certificates to the SBC configuration.

7.3.1.2.4 Import Certificates to the SBC

Once certificate signing request has been completed — import the signed certificate to the SBC.

Please note — all certificates including root and intermediate certificates are required to be imported to the
SBC.

Once all certificates have been imported, issue a third save/activate from the WebGUI to complete the
configuration of certificates on the Oracle SBC.

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

conﬁgu ration View Configuration @ Q

dia- .
media-manager ? Certificate Record
security ~

authentication-profile

oL & & PRCS12 s o g B @
certificate-record
Select Action MName 2 Country o
global-trusted-ca
‘ : |CIoudSBC ‘US
tls-global
Format ryeal o |
Import Method O File

@ Paste

Paste

MIIDjCCAnsgAwIBAEIQAZXacRa
2CTKGSxHQnS5TANBgkghkiGwD
BAQSFADBh
MQswCQYDVQQGEWIVUZEVMEM
GAIUECHMMRGInaUNIcnQgSWSj
MRkwFwYDVQQLEXB3
d3cuZGlnaWNIcnQuY29tMSAwHg
YDVQQDExdEaWdpQ2VydCBHBGY
¥ WiwrgUmGvdCBH
MiAeFwOxMzA4MDExMjAwMDBa

Fw0zODAxMTUxMjAwMDBaMGEx
C2A 1BCNVRAVTAIT

N

Once pasted in the text box, select Import at the bottom, then save and activate your configuration.

Repeat these steps to import all the root and intermediate CA certificates into the SBC:
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7.3.2 TLS Profile

TLS profile configuration on the SBC allows for specific certificates to be assigned.
GUI Path: security/tls-profile

ACLI Path: config t->security—>tls-profile

e C(Click Add, use the example below to configure

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration ~ View Configuration & Q

dia- . .
media-manager > Modify TLS Profile
security ~
authentication-profile Name: | TLSWebex
certificate-record End Entity Certificate | CloudSBC ‘ -
global-trusted-ca
Trusted Ca Certificates | GoDaddyRootCA x | ‘ WebexRootCA X ‘
tis-global | GoDaddylntermediate x |
tis-profile
Global Trusted Ca Lists |
session-router b3
systom R Cent Status Profile List |

e Select OK at the bottom

Next, we’ll move to securing media between the SBC and Cisco Webex Calling

7.3.3 Media Security

This section outlines how to configure support for media security between the OCSBC and Cisco Webex
Calling.

7.3.3.1 SDES Profile

This is the first element to be configured for media security, where the algorithm and the crypto’s to be used
are configured. Cisco Supports the following crypto’s:

e AES_CM_256_HMAC_SHA1_80
e AES_CM_128 HMAC_SHA1_80
e AES_CM_128 HMAC_SHA1 32

In the SBC’s GUI, on the bottom left, you will need to enable the switch “Show All” to access the media
security configuration elements.

GUI Path: security/media-security/sdes-profile

ACLI Path: config t=>security=> media-security—=>sdes-profile
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e C(Click Add, and use the example below to configure

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SC793.0 Patch 7 (Build 259)

Configuration ~ View Configuration @ Q

media-manager ’ Modify Sdes Profile

security ~
admin-security > Name CiscoSRTP
auth-params Crypto List ‘m\
authentication ‘ AES_256_CM_HMAC_SHA1_80 x ‘

‘ AES_CM_128_HMAC_SHA1_32 x ‘

authentication-profile

‘ AEAD_AES_256_GCM x |
cert-status-profiie _—

certificate-record Setp Auth enable
factory-accounts Srp Encrypt enable
lobal-trusted-ca
£ SeTCP Encrypt enable
local-accounts
Mid O enable
media-security ~
Egress Offer Format ‘ same-as-ingress -
dtis-srtp-profile
medis-sec-policy Use Ingress Session Params ‘
sdes-profile Options ‘
sipura-profile
Key ‘
password-policy
Salt ‘
security-config
ssh-config Srtp Rekey On Re Invite enable

You may notice there is a fourth crypto in the list, AEAD_AES_256_GCM. This is only supported in Cisco for Government environments.

e Select OK at the bottom.

7.3.4 Maedia Security Policy

Media-sec-policy instructs the SBC how to handle the SDP received/sent under a realm (RTP, SRTP or any) and,
if SRTP needs to be used, the sdes-profile that needs to be used

In this example, we are configuring two media security policies. One to secure and decrypt media toward
Cisco Webex, the other for non-secure media facing PSTN.

GUI Path: security/media-security/media-sec-policy
ACLI Path: config t=>security=>media-security=> media-sec-policy

e C(Click Add, use the examples below to configure.
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ORACLE Enterprise Session Border Controller

Solutionslab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Confi ion View Confi i @ Q
dia- -
media-manager 4 Modify Media Sec Policy Entries
security v
admin-securlty N Name | CiscoWebexSecurity ‘
auth-params Pass Through [ enable
authentication | ‘
Options
authentication-profile
~ Inbound
cert-status-profile
) Profile | CiscoSRTP ‘ - ‘
certificate-record
factory-accounts Mode srtp -
global-trusted-ca Protocal | <des - ‘
local-accounts
Hide Egress Media Update O enable
media-security ~
~ Outbound
dtls-srip-profile
Profile -
e ot | CiscoSRTP ‘ ‘
sdes-profile Mode srtp - ‘
sipurs-profile Protocal | sdes - ‘

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ9.3.0 Patch 7 (Build 259)
Configuration  View Configurstion m Q
dia- -
medis-manager ? Modify Media Sec Policy Entries
security ~
admin-security 3 Name ‘ PSTNMediaSecurity
auth-params Pass Through [ enable
authentication ‘
Options
authentication-profile
+ Inbound
cert-status-profile
Profile ‘ -
certificate-record
factory-accounts Mode ‘ rip -
global-trusted-ca Protocol none -
local-accounts
Hide Egress Media Update [ enable
media-security ~
~ Outbound
ditis-srtp-profile
Profile -
media-sec-policy i ‘
sdes-profile Mode ‘ rtp -
sipura-profile Protocol none e

e Select OK at the bottom of each when finished.

This finishes the security configuration portion of the application note. We’ll now move on to configuring
media and transcoding.
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7.4 Transcoding Configuration (Optional)
Transcoding is the ability to convert between media streams that are based upon disparate codecs. The OCSBC

supports IP-to-IP transcoding for SIP sessions and can connect two voice streams that use different coding
algorithms with one another.

7.4.1 Codec Policies

Codec policies are sets of rules that specify the manipulations to be performed on SDP offers allowing the
Oracle SBC the ability to add, strip, and reorder codecs for SIP sessions.

GUI Path: media-manager/codec-policy
ACLI Path: config t->media-mangaer—>codec-policy
Since some SIP Trunks may have issues with the codecs being offerened by Cisco Webex, you can create a

codec policy to remove unwanted or unsupported codecs from the request/responses to your Sip Trunk
provider.

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration  View Configuration m Q

media-manager ~

Modify Codec Policy Entries
codec-policy

Name CiscoCodec

dns-alg-constraints

dns-config Allow Codecs. [*x]

iice-profile

Add Codecs On Egress | [ PcMU ¢ | | PCMA x |
media-manager

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration View Configuration @ Q,

media-manager ~

Modify Codec Policy Entries

codec-policy

dns-alg-constraints Name | PSTN ‘
dns-config Allow Codecs [‘epusine x | [ SiKno x | [PCMU x |

[ [om

media-manager

Add Codecs On Egress | [ Pcmu x | | Pcma x || G729 x | ‘

e Select OK at the bottom of each when finished

7.4.2 ICE Profile

Interactive Connectivity Establishment - Session Traversal Utility for NAT (ICE STUN lite mode) enables an
Advanced Media Termination client to perform connectivity checks and can provide several STUN servers to
the browser. ICE STUN support requires configuring an ICE Profile.
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The use of ICE is required only if using Cisco Webex Media Optimization Feature.
GUI Path: media-manager/ice-profile
ACLI Path: config t>media-manger—>ice-profile

e Click Add, use the example below as a guide to configure.

ORACLE Enterprise Session Border Controller

SolutionsLab-

vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Configuration  View Configuration ] Q
media-manager h Modify Ice Profile
codec-policy
dns-alg-constraints Name webexice
dns-config Stun Conn Timeout | o
(Tt Stun Keep Alive Interval | o
media-manager
Stun Rate Limit | o
media-policy
Mode | NONE -
msrp-config
playback-config RTCP Stun enable

You must enable RTCP Stun on the ICE Profile for Cisco Media Optimization feature to be successful.

In some environments, it may be necessary to change the default values for Stun Conn Timeout, Stun Keep Alive Interval, and Stun Rate Limit to a value
of 0 (zero).

e Select OK at the bottom.

This concludes the configuration for transcoding and Advanced Media Termination options on the SBC. We
can now move to setup Media.

7.5 Media Configuration

This section will guide you through the configuration of media manager, realms and steering pools, all of
which are required for the SBC to handle signaling and media flows toward Cisco and PSTN.

7.5.1 Media Manager
To configure media functionality on the SBC, you must first enable the global media manager

GUI Path: media-manager/media-manager

ACLI Path: config t->media-manager->media-manager-config
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ORACLE Enterprise Session Border Controller

SolutionsLab- Configuration
¥SBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration  View Configuration & Q

media-manager v Modify Media Manager
codec-policy

media-manager State enable

media-policy Max Arp Rate 10 ‘ (Range:0.100)

realm-config 0 ‘ (Range: 0.4294967295 )

Max Signaling Packets

Max Untrusted Signaling, 100 ‘ (Range: 0.100)

security >

steering-pool ‘

N Min Untrusted Signaling 30 ‘ (Range: 0.100)
session-router

e C(Click OK at the bottom.

7.5.2 Realm Config

Realms are a logical distinction representing routes (or groups of routes) reachable by the Oracle® Session
Border Controller and what kinds of resources and special functions apply to those routes. Realms are used as
a basis for determining ingress and egress associations to network interfaces.

GUI Path; media-manger/realm-config

ACLI Path: config t>media-manger—>realm-config

e Click Add and use the following table as a configuration example for the realms. The following
parameters are all required unless mentioned as optional below.

Config Parameter Cisco Webex PSTN
Identifier CiscoWebexRealm SipTrunk
Network Interface S1p0:0 S0p0:0
Mm in realm
Media Sec policy CiscoWebexSecurity PSTNMediaSecurity
ice profile webexice (required for media opt
only)
Codec policy CiscoCodec PSTN
Trunk Context Cloudsbc.cgbusolutionslab.com
Access-control-trust-level HIGH HIGH

Also notice the realm configuration is where we assign some of the elements configured earlier in this
document. IE...

o Network Interface

e Media Security Policy

e |ce Profile (optional, only required if using Media Opt)
e Codec Policy (optional)
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Please also note the “trunk context” parameter. The value you set here should be the SBC’s FQDN, which was
registered earlier in the Webex Control Hub. Later in this application note, this value will be used to adjust SIP
header syntax to match Cisco Webex Calling requirements.

ORACLE Enterprise Session Border Controller

SolutionsLab-

vSBC-2 10114 SCZ93.0 Patch 7 (Build 25)
Configuration  View Configuration & Q
media-manager ~ Realm Config
codec-policy
dns-alg-constraints
[T R ) Delete &l Realm Config items
dns-config
Select Action Identifier = Description = Addr Prefix = Network Interfaces =
ice-profile
) O | CiscoWebexRealm 0000 s1p0:04
media-manager
O ¢ sPTrunk 00.00 s0p0:0.4
media-policy

e C(Click OK at the bottom of each.

7.5.3 Steering Pools

Steering pools define sets of ports that are used for steering media flows through the OCSBC. These selected
ports are used to modify the SDP to cause receiving session agents to direct their media toward this system.

We configure one steering pool for PSTN. The other facing Cisco.
GUI Path: media-manger/steering-pool
ACLI Path: config t>media-manger—>steering-pool

e C(Click Add, and use the below examples to configure.

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration  \View Configuration i) Q

media-manager - N
! Ber h Modify Steering Pool
codec-policy
dns-alg-constraints P Address ‘ 10124
dns-config Start Port ‘ 10000 |
ice-profile
End Port ‘ 20000
media-manager
Reaim D ‘ SIPTrunk | - |

ia_noli
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ORACLE Enterprise Session Border Controller

SolutionsLab-
v5BC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration  View Configuration i) Q

media-managet h Modify Steering Pool
codec-policy
dns-alg-constraints 1P Address ‘ 10134

dns-config Start Port ‘ 10000

ice-profile
End Port ‘ 10999

media-manager

Realm ID

CiscolWebexRealm | -
B

e Select OK at the bottom

We will now work through configuring what is needed for the SBC to handle SIP signaling.

7.6 Sip Configuration

This section outlines the configuration parameters required for processing, modifying and securing sip
signaling traffic.

7.6.1 Sip-Config

To enable sip related objects on the Oracle SBC, you must first configure the global Sip Config element:
GUI Path: session-router/sip-config

ACLI Path: config t->session-router—>sip-config

There are only two recommended changes/additions to the global Sip Config.

e Set the home realm ID parameter to CiscoWebexRealm, and add the following hidden option:

e Max-udp-length=0: Setting this option to zero (0) forces sipd to send fragmented UDP packets. Using
this option, you override the default value of the maximum UDP datagram size (1500 bytes; sipd
requires the use of SIP/TCP at 1300 bytes).
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ORACLE Enterprise Session Border Controller

SolutionsLab-

vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration
security
session-router

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring
translation-rules

system

View Configuration

Modify SIP Config

Home Realm ID

Egress Realm ID

Nat Mode

Registrar Domain

Registrar Host

Registrar Port

Init Timer

Max Timer

Trans Expire

Initial Inv Trans Expire

Inwite Expire

Session Max Life Limit

Enforcement Profile

Emergency Dscp Profile

Red Max Trans.

Options

CiscoWebexRealm ‘ -

None -

‘32

1

Q

20
| max-udp-length=0 x

e Select OK at the bottom.

7.6.2 Sip Manipulation

To ensure that the SBC generates SIP messages conforming to Cisco Webex Calling requirements, create SIP

manipulation rules to:

e Change the Contact header's host URI to the SBC’s FQDN.

e Add a Contact header to SIP OPTIONS messages that includes the SBC’'s FQDN.
e Modify the Request URI host to use the Cisco Webex hostname.

o Change the P-Asserted-Identity (P-Asserted-ID) host part to the SBC’s FQDN.

GUI Path: session router/sip manipulation
ACLI Path: config t>session-router=>sip-manipulation

Click Add, and use the following example to configure:

While this can be configured via the GUI, we are using the ACLI output to provide an example config for ease

of viewing.
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You'll notice that, in most of these header manipulation rules, the new values are set to
STRUNK_GROUP_CONTEXT. This variable automatically uses the value configured in the realm parameter we
set up earlier—which is the SBC’s FQDN.




There is an additional, optional SIP manipulation that you can configure if needed. Some SIP trunk providers
don’t support certain SIP headers and header parameters that Cisco Webex Calling includes in its messages. To

ensure smooth interoperability between your PSTN provider and Cisco, you may need to set up and apply the
following SIP manipulation rule.
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7.6.3 Sip Interface

The SIP interface defines the transport addresses (IP address and port) upon which the Oracle SBC
receives and sends SIP messages

Configure two sip interfaces, one associated with PSTN Realm, and the other for Cisco.
GUI Path: session-router/sip-interface
ACLI Path: config t->session-router->sip-interface

Click Add, and use the table below as an example to configure:

Config Parameter SipTrunk Cisco Webex
Realm ID SipTrunk CiscoWebexRealm
User Agent Oracle/VM/9.3.0
Initial Inv Trans Expire 10
Out Manipulationid StripCiscoHeaders CiscoOutManipulation
Sip Port Config Parmeter Sip Trunk Cisco Webex
Address 10.1.2.4 10.1.3.4
Port 5060 5061
Transport protocol UDP TLS
TLS profile TLSWebex
Allow anonymous Agents-only Agents-only

Here, you’ll assign the TLS profile configured under the Security section of this guide and the sip-
manipulations which ensures the SBC works smoothly with other systems. We also configure the User Agent
parameter; this should reflect your specific Oracle SBC platform and software version of your SBC. Lastly, we
adjust the Initial Invite Trans Expire value <Timer B> to ensure the SBC recurses properly when using Cisco’s
SRV agent.

ORACLE Enterprise Session Border Controller

SolutionsLab-

vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Conﬁgurztion View Configuration @ Q
security 3
SIP Interface

session-router ~

access-control
(= X & Delete all SIP Interface items
account-config
" Select Action State 2 RealmID 2
filter-config
H i 0
Idap-config ] H enabled CiscoWebexRealm
- O i enabled SIPTrunk

local-policy

e Select OK at the bottom of each when applicable.
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7.6.4 Session Agents

Session Agents are configuration elements which are trusted agents that can both send and receive traffic
from the Oracle SBC with direct access to the trusted data path.

GUI Path: session-router/session-agent
ACLI Path: config t->session-router—->session-agent

In this example, we’ll configure two session agents. The SRV agent for Cisco Webex Calling, and another for
our Sip Trunk.

. Click Add, and use the table below to configure:
Config parameter Session Agent 1 Session Agent 2
Hostname usO1.sipconnect.bcld.webex.com 138.3.226.40
IP Address 138.3.226.40
Port 0 5060
Transport method StaticTLS StaticTCP
Realm ID CiscoWebexRealm SipTrunk
Ping Method OPTIONS OPTIONS
Ping Interval 30 30
Ping Response enabled enabled
Ping All Addresses

ORACLE Enterprise Session Border Controller

SolutionsLab-

vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration = View Configuration B Q

D & & Delete all Session Agentitems pearch

Select Action Hostname ¢ 1P Address ¢ Port o sate o App Protocol RealmID

O i 18322640 138.3.226.40 5060 enabled sip SIPTrunk

O ! usOlsipconnectbcld webex.com [ enabled sip CiscolWebexRealm

e Click OK at the bottom of each when applicable.

7.7 Routing Configuration

Now that a majority of the signaling, security and media configuration is in place, we can configure the SBC to
route calls from one end of the network to the other. The SBC has multiple routing features that can be
utilized, but for the purposes of this example configuration, we’ll configure local policies to route calls from
Cisco Webex Calling to our Sip trunk, and vice versa...

GUI Path: session-router/local-policy

ACLI Path: config t>session-router=local-policy
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ORACLE Enterprise Session Border Controller

Solutionslab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Configuration  View Configuration ® Q
dia- - - N
medlemanager ’ Modify Local Policy Entries
security >
session-router ~ From Address ‘ - x ‘ |
access-control o Address ‘ = ‘ |
account-config
Source Realm [ CiscowebexRealm x
filter-config S—
Idap-config Description
local-policy
local-routing-config
media-profile Palicy Priority none -
session-agent licy Attributes
. &)
session-group

After entering values for to and from address and source realm, click Add under policy attribute to configure

the next hop destination.

ORACLE Enterprise Session Border Controller

SolutionsLab-
VSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Configuration View Canfiguration ® Q
media-manager ’ Modify Local policy / policy attribute
security b3
cession-router . Next Hop | 13322640 | - ‘
access-control Realm | SIPTrunk ‘ - ‘
account-config
Action replace-uri -

Next, we’ll setup routing from our SIP Trunk to Cisco Webex Calling:

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Configuration  View Configuration i Q

dia- - - N

medamansgsr ? Modify Local Policy Entries

security >

session-router ~ From Address | * 5 ‘
access-control o Address | B ‘
account-config

Source Realm |W|
filter-config
Idap-config Description
local-policy
local-routing-config
media-profile Policy Priority none -
session-agent Policy Attributes
) [}

session-group
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ORACLE Enterprise Session Border Controller

SolutionsLab-

vSBC-2 10114 5CZ93.0 Patch 7 (Build 259)

Configuration View Configuration @ Q

media-manager > Modify Local policy / policy attribute
security >
session-router hd Next Hop

access-control Realm

account-config

Action

usOlsipconnect bcd.webex.com

‘ CiscoWebexRealm

| replaceur

e Select OK when applicable on each screen

7.8 Sip Access Controls

The Oracle Session Border Controller (SBC) family of products are designed to increase security when

deploying Voice over IP (VolP) or Unified Communications (UC) solutions. Properly configured, Oracle’s SBC
family helps protect IT assets, safeguard confidential information, and mitigate risks—all while ensuring the
high service levels which users expect from the corporate phone system and the public telephone network.

Please note, DDOS values are specific to platform and environment. For more detailed information please

refer to the Oracle Communications SBC Security Guide.

https://docs.oracle.com/en/industries/communications/session-border-controller/9.3.0/security/security-

guide.pdf

However. While some values are environment specific, there are some basic security parameters that can be

implemented on the SBC that will help secure your setup.

1. On all public facing interfaces, create Access-Controls to only allow sip traffic from trusted IP’s with a

trust level of high

2. Set the access control trust level on public facing realms to HIGH.

Use this example to create ACL’s for all Cisco and PSTN IP’s. This example can be followed for any of the

public facing interfaces.
GUI Path: session-router/access-control

ACLI Path: config t=>session-router->access-control
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ORACLE Enterprise Session Border Controller

SolutionsLab-
wSBC-2 10114  SCZ93.0 Patch 7 (Build 259)

Configuration ~ ViewConfiguraon [ QO
media-manage :
! ger > Modify Access Control
security >
session-router o Realm ID | SIPTrunk -
access-control Description
account-config
filter-config
Idap-config Source Address | 138.3.226. 40
Tocal-policy Destinaton Address | oaso
local-routing-config
Application Protocol | sIP -
media-profile
Transport Protocol | ALL -
SE’SSIDH-EEEM
i Trust Level | high -
session-group

e Select OK at the bottom.

This concludes the required configuration of the SBC to act as a local gateway for Cisco Webex Calling.

8 Oracle SBC Configuration Assistant

When you first log on to the Oracle SBC, the system requires you to set the configuration parameters
necessary for basic operation. To help you set the initial configuration with minimal effort, the SBC provides
the Configuration Assistant. The Configuration Assistant, which you can run from the Web GUI or the Acme
Command Line Interface (ACLI), asks you questions and uses your answers to set parameters for managing and
securing call traffic between the SBC and Cisco Webex Calling. You can use the Configuration Assistant for the
initial set up to make to the basic configuration. See "Configuration Assistant Operations" in the Web GUI
User Guide and "Run Configuration Assistant” in the ACLI Configuration Guide

8.1 Cisco Webex Calling Configuration Assistant
The screenshots below are from an Oracle SBC GUI running 930p7.

For a new SBC deployment, once access to the GUI is configured, you will see the following when logging in for
the first time:
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guration Assistant - Select Deployment

Select a PBX Template Select a SIP Trunk Template
ZoamPhane ‘Select PEX Template o list the correspanding SIP Side templste.
Microsolt Teams
Microsah ACS
e

GenericPax
GenesysPureEngses
GaegleSiplink
Clarnibiehes

Upload a Configuration Upload a Template Package

Select a PEX Template. Select a SIP Trunk Template =)
VerizonRetsiliTrunking

TlloS B Trunking

GenasicSipTrunk

IntelepeerSip Trunking

ATT@unking

iscol coiWebes gz]
iy o Webex Calling LGW template enables you 10 configure snd anadatruns
cennect your Session Boeder Controller 1o Ciseo Webex Calbng LGW service and Oelkonadevuricna
your PSTH provides
GrangsdTP

Fie

Pesip
Upload a Configuration Upload a Template Package

Dragand Drop i Drag and Drop

Select a sip trunk template and click next at the top to access the Notes page. Pay close attention to the
information here, as this is a list of warnings, pre-requisites, and recommendations:
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n Assistant - Notes

Notes for Ciscowebex

SIP Trunk Template
Notes for GenencsipTrunk

Warning:

Pre-requisites: Bre-

- Conrect Port 0 of the Session Border Controller (S8C) to your network.
Encure that
-G

- s8C:
Yo ¥ Cannect Port 1 of the Sessicn Border Controller (SBC) to your network
- Ensure thet

your

- Thes template supports ONLY UDR/TCP confguation
Set Session Capacity in the entitierment

- Set the system tme

Clicking “Next” on the Notes page triggers the configuration assistant to do a system check. This ensures that
all the system requirements for the platform and sip trunk you have selected have been met before
proceeding to configuration pages. If they have not been met, you will be greeted by a page providing the
opportunity to setup entitlements, add license keys, etc...before moving on to the configuration. Once all
requirements for your selected templates have been satisfied, you can proceed to the configuration pages.

Configuration Assistant - Cisco Webex Calling Network

<o ° o) o) o] ® 0] o) o) [ == ]

Cico Webex Caling Network Tanscodeg Trusted Carticans SBC vt PETN hetwers PSTN Sassion Agurt AdancedMeia

Let's configure the interface that communicates with Cisco Webex Calling
Resin Name @

Port Number @
Part0 -

Siot Number @

Slot0 .
Network IP Address ©

Tewi

Network 1P subnet mask @

=1

Network Gatewsy P Address @

=

Follow the instructions on each page. Any field that is labeled required must contain an entry.

Once you have entered all information in required fields on all pages, select the option to Review in the top
right of the screen:
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Cico Wabes Caing Netwerk

Lets configure Session Agent Capabilities

D0 you want to enable OPTIONS towards PSTN? @ 1o @) ves

D0 you want SBC 10 handie call bansier from
T R S]

Cisco Webex Calling Network

Resrm Name
Cscoltieberesi
St Number

Slot0

Metwerk © subret mask
2552552550

Premary ONS server I Address
8888

[# B

Configuration

7 Edn

SBC Certificate

Cartifcate provisioning type
PKCSR2

PRCST cartficate (912 o o)
burbngton2025 512

Wabex LW Callngl?

7 Edn

7 Ean

ToenTrustioot
ToenTrust Commercial Root A 1

ClscoCosecPalicy
rou
PSTUCodecPolicy
pou

wesserverInstance

Cisconebexiests

SAG:PSTHGD
GenericPsTH

The SBC now presents the Epilogue.

Once all the information has been reviewed and accepted, click Apply.

The left side of the review page contains all of the entries added on each page and allows for editing each
page individually if necessary.

The right side displays the entire configuration created and when applicable, will also have a CSR tab that
contains a certificate that can be signed by a CA authority.
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Perform the following actions after the system reboats to complete the deplayment. =

Actions 1o be performed for Ciscolebes. Actions 1o be performed for GenericsipTrunk

Secumy: Mo moee actions requved for this template
(CSR during the SBC step, plesse

certificate aftes the reboot

Confirm, and then select reboot to apply the new configuration to the SBC.

Configuration Assistant - Apply Confirmation

When the SBC comes back up, you can verify connectivity between the SBC and Cisco WebEx Calling UCaaS
platform.

9 Verify Connectivity

After you've paired the Oracle SBC with Cisco Webex Calling platform, validate that the SBC can successfully
exchange SIP Options with Cisco Webex

While in the Oracle SBC GUI, Utilize the “Widgets” to check for OPTIONS to and from the SBC.

o Atthetop, click “Widgets.”

This brings up the Widgets menu on the left-hand side of the screen.

GUI Path: Signaling/SIP/Method/Method Option
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P G Method options

SiPEmers
1@ 5o o cotons - Daplagsthe S OPTIONS mathod sistists o e
- >

Message/Evan 5 Sarvr ucant Server T ¢ PN —_— CharnRacan [ Oent e
OPTIONS Femursts w 2047 " 0 2644 3

Method Bye Retsnaressicrs a o o ] 0 0

o008 ) 2047 " E) 203 ®

Trasaction Teveoits

Loscally Thosed a [ o ] 0 0

Looking at both the Server Recent and Client Recent, verify the counters are showing OPTIONS Requests and
2000K responses.

10 SBC Scaling

For SBC scaling, Oracle has released the below values recently and these values are derived based on certain
conditions and the table is given below with the values of each platform. These values can be taken as
reference and these values may differ when the users are using specific conditions like integrating with Cisco
Webex with single tenancy, multi-tenancy, etc.

Feature w';‘;ac'fm AP1100 AP3950 AP4900 AP6350
Form factor Virtualized 1U System 1U System 1U System 3U System
it:lt;trgcture Da;acg:arr;}tre Purpose Built ~ Purpose Built Purpose Built Purpose Built
sl 60,000 360 10,000 40,000 160,000
Sessions
o LI 19,000 360 10,000 16,000 120,000
Legs
s AL 19,000 180 7,500 12,000 40,000
Sessions
Max.
Transcoded 3,200™ 360 6,500 6,500 58,000
Sessions
(G711 === G729)
b il 2,000 30 100 600 1,700
Second

¥ VM configuration dependent

F* Software transcoding
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11 Oracle SBC integration with Cisco Webex Contact Center

Cisco Webex Contact Center is a Software-as-a-Service (SaaS) offering that provides the significant advantages
of cloud delivery. Cisco Webex Contact Center is a cloud-based enterprise Contact Center solution that can
help any organization unlock higher levels of agility, flexibility, scalability, innovation, and customer success.

Cisco Webex Contact Center gives you control over every incoming and outgoing interaction from a central

point, regardless of organization, technology, or location. The voice processing is performed in the cloud, and
we need to route calls in and out of the cloud. It knows which agents, teams, sites, and partners are available
at any given time and sends each interaction to the agent with the best identified skills for handling an issue.

The Key advantages of Cisco Webex CC are listed below:

e Native cloud

e Omnichannel

e  Skills-based routing

e Agent and expert collaboration etc

For additional information on Cisco Webex Contact Center, please check the below links:

https://help.webex.com/en-us/article/neelmb6/Get-started-with-Webex-Contact-Center

https://help.webex.com/en-us/article/utgcm?7/Webex-Contact-Center-Architecture

https://help.webex.com/en-us/article/n5595zd/Webex-Contact-Center-Setup-and-Administration-Guide

The Oracle SBC is fully certified to seamlessly integrate with Cisco Webex Contact Center. If your Oracle SBC is
already configured for Cisco Webex Calling LGW, no additional SBC configuration is required. To leverage Cisco
Webex Contact Center, customers simply need to obtain the necessary licenses. Once activated, the Contact
Centre feature set will be accessible through the existing Cisco Webex admin portal.

While Cisco Webex Contact Center supports voice, email, and chat, this document will primarily focus on the
voice integration between the Oracle SBC and Cisco Webex Contact Center.

Once Webex CC license is enabled, we will have additional tab for Contact center in Cisco Webex admin portal
as shown below. After you click the tab, we will see options to configure Webex CC configuration in the next
page. This App note focusses on the basic configuration of Cisco Webex contact center which can be
configured on the Cisco Admin portal as shown below. Additional configuration of Cisco Webex Contact
Center may be necessary to meet specific customer requirements and ensure optimal operation. For
advanced configuration needs, please consult your Cisco representative, as these topics are beyond the
scope of this document.

Webex admin page with Contact Center tab enabled:
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= webex control Hub

Overview

Here's how to get the most out of Webex!

Meetings experience  Stre

Provide a powerful meeting experience ©

You'll see all engagement data here when your users start using Webex. After 60 days of
engagement, you'll also see data trends.

Goal Goa

Promote human connection through video collaboration Upgrade meeting experiences with Messaging

Set-up guide Updates New offers

11.1 Assigning Webex Contact Center Licenses to Users

The first step is to assign the Webex Contact Center license to users.
Log in to the Cisco Webex Control Hub portal and navigate to Management > Users. From there, enable the

Webex CC license for the desired users as shown below.

= webex Control Hub

< Users

% ciscousers1

® Active -+ ciscousersi@outlook.com « Member of BurlingtonHQ

Meetings  Calling Messaging  Hybrid Services  Devices  Vidcast

Summary Profile  General

: User details Name ciscousers1
Primary email ciscousersi@outiook.com
MANAGEMENT
Location BurlingtonHQ v
I & Users
Preferred email language © English - American English v

Using location settings

Name labels Status: Notenrolled | Organisation Setting: Off ©

= webex Control Hub

< % ciscousers1 Summary  Profile  General
Licences O Messaging Basic messaging
MONITORING
B Meeting Basic space meetings
%, Calling Call on Webex (1:1 call, non-PSTN)

e Webex Calling Professional

MANAGEMENT

& Users Administrator roles None

ngs Calling Messaging Hybrid Services » Action|
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Edit services for ciscousers1@outlook.com

O Messaging Basic messaging
B Meeting Basic space meetings
% Calling Call on Webex (1:1 call, non-PSTN)

Webex Calling Professional

Cancel

Click on the Contact Center tab and choose the appropriate agent type: Standard Agent, Premium Agent, or
Premium Agent with Supervisor role. Select the agent type that best fits your requirements. You can also
designate an agent as an Admin for Webex Contact Center if needed.

After making your selections, click Save to apply the changes. Repeat this process for any additional users who
will serve as agents in Webex Contact Center.

Edit services for ciscousersi@outlook.com

Edit services for ciscousers1i@outlook.com

Select the service entitlements that you want to provide to this user.

i Subscription: Basi n
O Messaging o ubscription: Basic messaging

B Basic messaging

) Meeting (1]

Subscription: Enterprise trial 1 - 06/16/2022

Calling 2]

Advanced messaging

10f 100 assigned

&
) Contact Centre 0
8

Customer
experience

Cancel
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Edit services for ciscousersi@outlook.com

Edit services for ciscousers1@outlook.com

Select the service entitiements that you want to provide to this user
. Subscription: Enterprise trial 2 - 09/11/2024
(O Messaging (1] 2 bail: = %
B Licensed agent
) Meeting (1]

Standard Agent

Calling () O Premium Agent

Customer
experience

&
€) ContactCentre @ Administrator

11.2 Synchronize Users with the Webex Contact Center Tenant

Navigate to Cisco Webex Control Hub portal > Services > Contact Center > Tenant Settings > General, and
click on the Synchronize Users tab. This ensures that any recent changes to user accounts are reflected in the
Cisco Webex Contact Center page. You can also update the time zone from this page; other settings can
typically be left at their default values.

= webex Control Hub

General
ANI Strategies.
Go to the Webex Contact Centre Management Portal (3
Synchronise Users You must synchronise Webex users with Contact Centre licences in order to successfully assign Contact Centre user privileges

TENANT SETTINGS n

Service Details Country of operation

I General United States of America

Tenant timezone (GMT-05:00) America/New_York v

Platiom detalls Webex Contact Centre

Digital channe Webex Connect

Voice media platform Real-time media service

11.3 Configure Settings in the Security Tab.

Go to Cisco Webex Control Hub portal > Services > Contact Center > Tenant Settings > Security and configure
the following settings:

e Under the Privacy Shield tab, enable Recording Pause/Resume.
¢ Disable Chat, Email, and Attachments features, as this setup is focused solely on the Calling option.
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= webex Control Hub

Security
Privacy shield Allows agents to pause call recording 1 a
Recording
@
TENANT SETTINGS
Chat and Email Enable/Disable sending attachments via chat and emails. This applies to both agents and customers
Attachments
Security
Security settings for Choose from the following options to secure confidential customer data
chat and email This selection would apply to chat and email content. Note that attachments containing confidential user information will always be
dropped
Learn more about Cisco's compliance policy
© Redact
Redact co al user int from chat an
t Drop
Drop chat and emall messages which contain confidential informatior

11.4 Configure Settings in the Voice Tab.

Go to Cisco Webex Control Hub portal > Services > Contact Center > Tenant Settings > Voice and enter a DID
for the default out-dial ANI. This number will be used for inbound calls to Webex Contact Center from external
sources and will route callers to the IVR prompt.

Additionally, enable WebRTC to provide agents with access to the Webex Contact Center Agent Desktop
option.

= webex Control Hub

Voice

Callsettings = Contact number

Call Settings

Short call thrashold 0 seconds
Sudden discannect threshold 30 seconds
Default Outdial ANI +17812032808
Record all calls [ @

Coneurrent voice cal Entitiements 300 Licences

details

t Surge percentage 0 30 Per cent

Maximum thresholkd @ 390 Concurrent calls

11.5 Configure the Multimedia Profile Tab.

Go to Cisco Webex Control Hub portal > Services > Contact Center > Desktop Experience > Multimedia
Profile and create a multimedia profile for the agents. This configuration allows agents to manage multiple
contact types across various channels simultaneously. For this setup, set the number of simultaneous calls to 1
and leave the other channel options at zero, as they are not required for our use case.
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= webex Control Hub

< Helpdesk

General Name *
Description

Referenced by

Multimedia profiles
More Details Select one from the followir

Helpdesk

Helpdesk Multimedia Profile

You can access following link to see which other entities are referenced,

Reference list

g options.
O Blended
Blended real time
Exclusive
This aption allows agents to handle multiple contacts in different channel types simultaneously. Select the number of simultaneous contacts per channel type.
vaice 1
Chat P o
Email o
Sacial o "

11.6 Configure the Desktop Profile Tab.

Go to Cisco Webex Control Hub portal > Services > Contact Center > Desktop Experience > Desktop Profile
and create a desktop profile for the agents as shown below.

= webex control Hub

< Desktop profiles

Agent-Profile

General Idiefwrap-up codes Collaboration

General Name *

Description
Deskt il |
sktop profiles Parent type

Screen pop-ups
Last agent routing
Auto answer

Referenced by

ID: e1e1005-c0c3-4212-3829-973c00b93c16 - Last Modified: September 17, 2024 18:57 pm

Dial plans Vaice channel options Agent statistics Desktop timeout

Agent-Profile

Agent profile

You can access following ik to see which other entities are referenced

Reference list

@ e

Click on Voice Channel Options and select the configurations as indicated below.
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= webex Control Hub

< Desktop profiles

Agent-Profile ©
ctive
ID: €1e10015-c0c3-4212-2829-973c0bb93c16 + Last Modified: September 17, 2024 18:57 pm
DesKkTOP ExpERIEN z . = 2
General Idle/wrap-up codes Collaboration Dial plans Voice channel options Agent s! D p timeout
Voice channel options The One Voice option must always be selected.

B AgentDN
B Extension
B Deskiop

Desktop profiles |

ogin DN to a provisioned agent DN)

Validate sing dial pians (select from list

11.7 Configure the Idle/Wrap-up Codes Tab.

Go to Cisco Webex Control Hub portal > Services > Contact Center > Desktop Experience > Idle/Wrap-up
Codes and create a new profile for the agents as shown below.

Q. Search

< Idlefwrap-up codes

Contact centre users Sale
ID: 4d58ff45-1246-430c-b42e-9441ae0b7156 - Last Modified: September 11, 2024 23:58 pm

DESKTOP EXPERIENCE

Multimedia profiles

Outdial ANI ;
General Name * | Sale

Description | Default wrap-up code J

Make it default ()

Idle/wrap-up codes
Code type * | Default Wrapup Work Type v

TENANT SETTINGS
Referenced by There are no references available.

General

Security

11.8 Configure the Sites Tab.

Go to Cisco Webex Control Hub portal > Services > Contact Center > User Management > Sites and create a
new site. Assign the previously created Multimedia Profile to this site as shown below.
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= webex Control Hub

< Sites

Corporate HQ @ e

ID: dfida79b-079a-4eb8-bdad-9740a5b7c1b8 - Last Modified: September 17, 2024 07:41 am

General Name Corporate HQ
Description Corporate HQ Site
Multimedia profile * Helpdesk
Referenced by You can access following link to see which other entities are referenced.
Reference list

11.9 Configure the Skill Definitions Tab.

Go to Cisco Webex Control Hub portal > Services > Contact Center > User Management > Skill Definitions
and create a new skill profile as shown below.

= webex Control Hub

< skill definitions

CUSTOMER EXPERIENCE

Helpdesk
@ roive
ID: e702fd7e-79b1-4112-b359-705b9fad076a +« Last Modified: September 17, 2024 07:42 am

General Name * Helpdesk
Description Helpdesk Skill
USER MANAGEMENT Type * PROFICIENCY

e Service-level threshold ©® 30
| Skill definitions

Referenced by There are no references available.

Seconds

11.10 Configure the Contact Center Users Tab.
Go to Cisco Webex Control Hub portal > Services > Contact Center > User Management > Contact Center

Users. Here you will see the users who have been assigned a Webex CC license and synchronized with Webex
Contact Center. You can edit these users and assign the previously created profiles as shown below.
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cisco users1

Active
. ID: de5c55e6-84d4-48e8-941a-9b2f7deal081 - Last Modified: October 21, 2024 11:42 am
USER MANAGEMEN
Sites
finitior
General First name cisco
Last name usersl

Email ciscousers1@outlook.com

Contact centre users

DESKTOR EXPERIENCE

User Profile Premium Agent U... ~

Contact Centre * ()

Referenced by You can access following link to see which other entities are
referenced.

Multimedia profiles

Reference list

= webex Control Hub

< cisco users1 A
USER MANAGEMENT Agent settings Site * Corporate HQ v
Site
definitions Teams
1 o] Helpdesk =
S o v
1 Teams i Clear All

Contact centre users Desktop profile *

Agent-Profile e

DESKTOP EXPERIENCE Multimedia profile Helpdesk v
Skill profile Helpdesk v

De uts
Default DN

Dial

books

External ID

With these steps, the basic configuration of Webex Contact Center is complete.
After completing the initial configuration, agents can log in using the link provided below.

https://desktop.wxcc-usl.cisco.com/

After logging in, agents in Cisco Webex Contact Center typically operate in one of three modes, as shown

below.
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Station Credentials
Select your telephony option (1)
© Dial Number Extension Desktop

(B Imtemational Disiling Format] (1}

#1 @  Enter Dial Number

Team

Team _cpalay ]

B Remember My Credentials

Select Dial Number for:
« PSTN based Agent
«  On Premise Telephony

Station Credentials
Select your telephony option (1)

Dial Humber () Extension Desktop

( 200 o)

\ J
Enter your calling extension number provided by the
administrator.

Team

Taam_cpalau °

B Remamber My Credentials

s @)

Station Credentials
Select your telephony option ()
Dial Number Extension |) Desktop

Deskiop aliows ko receive mbound calls and make outdial

calls through the intermet

Team

Team_cpalou o

B Remember My Credentiais

o @D

Select Extension for:
+ Webex Telephony
« Webex App

Select Desktop for:
« WebRTC

Cc 25 desktop.wxcc-us1.cisco.com

Station Credentials

Select your telephony option (1)

© Dial Number () Extension

E\ International Dialling Format ()

Dial Number

Team

Helpdesk

\j Remember My Credentials

(j) Desktop

The following are key test cases performed for Webex Contact Center, in addition to the comprehensive tests

conducted during the SBC certification with Cisco Webex LGW. We have verified that voice calls are

successfully routed to the agent using Oracle SBC, and the test cases listed below have passed for all three
agent modes.

Test Case Description

1 Basic Call w/ 2way Audio

2 Hold/Resume MOH from WxCC

3 Hold/Resume from ENT IP Phone
4 Mute/Unmute from ENT IP Phone
5 Consult Conference to a 2™ Agent
6 Consult Transfer to a 2" Agent

7 Blind Transfer to a 2™ Agent
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12 Appendix A

12.1 Multi-Tenancy

This section describes the requirement for the Oracle SBC to support multi-tenancy. Multi-tenancy essentially
means configuring an Oracle SBC for hosting multiple trunks for the same customer or multiple customers.

Cisco Webex Calling has 4 models for multitenancy. They are as follows:

e Model 1: Trunk address is an FQDN, Unique IP address per trunk, same listen port.

e Model 2: Trunk address is an FQDN, shared IP on the Oracle SBC but different listen ports.
e Model 3: Trunk address is an SRV, Unique IP address per trunk, same listen port.

e Model 4: Trunk address is an SRV, shared IP address per trunk, different listen port.

The following configuration applies to all four deployment models described below. We are highlighting this
requirement up front to ensure consistent configuration across all scenarios.

12.1.1 Security Configuration

To support multitenancy in a Webex Calling environment, the TLS configuration on the Oracle SBC must
include the IP address or FQDN for each trunk as either a Common Name (CN) or Subject Alternative Name
(SAN) in the SBC’s end-entity certificate. This certificate, which is presented by the Oracle SBC to Cisco to
secure the trunk, ensures proper authentication and connectivity for all configured trunks.

12.1.1.1 Certificate Record

You can create a separate TLS certificate to secure each FQDN or IP address or use a single certificate that
includes all necessary FQDNs and IPs in the CN or SAN fields. Each environment may have unique
requirements; however, for the purposes of this example, we will illustrate using a single certificate with the
CN/SAN method to support multiple trunks.

GUI Path: security/certificate-record

ACLI Path: config t>security—> certificate-record

Use the following example to configure a certificate record to support your multitenant environment.
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ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration  \View Configuration v.) Q

Common Name cloudsbe.cgbusolutionslab.com

Key Size \ ‘ 2048 -

Alternate Name ‘ DNS:disco2.cgbusolutionslab.com

media-manage - -
! Ber > Modify Certificate Record
security ~
authentication-profile Name ‘ CloudSBC ‘
certificate-record Country ‘ us ‘
global-trusted-ca
State ‘ MA ‘
tis-global
Locality Burlington ‘
tis-profile
) Organization Engineering ‘
session-router >
system 3 Unit ‘ ‘

Please notice, when adding an alternate name to the SBC’s end entity certificate, you must use the following
format for each type of entry:

e |P:<IP Address> Example—> 1P:10.2.2.2
e DNS:<FQDN> Example—> DNS:bar.example.com

Each entry must be comma separated.
Save and active your config.

Next, following the steps outlined previously in the Security chapter of this document that outlines the
procedure to generate a CSR and imported your signed certificate.

12.1.1.2 Sip Manipulation

To ensure that the SBC generates SIP messages conforming to Cisco Webex Calling requirements across both
Realms in this multitenancy example, create SIP manipulation rules to:

e Change the Contact header's host URI to the SBC’s FQDN.

e Add a Contact header to SIP OPTIONS messages that includes the SBC’s FQDN and Port.
e Modify the From URI host to the SBC's FQDN

e Change the P-Asserted-Identity (P-Asserted-ID) host part to the SBC’s FQDN.

e Modify the To URI Host to the Cisco Webex Calling hostname

GUI Path: session router/sip manipulation
ACLI Path: config t=>session-router->sip-manipulation

Click Add, and use the following example to configure:
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While this can be configured via the GUI, we are using the ACLI output to provide an example config for ease

of viewing.

sip-manipulation
name
header-rule
name
header-name
action
msg-type
methods
new-value
header-rule
name
header-name
action
msg-type
methods
element-rule
name
type
action
new-value
header-rule
name
header-name
action
comparison-type
methods
element-rule
name
type
action
new-value
header-rule
name
header-name
action
msg-type
methods
element-rule
name
type
action
new-value
header-rule
name
header-name
action
comparison-type
msg-type
methods
element-rule
name
type
action
new-value

To_Webex

AddContactInOptions
Contact
add
request
OPTION
"sip:ping@"+STRUNK_GROUP_CONTEXT+":"+STRUNK_GROUP+";transport=tls"

ChangeContactHost
Contact
manipulate
out-of-dialog
INVITE

contacthost
uri-host
replace
STRUNK_GROUP_CONTEXT

ChangePAl
P-Asserted-Identity
manipulate
pattern-rule
INVITE

ChangePAl
uri-host
replace
STRUNK_GROUP_CONTEXT

ChangeFromlIP
FROM
manipulate
out-of-dialog
INVITE

ChangeFrom
uri-host
replace
STRUNK_GROUP_CONTEXT

ChangeTolP
TO
manipulate
pattern-rule
out-of-dialog
INVITE

ChangeTo
uri-host
replace
SMANIP_STRING
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12.1.2 Additional Configuration Elements for Multitenancy

The following example assumes the foundational configuration steps outlined earlier in this document and builds upon them to demonstrate
multitenancy-specific elements.

12.1.2.1 Realm Config

Nested Realm for Webex

Nested Realms is an Oracle SBC feature that supports hierarchical realm groups, allowing one or more realms
to be nested within a higher-order (parent) realm. This structure enables the Oracle SBC to logically separate
each tenant in a multitenancy environment.

In this example, we will create an additional realm for interfacing with Cisco Webex. The configuration will
consist of a parent realm and a child realm, with each realm containing the FQDN for the respective tenant
serviced by the Oracle SBC.

GUI Path: media-manger/realm-config

ACLI Path: config t->media-manger—>realm-config

e Click Add and use the following table as a configuration example for the two realms used in this
configuration example.

Config Parameter Parent Realm Child Realm
Identifier CiscoWebexRealm CiscoCust1
Network Interface S1p0:0 S1p0:0
Mm in realm
Media Sec policy CiscoWebexSecurity CiscoWebexSecurity
Codec policy CiscoCodec CiscoCodec
Trunk Context Cloudsbc.cgbusolutionslab.com Cisco2.cgbusolutionslab.com
Access-control-trust-level HIGH HIGH
Parent Realm CiscoWebexRealm

Please also note the “trunk context” parameter. The value you set here should be the SBC’s FQDN for each
interface, which was registered earlier in the Webex Control Hub. Previously in this chapter, this value is used
to adjust SIP header syntax to match Cisco Webex Calling requirements.

ORACLE  Enterprise Session Border Controller

SolutionsLab-

VSBC-2 10114 SCZ93.0 Patch 7 (Build 259)

Configuration  View Configuration @ Q
dia- -
media-manager Realm Config
codec-policy
media-manager
R Delete &fl Realm Configitems Bearch
media-policy
Select Action Identifier ¢ Description ¢ Addr Prefix ¢ Network Interfaces o Media Realm List Mm InRealm ¢
reaim-config
0O |  GscoCustl Child Realm for Muititenancy 0000 <1p0:0.4 enabled
steering-pool
O |  GoscolebexRealm 0000 S1p0:04 enabled
securit
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12.1.2.2 Sip Interface

The SIP interface defines the transport addresses (IP address and port) upon which the Oracle SBC

receives and sends SIP messages.

Configure two sip interfaces facing Cisco Webex, one for each tenant the SBC is servicing. Please pay close
attention to the differences between Models 1 and 3, and models 2 and 4.

GUI Path: session-router/sip-interface

ACLI Path: config t->session-router->sip-interface

Click Add, and use the table below as an example to configure:

Config Parameter CiscoWebexRealm CiscoCust1
Realm ID CiscoWebexRealm CiscoCust1
User Agent Oracle/VM/9.3.0 Oracle/VM/9.3.0
Initial Inv Trans Expire 10 10
Out Manipulationid To_Webex To_Webex
Sip Port Config Parmeter Models 1 and 3
Address 10.1.2.4 10.1.2.5
Port 5061 5061
Transport protocol TLS TLS
TLS profile TLSWebex TLSWebex
Allow anonymous Agents-only Agents-only
Sip Port Config Parameter Models 2 and 4
Address 10.1.2.4 10.1.2.4
Port 5061 5062
Transport protocol TLS TLS
TLS profile TLSWebex TLSWebex
Allow anonymous Agents-only Agents-only

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
cOnﬁguI'atiQn ‘iew Configuration @ Q
security 3
SIP Interface
session-router v
access-control
[ R ) Delete all SIP Interface items
account-config
. Select Action State I RealmID 2 Description
filter-config
Idap-config ] enabled CiscaCust]
B ] enabled CiscoWebexRealm
local-policy
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12.1.2.3 Session Agent

Session Agents are configuration elements which are trusted agents that can both send and receive traffic
from the Oracle SBC with direct access to the trusted data path. In Cisco multitenancy environments, we set
up two SRV session agents that interface with Cisco Webex Calling.

GUI Path: session-router/session-agent

ACLI Path: config t->session-router->session-agent

. Click Add, and use the table below to configure:
Config parameter Session Agent 1 Session Agent 2
Hostname us10.sipconnect.bcld.webex.com us20.sipconnect.bcld.webex.com
Port 0 0
Transport method StaticTLS StaticTLS
Realm ID CiscoWebexRealm CiscoCust1
Ping Method OPTIONS OPTIONS
Ping Interval 30 30
Ping Response enabled enabled
Ping All Addresses
Manipulation-string us10.sipconnect.bcld.webex.com us20.sipconnect.bcld.webex.com
Models 1 and 3
Trunk-group | 5061 5061
Models 2 and 4
Trunk-group | 5061 ‘ 5062

Notice, for session agent configuration, the only difference between the models lies in the trunk group
parameter, which specifies the SIP port for each interface according to the model.

Note: When deployed to support Cisco Webex multitenancy, the SBC has a limitation where it will only send
SIP OPTIONS messages from a single realm to a global session agent. This can impact environments requiring
OPTIONS from multiple realms to monitor the health of each trunk. Please see SIP OPTIONS ping from
multiple Realms to global session agents under Known Issues and Limitations chapter for more information.

ORACLE Enterprise Session Border Controller

SolutionsLab-
VSBC-2 10114  SCZ9:3.0 Patch 7 (Build 259)

Configuration ~ View Configuration [} Q
security -
Y Session Agent

session-router v

ccccccccc trol

. Select Action Hostname ~ 1P Address ¢ Port ¢ State ¢ AppProtocol RealmiD ¢
filter-cont fig

] H us20.sipconnect beld webex.com 9] enabled sip CiscoCustl
Idap-config

O i uslOsipconnect beldwebex com [s} enabled Sip CiscoWebexRealm

Tocal-policy
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12.1.2.4 Routing Configuration

Next, we will create a new routing policy to direct traffic from the PSTN to the appropriate child tenant. For
simplicity, the local policy will use the TO address field for DID separation and route calls to the child realm
configured in the previous step.

GUI Path: session-router/local-policy

ACLI Path: config t->session-router=local-policy

ORACLE Enterprise Session Border Controller

SolutionsLab-
vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Confij ion View Configurati @ Q
security > _ R
Add Local Policy Entries
session-router ~
access-control From Address ‘ * |
account-config e —
To Address ‘ | 17815551212 x | | 17815351215 x
filter-config
Source Realm ‘ SIPTrunk x |
Idap-config S
local-policy Description Route from PSTN to Cisco Webex Child Realm

local-routing-config

media-profile

session-agent Policy Priority

none - ‘

After entering values for to and from address and source realm, click Add under policy attribute to configure
the next hop destination.

ORACLE Enterprise Session Border Controller

SolutionsLab-

vSBC-2 10114 SCZ93.0 Patch 7 (Build 259)
Configuration View Configuration @ Q,

media-manager > Modify Local policy / policy attribute

security >

session-router - Next Hop usl0sipconnect beld webex com | -
access-control Reaim | CiscoWebexRealm | -
account-config

Action | replace-uri -

e Select OK when applicable on each screen.
Save and Active your config.

This completes the basic configuration necessary to support Cisco Webex Calling multitenancy across all four
models specified by Cisco.
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13 Appendix B

13.1 Oracle SBC deployed behind NAT

The Support for SBC Behind NAT SPL plug-in changes information in SIP messages to hide the end point
located inside the private network.

The specific information that the Support for SBC Behind NAT SPL plug-in changes depends on the direction of
the call, for example, from the NAT device to the SBC or from the SBC to the NAT device.

Configure Support for SBC Behind NAT SPL plug-in for each SIP interface that is connected to a NAT device.
One public-private address pair is required for each SIP interface that uses the SPL plug-in, as follows.

o The private IP address must be the same IP as configured on both the SIP Interface and Steering Pool
e The public IP address must be the public IP address of the NAT device.

Here is an example configuration with SBC Behind NAT SPL config.

The SPL is applied to the Webex side SIP interface.

GUI Path: session-router/sip-interface

ACLI Path: config t->session-router—>sip-interface
HeaderNatPublicSiplflp=20.96.25.165,HeaderNatPrivateSiplflp=10.1.3.4

e HeaderNatPublicSiplflp is the public interface ip
e HeaderNatPrivateSiplflp is the private ip.

ORACLE Enterprise Session Border Controller

Solutionsl ab-
vSBC-2 10114 5CZ93.0 Patch 7 (Build 259)

Configuration =~ View Configuration ® Q

security >

Modify SIP Interface

session-router v Registration Interval | 3600

access-control

Route To Registrar O enable
account-config

Secured Network O enable
filter-config

Uri Fqdn Domain | ‘
Idap-config

local-policy Options | ‘

local-routing-config

SPL Options HeaderNatPublicSiplflp=20.96.25165 HeaderNatPriv

i il

You will need to apply these options to every sip interface on the SBC that is connected through a NAT.
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14 Known Issues and Limitations

14.1 SIP OPTIONS ping from multiple Realms to global session agents.

When deployed to support Cisco Webex multitenancy, the SBC has a limitation where it will only send SIP
OPTIONS messages from a single realm to a global session agent. This can impact environments requiring
OPTIONS from multiple realms to monitor the health of each trunk.

For customers running SBC versions prior to 10.0, workarounds are available, please refer to OCSBC-SIP
OPTIONS monitoring in Multi-Tenant environments BCP guide for more details. However, this limitation is fully
resolved starting with SBC release 10.0, which introduces a new configuration feature that enables SIP
OPTIONS pings from multiple realms to global session agents. Please see SIP Pings from Multiple Realms to
Global SAs section under the Session Routing and Load Balancing chapter of the ESBC Configuration

Guide for detailed information.

14.2 Video Call Issues When Calls Originate from Cisco CUCM Towards Cisco Webex

Some customers experienced issues establishing video calls between on-premises CUCM and Webex Calling
when using Oracle SBC as the Local Gateway (LGW). This problem is related to how video negotiation is
handled between the systems.

The issue is resolved by removing the following headers from the SDP video attribute in messages sent from
Cisco CUCM to Cisco Webex:

e a=rtcp-fb:* nack pli
e a=rtcp-fb:* ccm fir
e a=rtcp-fb:* ccm tmmbr

We have created the SIP manipulation mime-rule below to remove these headers. This SIP manipulation must
be applied to traffic directed towards the Cisco Webex. This would be added to the CiscoOutManipulation
configured early in this document.

62|Page


https://www.oracle.com/a/otn/docs/Multi-Tenant-Ping.pdf
https://www.oracle.com/a/otn/docs/Multi-Tenant-Ping.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/10.0.0/configuration/esbc-configuration-guide.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/10.0.0/configuration/esbc-configuration-guide.pdf

14.3 ICE Candidate Priority Attribute Interoperability with Cisco MPP Handphones

When using Cisco MPP hardphones with Webex media optimization, the Oracle SBC may assign a priority
value on the candidate line attributes in the SDP, leading to interoperability or ICE negotiation issues with
Cisco Webex Calling. This issue is specific to deployments with Cisco MPP hardphones. It can be resolved by
applying the SIP manipulation below to adjust the priority value of each host candidate. This modification
should be added to the CiscoOutManipulation rule configured earlier in this document. The issue is
permanently fixed in SBC software release 10.0p4.

63|Page



14.4 One-Way Audio After Call Transfer with Media Optimization

When using MPP phones with media optimization, inbound calls to Cisco Webex Calling may experience one-
way audio following a call transfer. The only known workaround at this time is for the transferee to place the
call on hold and then resume it, which restores two-way audio. A permanent resolution for this issue is
currently under investigation by both Oracle and Cisco development teams.
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15 ACLI Running Configuration

Below is a complete output of the running configuration used to create this application note. This output
includes all the configuration elements used in our examples, including some of the optional configuration
features outlined throughout this document. Be aware this configuration does not include multitenancy
configuration and not all parameters may be applicable to every Oracle SBC setup, so please take this into
consideration if planning to copy and paste this output into your SBC.
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