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PURPOSE STATEMENT 

This document provides an overview of the enhanced monitoring and alerting  features included with the latest systems 

software release, 3.0.1, of Oracle Private Cloud Appliance. It is intended solely to help you assess the business benefits of 

using releasewith the latest systems software release, 3.0.1, of Oracle Private Cloud Appliance to plan your I nformation 

Technology infrastructure  projects. 

VERSION HISTORY - NEW 

The initial version of this document (v1.01 M 30 March 2022), provided an overview of the features available with the 

Oracle Private Cloud Appliance with system software release 3.0.1 

This version of the document (v2.01 M 16 Feb 2023), provides an update to the initial document to cover the new features 

available in Oracle Private Cloud Appliance with the latest systems software , release 3.0.2. 

Where the document has been revised, the relevant  section header has been ƹƿƴƺƺƸƷ ƴǆ ƸƼǇƻƸǅ DƧƞưE0 ƹǂǅ ǁƸǊ ƶǂǁǇƸǁǇ. 

ƨǅ DƮƩƝƚƭƞƝE ƹǂǅ ƴǀƸǁƷƸƷ ƶǂǁǇƸǁǇ. 

Further updates will be provided using the same approach as additional  features and functionality are made available.  

DISCLAIMER 

This document in any form, software, or printed matter, contains proprietary information that is the exclusive property 

of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle 

software license and service agreement, which has been executed and with which you agree to comply. This document 

and information contained herein may not be disclosed, copied, reproduced,  or distributed to anyone outside Oracle 

without prior written consent of Oracle. This  document is not part of your license agreement,  nor can it be incorporated 

into any contractual agreement with Oracle or its subsidiaries or affiliates.  

This document is for informational purposes only and is intended solely to assist you in planning for the 

implementation and upgrade of the product features described. It is not a commitment to deliver any material, code, or 

functionality, and should not be relied upon in making purchasing decisions. The development, release, and timing of 

any features or functionality described in this document remains at the sole discretion of Oracle.  

Due to the nature of the product architecture, it may not be possible to safely include all features described in this 

document without risking significant destabili sation o f the code. 
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INTRODUCTION 

This Technical Brief provides an overview of the default monitoring and alerting framework contained in Oracle Private 

Cloud Appliance X9-2, abbreviated to Private Cloud Appliance within this document.   

The Private Cloud Appliance administrative experience is very different from previous generations of PCA . A key new 

feature of Private Cloud Appliance is that it delivers private cloud infrastructure and arch itecture consistent with Oracle 

Cloud Infrastructure (OCI). As a result of this change, the mechanism used to provide monitoring and alerting 

capabilities in the Private Cloud Appliance differs significantly from earlier generations of the PCA platform.  

Previous generations of the PCA platform made use of the following tools, in various combinations:  

· Oracle Enterprise Manager; plus, the VT / PCA plugin and/or VI plugin  

· Oracle VM Manager 

· Dǃƶƴ-ƴƷǀƼǁE Ǉǂǂƿǆ OǉƴǅƼǂǈǆP 

· DǂǉǀƶƿƼE Ǉǂǂƿǆ OǉƴǅƼǂǈǆP 

· Web service API calls (various) 

· SNMP services 

· Syslog collector services (various) 

 

Traditionally, the PCA platform has required an externally -based Oracle Enterprise Manager instance, and a number of 

plugins, to provide role-based access control access into PCA systems. 

Private Cloud Appliance now delivers a fully integrated, internal monitoring and alerting framework in the PCA Service 

Enclave control plane , based on the following components: -  

· Prometheus - a metrics collection and alerting tool  

- Acts as the central collection and collation point for various monitored systems metrics  

- Provides an alerting framework, triggering alerts when designated events are detected  

· Grafana Loki - a log aggregation tool  

- Provides visibility into phys ical and virtual component log files  

· Grafana - a visualization and alerting framework  

- Provides a centralized graphical dashboard to present the various data sources , outlined above , to 

Private Cloud Appliance administrators  

· Oracle Auto Service Request (ASR) M an optional hardware fault monitoring system  

- Integrates directly into the My Oracle Support framework  

- Automatically opens service requests when specific Oracle Private Cloud Appliance hardware faults 

occur  

 

The following sections, in this Technical Brief, will describe the basic architecture, default services and capabilities of the 

Private Cloud Appliance monitoring and alerting framework.  

In addition, basic instructions are included for the creation of customer specific Grafana Dashboards and onward 

integration to existing external, data cent er, services such as:  

· Messaging 

· Email 

· Identity Management  

 

Where limitations within the current Private Cloud Appliance systems software release for integration with external 

services are present, these will be identified  in the appropriate section . 
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MONITORING AND ALERTING BASICS 

This section outlines the monitoring and alerting framework architecture and default services and capabilities available 

in a Private Cloud Appliance. 

Monitoring & Alerting Architecture  - Updated  

Overview  - Updated  

As mentioned in the introduction, the Private Cloud Appliance monitoring and alerting framework consists of three 

main elements:  

· Metrics collection and collation using Prometheus  

· Log collection and aggregation using Grafana Loki  

· Data Visualisation and Alerting using Grafana  

 

The diagram below shows how Prometheus and Grafana interact . 

 

 ƩǅǂǀƸǇƻƸǈǆ ƚǅƶƻƼǇƸƶǇǈǅƸ ƝƼƴƺǅƴǀ 

The Prometheus service collects metrics from designated sources, or targets. Both push and pull options are available. 

· Data being "pushed to the Prometheus Service makes use of configured Push Gateways . 

· Data being pulled from the designated sources make use of locally running jobs or exporters to provide the 

connectivity . 

 

Prometheus then stores all collected data locally and runs rules over this data to either aggregate or record new time 

series information.  

Metric -based alerting rules in the Prometheus service can push alerts to the Prometheus Alertmanager for onward 

processing and notification . 

Grafana is used to provide a visualization interface for  the collected data.  

The Grafana service makes use of both the Prometheus Server service AND the Prometheus Alertmanager service as 

default data sources. 

In addition, Grafana accesses a third data source, Loki, to prov ide access to individual component log files which are 

centrally collected, collated, and indexed in the centrali zed Grafana Loki instance. 
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The diagram below shows how this collection and collation takes place . 

 

Loki Architecture Diagram 

In a similar manner to Prometheus, Loki collects, collates, and stores the designated log entries from its configured 

sources.  

Rules are applied to the incoming logs as they are ingested to de -duplicate where necessary before being stored within 

ƥǂƾƼEǆ ǂǊǁ object store. 

Access to the stored data is then made available to the Grafana services. 

In summary, a central Grafana Server instance provides access to three separate internal data sources in the Private 

Cloud Appliance system, as illustrated in the diagram below . 

 

Private Cloud Appliance Grafana Data Sources 

With Private Cloud Appliance release 3.0.2, a fourth data source  named ProLoki is now available but currently unused.  
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Versions  

The following component versions are used in the Private Cloud Appliance release 3.0.2 systems software stack: 

· Grafana M v7.3.7 
· Prometheus M v2.20.0 
· Prometheus Alertmanager M v0.21.0 
· Loki M v2.2.1  



 

10 Technical Brief |   Monitoring & Alerting Capabilities in an Oracle Private Cloud Appliance X9-2   |  Version v2.01 

 Copyright ©  2023, Oracle and/or its affiliates   |  Classification  M Public 

 

Accessing the Grafana Homepage  

The Grafana environment is provided as one of the Private Cloud Appliance Management micro services running in the 

Private Cloud Appliance Service Enclave. Access to this environment is possible using one of two methods Nfrom the 

Service Enclave User Interface (SEUI) component and by direct browser call to the Grafana URL  

From the Service Enclave User Interface (SEUI)  

Access to the Grafana Homepage is available on the far right -hand side of the Service Enclave Dashboard. 

 

Private Cloud Appliance Service Enclave User Interface (SEUI) 

Click to launch the Grafana Homepage. 

 

Grafana Home Page 

Direct browser call to the Grafana URL  

In addition to accessing the Grafana Homepage via the Service Enclave, a direct call to this site is also possible using the 

URL https://grafana. <Private Cloud Appliance FQDN> 
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This will display the same Grafana Homepage as when using the SEUI method. 

Signing into Grafana  

The default installation provides a single local user, admin , to access the Grafana services. 

Default Grafana Services  - Updated  

The initial configuration for  the Private Cloud Appliance includes the following Grafana services , enabled and configured 

from the outset:  

· One local user (admin ) account 

· Four internal data sources  

- Prometheus  

- Prometheus Alertmanager  

- Prometheus ProLoki - NEW 

- Grafana Loki 

· Grafana Dashboards, 41 predefined dashboards are organi zed into a series of folders  

- Kubernetes Monitoring (13)  

- Kubernetes Monitoring Containers (4)  

- Kubernetes Monitoring Nodes (7)  

- My Sauron - as Read Only access (4) 

- PCA 3.0 Service Advisor (6) 

- Service Monitoring (7)  

· Grafana Alerts 

- 27 Grafana Dashboard-based alerts are provided with the initial base installation  

· Grafana Notification Channels  

- Internal channel to Private Cloud Appliance own Prometheus Alertmanager  

- External call, using Slack, to an Oracle internal Slack hosting service - as an example configuration  

 

Below are further details on each of these elements. 
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Getting Started  

This section provides a high -level description of the Grafana services available after the  initial , Day0, configuration . 

Grafana Home  

The default Grafana Home page consists of the following six elements: 

 

Grafana Home Page Elements 

1 - Grafana Welcome Banner 

A simple Welcome Banner is provided  with  links to the documentation libraries, tutorials , and Grafana 

Community pages. This is persistent in the default home page.  

2 - Grafana Getting Started panel  

The Getting Started panel provides access to the public Grafana Tutorials and documentation links for in itial set 

up and configuration. The Private Cloud Appliance has already had these initial set up tasks completed, but this 

panel is provided for completeness.  

NOTE: The panel can be removed (permanently ) from the Grafana Home Page dashboard when no longer 

required.  

3 - Grafana Dashboards 

The left -hand panel provides shortcut access to recently viewed Grafana dashboards.  

Where a dashboard is of particular interest , in can be "starred", in the dashboard screen and will be 

permanently "pinned" to the topmo st section of this panel . 

4 - Grafana Blog Feed 

The right -hand panel provides a rolling updated stream of the latest Grafana Blog entries.  

5 - Grafana Menu Bar 

The Grafana Menu Bar will be the primary point of entry for accessing Grafana services.  

6 - Grafana User and Help Menu Bar 

The Grafana System Menu Bar will be the primary point of entry for accessing Grafana administration services.  

NOTE: Because the default user, "admin", is the local Grafana instance administrator, all Menu Bar options are 

displayed. 

Grafana Menu Bar  

The Grafana menu bar includes:  
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Ơǅƴƹƴǁƴ ƦƸǁǈ ƛƴǅ Ƣƶǂǁǆ 

ƦƞƧƮ ƛƚƫ ƢƜƨƧ ƝƞƬƜƫƢƩƭƢƨƧ Q ƩƮƫƩƨƬƞ 

 

ơǂǀƸ Ƣƶǂǁ L ǅƸǇǈǅǁǆ ǇƻƸ ǈǆƸǅ Ǉǂ ǇƻƸ Ơǅƴƹƴǁƴ ơǂǀƸ ƩƴƺƸ 

 

ƬƸƴǅƶƻ Ƣƶǂǁ L ƞǁƴƵƿƸǆ ƝƴǆƻƵǂƴǅƷǆ Ǉǂ ƵƸ ǆƸƴǅƶƻƸƷ ƹǂǅ Ƶǌ ǁƴǀƸ 

 

ƜǅƸƴǇƸ Ƣƶǂǁ L ƞǁƴƵƿƸǆ ǇƻƸ ƶǅƸƴǇƼǂǁ ǂƹ ǁƸǊ ƟǂƿƷƸǅǆ ƴǁƷ ƝƴǆƻƵǂƴǅƷǆ 

 

ƝƴǆƻƵǂƴǅƷ Ƣƶǂǁ L ƞǁƴƵƿƸǆ ǇƻƸ ǀƴǁƴƺƸǀƸǁǇ ǂƹ ƴǉƴƼƿƴƵƿƸ Ơǅƴƹƴǁƴ ƝƴǆƻƵǂƴǅƷǆ 

 

ƞǋǃƿǂǅƸ Ƣƶǂǁ L ƞǁƴƵƿƸǆ ǇƻƸ CƞǋǃƿǂǅƴǇƼǂǁC ǂƹ ǇƻƸ ƴǉƴƼƿƴƵƿƸ ƷƴǇƴ ǆǂǈǅƶƸǆ 

 

ƚƿƸǅǇƼǁƺ Ƣƶǂǁ L ƞǁƴƵƿƸǆ ǇƻƸ ǀƴǁƴƺƸǀƸǁǇ ǂƹ Ơǅƴƹƴǁƴ ƚƿƸǅǇǆ ƴǁƷ ƧǂǇƼƹƼƶƴǇƼǂǁ ƜƻƴǁǁƸƿǆ 

 

ƜǂǁƹƼƺǈǅƴǇƼǂǁ Ƣƶǂǁ L ƞǁƴƵƿƸǆ ǇƻƸ ǀƴǁƴƺƸǀƸǁǇ ǂƹ ǇƻƸ Ơǅƴƹƴǁƴ ǆƸǅǉƼƶƸǆ ƝƴǇƴ ǆǂǈǅƶƸǆ0 ƮǆƸǅǆ0 ƭƸƴǀǆ 

OƺǅǂǈǃǆP ƸǇƶ 

 

ƬƸǅǉƸǅ ƚƷǀƼǁ Ƣƶǂǁ L ƞǁƴƵƿƸǆ ǇƻƸ ǀƴǁƴƺƸǀƸǁǇ ǂƹ ǇƻƸ Ơǅƴƹƴǁƴ ƬƸǅǉƸǅ ƸǁǉƼǅǂǁǀƸǁǇ 

 

ƮǆƸǅ Ƣƶǂǁ M ƞǁƴƵƿƸǆ ƴƶƶƸǆǆ Ǉǂ ƮǆƸǅ ǆƸǇǇƼǁƺǆ 

 

ơƸƿǃ Ƣƶǂǁ M ƞǁƴƵƿƸǆ ƴƶƶƸǆǆ Ǉǂ ǇƻƸ Ơǅƴƹƴǁƴ ơƸƿǃ 6 ƬǈǃǃǂǅǇ ǊƸƵ ǃƴƺƸǆ 

  

Grafana Menu Bar Icons & purpose 
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Accessing the default dashboards  

From the Grafana Menu Bar, click on the Dashboard Icon. 

 

Grafana Dashboard Navigation - Dashboard 

Select the Manage option  

 

Grafana Dashboard Navigation - Manage 

This displays the available folders within which the Grafana Dashboards have been organi zed. The default folders are 

displayed, consisting of  41 predefined dashboards organi zed into six Grafana folders: - 

· Kubernetes Monitoring (13)  

- Provides an overview of the Private Cloud Appliance Management, or Service Enclave, Kubernetes 

Framework core services 

· Kubernetes Monitoring Containers (4)  

- Provides a detailed view into the Private Cloud Appliance Management K8S Container services  

· Kubernetes Monitoring Nodes (7)  

- Provides a detailed view into the Private Cloud Appliance Management K8S Pod services 

· My Sauron - as Read Only access (4) 
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- Provides visibility of the Private Cloud Appliance physical components  

· PCA 3.0 Service Advisor (6) 

- Provides a summary Dashboard with pre configured Grafana Alerting Rules for the overall health  of the 

Private Cloud Appliance system 

· Service Monitoring (7)  

- Provides a detailed view into the Private Cloud Appliance non-K8S Management services 

 

NOTE: The Kubernetes Grafana Dashboards are for K8S-based services running within the Private Cloud Appliance 

management node cluster (Service Enclave) and cannot be used for Kubernetes -based services within the Compute 

Enclave. 

 

To illustrate  this further , expand the My Sauron folder . 

 

Grafana Dashboard Navigation M My Sauron folder 

A list of four available Dashboards can be seen. Selecting the Node Exporter Full presents the following Dashboard:  

 

Grafana Dashboard Navigation M My Sauron Node Exporter 

This is where the capabilities of the Private Cloud Appliance monitoring and alerting framework can start to be seen.  
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This Dashboard provides a  single window  for each physical Compute and Management Node within the Private Cloud 

Appliance system. 

The dashboard itself shows the detailed metrics being collected . In this example, they are for the compute node 

pcacn001. 

A comprehensive list of metrics is dis played in a series of grouped panels within this dashboard. The screenshots below 

shows the summari zed view of available metrics and panels within the dashboard . 

 

Grafana Dashboard Navigation M My Sauron Node Exporter M full summary list  

In total, some 112 panels covering individual node CPU, memory, storage, and networking metrics are available within 

sixteen metric type groupings.  

In a similar manner, the same level of detail ed views into the Private Cloud Appliance utili zation is available for both the 

internal Oracle ZFS Storage Appliance and the internal Cisco network switches . 

 

 

Grafana Dashboard Navigation M My Sauron M Oracle ZFS Storage Appliance 
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Grafana Dashboard Navigation M My Sauron M Networking Switches 

Review all the available Grafana dashboards and determine which would be of greatest interest. These dashboards can 

then be pinned  to the Grafana Home page by marking as a favourite  when viewing the dashboard itself . 

 

Grafana Dashboard Navigation M My Sauron M Marking a Favourite Dashboard  

In the example above, this dashboard is pinned to the Grafana Home page as a starred Dashboard. 
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Grafana Dashboard Navigation M GǆǇƴǅǅƸƷH ƹƴǉǂrite dashboard 

Accessing the default alerts  

From the Grafana Menu Bar, click on the Alerting Icon . 

 

Grafana Alerts Navigation M accessing the Alert Rules 
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Select the Alert Rules option. 

 

Grafana Alerts Navigation M accessing the default Alerts  

A list of each preconfigured Alert Rule can be seen. 

Each Alert Rule can be paused or edited by using the icons to the far right.  

Clicking on an Alert Rule will take you to the Grafana Dashboard panel used to monitor and track that Alerting  Rule. 

NOTE: Editing a rule will make a direct change to the underlying Grafana Dashboard.  

Grafana basics and  further reading  

Continue to explore the available Grafana Dashboard content to become familiar with the default dashboards and alerts. 

Comprehensive documentation is available for the following Open Source Software (OSS) elements used to construct 

the Private Cloud Appliance monitoring and alerting framework. The following URL's point to the relevant 

documentation libraries:  

· Grafana 

- Dashboards - (https://grafana.com/docs/grafana/v7.3/dashboards/ ) 

- Alerting - (https://grafana.com/docs/grafana/v7.3/alerting/ ) 

- Best Practices - (https://grafana.com/docs/grafana/v7.3/best -practices/ ) 

- Documentation Library Home - (https://grafana.com/docs/grafana/v7.3/ ) 

- Tutorial s M ( https://grafana.com/tutorials/grafana -

fundamentals/?utm_source=grafana_gettingstarted )  

· Prometheus  

- Documentation M (https://prometheus.io/docs/prometheus/2.25/getting_started/ ) 

- Querying - (https://prometheus.io/docs/prometheus/2.25/querying/basics/ ) 

- Alertmanager M (https://prometheus.io/docs/alerting/0.21/overview/ ) 

· Loki 

- Documentation M (https://grafana.com/docs/loki/v2.2.1/ ) 

- Querying  M (https://grafana.com/docs/loki/v2.2.1/logql/ ) 

 

  

https://grafana.com/docs/grafana/v7.3/dashboards/
https://grafana.com/docs/grafana/v7.3/alerting/
https://grafana.com/docs/grafana/v7.3/best-practices/
https://grafana.com/docs/grafana/v7.3/
https://grafana.com/tutorials/grafana-fundamentals/?utm_source=grafana_gettingstarted
https://grafana.com/tutorials/grafana-fundamentals/?utm_source=grafana_gettingstarted
https://prometheus.io/docs/prometheus/2.25/getting_started/
https://prometheus.io/docs/prometheus/2.25/querying/basics/
https://prometheus.io/docs/alerting/0.21/overview/
https://grafana.com/docs/loki/v2.2.1/
https://grafana.com/docs/loki/v2.2.1/logql/
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CUSTOMISING GRAFANA - UPDATED 

As with any newly installed system, a series of basic administration tasks need to be completed initially to help ensure 

that there is a solid foundation for the development and use of the features and functions .  

These include 

· Organization Administration  

· Group Administration (Teams)  

· User and Role Administration  

· Separation of Grafana Dashboards by purpose / function (Folders)  

· Alerting Notification mechanisms (Notification Channels)  

 

Each of these elements is addressed below:  

Organi zation Administration M New 

Grafana permits the use of multiple organi zations within each Grafana Server instance.  

The following definition is used by Grafana to describe the role of an organi zation:  

An organisation is an entity that helps isolate users and resources such as dashboards, annotations, 
and data sources from each other. Their purpose is to provide completely separate experiences, which 
look like multiple instances of Grafana, within a single instance. Multiple organisations are easier 
and cheaper to manage than mu ltiple instances of Grafana.  

Users, configuration settings, and Grafana Enterprise licenses are shared between organisations. Other 
resources, like dashboards, data sources, annotations, folders, Teams, and Alerts, are isolated within 
each organisation and  cannot be easily shared with another organisation.  

The following table summari zes the resources that can be shared and/or isolated using organi zations. 

Resource Mode  

Users Share or isolate 

Folders Isolate only 

Dashboards Isolate only 

Data sources Isolate only 

Alerts Isolate only 

Notification channels  Isolate only 

Annotations  Isolate only 

Reports Isolate only 

API keys Isolate only 

Authentication providers  Share only 

Configuration settings  Share only 

Licenses Share 

Grafana Organisation Resource Isolation 

The member of one organi zation cannot view dashboards assigned to another organi zation. However, a user can belong 

to multiple organi zations. 

Grafana Server administrators are responsible for creating organi zations. 

The use of multiple organi zations in a Private Cloud Appliance would enable the creation of tenancy-specific Grafana 

dashboards and named users, however, the fact the Grafana data sources cannot  be shared between organi zations 

precludes this as a viable option. 

Currently , the use of a single organization structure is the only supportable option.  
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Group Administration  -  Updated  

Grafana permits the grouping of users into teams. 

The following definition is used by Grafana to describe the role of a team:  

A team is a group of users within an organisation that have common dashboard and data source 
permission needs. For example, instead of assigning five users access to the same dashboard, A team 
can be created that consists of those users and assign dashboard permissions to the team. A user can 
belong to multiple teams.  

A u ser can be a Member or an Administrator for a given team. Members of a team inherit permissions 
from the team, but they cannot edit the team itself. Team Administrators can add members to a team and 
ÕÐÄÁÔÅ ÉÔÓ ÓÅÔÔÉÎÇÓƗ ÓÕÃÈ ÁÓ ÔÈÅ ÔÅÁÍ ÎÁÍÅƗ ÔÅÁÍ ÍÅÍÂÅÒƦÓ team roles, UI preferences, and home 
dashboard.  

The team preferences set the default home -age, colour scheme and team email address for its members.  

A user can be associated with multiple teams. 

By default, no teams (Groups) have been defined in the Private Cloud Appliance  Grafana Server instance. 

Create team - New 

The creation of a customised  team structure is highly recommended to segregate any end-user role specific Grafana 

dashboards from the default  dashboards provided.  

To this end, from the Configuration  menu, display the existing teams:  

 

Grafana Teams Administration  M Empty List 

No teams are defined by default.  
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To create a new team, click ǇƻƸ DƧƸǊ tƸƴǀE ƵǈǇǇǂǁ. -  

 

Grafana Teams Administration  M Create New Team 

Creating a new team consists of completing  two fields, a team name and an email address. 

 

Grafana Teams Administration  M New Team Details 

Complete the entries required  and click ǇƻƸ DƜǅƸƴǇƸE ƵǈǇǇǂǁ. 
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Team Users  - New 

Upon creating a new team, the Grafana Server workflow will automatically move to the next Team screen to associate 

users with this team. - 

 

Grafana Teams Administration  M Add Users to Team 

A drop-down list of available users is displayed. In this case, the named user created within the User Administration 

section of this document is displayed.  

Select the required named user(s) and save by clicking ǇƻƸ DƚƷƷ Ǉǂ ƭƸƴǀE ƵǈǇǇǂǁ. 

The Team User list will now reflect these additions . 

 

Grafana Teams Administration  M Team User List 

Repeat as required to add each user to the required team. 

A named user can be a member of more than one team. 
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Team settings - New 

The final step for team administration is to configure any team-specific settings required.  

From the Teams option on  the Grafana Configuration menu, select a team and choose the Settings tab. 

The following screen will be displayed:  

 

Grafana Teams Administration  M Team Settings 

Any changes made to the team settings will take precedence over the organization settings.  

These only need to be amended where necessary. 
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User Administration  - Updated  

User roles 

Within Grafana, named user and role assignment provide fine -level access control for users accessing the Grafana 

Server instance. Three levels of user role are available: 

· Viewer 

· Editor 

· Admin  

In addition, there is a fourth role available only to the default admin user (admin@localhost) account : 

· Grafana Admin  

The table below shows the access and menu options available for each user role:  

Ơǅƴƹƴǁƴ ǈǆƸǅ ǅǂƿƸ ƴƶƶƸǆǆ 

ƦƞƧƮ 

ƛƚƫ 

ƢƜƨƧ 

ƦƞƧƮ ƛƚƫ 

ƥƚƛƞƥ 
ƯƢƞưƞƫ ƨƩƭƢƨƧƬ ƞƝƢƭƨƫ ƨƩƭƢƨƧƬ ƚƝƦƢƧ ƨƩƭƢƨƧƬ 

ƠƫƚƟƚƧƚ ƚƝƦƢƧ 

ƨƩƭƢƨƧƬ 

OƚƝƦƢƧ\ƥƨƜƚƥơƨƬƭP 

 
ơǂǀƸ Ƣƶǂǁ ơǂǀƸǃƴƺƸ ơǂǀƸǃƴƺƸ ơǂǀƸǃƴƺƸ ơǂǀƸǃƴƺƸ 

 
ƬƸƴǅƶƻ Ƣƶǂǁ ƬƸƴǅƶƻ ƝƴǆƻƵǂƴǅƷǆ ƬƸƴǅƶƻ ƝƴǆƻƵǂƴǅƷǆ ƬƸƴǅƶƻ ƝƴǆƻƵǂƴǅƷǆ ƬƸƴǅƶƻ ƝƴǆƻƵǂƴǅƷǆ 

 
ƜǅƸƴǇƸ Ƣƶǂǁ 

 ƝƴǆƻƵǂƴǅƷ ƝƴǆƻƵǂƴǅƷ ƝƴǆƻƵǂƴǅƷ 

 ƟǂƿƷƸǅ ƟǂƿƷƸǅ ƟǂƿƷƸǅ 

 ƢǀǃǂǅǇ ƢǀǃǂǅǇ ƢǀǃǂǅǇ 

 
ƝƴǆƻƵǂƴǅƷ Ƣƶǂǁ 

ơǂǀƸ ơǂǀƸ ơǂǀƸ ơǂǀƸ 

ƛǅǂǊǆƸ ƛǅǂǊǆƸ ƛǅǂǊǆƸ ƛǅǂǊǆƸ 

ƩƿƴǌƿƼǆǇǆ ƩƿƴǌƿƼǆǇǆ ƩƿƴǌƿƼǆǇǆ ƩƿƴǌƿƼǆǇǆ 

ƬǁƴǃǆƻǂǇǆ ƬǁƴǃǆƻǂǇǆ ƬǁƴǃǆƻǂǇǆ ƬǁƴǃǆƻǂǇǆ 

 
ƞǋǃƿǂǅƸ Ƣƶǂǁ  ƞǋǃƿǂǅƸ ƞǋǃƿǂǅƸ ƞǋǃƿǂǅƸ 

 
ƚƿƸǅǇƼǁƺ Ƣƶǂǁ 

ƚƿƸǅǇ ƫǈƿƸǆ ƚƿƸǅǇ ƫǈƿƸǆ ƚƿƸǅǇ ƫǈƿƸǆ ƚƿƸǅǇ ƫǈƿƸǆ 

 ƧǂǇƼƹƼƶƴǇƼǂǁ ƜƻƴǁǁƸƿǆ ƧǂǇƼƹƼƶƴǇƼǂǁ ƜƻƴǁǁƸƿǆ ƧǂǇƼƹƼƶƴǇƼǂǁ ƜƻƴǁǁƸƿǆ 

 
ƜǂǁƹƼƺǈǅƴǇƼǂǁ Ƣƶǂǁ 

  ƝƴǇƴ ƬǂǈǅƶƸǆ ƝƴǇƴ ƬǂǈǅƶƸǆ 

  ƮǆƸǅǆ ƮǆƸǅǆ 

  ƭƸƴǀǆ ƭƸƴǀǆ 

  ƩƿǈƺƼǁǆ ƩƿǈƺƼǁǆ 

  ƩǅƸƹƸǅƸǁƶƸǆ ƩǅƸƹƸǅƸǁƶƸǆ 

  ƚƩƢ ƤƸǌǆ ƚƩƢ ƤƸǌǆ 

 
ƬƸǅǉƸǅ ƚƷǀƼǁ Ƣƶǂǁ 

   ƮǆƸǅǆ 

   ƨǅƺǆ 
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ƦƞƧƮ 

ƛƚƫ 

ƢƜƨƧ 

ƦƞƧƮ ƛƚƫ 

ƥƚƛƞƥ 
ƯƢƞưƞƫ ƨƩƭƢƨƧƬ ƞƝƢƭƨƫ ƨƩƭƢƨƧƬ ƚƝƦƢƧ ƨƩƭƢƨƧƬ 

ƠƫƚƟƚƧƚ ƚƝƦƢƧ 

ƨƩƭƢƨƧƬ 

OƚƝƦƢƧ\ƥƨƜƚƥơƨƬƭP 

   ƬƸǇǇƼǁƺǆ 

   ƬǇƴǇǆ 

   ƮǃƺǅƴƷƸ 

 

 

ƮǆƸǅ Ƣƶǂǁ  

ƩǅƸƹƸǅƸǁƶƸǆ ƩǅƸƹƸǅƸǁƶƸǆ ƩǅƸƹƸǅƸǁƶƸǆ ƩǅƸƹƸǅƸǁƶƸǆ 

ƜƻƴǁƺƸ ƩƴǆǆǊǂǅƷ  ƜƻƴǁƺƸ ƩƴǆǆǊǂǅƷ  ƜƻƴǁƺƸ ƩƴǆǆǊǂǅƷ  ƜƻƴǁƺƸ ƩƴǆǆǊǂǅƷ  

ƬƼƺǁ ƨǈǇ ƬƼƺǁ ƨǈǇ ƬƼƺǁ ƨǈǇ ƬƼƺǁ ƨǈǇ 

 
ơƸƿǃ Ƣƶǂǁ 

ƝǂƶǈǀƸǁǇƴǇƼǂǁ ƝǂƶǈǀƸǁǇƴǇƼǂǁ ƝǂƶǈǀƸǁǇƴǇƼǂǁ ƝǂƶǈǀƸǁǇƴǇƼǂǁ 

ƬǈǃǃǂǅǇ ƬǈǃǃǂǅǇ ƬǈǃǃǂǅǇ ƬǈǃǃǂǅǇ 

ƜǂǀǀǈǁƼǇǌ ƜǂǀǀǈǁƼǇǌ ƜǂǀǀǈǁƼǇǌ ƜǂǀǀǈǁƼǇǌ 

ƤƸǌƵǂƴǅƷ ƬƻǂǅǇƶǈǇǆ ƤƸǌƵǂƴǅƷ ƬƻǂǅǇƶǈǇǆ ƤƸǌƵǂƴǅƷ ƬƻǂǅǇƶǈǇǆ ƤƸǌƵǂƴǅƷ ƬƻǂǅǇƶǈǇǆ 

      

Grafana User Role Access rights 

As noted previously, a single default local user, admin , provides the entry point into the Grafana environment and acts 

as the administrator to the Grafana environment. This user has the Grafana Admin  ǅǂƿƸ ƴǁƷ ƴƶǇǆ ƴǆ ǇƻƸ DǆǈǃƸǅ ǈǆƸǅE ƹǂǅ 

the Grafana environment.  

As such, great care must be taken when accessing the Private Cloud Appliance Grafana service since it is possible to 

inadvertently amend or delete the default dashboards and alerts while connected as the Grafana Server superuser.  

User access 

Within the Private Cloud Appliance a single local user, admin , provides the entry point into the Grafana environment and 

acts as the administrator to the Grafana environment.  

From the Configuration menu under the  Users option , there is a single, default admin  user account:  

 

Grafana User Administration  

Additional information about this user can be viewed under the User option of the Server Admin menu. 
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Grafana User Information  

The user admin  role uses an internal OAUTH, or SSO, authentication service to manage the admin user information.  

Note: Access to this OAUTH service is currently unavailable. 

Creating Users  - New 

With the latest Oracle Private Cloud Appliance system software release, 3.0.2, it is now possible to create additional local 

user accounts. 

Only the Grafana Server admin  user can create new local user accounts. By default, all new local user accounts created 

will be granted the Viewer user role. This can be updated after  the new local user account has been created. 

The following screens show the creation of a single, new local user account . 

As the admin  user, select the Users option from the Server Admin menu and  click the Create User button:  

 

Grafana User Administration M Show Users M NEW 

The New User screen is displayed. 
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Grafana User Administration M Add New User M NEW 

Fill in the require d fields. 

 

Grafana User Administration M Completed New User M NEW 

An initial local user password will be required to create the new user. Set this to a default (easy to remember) value. The 

named user will have the opportunity to change their password when the user first accesses the Grafana Server with 

their named user local account. 

Click Create User to complete this process.  

The Grafana Server screen will return to the Server Admin -> Users screen. 

The newly created user can now be seen. 
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Grafana User Administration M Updated User List M NEW 

Both the default admin  user account and the newly created additional user are now displayed. 

The user credentials (username / password) could now be distributed  but for completeness, a simple connectivity test 

can be performed.  

Testing the new User Ac count - New 

To test the new user credentials, open a second browser window to the Private Cloud Appliance Grafana Server service. 

 

Grafana User Administration M New User Login M NEW 

Using the newly created local user credentials, sign into the Private Cloud Appliance Grafana Server instance. 
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Grafana User Administration M New User Home Page M NEW 

The first obvious difference  is that the User menu now displays the new local username, not admin  as it did previously.  

Secondly, because this new local user was created with the Viewer user role, the number of menu options available from 

the Grafana Menu Bar is restricted as defined  for any user with the  viewer role. 

The User menu also offers the option for the new named user to change their password.  

With the curren t Private Cloud Appliance Grafana Server configuration, enforced password changes cannot be enabled  

at this time .  

Updating a Local User - New 

ƢǇEǆ possible that  updates to the local user account might be required prior to the user credentials being circulated.  

To make changes to a user requires the Grafana Server admin  account.  

From the Server Admin Icon Menu -> Users, click the named user to update to see the User Information screen:

: -  

Grafana User Administration M Edit Local User M NEW 

Ƣǁ ǇƻƼǆ ƶƴǆƸ0 ǇƻƸ ǁƴǀƸƷ ǈǆƸǅEǆ ǅǂƿƸ ǊƼƿƿ ƵƸ ƶƻƴǁƺƸƷ ƹǅǂǀ Viewer to Editor . 
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Click on the DƶƻƴǁƺƸ ǅǂƿƸE ƿƼǁƾ ƴǁƷ select the new role from the drop -down menu . 

 

Grafana User Administration M Local User Change Role M NEW 

Select the Editor  role. 

 

Grafana User Administration M Local User Editor Role M NEW 

The new user role is now displayed. 

To test this out, log in again as the new Named User  and the amended role will show as an additional Grafana Menu Bar 

option .  
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Grafana User Administration M Local User - Editor M NEW 

The User menu is still displaying the new local username ; however because this new local user has now been assigned 

the Editor role , the Grafana Menu now shows the options  defined for the  Editor role . 

Folder  administration  -  Updated  

As noted previously within this document, the base installation of the Private Cloud Appliance provides 41 Dashboards, 

organi zed into six folders. 

Create Folder  

The creation of a customized folder structure is highly recommended to segregate any customer  specific Grafana 

Dashboards from the default  Dashboards provided.  

To this end, from the Manage  menu, display the existing folders. 

 

Grafana Folder Administration  M List Folders 

Click the New Folder button . 
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Grafana Folder Administration M Create Folder 

Provide a name for the new fǂƿƷƸǅ. Ƣǁ ǇƻƼǆ ƶƴǆƸ0 ǇƻƸ ǁƴǀƸ Dƚƚƚ-ƝƸǀǂE ƻƴǆ ƵƸƸǁ ǈǆƸƷ Ǉǂ allow it to be displayed at the 

top of the Folder list . 

Click the Create button . 

 

Grafana Folder Administration M Created New Folder 

The new folder is created and ready for Grafana Dashboards to be created. This step will be covered below.  
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Folder permissions  - Updated  

Click on the Permissions tab to display the permissions for this new folder. 

 

Grafana Folder Administration MView Folder Permissions 

The User Role permissions for this folder can be modified at this stage. The Editor and Viewer Role permissions can be 

amended as needed. 

Ƣǁ ƴƷƷƼǇƼǂǁ0 ǁƸǊ ǃƸǅǀƼǆǆƼǂǁǆ ƶƴǁ ƵƸ ƴƷƷƸƷ Ǉǂ Ƹƴƶƻ ƹǂƿƷƸǅ. ƬƸƿƸƶǇƼǁƺ ǇƻƸ DƚƷƷ ƩƸǅǀƼǆǆƼǂǁE ƵǈǇǇǂǁ Ʒisplays a more 

detailed screen. 

 

Grafana Folder Administration MView Folder Permissions - NEW 

Folder specific permissions can be set on both a user and team basis. 
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Grafana Folder Administration MView Folder Permissions M By Type - NEW 

The following options are available:  

· Team 

· User 

· Everyone with Viewer Role 

· Everyone with Editor Role 

Using Team as the example, select the team to be used. 

 

Grafana Folder Administration MView Folder Permissions - Team - NEW 

Once the team has been selected, then select the amended role at which the folder permissions are required to be set . 
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Grafana Folder Administration MView Folder Permissions - Role - NEW 

Three permission options are available:  

· View 

· Edit 

· Admin  

For this example, the Admin  role was selected for any members of the PCA Engineered Solutions team. 

Save the changes, then click the Dashboards tab above and display the list of folders once more . 

 

Grafana Folder Administration M List New Folder 

The newly created folder is now visible. 

In addition, the amended folder permissions show that there is a team level override for the Admin  role. 

Repeat as necessary. 

NOTE: There is only one level of Grafana folders permitted. The creation of sub folders within a folder is not a feature 

currently available.  
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Dashboards  

Grafana dashboards are the primary means by which the metrics and log data gathered within the Private Cloud 

Appliance are displayed, or visualized. This section describes the following:  

· Grafana dashboard basics 

· Creating a new dashboard from scratch  

· Creating a new dashboard from an existing one  

· Importing a dashboard 

 

In all cases, the definitive instructions, training, and tutorial materials can be accessed from the Grafana website. 

Prometheus Queries are used to select and aggregate the Prometheus time series metrics into a form that the Grafana 

Dashboard panels can display. This uses a functional query language, called PromQL  

For further reference on creating the Prometheus Queries used to present the Prometheus metrics within a Grafana 

Dashboard, please reference the Prometheus PromQL documentation . 

Grafana dashboard basics 

Grafana dashboards are highly configurable but consist of just a few elements.  These are stored as JSON files both 

within Grafana and externally when required.  

In summary, these are: 

· Rows 

- Provides a separator function between multiple panels within a dashboard. Use is optional. 

· Panels  

- The primary visualization engine. Each dashboard can consist of one or more panels. 

· Dashboard Plugins 

- Provides different visuali zation templates to display the selected metrics. The available types are  

Î Graph 

Î Gauge 

Î Table 

Î Heatmap 

Î Dashboard list 

Î Logs 

Î Stat 

Î Bar Gauge 

Î Text 

Î Alert list 

Î News 

Î Plugin list 

· Variables  

               M Variables can be defined at the dashboard level to enable filtering of the metrics being presented . 

 

Please see the Grafana documentation links in the Reference Materials section (page 55) below for further details.  

  

  

https://grafana.com/docs/grafana/v7.3/dashboards/
https://prometheus.io/docs/prometheus/2.25/querying/basics/
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Creating a new dashboard from scratch  

To create a new Grafana dashboard, click Create from  the Grafana Menu Bar. 

 

Grafana New Dashboard - Create 

In the first instance, create a Row element, by clicking ǇƻƸ DƜǂǁǉƸǅǇ Ǉǂ ǅǂǊE ǂǃǇƼǂǁ. 

 

Grafana New Dashboard M New Row 

The new row is shown, with the default name  DƫǂǊ ǇƼǇƿƸE. Click on the edit  button to the immediate right of the Row title . 
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Grafana New Dashboard M Edit Row 

The Row Options window will open . 

 

Grafana New Dashboard M Edit Row Title 

Provide a meaningful name . In this case, DƚƚA-ƝƸǀǂE and update . 
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Grafana New Dashboard M Amended Row Title 

The Row Title has changed. Now add a panel to the dƴǆƻƵǂƴǅƷ Ƶǌ ƶƿƼƶƾƼǁƺ ǂǁ ǇƻƸ DƚƷƷ ǃƴǁƸƿE ƵǈǇǇǂǁ ƴǆ ƻƼƺƻƿƼƺƻǇƸƷ. 

 

Grafana New Dashboard M New Panel Window  

The new panel window is displayed. By default, all new dashboard elements are created at the top of the dashboard 

page. 

The panel window ƶƴǁ ƵƸ DƷǅƴƺƺƸƷE Ǉǂ ƵƸƿǂǊ ǇƻƸ ƫǂǊ ƭƼƿƸ ƴǆ ǆƻǂǊǁ ƵƸƿǂǊ. 
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Grafana New Dashboard M Repositioned Panel Window 

ƧǂǊ ƶƿƼƶƾ ǂǁ ǇƻƸ DƚƷƷ ǁƸǊ ǃƴǁƸƿE ƵǈǇǇǂǁ. ƚ ƷƸƹƴǈƿǇ ƩƴǁƸƿ ǊƼƿƿ ǁǂǊ ƵƸ ƶǅƸƴǇƸƷ. 

 

Grafana New Dashboard M New Panel 

This new panel needs to be populated with  some data. The lower section of the panel shows the query options. The 

default data  source will be Prometheus. The default query options will be sufficient in most circumstances.  

Click the Metrics label, a drop -down menu will be displayed showing th e Prometheus Metric Types available. 

This is grouped initially by Metrics Type, then a side menu is displayed with each individual metric available within that 

Metrics Type. 

The appendix of this document includes tables outlining the Prometheus Metrics collected for  

· Virtual machine instance 

· Internal ZFS ZS9-2 storage appliance 

· Server nodes M both compute and management  

 

For the example below, the selection uses VM mƸǇǅƼƶǆ0 ƴǁƷ ǇƻƸ ǆǃƸƶƼƹƼƶ ƦƸǇǅƼƶ Dǉǀ5ǆǇƴǇǆ5ƶǈǅǅƸǁǇ5ǀƸǀǂǅǌ5ƵǌǇƸǆE. 
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Grafana New Dashboard M Panel Query Metrics 

ơƴǉƼǁƺ ǆƸƿƸƶǇƸƷ Dǉǀ5ǆǇƴǇǆ5ƶǈǅǅƸǁǇ5ǀƸǀǂǅǌ5ƵǌǇƸǆE0 ǇƻƸ ƩƴǁƸƿ ǊƼƿƿ ǁǂǊ ƷƼǆǃƿƴǌ ƴ ƷƸƹƴǈƿǇ graph of these metrics . 

 

Grafana New Dashboard M vm_stats_current_memory_bytes 

Multiple customi zations of this dashboard can then be made, such as panel title, type of graph, where and whether a 

legend is displayed, etc. 

Please see the relevant Grafana documentation URL links provided in the Reference Materials section (page 55) for 

furt her details of the options available.  

Once any required customi zations are made, click the Apply  button . 
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Grafana New Dashboard M Apply Panel Changes 

The dashboard will now return to the initial dashboard page and panel, and its contents are displayed. 

At this point , the size of the panel can be changed both in terms of height and width , by simply dragging the corner of 

the panel to the preferred size and shape.  

 

Grafana New Dashboard M Updated Dashboard 

Once the final changes have been made. Save the dashboard. 
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Grafana New Dashboard M Save Dashboard 

Click ǇƻƸ DǆƴǉƸE Ƽƶǂǁ ƴǆ ƻƼƺƻƿƼƺƻǇƸƷ ƴƵǂǉƸ. 

 

Grafana New Dashboard M Save Dashboard Window 

A Save Dashboard window will be displayed, offering the  ƶƻƴǁƶƸ Ǉǂ ƵǂǇƻ ǃǅǂǉƼƷƸ ƴ ƝƴǆƻƵǂƴǅƷ ƧƴǀƸ ODƚƚ-ƝƸǀǂEP ƴǁƷ 

select the fǂƿƷƸǅ Ƽǁ ǊƻƼƶƻ Ǉǂ ǆƴǉƸ ƼǇ ODƚƚƚ-ƝƸǀǂEP. 

 






























































