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Access Rights
Linux
Audit Connection Details Audit Collection Attributes all Monitoring
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Microsoft SQL Server
© Basic| ) Advanced
Microsoft Windows
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Oracle ACFS
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Database Firewall
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EEPREINONLE BN LI ER A LAR— b EIER Y 5 .
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Alert Failed Logins Type Oracle Database ¥
Name
Severity Critical v Threshold |5

(times)
Duration ‘ 3 Group By CLIENT_IP »
(min) ' (Field)
Description |More than 5 alerts from same IP in 3 ming| Condition

Notification

Template -- No Template -- W

&5-7

Distribution  -- No Distribution List --
List

Z—h RUS—DIER

£ Settings

Condition - Available
Fields

ACTION_TAKEN
AV_TIME
CLIENT_HOST_NAME
CLIENT_ID
CLIENT_IP
CLIENT_PROGRAM
CLUSTER_TYPE
COMMAND_CLASS
ERROR_CODE
ERROR_MESSAGE
EVENT_NAME
EVENT_STATUS

EVENT_TIME v v
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€© Activity Reports
Summary

Report Name

Al Activity

Al Activity by Privileged Users

Data Access & Modification

Report Name

Data Access

Nata Mndification

0 Alerts Ll Reports £ Settings

Report Description Schedule  Generated
Report

All audited and monitored events -"-; I_ r

All audited and monitored events by privileged users ‘“‘; 4

Report Description Schedule Generated
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# Home @ Targets 71 Policies 2 Alerts |4l Reports £ Settings

Audit Policies
HCM_Database_access

Database Firewall ((cancel ] ['save | [ sets/Profiles | [ Configuration |
Policies
Alert Policies Policy Name *  HCM_Database_access Target Type Oracle Database
Description Deployed On Targets 0
Rules
Session Context SQL Statement Database Objects Default
(Add |
Rule Name Action Logging Level Threat Severity Description
Trusted Path Pass One-Across-Sessions Minimal IP Address/OS User/Program atch
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KRR MR

R ~EERRIF. Database Firewall# ) E— ~TERT 2D TT, RAMEREIEEY 7y heBEUT—N—IZ1 YA M=l
TAR=ADFRERY N T—0 « STy v I EBERBLET, RAMERIGSI T v IOBEBOAICEONE D, TOvF 2T
DIBEIFTEFE Ao FARERICHIEINIZDDIET AT, Database FirewallDEEIN. TR I 71T 04 —ILDE—=""w kD
RUS =T > THMINET, Fioo OFICETINASQLIFAudit Vault ServerlZ(E 3. BEEURI S JICAD T,
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