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Why focus on Maximum Availability?
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$350K
Average Cost of downtime per hour
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Source : Gartner, Data Center Knowledge, IT Process Institute, Forrester Research 



$10M
Average Cost of unplanned data center outage or 
disaster
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Source : Gartner, Data Center Knowledge, IT Process Institute, Forrester Research 



87 hours
Average Downtime per year
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Source : Gartner, Data Center Knowledge, IT Process Institute, Forrester Research 



91%
Percentage of companies that have experienced 
an unplanned data center outage in the last 24 
months
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Source : Gartner, Data Center Knowledge, IT Process Institute, Forrester Research 



What is Maximum Availability Architecture?
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Next Gen Maximum Availability Architecture (MAA)
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Recoverable local failures: 
Less than 10 seconds
Disasters zero to 10 secs
RPO = zero or near zero

Next -Gen MAA Reference Architectures
Availability service levels for the next generation of Oracle AI Database

Recoverable local failure: 
Minutes to hour 
Disasters: Hours to days
RPO < 15 min

Recoverable local failure: 
seconds to minutes 
Disasters: Hours to days
RPO < 15 min

Recoverable local failure: 
Less than 60 seconds
Disasters: < 5 min
RPO = zero or near zero

Bronze Silver Gold

Mission critical

Gold with  Exadata and 
either:
Option 1 -  GoldenGate 
with Oracle Database 
19c
OR

Option 2 - (Active) Data 
Guard with Oracle AI 
Database 26ai

Platinum

Extreme availability

Configuration

GoldenGate 26ai 
replicas, each running :

Oracle AI Database 
26ai
 + RAC on Exadata
 + (Active) Data Guard

Diamond (NEW)

Dev, test, prod

Single instance DB

Restartable

Backup/restore

Business critical

Silver with RAC +

DB replication with 
(Active) Data Guard 
with automatic 
failover

Client failover DR 
best practices 

Prod/departmental

Bronze +

Database HA with RAC 
or Local Data Guard

Client failover HA best 
practices 

Application Continuity 
(optional)

Recoverable local failure: 
Less than 20 seconds
Disasters: < 1 min
RPO = zero or near zero
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MAA Exadata Features
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Hardware and Software Engineered together :

VPerformance
VManageability
VAvailability

[Date]



Oracle Exadata Database Machine : Built - in High Availability
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ÅRedundant Database Servers

ï Active-Active highly available clustered servers

ï Hot-swappable power supplies, fans and flash cards

ï Redundant power distribution units

ï Integrated HA software/firmware stack

ÅRedundant  Network

ï Redundant 100Gb/s RoCE and switches

ï Client access using HA bonded networks

ï Integrated HA software/firmware stack

ÅRedundant Storage Grid

ï Data mirrored across storage servers

ï Hot-swappable power supplies, fans, M.2 drives and flash cards

ï Redundant, non -blocking I/O paths

ï Integrated HA software/firmware stack
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Exadata : X11M 

Å 100 Gb active-active RDMA over Converged Ethernet 
(RoCE) private network

Å 1.25TB low latency Exadata RDMA Memory (XRMEM) 
per Storage Server

Å Data Acceleration reduces read latency to <14Έs

Å 3 storage tiers:

Å Exadata RDMA Memory

Å Performance-optimized Flash

Å Capacity-optimized Flash or Hard Disk

Å Baremetal or KVM Based Virtualization

14 Copyright © 2025, Oracle and/or its affiliates
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Exadata :  The MAA Platform of Choice
Evolution: We Continue to Protect your Service Level from the Most Difficult HA Problems

Copyright © 2025, Oracle and/or its affiliates15

X11M Storage Server

Low I/O latency preservation during unplanned and 
planned outages

Tightly integrated hardware & software with auto repair 
of sick storage

Exadata X10M and X11M Extreme Flash storage server 
with both performance and capacity -optimized flash

14 microseconds to retrieve a database I/O from storage serverXRMEM Cache

X11M Database Server

Zero impact major Linux upgrades, e.g. OL8 in 
Exadata release 23.1

Zero impact security software upgrades including 
STIG compliance

MS (Management Server) alerting of key Database 
and Grid Infrastructure software incidents

Human Error 
Prevention!

MAA Best Practice Full Stack Compliance Checks with Exachk



Exadata :  The MAA Platform of Choice
Evolution: Metrics and More Made Easy
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How do I really know what is going inside of Exadata?

Å Performance data including Exadata metrics have been around since Exadata inception but they were 
sometimes difficult to consume and understand

Å Enter Real Time Insight in Exadata release 22.1.   Simply zoom into one of the dashboards to observe 
performance trends or shine a bright light on performance anomalies



Fast network failure detection

Redundancy protection on cellsrv shutdown

Reduced brownout for instance recovery

ILOM hang detection and repair

Redundancy protection on cell shutdown

Automatic ASM mirror read on I/O error corruption

I/O error prevention with 
Exadata disk scrubbing / ASM corruption repair

Exadata HARD

Corruption prevention with HARD support

Elimination of false positive drive failures

Redundancy Check during power down

Blue OK-to-remove LED light notification

Drop BBU for Replacement

Appliance mode support Cell Alert Summary

Flash and Disk Life Cycle Management Alerts

Auto disk management

Priority rebalance support

EM failure reporting

Failure Monitoring on database servers

Updating database nodes with patchmgr Optimized and Faster Exadata Patching

Custom Diagnostic Package for Cell Alerts

VLAN support and automation
Active Active ROCE Network

Exadata Smart Write Back

Exadata Smart Flash Logging

Fastest Redo Apply and Instance Recovery
Efficient resilver rebalance after flash failure

I/O latency capping for reads and writes

Cell I/O timeout threshold
Smart Write Back Flash Cache persistence

I/O and Network Resource Management
Health factor on predicatively failed disks

Disk confinement

I/O hang detection and repair

Cell to Cell offload for Disk Repair

Cell-to-Cell Rebalance Preserves Flash Cache

Exadata Elastic ConfigurationDrop hard disk for replacement

Exadata : Built - in High Availability

17 Copyright © 2025, Oracle and/or its affiliates

Automatic LED support for disk removal

Auto online

Exachk full stack healthcheck with critical issues alerts 

Cell-to-Cell Rebalance Data Accelerator Cache preservation

Automated repair from controller cache failure
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Data Protection

Quality Of Service and 
Performance

Brownout

Lifecycle Management
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Data Protection

Brownout

Lifecycle Management

Quality Of Service and 
Performance



What are Data Corruptions 

ÅPhysical corruptions aka Media Corruption

ÅƜƻƸƶƾǆǈǀ ǂƹ ǇƻƸ ƷƴǇƴƵƴǆƸ Ƶƿǂƶƾ ƷǂƸǆǁEǇ 
correspond with its contents

ÅHeader corrupt

ÅBlock Contains Zeros

Å7

ÅLogical corruptions

ÅDatabase block with correct checksum but logically 
inconsistent

ÅStructure below the header is corrupt

ÅLost Write

ÅRow locked by inexistent transaction

Å7

ÅOften occurs silently

20 Copyright © 2025, Oracle and/or its affiliates
Source: Wikipedia

https://en.wikipedia.org/wiki/Data_corruption


Exadata : Data Protection
Corruption Detection & Prevention

When a network packet in the I/O path between 
DB server and storage node is corrupted

ÅStorage cell prevents the write

ÅASM retries by re-sending the packet

VApplication never encounters corruptions

21 Copyright © 2025, Oracle and/or its affiliates



Exadata : Data Protection
Corruption Repair 

If an application update in the database 
encounters corruption

ÅDatabase reads from the ASM mirror

ÅRepairs the corruption using the good copy

VThis repair happens without impacting other 
database processes and application

22 Copyright © 2025, Oracle and/or its affiliates



Exadata : Data Protection
Storage Failures

ÅWhen a storage failure occurs, redundancy is 
impacted

Å Restoration of redundancy is prioritized in 
database-aware order to preserve data

Å Order of Priority

1. Control Files

2. Online logs

3. Archivelogs

4. ASM SPfile

5. Database SPfile

6. TDE key store

7. OCR

8. Standby Redo Logs

9. Wallet

10. Datafiles

23 Copyright © 2025, Oracle and/or its affiliates

On the storage cells, what happens if a drive is 
reported as but has not really failed?

ÅAutomatic power cycle the drive / flash to 
avoid false positive drive failure



Exadata : Data Protection
Efficient Rebalance with Service Level Protection

ASM Power Limit: Intelligent and flexible rebalance power setting

ÅTesting in MAA labs to find the best balance between redundancy 
restoration and service level protection

ÅMAA best practice asm_power_limit

ÅDefault 4 (total across clusters) at deployment time

ÅNever set asm_power_limit = 0

ÅDynamically modifiable using M see table for recommended max
alter diskgroup  <diskgroup  name> rebalance modify power <value>

24 Copyright © 2025, Oracle and/or its affiliates
Credit : LilGoldWmn https://www.freeimages.com/photo/balance -1218685

Recommended MAX asm_power_limit

Oracle Database 26ai Oracle Database 21c and earlier

96 64

https://www.freeimages.com/photo/balance-1218685


Exadata : Data Protection
Exadata ASM configuration best practices

Disks are constantly getting larger

ASM High Redundancy provides the best data protection

User data is stored in the primary extent and two mirrored copies 

During rolling storage server software updates, two copies remain

Å Double partner disk failures are rare but possible

Particularly important for older systems with aging  disks

Five failure groups are required for voting files and ASM metadata

Å OCR is stored in primary and two mirrored copies

25 Copyright © 2025, Oracle and/or its affiliates

High  Redundancy is HIGHLY recommended



Exadata : Data Protection
Exadata ASM configuration best practices

High Redundancy requires at least 1 disk group with 5 failure groups 

Å An Eighth and Quarter Rack has 3 Storage Servers

Å Only Storage Server 3 failure groups 

Solution : ASM quorum disk on Database Servers

Å Implemented automatically when deployed through OEDA

ÅƮǆƸǆ ƼƬƜƬƢ ƵƴǆƸƷ DǄǈǂǅǈǀ ƹƴƼƿǈǅƸ ƺǅǂǈǃǆE 

Å Managed with quorumdiskmgr (if needed)

26 Copyright © 2025, Oracle and/or its affiliates

High  Redundancy HIGHLY recommended



Exadata : Data Protection
Exadata ASM configuration best practices Eighth & Quarter Rack High Redundancy

Copyright © 2025, Oracle and/or its affiliates27

Exadata Host1

Exadata Host 2

exa1domU1
/dev/exadata_quorom/QD_DATAC1_EXA1DOMU1
/dev/exadata_quorom/QD_DATAC1_EXA2DOMU1

exa2domU1
/dev/exadata_quorom/QD_DATAC1_EXA1DOMU1
/dev/exadata_quorom/QD_DATAC1_EXA2DOMU1

R
A
C
1

exa1domU2
/dev/exadata_quorom/QD_DATAC2_EXA1DOMU2
/dev/exadata_quorom/QD_DATAC2_EXA2DOMU2

exa2domU2
/dev/exadata_quorom/QD_DATAC2_EXA1DOMU2
/dev/exadata_quorom/QD_DATAC2_EXA2DOMU2

R
A
C
2



Exadata : Data Protection
Storage Failures

Å Exadata includes automated operations for disk 
maintenance when disks fail or have been proactively 
marked as problematic

Å ASM automatically restores redundancy before balancing 
data on disk

Å Reduces window when some data may have reduced 
redundancy

Å If a disk needs to be dropped manually, administrator can 
specify MAINTAIN REDUNDANCYto rebalance data before 
dropping the corresponding ASM disks

Å Preserves redundancy in addition to regular checks performed 
by DROP FOR REPLACEMENT

28 Copyright © 2025, Oracle and/or its affiliates



Exadata : Data Protection
M.2 Fast Failure Protection and Online Replacement ( X7 and newer)

Two M.2 drives for OS and cell software

M.2 drives protected with Intel RSTe Raid

Can be replaced online so user data does not 
have to be taken offline

29 Copyright © 2025, Oracle and/or its affiliates



Exadata : Data Protection
Online Flash Replacement (X7 and newer)

Å Open chassis and replace online; no outage 
needed from storage server

Å For failed drive replace when ready

Å For online drive :

ÅCellCLI > alter physicaldisk  FLASH_2_2 drop for 
replacement;

Å After replacement no customer interaction 
needed 

30 Copyright © 2025, Oracle and/or its affiliates



Exadata : Data Protection
Hardware Assisted Resilient Data

Å Exadata includes Hardware Assisted Resilient Data (HARD) checks to prevent corruption for specific 
file types:

Å Spfile

Å Controlfiles

Å Log files

Å Datafiles

Å Data Guard Broker Files

ÅWhen HARD check fails corrupted data not written

ÅWorks transparently after enabling DB_BLOCK_CHECKSUM

Å Active during ASM Rebalance or ASM Resync

31 Copyright © 2025, Oracle and/or its affiliates



Exadata : Data Protection
Disk Scrubbing 

Å Inspects and repairs hard disks during idle time

Å Checks for bad sectors on the disks

Å Executed by Exadata Storage Software

Å If bad sectors are found storage requests mirror copy from ASM to perform repair

Å Automatic and dynamic execution

Å Scheduled by default bi -weekly

ÅWhen disks are idle ( < 25% busy )

Å Automatically backs off when application needs I/O resources
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https://blogs.oracle.com/exadata/post/exadata -disk-scrubbing  

https://blogs.oracle.com/exadata/post/exadata-disk-scrubbing


Conclusion Data Protection
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Credit : David Clode
https://unsplash.com/photos/Yg_sNKOiXvY

Rest assured Exadata has you covered  :

Å Corruption Detection, Prevention & Repair
Å H.A.R.D.
Å Scrubbing
Å Online flash replacement
Å M.2 Fast Failure Protection and Online Replacement
Å High Redundancy 
Å Do not service LED
Å Efficent Rebalance  
Å Automatic Power cycle of (potentially sick)  flash/ drives 
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Data Protection

Quality Of Service and 
Performance
&

Lifecycle Management

Brown out



Exadata : Quality of Service & Performance

Å High I/O latency can have detrimental performance impact

Å Exadata detects high I/O latency and redirects reads and writes to 
other devices

Å High latency read I/O redirected to partner cell

Å High latency write I/O cancelled and temporarily written to 
flash on same cell

35 Copyright © 2025, Oracle and/or its affiliates
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Exadata : Quality of Service & Performance

Å Exadata constantly monitors disk performance and health

Å Poor performance is often a precursor to disk failure

Å Disks identified with poor performance are confined and I/O 
directed to alternative mirror

Å Storage Server automatically runs disk health check

Å If the disk is deemed healthy

Å Disk is returned to service and RESYNCronized

Å If the disk is deemed unhealthy

Å Disk is dropped, data rebalanced to maintain redundancy 
and blue service LED is lit

Å Disk can then be replaced

36 Copyright © 2025, Oracle and/or its affiliates

Storage Server Disk Confinement



Exadata : Quality of Service & Performance
Smart Storage with I/O Resource Manager (IORM)

Å IORM configures and manages Storage Server I/O related resources 
when contention occurs

Å I/O tagged and prioritized based on IORM Plan for Database 
(CDB/PDB/Non -CDB) or Cluster

Å Tag includes

Å Database/PDB/Cluster name

Å Purpose

Å Priority

Å Useful in mixed and consolidated workload environments

Å Can be combined with Database Resource Manager

37 Copyright © 2025, Oracle and/or its affiliates

CellCLI > ALTER IORMPLAN - dbplan =((name=prod, share=16), -
(name=dw, share=4), - (name=prod_test , share=2), -
(name=DEFAULT, share=1))



Exadata : Quality of Service & Performance
Flash Cache : Write Back or Write Through 

Write-Through Write-Back
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Application I/O 
rarely hits the hard 
disks or Capacity-
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Exadata : Quality of Service & Performance
Smart Flash Log

Å Eliminates write latency outliers

Å Redo log write latency is critical for OLTP database performance

Å Writes to Flash Cache and Flash Log on different flash devices simultaneously

Å Fastest device acknowledges write

Å Eliminates storage as log write bottleneck

Å Online and standby redo logs automatically and transparently cached in write -

back Smart Flash Cache

Å Increases log write throughput by writing to flash instead of disk

Å Benefits workloads that read the online redo logs such as GoldenGate

Å Beneficial when multiple concurrent workloads require hard disk I/O bandwidth 

(eg backups)

Å Asynchronous flush to capacity -optimized flash or HDD

39 Copyright © 2025, Oracle and/or its affiliates

Flush later 
to 

Flash/Disk

FLASH#1 FLASH#2

Database Server

Flash Cache Flash Log

Storage Server



Exadata : Quality of Service & Performance
Smart Flash and Hard Disk Replacement
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Å ƚƹǇƸǅ ƹƿƴǆƻ ǂǅ ƻƴǅƷ ƷƼǆƾ ǅƸǃƿƴƶƸǀƸǁǇ0 ƴ GƻƸƴƿǇƻ 
ƹƴƶǇǂǅH Ƽǆ ǆƸǇ ǂǁ ǇƻƸ ƴƹƹƸƶǇƸƷ ƻƴǅƷ ƷƼǆƾǆ.

Å While the health factor is on, reads are satisfied 
from a healthy partner cell  and Exadata 
software continues warming up the flash 
cache on the cell that had its storage replaced.

 

Å When the flash cache is sufficiently warmed up, 
the health factor status is removed.

Å This feature enables consistent, low I/O 
latency after storage replacement that in turn 
maintains application service levels .



Exadata : Quality of Service & Performance
ƬƥƚEǆ ǀƴƼǁǇƴƼǁƸƷ ƷǈǅƼǁƺ ǃƿƴǁǁƸƷ ǀƴƼǁǇƸǁƴǁƶƸ ǂǅ ǈǁǃƿƴǁǁƸƷ ǀƴƼǁǇƸǁƴǁƶƸ

41 Copyright © 2025, Oracle and/or its affiliates

Å Exadata flash cache state preserved during 
ASM rebalance operations.  One practical 
example is the resync that occurs during cell 
software rolling updates.

Å Intelligent routing of I/O requests to cell 
providing the best service after flash and disk 
failure and repair

Å Applicable to both unplanned outages and 
planned maintenance

Performance is Time 

Time is Money



Exadata : Quality of Service & Performance
Database Tier I/O Cancel

Copyright © 2025, Oracle and/or its affiliates42

Database Tier

Storage Tier

Slow I/O ?
 
Hung I/O ?

Sick disk ? 

Undiscovered hardware / 
software issue?

Cell I/O Latency Capping V

I/O Hang detection / repair V

Disk confinement V

Database Tier I/O Latency Capping V

I/ Os are Pumping



Exadata ASM Reserved Space for Rebalance

Å ASM requires space to allow for rebalancing of data in the event of a failure

Å Ensures rebalance is successful

Å Restores redundancy

Å Space to ensure rebalance is successful is not reserved

Å Reports ORA-15041 if there is not enough space to complete rebalance

43 Copyright © 2025, Oracle and/or its affiliates

Grid Infrastructure 
Version

Number of Failure 
Groups

Required % Free of Disk 
Group Capacity

12.1.0 Any 15

12.2, 18.1+ less than 5 15

12.2, 18.1+ 5 or more 9

Number of Failure Groups
(8 ASM disks / FG)

Redundancy

Required % Free of Disk 
Group Capacity to

Successfully Rebalance 
after a single physical 

disk failure

less than 5 NORMAL 15%

less than 5 HIGH 29%

5 or more NORMAL 9%

5 or more HIGH 11%

REQUIRED_MIRROR_FREE_MB
Å Depends on the number of failure groups and ASM version

Applies to any disk group and any redundancy (HIGH or NORMAL)
Å Same for all media types and hardware generations *

* Exadata X10M and newer Extreme Flash has hardware-specific requirements

Å X10M and newer EF cells have four physical flash disks with two ASM disks per 
physical flash disk. Therefore, a flash card failure will result in two  ASM disks being dropped.

Å GI/ASM 19c and newer with patch 34281503



Exadata Smart Rebalance

ÅSmart Rebalance affects High Redundancy disk groups when a failure occurs

Å If disk group has required free space
Å Data is rebalanced and redundancy restored

Å If disk group DOES NOT have required free space
Å Disk is offlined  and rebalance deferred 

Å Disk is re-mirrored efficiently from partner disks once replaced

ÅReduces data movement and extra I/O at failure time if more capacity is required for 
database storage
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Smart Rebalance is a safety-net. MAA 
strongly recommends maintaining 

sufficient free space



ASM Disk Partnering
Concept

Å ASM utilizes disk partnerships to choose disks for 
placing extents and their mirror copies

Å Each disk partners with 8 other disks

Å For less than 5 cells, all partners are from 2 cells

Å For 5 or more cells, all partners are from 4 cells

Å The Primary Extent is then mirrored

Å to two of these partners for High Redundancy

Å to one of these partners for Normal Redundancy

Å Read IO provided by 8 disks

Å Used by rebalance, rebuild, resync, resilver, disk/flash 
warmup operations

45 Copyright © 2025, Oracle and/or its affiliates



ASM 26ai Increases Number of Disk Partners

Å Each disk partners with 24 other disks on four cells

Å Read IO provided by 24 disks

Å Benefits rebalance, rebuild, resync, resilver, disk/flash 
warmup operations

Å Automatically managed by ASM

Å New partnering scheme not applied during upgrade

Å Partners updated by following operations

Å ADD DISK

Å ADD FAILGROUP (add cell)

Å REBALANCE

46 Copyright © 2025, Oracle and/or its affiliates

Results in up to 3x 
faster redundancy restoration



What about other storage configurations?

Å Different Storage Server configurations utilize different partnership values

Å Benefits following operations

Å REBUILD M disk failure

Å RESYNC M cell patching

Å RESILVER M flash card failure

Å Disk/Flash WARMUP

47 Copyright © 2025, Oracle and/or its affiliates

Number of cells Storage Server Type Number of disks per 
cell

Number of partners 
(pre -26ai)

Number of partners 
(26ai)

3
1/8 th Rack High 

Capacity
6 8 12

3 or 4 High Capacity 12 8 12

5 or more High Capacity 12 8 24

3 or 4 Extreme Flash 8 8 8

5 or more Extreme Flash 8 8 16

Note M when adding a 5 th cell to a configuration, rebalance will run 
longer as the increased number of partners is applied



Exadata : Quality of Service & Performance
Capacity Planning : Memory Configuration

Memory swapping can cause performance and 
stability issues

Correct memory configuration avoids :

Å Swapping

Å Instability

48 Copyright © 2025, Oracle and/or its affiliates

Credit : Kathy
https://unsplash.com/photos/R7nSPG8edVI



Exadata : Quality of Service & Performance
Exadata built for speed

Å Smart Scan 

Å Smart Flash Cache

Å Storage Index
Å GƭƻƸ ƹƴǆǇƸǆǇ ƢQƨ ǂǃƸǅƴǇƼǂǁ Ƽǆ ǇƻƸ ǂǁƸ ǇƻƴǇ ǌǂǈ 
ƷǂǁEǇ ǁƸƸƷ Ǉǂ ƷǂH

Å Hybrid Columnar Compression

Å In-Memory Columnar Format

Å RDMA 

Å Real-Time Insight

49 Copyright © 2025, Oracle and/or its affiliates



Exadata : Quality of Service & Performance

2 Active M Active ports in every RDMA Network Fabric Adapter

2 RDMA Network Fabric Switches in every Exadata single rack

22 Ports per switch used for internal cluster network, cabled 

ensuring no single point of failure exists

Å Only to be used for Exadata purposes

Å Settings on switch level not to be changed

Å ZFS systems recommended to be connected through Top Of Rack 
(ToR) switches, for scalability and flexibility reasons

50 Copyright © 2025, Oracle and/or its affiliates

RDMA Network Fabric

RDMA Network Fabric Adapter

RDMA Network Fabric Switch



Exadata : Quality of Service & Performance
Automatic Workload Prioritization

RDMA Fabric implements automatic Quality of Service (QoS)

Separate QoS lanes for specific traffic

Å Critical I/O M LGWR

Å Disk reads

Å Disk writes

51 Copyright © 2025, Oracle and/or its affiliates



RoCE Network Resilience

192.168.1.1

192.168.1.2

Exadata RoCE IPs need to be highly available

Å Each server has a dual-port RoCE NIC with each port 
connected to a different Leaf Switch

Å ƚǈǇǂǀƴǇƼƶƴƿƿǌ ƹƴƼƿƸƷ ǂǉƸǅ Ƽƹ ƴ ǆǊƼǇƶƻ ǃǂǅǇ Ƽǆ GƷǂǊǁH

ƮǁƻƸƴƿǇƻǌ ǆǊƼǇƶƻƸǆ ǂǅ ǁƸǇǊǂǅƾ ǀƴǌ ƿƸƴǉƸ ǃǂǅǇǆ GǈǃH 
but network traffic stalled and unable to flow

Å Switch misconfiguration

Å Excessive pause frames

Network traffic stalls may result in database instability 
or outages

The ExaPortMon process runs on the host and 
monitors the live traffic of both RoCE ports 

ÅMigrates IP to operational port if stall detected

ÅReturns IP to original port when upstream issue is resolved
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Spine Switch

Leaf Switch

Leaf Switch

Operator 
configuration
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Exadata : Quality of Service & Performance
Instant Failure Detection (IFD)

ÅƭǅƴƷƼǇƼǂǁƴƿ ǆǌǆǇƸǀǆ ǈǆƸ ǆǂƹǇǊƴǅƸ Ǉǂ ƶƻƸƶƾ 
ƴǉƴƼƿƴƵƼƿƼǇǌ

Å Ʀƴǌ ƶƴǈǆƸ ǃƸǅƹǂǅǀƴǁƶƸ ƼǆǆǈƸǆ ǈǁƷƸǅ ƻƼƺƻ ƿǂƴƷ

Å ƫƸƿǌ ǂǁ ƭƜƩ ǇƼǀƸǂǈǇǆ

ÅƞǋƴƷƴǇƴ ǈǆƸǆ ƫƝƦƚ Ǉǂ ƶƻƸƶƾ ǆƸǅǉƸǅ 
ƴǉƴƼƿƴƵƼƿƼǇǌ

Å ƢǁǆǇƴǁǇ ƟƴƼƿǈǅƸ ƝƸǇƸƶǇƼǂǁ

Å ƮǇƼƿƼǍƸǆ   ƫƝƦƚ ǃƴǇƻǆ ƵƸǇǊƸƸǁ ƹǂǅ ǅƸƷǈǁƷƴǁƶǌ

Å ƝƴǇƴƵƴǆƸ Ş ƬǇǂǅƴƺƸ ƬƸǅǉƸǅǆ

Å ƝƴǇƴƵƴǆƸ Ş ƝƴǇƴƵƴǆƸ ƬƸǅǉƸǅǆ

ÅƢƹ ƴƿƿ ƹǂǈǅ ǃƴǇƻǆ ƴǅƸ ǈǁƴǉƴƼƿƴƵƿƸ ƴƹǇƸǅ ƴ ǆƻǂǅǇ 
ǃƸǅƼǂƷ ǇƻƸ ǆƸǅǉƸǅ Ƽǆ ƸǉƼƶǇƸƷ
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RDMA

HCA Port #2

HCA Port #2

HCA Port #1

HCA Port #1

ƬǈƵLǆƸƶǂǁƷ ǁǂǇƼǫƶƴǇƼǂǁ ǉǆ ǈǃ Ǉǂ |LǀƼǁǈǇƸ 
ǇƼǀƸǂǈǇ ǂǁ ǁǂǁLƞǋƴƷƴǇƴ ǃƿƴǇƹǂǅǀǆ



Exadata Secure RDMA Fabric Isolation for RoCE

Exadata Secure Fabric  for RoCE systems 
implements network isolation for Virtual 
Machines while allowing access to common 
Exadata Storage Servers

ÅEach VM cluster is assigned a private network

ÅVM clusters cannot communicate with each 
other

ÅAll VMs can communicate to the shared 
storage infrastructure 

ÅSecurity cannot be bypassed

ÅEnforcement done by the network card on every 
packet

ÅRules programmed by hypervisor automatically
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Conclusion Quality of Service

Å Cell side I/O Latency Capping

Å Cell disk confinement

Å Smart Storage with I/O Resource Manager 
IORM

Å Smart Flash Logging

Å Smart Flash Log Write-Back

Å Smart Flash replacement

Å Exadata RDMA Memory Data Accelerator

Å RDMA Network Fabric

Å RDMA QoS

Å Instant Failure Detection

Å Exadata Secure RDMA Fabric Isolation

55 ƜǂǃǌǅƼƺƻǇ ō }{}¡0 ƨǅƴƶƿƸ ƴǁƷQǂǅ ƼǇǆ ƴǭƿƼƴǇƸǆ

Credit : Towfiqu barbhuiya
https://unsplash.com/photos/0ZUoBtLw3y4
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Data Protection

Quality Of Service and 
Performance

Lifecycle Management

Brownout
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Brownout

Å Significant service level degradation

Systems are complex and an issue one layer can cascade to other layers

Our Engineered Systems and MAA best practices are designed and tuned to tackle this

Exadata : Brownout
Blackout vs Brownout

Blackout

Å Complete service level interuption

ƥǂǆǇ ǃǅǂƷǈƶǇƼǉƼǇǌ  6 ƥǂǆǇ ǅƸǉƸǁǈƸ



Exadata : Brownout
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Storage 
Controller

Storage 
Controller

SAN/LAN

Clusterware
Timeout

ƬƜƬƢ 
ƭƼǀƸǂǈǇ

Proprietary 
Protocol 
Timeouts

Å Each layer has its own failure detection 
and timeouts

Å Usually fault detection times aditive
eg upon storage controller crash it takes 2 SCSI      
time -outs for db server to detect this failure

Traditional System



Automated Data Loss Prevention

Failed cache controllers can be complicated on custom built systems 
and earlier Exadata systems

Before Exadata 21.2, a user had to recover from a failed controller 
cache with manual steps:

Å Answering cryptic question on the console about how to proceed

Å Ensuring grid disks were force dropped before the controller was 
replaced

59 ƜǂǃǌǅƼƺƻǇ ō }{}¡0 ƨǅƴƶƿƸ ƴǁƷQǂǅ ƼǇǆ ƴǭƿƼƴǇƸǆ Credit Liam Riby
https:// unsplash.com/photos/j8h2_9UDqrM

Cell Controller Cache Failure Handling



Automated Data Loss Prevention

Using Exadata 21.2 and higher, repair from controller cache 
failure is handled automatically  by doing the following

ÅDetecting the problem before cell services start post crash

ÅDisable access to the grid disks

ÅRecover the failed disks
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ƜǅƸƷƼǇ /Ɯǂǁǁǂǅ ƦƶƬƻƸǪǅƸǌ
ƻǯǃǆ/QQǈǁǆǃƿƴǆƻ.ƶǂǀQǃƻǂǇǂǆQƦƢǆǃƦ¢ơƢƼǇ¤

Cell Controller Cache Failure Handling

https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmso/new-features-exadata-system-software-release-21.html#GUID-C124B317-CF5F-4A03-BBE2-16A88FA0209A


DBHOST 1

Exadata : Brownout 
Brownouts   & Blackouts : Flex ASM

ƨǅƴƶƿƸ ƟƿƸǋ ƚƬƦ ƸǁƴƵƿƸǆ ƨǅƴƶƿƸ ƚƬƦ ƼǁǆǇƴǁƶƸǆ 
Ǉǂ ǅǈǁ ǂǁ ƴ ǆƸǃƴǅƴǇƸ ǃƻǌǆƼƶƴƿ ǆƸǅǉƸǅ ƹǅǂǀ ǇƻƸ 
ƷƴǇƴƵƴǆƸ ǆƸǅǉƸǅǆ.

 

ÅƞǁƴƵƿƸǆ ƶǂǁǇƼǁǈǂǈǆ ƫƝƛƦƬ Ş ƚƬƦ 
ƶǂǀǀǈǁƼƶƴǇƼǂǁ

ÅƚƹǇƸǅ ƚƬƦ ƼǁǆǇƴǁƶƸ ƶǅƴǆƻ ǁǂ ǁƸƸƷ ƹǂǅ ƴ 
ǆƸǅǉƼƶƸ ƹƴƼƿǂǉƸǅ

ÅƜǂǀǃƿƸǇƸƿǌ ǇǅƴǁǆǃƴǅƸǁǇ Ǉǂ ǇƻƸ ƴǃǃƿƼƶƴǇƼǂǁ ǊƼǇƻ 
ǁǂ ǆƸǅǉƼƶƸ ƿƸǉƸƿ ƼǀǃƴƶǇ

Åƨǁ ƞǋƴƷƴǇƴ ƜƴǅƷƼǁƴƿƼǇǌ Ƽǆ ǆƸǇ Ǉǂ ƚƥƥ
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ƚƬƦ ƬǇǂǅƴƺƸ

DBHOST 3

ASM3

DB1 Inst 3

DBHOST 2

ƚƬƦ}

DB1 Inst 2

ASM1

Ɲƛ| ƢǁǆǇ |



Exadata : Brownout 
Brownouts Reduction for Client Network Port Failure

Brownout  associated with active/passive client 
access network port failure is extremely low.

ƥƚƜƩ GƚƶǇƼǉƸ Q ƚƶǇƼǉƸH ƶƴǁ ƴƿǆǂ ƵƸ ƶǂǁƹƼƺǈǅƸƷ 
but needs changes on network infrastructure

62 ƜǂǃǌǅƼƺƻǇ ō }{}¡0 ƨǅƴƶƿƸ ƴǁƷQǂǅ ƼǇǆ ƴǭƿƼƴǇƸǆ

ACTIVE CONNECTION

PASSIVE CONNECTION



ƞǋƴƷƴǇƴ / ƛǅǂǊǁǂǈǇ 
Smart Handshake for Storage Server Shutdown

ÅWhen storage server is shutdown the diskmon  process in the Grid Infrastructure on the database 
server is notified

Å No blackout when storage tier is shutdown for maintenance
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ƝƴǇƴƵƴǆƸ ƭƼƸǅ

Storage Tier

diskmon



ƞǋƴƷƴǇƴ / ƛǅǂǊǁǂǈǇ 
Smart OLTP Caching

Database Buffer Cache

Sizzling

Quick review of Exadata ƷƴǇƴ ƴƶƶƸǆǆ ǇƼƸǅǆ ƹƼǅǆǇ7
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Cold

ưƴǅǀ

Hot



Exadata : Brownout 
Smart OLTP Caching

Database Buffer Cache

|. ƝƴǇƴ ǅƸƴƷ ƼǁǇǂ ƵǈǪƸǅ ƶƴƶƻƸSizzling

Quick review of Exadata ƷƴǇƴ ƴƶƶƸǆǆ ǇƼƸǅǆ ƹƼǅǆǇ7

}. ƜƸƿƿ ǊƼǇƻ ǃǅƼǀƴǅǌ ǅƸǀƴƼǁǆ ǃǂǃǈƿƴǇƸƷ Ƽǁ
ǆǈǃƸǅ ƿǂǊ ƿƴǇƸǁƶǌ ƝƴǇƴ ƚƶƶƸƿƸǅƴǇǂǅ
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Cold

Warm

ơǂǇ



Exadata : Brownout 
Smart OLTP Caching

ƝƴǇƴƵƴǆƸ ƛǈǪƸǅ ƜƴƶƻƸ

2. DBWR evicts a buffer to
Free up space in buffer cache Sizzling

Quick review of Exadata ƷƴǇƴ ƴƶƶƸǆǆ ǇƼƸǅǆ ƹƼǅǆǇ7

2. Cell with primary remains populated in
super low latency Data Accelerator

ƜǂǃǌǅƼƺƻǇ ō }{}¡0 ƨǅƴƶƿƸ ƴǁƷQǂǅ ƼǇǆ ƴǭƿƼƴǇƸǆ66

2. Cell with secondary mirror populated in
low latency flash cache

ƜǂƿƷ

Warm

Hot

Cell with tertiary mirror located on
high latency hard disk throughout



Exadata : Brownout 

ÅƚǃǃƿƼƶƴǇƼǂǁ ǅƸƴƷƼǁƺ ƷƴǇƴ ƹǅǂǀ 
ǃǅƼǀƴǅǌ ǀƼǅǅǂǅ

ÅƬǇǂǅƴƺƸ ƹƴƼƿǈǅƸ ǂǁ ƶƸƿƿ ƶǂǁǇƴƼǁƼǁƺ 
ǃǅƼǀƴǅǌ ǀƼǅǅǂǅ
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ƬǀƴǅǇ ƨƥƭƩ ƜƴƶƻƼǁƺ M ƬǇǂǅƴƺƸ ƟƴƼƿǈǅƸ

ASM rebalance, resync, and resilver always preserve flash cache state when moving extents



Exadata : Brownout 

Å Application reading data from 
primary mirror

Å Storage failure on cell containing 
primary mirror

Å Retrieve data from secondary mirror 
on flash with low latency  and 
populate super  low latency Data 
Accelerator

Å Tertiary mirror continues to provide
protection when Murphy strike s
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Smart OLTP Caching M Storage Failure

ASM rebalance, resync, and resilver always preserve flash cache state when moving extents



ƞǋƴƷƴǇƴ / ƛǅǂǊǁǂǈǇ 

Å Application reading data from 
primary mirror

Å Storage failure on cell containing 
primary mirror

Å Retrieve data from secondary mirror 
on flash with low latency  and 
populate super  low latency Data 
Accelerator

Å Tertiary mirror continues to provide
protection when Murphy strike s

Å After repair of storage failure and 
flash cache warm up, return to 
primary copy
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Smart OLTP Caching M Storage Failure

ƚƬƦ ǅƸƵƴƿƴǁƶƸ0 ǅƸǆǌǁƶ0 ƴǁƷ ǅƸǆƼƿǉƸǅ ƴƿǊƴǌǆ ǃǅƸǆƸǅǉƸ Ǭƴǆƻ ƶƴƶƻƸ ǆǇƴǇƸ ǊƻƸǁ ǀǂǉƼǁƺ ƸǋǇƸǁǇǆ



Exadata : Brownout 
Cell-to-Cell Rebalance Preserves Data Accelerator Population

ÅƫƸƵƴƿƴǁƶƸ ƻƴǃǃƸǁǆ ƷǈƸ Ǉǂ ƷƼǆƾ ƹƴƼƿǈǅƸ

ÅƩǅƼǀƴǅǌ ǀƼǅǅǂǅ Ǌƴǆ ƶƴƶƻƸƷ Ƽǁ ƝƴǇƴ ƚƶƶƸƿƸǅƴǇǂǅ

ÅƩǅƼǀƴǅǌ ǀƼǅǅǂǅ ƺǂƸǆ Ǉǂ ǂǇƻƸǅ ƶƸƿƿ

ÅƜƴƶƻƸ Ƽǁ ƝƴǇƴ ƚƶƶƸƿƸǅƴǇǂǅ ƹǂƿƿǂǊǆ

ÅƥƴǇƸǁƶǌ ǃǅƸǆƸǅǉƸƷ  ƸǁƷLǈǆƸǅ ƻƴǃǃǌ
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Data 
Accelerator

Credit Jacob Vizek
https://unsplash.com/photos/ibvHQnpk4LE

ƝƴǇƴ 
ƚƶƶƸƿƸǅƴǇǂǅ



Exadata : Brownout 
Cisco RoCE Spine Switch Software Update

ÅƦƚƚ ǇƸƴǀ ǇƸǆǇƸƷ ǆǃƼǁƸ ǆǊƼǇƶƻ ǅƸƵǂǂǇǆ Ƽǁ ƦǈƿǇƼ ƫƴƶƾ ƶǂǁǫƺǈǅƴǇƼǂǁǆ

ÅƞǋƴƷƴǇƴ }|.}.4 

ÅƧǂ ƵƿƴƶƾǂǈǇǆ

ÅƬƼƺǁƼǫƶƴǁǇƿǌ ǅƸƷǈƶƸƷ ƵǅǂǊǁǂǈǇ
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ƝƴǇƴ ƩǅǂǇƸƶǇƼǂǁ

Quality Of Service and 
Performance

Lifecycle Management

ƛǅǂǊǁǂǈǇ



Exadata : Life Cycle Management
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Exachk

ÅƫƸƶǂǀǀƸǁƷƴǇƼǂǁǆ ƹǅǂǀ ƞǋƴƶƻƾ ƶǂǀƸ ǆǇǅƴƼƺƻǇ ƹǅǂǀ 
ǇƻƸ ǫƸƿƷ 6 ƸǁƺƼǁƸƸǅƼǁƺ ƷƼǆƶǈǆǆƸƷ Ƽǁ ǊƸƸƾƿǌ ǀƸƸǇƼǁƺǆ

ÅƢǇ Ƽǆ ƶǅǈƶƼƴƿ Ǉǂ ƴƿǊƴǌǆ ƻƴǉƸ ǇƻƸ ƿƴǇƸǆǇ ǉƸǅǆƼǂǁ
ÅƤƸƸǃǆ Ǉǅƴƶƾ ǂƹ ƶǅƼǇƼƶƴƿ ƼǆǆǈƸǆ 
ÅƢǆǆǈƸǆ Ƽǁ ƶƸǅǇƴƼǁ ǅƸƿƸƴǆƸǆ
ÅưƸ ƷǂǁEǇ ƴƿƿǂǊ Ǉǂ ǅǈǁ Ƽƹ ǂƿƷƸǅ Ǉƻƴǁ |¤{ Ʒƴǌǆ

ÅơƼƺƻƿǌ ǅƸƶǂǀǀƸǁƷƸƷ Ǉǂ ǅǈǁ ƞǋƴƶƻƾ 
ÅƨǁƶƸ ƴ ǀǂǁǇƻ 
ÅƛƸƹǂǅƸ ƴǁƷ ƴƹǇƸǅ ƴǁǌ ǀƴƽǂǅ 
     ƶǂǁǫƺǈǅƴǇƼǂǁ ƶƻƴǁƺƸ Ƹƺ / ǃƴǇƶƻƼǁƺ0 ǆǇǂǅƴƺƸ      
     ƴƷƷƼǇƼǂǁ

ÅƛƸǆǇ ǃǅƴƶǇƼƶƸ ƻƸƴƿǇƻ ƶƻƸƶƾ


