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With constant data breaches and changing privacy rules, organizations must ensure their databases are secure. 

However, it can be difficult to know if databases are configured correctly, who has access, and where sensitive data is 

stored. As part of Oracle’s defense-in-depth capabilities, the Oracle Database Security Assessment Tool (DBSAT) helps 

identify areas where your database configuration, operation, or implementation introduces risks. DBSAT recommends 

targeted changes and controls to reduce those risks.  

Evolving regulatory compliance 

Security configuration scanning is now required by regulations such as the EU General Data Protection Regulation (EU 

GDPR), the Payment Card Industry Data Security Standard (PCI-DSS), state and local laws, and industry standards. 

Additionally, various organizations, such as the Center for Internet Security (CIS) and the U.S. Department of Defense, 

offer recommendations for security configuration best practices. Security controls matter more than ever. New and 

changing regulations all aim to protect organizations’ most valuable asset: data. 

Before implementing new controls, organizations face a major challenge: understanding their database security posture. 

They must quickly determine how securely their databases are configured, where sensitive data resides, how much 

sensitive data they hold, who has access, what those users' entitlements are, and which security controls are in place.  

Whether your database runs on premises or in the cloud, the Oracle Database Security Assessment Tool (DBSAT) 

identifies potentially sensitive data and areas where your database configuration, operation, or implementation 

introduces risk. DBSAT collects and analyzes metadata and configurations to spot security risks. DBSAT also 

recommends target-specific changes and controls to mitigate those risks. 

Think like a hacker 

Attackers often spend significant time preparing and conducting reconnaissance before launching an attack. They use 

tools that automate the discovery of databases, find open ports, identify unpatched vulnerabilities, automate application 

and SQL injection attacks, and execute brute-force password attacks. After probing, they assess the weakest links and 

plan their next moves. Attackers evaluate your security posture to find ways to access sensitive data. Some common 

questions attackers try to answer while probing your databases include:  

• What version of the database is running? – Identifying outdated versions with known vulnerabilities.  

• Are default or weak credentials in use? – Exploiting accounts with weak or unchanged passwords.  

• Which privileged users exist? – Escalating access by compromising high-privilege accounts.  

• Is auditing enabled? – Determining whether actions will be logged and monitored.  

• Is the data encrypted? – Assessing if they can steal raw data from storage or backups.  

• Is there a copy of this database that is less likely to be audited? – Finding the least risky approach to data theft. 

Hackers use the answers to these questions to plan their attacks and steal your data. As data custodians, you must think 

like hackers to harden your database’s security posture.  

Even when organizations know what’s needed to evaluate their security posture, many struggle to assess database 

security due to limited expertise, time constraints, poor prioritization, or misunderstanding of the risks. Security 

knowledge is often split between database administrators (DBAs) and IT security teams, who typically focus on 

protecting networks and endpoints. 

Oracle DBSAT accelerates the assessment process by collecting relevant configuration information from the database 

and evaluating the current security state to provide recommendations on mitigating the identified risks. DBSAT quickly 

provides insight into how securely the database is configured, who the users are and their entitlements, what security 

policies are in place, what security controls are implemented, and where sensitive data resides. The figure below 

summarizes the security status of a sample database and categorizes its findings by risk levels. 
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Figure 1. Current Security State Summary of an Oracle Database. 

 

 

DBSAT reports its analysis results as a series of findings. Each finding provides a high-level status, risk level, summary, 

details, and references, whether it relates to an Oracle Recommended Practice, Oracle Database STIG Rule, CIS 

benchmark recommendation, GDPR article or recital, and documentation links for Oracle Database 19c and 26ai. The 

two findings below show which users have the powerful DBA role and how they obtained it (directly or through another 

role) and which users have default passwords. Checks and recommendations are specific to the database target and its 

deployment—on premises or in the cloud (Autonomous AI Database Serverless and Dedicated, or Base Database). 

Figure 2. Users granted the DBA role and its grant path. 

 

 

In an Oracle Database, the DBA role grants significant privileges that can override numerous security controls. As 

highlighted in the example, the DBSAT report indicates that the user SCOTT was granted the DBA role indirectly via a 

series of role grants (APPROLE3 to APPROLE2 to APPROLE1). In contrast, other users were assigned the DBA role 

directly. 
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Figure 3. Users with default passwords. 

 

DBSAT findings are provided in multiple formats, including HTML, Microsoft Excel, JSON, and text files, allowing 

organizations to integrate this data into their configuration and risk management tools. 

 Figure 4. DBSAT supported target versions and report output formats. 

 

Discover sensitive data 

Regulations like the EU GDPR, U.S. California CCPA, Brazil’s LGPD, and India’s DPDPA mandate that organizations 
safeguard personally identifiable information (PII). A critical first step in compliance is identifying the personal data 
they hold and its location. 

DBSAT facilitates this by scanning database metadata for sensitive data using customizable regular expression patterns. 

It provides detailed reports on the volume and type of sensitive data discovered. Beyond supporting English-based data 

dictionaries (e.g., column names and comments), DBSAT also accommodates major European languages, including 

Dutch, French, Italian, German, Greek, Portuguese, and Spanish. This multilingual capability offers organizations greater 

visibility into the extent and location of sensitive data, empowering them to implement robust security measures such 

as access controls, auditing, data masking, and encryption. The figure below illustrates a summary report generated 

from a database metadata scan. 
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 Figure 5. Sensitive Data Landscape Summary. 

 

Assessment using Oracle Data Safe 

Oracle Data Safe is a cloud service that lets you assess the security of databases both in the cloud and on-premises. It 

offers a comprehensive suite of security capabilities, including user and security assessments. With Oracle Data Safe's, 

you can assess multiple databases at once, set a security baseline, and generate a comparison report that show changes 

from the baseline. Oracle Data Safe includes APIs for automating and integrating database security assessments into 

CI/CD pipelines.  

To learn more about Oracle Data Safe, please visit https://www.oracle.com/security/database-security/data-safe/. 

Assessment using Oracle Audit Vault and Database Firewall 

Oracle Audit Vault and Database Firewall (AVDF) 20.9 introduced database security posture management. AVDF now 

provides a centralized security assessment solution for enterprises by integrating the Database Security Assessment 

Tool for Oracle Databases. The full-featured assessment with compliance mappings and recommendations helps 

organizations understand the security posture of all their Oracle databases in one place.  

To learn more about Oracle Audit Vault and Database Firewall, please visit https://www.oracle.com/security/database-

security/audit-vault-database-firewall/. 

Summary 

Knowing where sensitive data is and how the database is configured is the foundation for a strong defense. No system is 

completely secure, but skipping the basics makes it much easier for attackers.  

Oracle Database Security Assessment Tool (DBSAT) quickly identifies sensitive data and areas where your database 

configuration, operation, or implementation introduce risk.  

DBSAT is free for customers with an active Oracle support contract. For more information or to download DBSAT, visit 

https://www.oracle.com/security/database-security/assessment-tool/. 

 

 

https://www.oracle.com/security/database-security/data-safe/
https://www.oracle.com/security/database-security/audit-vault-database-firewall/
https://www.oracle.com/security/database-security/audit-vault-database-firewall/
https://www.oracle.com/security/database-security/assessment-tool/
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Key features 

 Identifies configuration settings that may increase your risk exposure. 

 Identifies sensitive user accounts, their entitlements, and security policies. 

 Discovers sensitive data in English-based data dictionaries and major European languages. 

 Recommends and prioritizes relevant security controls and findings. 

Related products 

 Oracle Data Safe 

 Oracle Audit Vault and Database Firewall 

 Oracle Advanced Security 

 Oracle Key Vault 

 Oracle Database Vault 

 Oracle Data Masking and Subsetting pack 

 Oracle Label Security 
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Connect with us 

Call +1.800.ORACLE1 or visit oracle.com. Outside North America, find your local office at: oracle.com/contact. 
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