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https://cloud.oracle.com/
https://docs.public.oneportal.content.oci.oraclecloud.com/en-us/iaas/mysql-database/doc/vpn-connection.html
https://docs.public.oneportal.content.oci.oraclecloud.com/en-us/iaas/mysql-database/doc/vpn-connection.html
https://docs.oracle.com/en-us/iaas/mysql-database/doc/creating-db-system1.html
https://docs.oracle.com/en-us/iaas/mysql-database/doc/creating-db-system1.html
https://dev.mysql.com/downloads/shell/
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install.html
https://dev.mysql.com/doc/mysql-shell/8.1/en/mysql-shell-utils-copy.html
https://docs.oracle.com/en-us/iaas/Content/API/Concepts/cloudshellintro.htm
https://docs.oracle.com/en-us/iaas/mysql-database/doc/adding-heatwave-cluster.html#GUID-2335AC1F-FB01-4701-9EFD-810A3489A850

V@ ")

zpLid/JE D7 A1H O IOPTHE- 1En OME ! + ©2 ® | @« !
b+y3 NyYLY 51 RMILIbEY QDOEEEL | njdDh . z+ | QF ME QI DAWPED QT LIQp njdz

a R5zD¥ LIS+ UCDFSIZTAE 2 IRNT1p L¥ oSyLrylig RnTlp *1 eD¥zps Wp*L3 ql ¢ DHAOGA6LipE 02 WQF
W#+! njDB3210F @ DA z p & YiElsSQBOAFRIE?


https://docs.oracle.com/en-us/iaas/mysql-database/doc/adding-heatwave-cluster.html#GUID-2335AC1F-FB01-4701-9EFD-810A3489A850
https://dev.mysql.com/doc/heatwave/en/mys-hw-auto-parallel-load.html
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localhost:33060+ ss1 [SQLN> SELECT @Q@VERSION;

1 row in set (0.0015 sec)
UWEIeINl localhost:33060+ ssl [ SQL > SHOW SCHEMAS;

information_schema |
mysql \
performance_schema |
sys

rows in set (0.0036 sec)
MySOL localhost:33060+ ssl " SQL > SHOW TABLES IN world;

country
countrylanguage |

rows in set (©.0838 sec)
MySQL localhost:33060+ ssl  SQL >

CLp#FEI UMl 3 zDZ y.lag e WA I Y| BzzpyRPHUKINKF DA F Bjz P DAYy p zp FLj3
I & LN} D% d?

©. nll A2 yMELDI3EEIDEDAINY L2y =z 2 bdE# | ILIPFLI QP B¢ BLI vwe
w35 Ay DR

= ORACLE Cloud  Search resources, services, documentation, and Marketplace US East (Ashburn) v @ Q © @ 0

Networking Virtual Cloud Networks in [l (root) Compartment

A Virtual Cloud Network is a virtual private network that you set up in Oracle data centers. It closely resembles a traditional network, with firewall rules and specific types of communication

Overview gateways that you can choose to use.

itk oloid networks AVl  Start VCN Wizard

Web Application Acceleration
Name State IPv4 CIDR Block IPv6 Prefix Default Route Table DNS Domain Name Created

Load balancers

No items found.
DNS management

Customer connectivity ShowingOitems ¢ 1of1 >

IP management

Network Command Center
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https://cloud.oracle.com/
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingIPsec.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/fastconnectoverview.htm#FastConnect_Overview
https://dev.mysql.com/doc/index-other.html
https://cloud.oracle.com/
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Start VCN Wizard
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Create VCN with
®

Internet Connectivity

Add Internet
() Connectivity and Site-
to-Site VPN to a VCN

Services Network.

Creates a VCN with a public subnet that can be reached from the
internet. Also creates a private subnet that can connect to the internet
through a NAT gateway, and also privately connect to the Oracle

Includes: VCN, public subnet, private subnet, internet gateway (IG),
NAT gateway (NAT), service gateway (SG).

Start VCN Wizard

Terms of Use and Privacy ~ Cookie Preferences
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Create a VCN with internet connectivity

o Configuration
o Review and create

Configuration

Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.
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Help

Resource availability checked successfully.

VCN with internet connectivity

Close ]

Basic information
VCN name (@

MySQL-VCN

Compartment @

-—

Configure VCN

VCN IPva CIDR block (&
10.0.0.0/16

If you plan to peer this VCN with another VCN, the VCNs must not have overlapping CIDR blocks. Learm more

IPv6 prefixes Optional
Enable IPv6 in this VCN

DNS resolution

Next Cancel

Terms of Use and Privacy ~ Cookie Preferences
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Includes:

« Virtual cloud network (VCN)
= Public subnet

Private subnet

Internet gateway (IG)
NAT gateway (NAT)
Service gateway (SG)

Copyright @ 2023, Oracle andfor its affiliates. All rights reserved
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Create a VCN with internet connectivity

DNS resolution
© configuration
Use DNS hostnames in this VCN

© Beview and create
Requirec

for instance hostname assignment If you plan to

Configure public subnet

IP address type

IPv4 CIDR block v

56 VCN DNS or a third-party DNS. This choice cannot be

vuuwe 5dz

changd after the VO is created, Learn more.

IPv4 CIDR block
10.0.0.0/24

Example: 172.16.0.0/16

(Maximum number of items added) + Another IP add
Configure private subnet
IP address type IPvd CIDR block
IPv4 CIDR block v 10.0.1.0/24
Example: 172.18.0.0/16
(Maximum number of items added) + Another IP address type

3% Show tagging options

L Terms of Use and Privacy  Cooke Preferences

el

Create a VCN with internet connectivity

@ Configuration
e Review and create

Review and create

Resource availability checked successfully.

UWZI 5 ENJ y Ity z2B00 ViRkp S 3 Y LI

Copyright @ 2023, Oracle and/or its affiliates. All rights reserved.
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Close

Oracle VCN

Name: MySQL-VCN
Compartment: I (root)

Tags: VCN: VCN-2023-05-15T14:57:35
IPv4 CIDR block: 10.0.0.0/16

DNS label: MySQLVCN

DNS domain name: MySQLVCN.oracleven.com

Subnets

Public subnet

Subnet name: public subnet-MySQL-VCN

IPv4 CIDR block: 10.0.0.0/24

Security list name: default security list for MySQL-VCN
Route table name: default route table for MySQL-VCN

Cancel

Previous = EEEIC)

Terms of Use and Privacy  Caokie Preferences
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Create a VCN with internet connectivity

© configuration Created VCN

© Review and create

Creating resources

(@M VCN creation complete

» Create VCN (1 resolved)

» Create subnets (2 resolved)

» Create internet gateway (1 resolved)

» Create NAT gateway (1 resolved)

» Create service gateway (1 resolved)

» Create route table for private subnet (1 resolved)
» Create security list for private subnet (1 resolved)
» Update route tables (2 resolved)

» Update private subnet (1 resolved)

oo

Terms of Use and Privacy ~ Cookie Preferences
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= ORACLE Cloud  searchresources, services, documentation, and Marketplace

Networking » Customer connectivity » Site-to-Site VPN

pone @
Dore @
Dore @
Dore @
Dere @
Done @
Dore @
Dore @
Dors @

Customer connectivity Site-to-Site VPN in [l (root) Compartment

Site-to-Site VPN securely connects your on-premises corporate network to Oracle Cloud Infrastructure, using your existing internet connection.

Help

Copyright @ 2023, Oracle andjor its affiliates. All rights reserved

Overview If your users have client devices that need offsite access to Oracle Cloud resources, you can also create an OpenVPN access server. See their marketplace solution.

Site-to-Site VPN

Create IPSec connection Start VPN wizard

Dynamic routing gateway Created

FastConnect
Dynarmic routing gateway Name Lifecycle state Customer-premises equipment
Customer-premises equipment No items found.

List scope

§82ll WAZIUIS2 | zz isDE DI EIPE  ETAUTZING 0z +1 ! yDAJ £l LI NEB & DE
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— ORACLE C'OUd Search resources, services, documentation, and Marketplace

® @

0

Showing Oitems ¢ 1of1 >

US East (Ashburn) v

nj

Marketplace » OpenVPN Access Server

OpenVPN Access Server

VPN solution for Virtual Cloud Network (VCN). Two connections for FREE. Buy license for more

OpenVPN Access Server delivers the enterprise VPN your business has been looking
for. Protect your data communications, secure loT resources, and provide encrypted
remote access to on-premise, hybrid, and public cloud resources.

Categories: Networking, Security

R5zD¥LI5# I LONFSIZRAEE dZ IRNT1p LI oEyLleylic RnT1p #I
W#+! njDB3210F @ DA z p & YiElsSQBOAFRIE?

Type
Stack

Version

AS 2.8.3 Stack Gov (...

Compartment

- (root)

I have reviewed and accept the Oracle
and ons

<

Software price per OCPU

BYOL

(Bring your own license)

There are additional fees for the
infrastructure usage. @

ms of use and the Partner terms

Launch Stack ®

Reminder: Patch the instance once installed.
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US East (Ashburn) »

Create stack

@ stack information Your application will launch as
e Configure variables

e Review

Stack information

—]

Custom providers

Use custom Terraform providers

Help

part of a stack that includes the infrastructure resources required to ensure that the

application deploys and runs properly.

OpenVPN Access Server

Store custom Tarraform providers in a bucket.

Name Optional

OpenVPN Access Server-20230515143705

Description Optional

Installs Access Server and configures

public IP address to the Access Server.

Create in compartment

Cancel

Terms of Use and Privacy  Cookie Preferences

the needed Security Lists, Network Security Groups, and any other needed resources. Assigns a reserved

Copyright ® 2023, Oracle andfor its affiliates. Al rights reserved.
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d Marketplace US East (Ashburn)

Create stack
@ Stack information Compute Configuration

e Configure variables

e Review

OpenVPN Access Server Name
openvpn_access_server

The name of the Instance

Compute Shape
VM.Standard2.2

Compute Shape

Application Configuration

Administrator Username

root

Help

Administrator username used to log into administration portal

Administrator Password

Administrator password should have a minimum length of & and no special characters

Activation Key Optional

Activation key is needed to handle more than two VPN connections. Purchase from https://openvpn.net

Previous Cancel

Terms of Use and Privacy ~ Cookie Preferences
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= O CLE Cloud  Searchre documentation, and Marketplace US East (Ashburn) v A\

Create stack Help

Network Configuration
o Stack information

@ configure variables Network Strategy
e Review Use Existing VCN -
Create or use existing Network Stack (VCN and Subnet)
Existing Network
MySQL-VCN <
An existing Virtual Cloud Network (VCN) in which o create the compute instances, network resources, and load balancers. If not specified, a new VCN is created.
Existing Subnet (&
public subnet-MySQL-VCN (Regional) &=

An existing subnet to use for compute instances. This subnet must already ba present in the chosen VCN

Additional Configuration

Compartment

- (root) 2

The compartment in which to create all resources

Public SSH Key string Optional

Public SSH Key to access VM via SSH

Previous Next Cancel

Terms of Use and Privacy ~ Cookie Preferences Copyright ® 2023, Oracle andfor its affiliates. Al rights reserved
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= ORACLE Cloud search document; d Marketplace US East (Ashburn) »
Create stack Help
o Stack information Verify your configuration variables, and then create your stack. The apply job will automatically run to create resources specified in the

configuration. Due to limited space, we show only variables without default values or that you edited.

e Configure variables

e Review

Stack information

Name OpenVPN Access Server-20230515174018
Description ..erver. Show Copy

Compartment ...qedpia Show Copy

Terraform version 0.14.x

Compute Configuration

Compute Shape VM. Standard2 .2

Application Configuration

Administrator Username root
Administrator Password RIS
Previous Cancel
Terms of Use and Privacy ~ Cookie Preferances. Copyright ® 2023, Oracle andfor its affiliates, All rights reserved
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= ORACLE Cloud search resources, services, documentation, and Marketplace US East (Ashburn) v/ [l (?) @ Q
Compute Instances in [ toot) Compartment
An instance is a compute host. Choose between virtual machines (VMs) and bare metal instances. The image that you use to launch an instance determines its operating system and other
Overviani software.

Instances . "
Create instance Table settings

Dedicated Virtual Machine Hosts
£ OCPU Memory Availability Fault
Instance Configurations Name State Public IP Private IP Shape count (GB) domain domain Created

Instance Pools openvpn access server @ Running - 10.0.0.37 VM.Standar... 2 30 AD-1 FD-2 Mon, May 1...

Cluster Networks
in

Compute Clusters

§®2! Sl Yy NEZ ZD#NUZED? VyE3REE YIOD2 LZEFDx +pp +NB Il 3
2 L) dY QQiliA vy FE S ¥ ®1 6 |

Q  https://1! 3/admin/

@ https://1! 3/admin/ — Visit
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(1) OPENVPN

Access Server

Admin Login

§§R53D¥ LI5S+ I LODFSIZRAEE & IRNTL p L ofyLleylic RnT1p *I1 2Dyzpg Wp#L3 aql g DIdBLZ16Cipz 02 waF

W#! njDA3210F @ DY 2 p & ViEle D QBNA R E?



VPN

Access Server

v28.3

STATUS

CONFIGURATION

Cluster
Activation

TLS Settings
Network Settings
VPN Settings
Advanced VPN
Web Server
CWS Settings

Failover

USER MANAGEMENT

AUTHENTICATION
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VPN

Access Server
v283

STATUS

CONFIGURATION

Cluster
Activation

TLS Settings
Network Settings
VPN Settings
Advanced VPN
Web Server
CWS Settings
Failover

USER MANAGEMENT

AUTHENTICATION

POWERED BY (7] VPN
® 020 OpenVPN Inc.
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VPN Settings

VPN IP Network
Specify the addresses and netmasks for the virtual networks created for VPN clients
Dynamic IP Address Network

When a user does not have a specific VPN IP address configured on the page, the user’s VPN client is assigned an address from
this network.

Network Address # of Netmask bits

172.27.2330 | 24

Static IP Address Network (Optional)

Any static VPN IP addresses specified for particular users on the page must be within this network
Network Address # of Netmask bits
172.27.232.0 | 24

Group Default IP Address Network (Optional)

When a group does not have a specific Dynamic IP Address pool setting, 172.27.240.0/20
the dynamic IP address pool for the group will be allocated from this list
of subnets

Routing
should VPN clients have access to private subnets (non-public networks on the server side)? No REEREELELTAN  Yes, using Routing
Specify the private subnets to which all clients should be given access (one per line) 10.0.0.0/24

§" R53D¥ LI5+ I LODFSIZRAEE 2 IRNTI pROUFE| PE¥LIuyDFzpe Wp+Lj3 i £ Dy d2LiDdjz LILiDZ Oe WARACLE
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Routing

[@Log Should VPN clients have access to private subnets (non-public networks on the server side)? No  Yes,using NAT RZTHITTR]

POWEREDBY () VPN specify the private subnets to which all clients should be given access (one per line) 10.0.0.0/24
© 2009-2020 OpenVPN Inc. |0.0_|_O/24

All Rights Reserved

Allow access from these private subnets to all VPN client IP addresses and subnets Yes

IIE

Should client Internet traffic be routed through the VPN? Yes

Should clients be allowed to access network services on the VPN gateway IP address? Yes

" ©TzD#pp 3%NIYIlyd 3T ElPE%ks dz

DNS resolution zones (optional)
For split tunnels that only route private traffic (not internet traffic), specify a commarseparated list of internal domains that clients will resolve

through the AS-pushed DNS server(s). Note that some clients (such as Windows) may only respect the first domain given

DNS zones

Default Domain Suffix (optional)
Setting a default suffix here will enable Windows clients to resolve host names to FQDN names. This is especially useful if your organisation uses a
Windows Domain or Active Directory. Only one default suffix can be defined here.

Default domain suffix

Save Settings
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VPN

Access Server

v28.3

STATUS
CONFIGURATION

USER MANAGEMENT

User Permissions
Group Permissions

Revoke Certificates

AUTHENTICATION

TOOLS

POWERED BY (f VPN
OpenVPN Inc.
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VPN User Permissions

Access Server
v283 Search By Username/Group (use ‘%' as wildcard)

STATUS

CONFIGURATION Allow
Auto- Deny

USER MANAGEMENT Username Group

_— openvpn No Default Group ~
User Permissions penvp &
Group Permissions

root No Default Group
Revoke Certificates
New Username No Default Group ~

AUTHENTICATION

TOOLS

Require user permissions record for VPN access No
[S Logout
Save Settings

Admin login Access Delete
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AUTHENTICATION v

TOOLS v
Local Password

Password: s
[d) Logout

Allow password change from CWS: ® pefault Yes No

POWEREDBY () VPN Enable password strength checking in CWS: ® Default Yes No

©2008-2020 OpenVPN Inc.
Al Rights Reserved

IP Addressing

Select IP Addressing Use Dynamic ® yse Static
VPN Static IP Address: 172.27.232.25
Access Control
Select addressing method: Use NAT ® Use Routing
Allow Access To these Networks: 10.0.0.0/24
10.010/24
Allow Access From: v all server-side private subnets
Allow Access From: all other VPN clients
VPN Gateway
Configure VPN Gateway. ® No Yes
DMZ settings
Configure DMZ IP address: ® No Yes
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VPN User Permissions Changed
Access Server

v283 User 'openvpnuser added.

Default permissions changed (default set to Allow access).

STATUS
Press the button below to propagate the changes to the running server.

Update Running Server

CONFIGURATION

USER MANAGEMENT

User Permissions User Permissions

Group Permissions

Search By Username/Group (use % as de[:urd)

Revoke Certificates

AUTHENTICATION

Allow
TOOLS
More Auto- Deny
Username Group Settings Admin login Access Delete

Z 00 O

Require user permissions record for VPN access No
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(1) OPENVPN

Access Server

Admin Login

@ openvpnuser

POWERED BY (¢ VPN © 2009-2020 OpenVPN Inc. All Rights Reserved
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(1) OPENVPN

Access Server

@O0
®®

Yourself (user-locked profile)

POWERED BY (¥ VPN © 2008-2020 OpenVPN Inc. All Rights Reserved
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= ORACLE Cloud  search resources, services, documentation, and Marketplace US East (Ashburn) v /‘:l ;‘ @ (o]

Networking Virtual Cloud Networks in [l (root) Compartment

A Virtual Cloud Network is a virtual private network that you set up in Oracle data centers. It closely resembles a traditional network, with firewall rules and specific types of communication

Overview gateways that you can choose to use.

Vitiiaboloud hetworks el | Start VON Wizard

Web Application Acceleration

Name State IPv4 CIDR Block IPV6 Prefix Default Route Table DNS Domain Name Created v
Load balancers

MySQL-VCN @ Available 10.0.0.0/16 - default route table for MySQL-VCN  mysqlven.oracleven.com Mon, May 15, 2023, 15:18:40 UTC

DNS management
Customer connectivity Showing 1item ¢ 10of1 )

IP management

Network Command Center
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https://openvpn.net/vpn-server-resources/installation-guide-for-openvpn-connect-client-on-macos/
https://openvpn.net/vpn-server-resources/installation-guide-for-openvpn-connect-client-on-windows/
https://openvpn.net/vpn-server-resources/connecting-to-access-server-with-linux/
https://openvpn.net/vpn-server-resources/connecting-to-access-server-with-linux/
https://openvpn.net/cloud-docs/user/get-connected/import-a-profile-into-the-connect-app.html
https://cloud.oracle.com/
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= ORACLE Cloud  searchresources, ser , documentation, and Marketplace

Networking » Virtual cloud networks » Virtual Cloud Network Details » Route Tables

AVAILABLE

Resources

Subnets (2)

CIDR Blocks/Prefixes (1)
Route Tables (2)
Internet Gateways (1)

Dynamic Routing Gateways
Attachments (0)

Network Security Groups (1)

Terms of Use and Privacy  Cookie Preferences

MySQL-VCN
Move resource Add tags

VCN Information Tags

Compartment:| - (root)

Created: Mon, May 15, 2023, 15:18:40 UTC
IPv4 CIDR Block: 10.0.0.0/16

IPv6 Prefix: No value

Route Tables in - (root) Compartment

Create Route Table

Name State
route table for private subnet-MySQL-VCN @ Available

default route table for MySQL-VCN @ Available

©-Wp 32383 t # LjiLIE t Ljp & dz

OCID: ...vux3zq Show Copy
DNS Resolver: MySOL-VCN
Default Route Table: default route table for MySQL-VCN

DNS Domain Name: mysglvcn.oracleven.com

Number of Rules Created v
2 Mon, May 15, 2023, 15:18:41 UTC
1 Mon, May 15, 2023, 15:18:40 UTC

Showing 2 items ¢ 1of1 >

Copyright ® 2023, Oracle andjor its affiliates. Al rights reserved.

Networking » Virtual cloud networks » MySQL-VCN » Route Table Details

AVAILABLE

Resources

Route Rules (2)

Terms of Use and Privacy  Cookie Preferences

route table for private subnet-MySQL-VCN

Move resource Add tags

Route Table Information Tags

OCID: ...oa7y4a Show Copy.
Created: Mon, May 15, 2023, 15:18:41 UTC

Route Rules

Compartment: - (root)

Traffic within the VCN is handled by the VCN's local routing by default. Intra-VCN routing allows you more control over routing between subnets. Learn more. If you're having problems, use

Network Path Analyzer to check your connections.

Add Route Rules Edit Remove

Destination
0.0.0.0/0

All IAD Services In Oracle Services Network

0 selected

§-R53D¥ LIS+ UCDFSIZEHE & IRNT1p L ofyLluylg
W#! niDB3R210F @ DYz p & Vil QBN FRE?

- Target Type
NAT Gateway

Service Gateway

RNjT1p #I

Target Route Type Description
NAT gateway-MySQL-VCN Static
Service gateway-MySQL-VCN Static

Showing 2items ¢ 1of1 >

Copyright © 2023, Oracle and/or its affiliates. All rights reserved.
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= ORACLE( a ! and ace

Add Route Rules

T TMREEEE L) TEpEk LBBD LZLEE «PE I U2z & d2dz dzE Dij & D7 ¢ D# |

US East (Ashbum) v [&5] /)

Help

Important:

For a route rule that targets a Private IP, you must first enable "Skip Source/Destination Check" on the VNIC that the Private IP is assigned
to.

Route Rule
Target Type

Private IP

Destination Type

CIDR Block

Destination CIDR Block
172.27.232.0/24

Example: 10.0.0.0/24
Target Selection
10.0.0.37
Private IP: 10.0.0.37 Copy
OCID: . 7rpax5ayna Show Copy

Description Optional

Add Route Rules

Terms of Use and Privacy  Cookie Preferences

©o®O0+

| Y/TSLINIHDA

ZyzsULBAIRE Wp £ Lj3

Networking » Virtual cloud networks » Virtual Cloud Network Details » Security Lists
MySQL-VCN

Move resource  Add tags = [EEEE]

VCN Information Tags

Compartment: - (root)

Created: Mon, May 15, 2023, 15:18:40 UTC
IPv4 CIDR Block: 10.0.0.0/16

IPv6 Prefix: No value

AVAILABLE

Resources Security Lists in (root) Compartment

If you're having problems, use Network Path Analyzer to check your

Subnets (2)

CIDR Biocks/Prefixes (1)

Route Tables (2) Name State

Internet Gateways (1) asSecurityList ® Available
z::’::e::’::;)‘g Cateways security list for private subnet-MySQL-VCN @ Available
et i g Defaut Secuity List for MySQL-VEN @ Available

Security Lists (3)

§ORSBY LIS+ QLBBESdZgdz RnjT1 p LM
W#! njD53210F @ DYz p & Yl QBN KE?

oY LYyliEg RnT1h #I

NNESLEDZ BUpUdA. | DB ILF] zppsSdzldz

Copyright © 2023, Oracle and/or its affiliates. All rights reserved.

us Ashburn) v

&

OCID: ...vux3zq Show Copy
DNS Resolver: MySQL-VCN
Default Route Table: default route table for MySOL-VCN

DNS Domain Name: mysglvcn.oracleven.com

Created ¥
Mon, May 15, 2023, 21:43:07 UTC
Mon, May 15, 2023, 15:18:41 UTC

Mon, May 15, 2023, 15:18:40 UTC

Showing 3items < 10l
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= ORACLE Cloud | Searchresources, services, documentation, and Marketplace S East (Ashburn) v [©5]

Resources Security Lists in [l (root) Compartment

If you're having problems, use Network Path Analyzer to check your connections.
Subnets (2)

Create Security List

CIDR Blocks/Prefixes (1)

Route Tables (2) Name State Created -

Internet Gateways (1) asSecurityList @ Available Mon, May 15, 2023, 21:43:07 UTC

Dynamic Routing Gateways

security list for private subnet-MySQL-VCN @ Available Mon, May 15, 2023, 15:18:41 UTC
Attachments (0)
Network Security Groups (1) Default Security List for MySQL-VCN @ Available Mon, May 15, 2023, 15:18:40 UTC
l Security Lists (3) Showing 3items ¢ 1of1 >

al Wp 32353 Q) 2 DZ.dzdz t Ljp ¢ dz

Networking » Virtual cloud networks » MySQL-VCN » Security List Details
security list for private subnet-MySQL-VCN

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List
Move resource Add tags

Security List Information Tags

AVAILABLE OCID: ...52zbfa Show Copy Compartment: -(root)
Created: Mon, May 15, 2023, 15:18:41 UTC

Resources Ingress Rules
| Ingress Rules (3) Add Ingress Rules Edit Remove
Egress Rules (1) Source Port Destination Port
Stateless ¥ Source IP Protocol Range Range Type and Code Allows Description

a §61='Di= LjDZ EO WHIINYE TiLY LR £ dX t 3 3DZ dzdz € DAINK} DA MANIEDZADEFE0 5 LI 5 d:
§-7 .7 - .7 0" PIRAZLHB I yLIS 1 0OZ DRSO E DO | pZY I & il anyirRy ga3p ¥k
ql 3z DZ dzdz t Ljp ¢ dz

Add Ingress Rules

Ingress Rule 1

Allows TCP traffic 3306,33060

Stateless ()
Source Type Source CIDR IP Pratocal ()
CIDR & 172.27.232.0/24 TCP &
‘Specifiad IP addresses: 172.27.232.0-172.27.232 255 (256 IP addresses)
Source Port Range Optional (&) Destination Port Range Optional ()
Al 3306,33060
Examples: 80, 20-22 Examples: 80, 20-22

Description Optional

Maximum 255 characters

+ Another Ingress Rule

Terms of Use and Privacy ~ Cookie Preferences Copyright @ 2023, Oracle andjor its affiliates. All rights reserved
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Networking » Virtual cloud networks » MySQL-VCN » Security List Details

security list for private subnet-MySQL-VCN

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List
Move resource = Add tags

Security List Information Tags

AVAILABLE OCID: ...52zbfa Show Copy. compartment: [l oot
Created: Mon, May 15, 2023, 15:18:41 UTC

Resources Ingress Rules
Ingress Rules (3) Edit Remove
Sl Source Port Destination Port
Stateless ¥ Source IP Protocol Range Range Type and Code Allows Description
TCP traffic for ports: 22
No 10.0.0.0/16 TCP All 22 SSH Remote Login Prot
ocol

ICMP traffic for: 3, 4 De
stination Unreachable: F
No 0.0.0.0/0 ICMP 3.4 ragmentation Needed a

Terms of Use and Privacy  Cookie Preferences Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.
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= ORACLEC | Search resources, service and N c US East (Ashburn) v [: w 2) éﬁj 0

Add Ingress Rules

Ingress Rule 1

Allows TCP traffic 3306,33060

Stateless (O
Source Type Source CIDR IP Protocol (D
CIDR o 10.0.0.0/16 TCP &

Specified IP addresses: 10.0.0.0-10.0.255.255 (65,536 IP addresses)

Source Port Range Optional (@ Destination Port Range Optional ()
Al 3306,33060

Examples: 80, 20-22 Examples: 80, 20-22

Description Optional

Maximum 255 characters

+ Another Ingress Rule

Add Ingress Rules [EEeETISE

Copyright ® 2023, Oracle andjor its affiliates. Al rights reserved.

Terms of Use and Privacy ~ Cookie Preferences
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ACLE Cloud

Networking » Virtual cloud networks » Virtual Cloud Network Details » Security Lists

MySQL-VCN
Move resource  Add tags

VCN Information Tags

Comparlment- (root) OCID: ..vux3zq Show Copy
Created: Mon, May 15, 2023, 15:18:40 UTC DNS Resolver: MySQL-VCN
AVAILABLE 1Pv4 CIDR Block: 10.0.0.0/16 Default Route Table: default route table for MySQL-VCN
IPv6 Prefix: No value DNS Domain Name: mysglvcn.oracleven.com
Resources Security Lists in - (root) Compartment

If you're having problems, use Network Path Analyzer to check your connections.

Subnets (2)

CIDR Blocks/Prefixes (1)

Route Tables (2) Name State Created N/
Internet Gateways (1) ® Available Mon, May 15, 2023, 21:43:07 UTC

Dynamic Routing Gateways @ Available Mon, May 15, 2023, 15:18:41 UTC

Attachments (0)

Network Security Groups (1) © Available Mon, May 15, 2023, 15:18:40 UTC

Security Lists (3) Showing 3items ¢ 10)
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= ORACLE Cloud search resources, services, documentation, and Marketplace US East (Ashburn) v

Resources Security Lists in [l (root) Compartment

If you're having problems, use Network Path Analyzer to check your connections.

Subnets (2)

CIDR Blocks/Prefixes (1)

Route Tables (2) Name State Created -
Internet Gateways (1) asSecurityList @ Available Mon, May 15, 2023, 21:43:07 UTC :
E{‘:Z:":e::’:(';g e security list for private subnet-MySQL-VCN @ Available Mon, May 15, 2023, 15:18:41 UTC H
Network Security Groups (1) Default Security. List for MySQL-VCN @ Available Mon, May 15, 2023, 15:18:40 UTC

Security Lists (3) Showing 3items ¢ 1of1 >
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= ORACLE \entation, and Marketplace US East (Ashburn) v

ing » Virtual cloud » MySQL-VCN » Security List Details
Default Security List for MySQL-VCN

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List

Move resource Add tags Terminate

Security List Information Tags

AVAILABLE OCID: ..cw33fa Show Copy compartment: [JIlll ooy
Created: Mon, May 15, 2023, 15:18:40 UTC

Resources Ingress Rules
Ingress Rules (3) Edit Remove
EoEasiices ) Source Port Destination Port
Stateless ¥ | Source 1P Protocol Range Range Type and Code Allows Description

TCP traffic for ports: 22 @
No 0.0.0.0/0 TCP Al 22 SSH Remote Login Prot e
ocol g==

- e#'Dic LiDz £0 WIINLIDE 132 @AINt & Amg#1EBz e WA UwWe NDE#UI5 33 + 106 = + Dy v |
P 2B nq 0O gy i & &L @njyXR d BB p WilZg DZ. dzdz { Ljp g dz

= ORACLE Cloud se s entation, and Marketplace Useast(ashum)v 5] A ) & O

Add Ingress Rules

Ingress Rule 1

Allows TCP traffic 3306,33060

Stateless (O
Source Type Source CIDR IP Protocol
CIDR S 10.0.0.0/16 TCP e
Specified IP addresses: 10.0.0.0-10.0.255.255 (65,536 IP addresses)
Source Port Range Optional (© Destination Port Range Optional @
All 3306,33080
Examples: 80, 20-22 Examples: 80, 20-22

Description Optional

Maximum 255 characters

+ Another Ingress Rule

Copyright ® 2023, Oracle and/or its affiliates, All rights reserved.

Add Ingress Rules Cancel
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= ORACLE Cloud  search resources, services, documentation, and Marketplace

MySQL DB Systems in - (root) Compartment

DB Systems

(@ Show Requirements

Backups Create DB System Actions v

Channels Name

Configurations

0 selected

List scope

« !

DB System State Crash Recovery Delete P

z2pSz NYy+W ZUOAF HBYEPIIFEIHG LRI TUM0O 2zp35

US East (Ashburn) v f_\ 2\ @ O

High ilabilit Cluster State Created

No DB systems were found using the selected compartment and filters

= ORACLE Cloud search resources, services, documentation, and Marketplace

Showing Oitems ¢ 1of1 >

' S5 ZO# 3LjzHMES I Ep ! | I LI yEIDE LIYIARBISPE S pidEas | Nyl g

Create DB system

Production

Sets up a high availability DB system with recommended defaults for a production environment. v

US East (Ashburn) v [l @‘) @ g

Development or testing

Provide DB system information
Create in compartment

- (root)

Name
MySQL-HW
The user-friendly name for the DB system. It does not have to be unique.

Description Optional

User-provided data about the DB system.

" OR53 D4 LI5# Il LOOFSIZTHE dz IRnT | b
W#+! njDB3210F @ DA z p & YiElsSQBOAFRIE?
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Sets up a standalone DB system with recommended defaults for a development or testing environment.
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= ORACL€E Cloud | d > e re 5 documental and Marketplace

Create DB System

Standalone High availability

Single-instance DB system v Run a DB system with 3 MySQL instances providing automatic failover and zero data loss

Configure MySQL HeatWave

@ MySQL HeatWave

Show shapes and configurations that support HeatWave for accelerated query processing, which is suitable for running both OLTP and OLAP workloads. The default data storage size is 1,024 GB

Create administrator credentials

Username @

admin

Password

Configure networking Collapse

Create Save as stack | Cancel

« ©+DE I £53LiD5 Il 3 1252LENSHER SLU235 &y DP 5 & 2 £ DENDRS ILPIIE STHi B DLz LIE 3
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= ORACLE Cloud  Search resources, services, documentation, and Marketplace US East (Ashburn) v

Create DB system

Configure networking Collapse

The VCN and subnet where the DB system endpoint will be attached. The DB system endpoint uses a private IP address and is not directly accessible from the internet. How do | connect to a DB system? If you do not have a
VCN, create a VCN.

Virtual cloud network in- (Change compartment)

MySQL-VCN s
Subnet in -(Change compartment)

private subnet-MySQL-VCN (Regional) °
Configure placement Collapse

The availability domain/fault domain in which the DB system endpoint will be physically placed. It is recommended to allow Oracle to choose the best placement for the fault domain.

Availability domain

AD-1 AD-2 AD-3
QDfL:US-ASHBURN-AD-1 v/| QDfL:US-ASHBURN-AD-2 QDFfL:US-ASHBURN-AD-3

Choose a fault domain

If you do not select a fault domain, Oracle will choose the best placement for you.

Save as stack = Gancel
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ation, and

Create DB system

Configure hardware Collapse

Select a shape

MySQL.HeatWave.VM.Standard

CPU core count: 16

Memory size: 512 GB Change shape

Max network bandwidth: 16Gbps

A shape determines the number of OGPUs, memory, and other resources allocated to a MySQL instance of a DB system. The performance of a DB system depends on the shape you select, A shape has associated configurations, which you can select in the Gonfiguration tab under Show
advanced options. See supRorted shapes.

Data storage size (GB)

1024
Storage allocated for data and log files. Storage size impacts IOPS and throughput. Data storage size must be an integer between 50 and 131,072
Total IOPS: 76800

Total throughput: 600 MB

M anfimwn hanlam mlan

Create Save as stack Cancel

Terms of Use and Privacy ~ Cookie Preferences Copyright ® 2023, Oracle and/or its affiliates. All rights reserved.
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ORACLE C US East (Ashbumn) ~

Create DB System

1024

Storage allocated for data and log files. Storage size impacts IOPS and throughput. Data storage size must be an integer between 50 and 131,072

Total IOPS: 76800

Total throughput: 600 MB

Configure backup plan

Enable automatic backups
Enables automatic backups. You must also specify a retention period, and select a backup window.

Backup retention period Optional (&)
7
The retention periad defines how long to store the backups, in days,

Enable point in time restore (7)

Enables you ta restore from a DB system at a point in fime.

Select backup window

The backup window start tima defines the start of the time period during which your DB system is backed up.

25 Show advanced options

Save as stack | Cancel
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2% Hide advanced options

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags

Delete protected

Protects the DB system against delste operations. To delete the DB system, this option must be disabled. By default, DB systems are not delete protected.

Retain automatic backups
Retain automatic backups aftar the DB system is deleted. By default, automatic backups are deleted if the DB systam is dalated.

Require final backup
Require a final backup before deleting the DB system, By default, skip final backup.

Save as stack Cancel

L Terms of Use and Privacy  Cookie Preferences
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§§ Hide advanced options

Copyright ® 2023, Oracle andjor its affiliates. All rights reserved.

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags
Select a configuration Optional

Using default configuration for selected shape MySQL.VM.Standard.E4.4.64GB
Select configuration Reset configuration

MySQL version
Select a MySQL version

Create Save as stack Cancel

L Terms of Use and Privacy  Cookie Preferences
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https://docs.oracle.com/en-us/iaas/mysql-database/doc/configuration-db-system.html
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25 Hide advanced options

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags
Select a configuration Optional

Using default configuration for selected shape MySQL.VM.Standard.E4.4.64GB

Select configuration Reset configuration

MySQL version

[ Select a MySQL version & ]

8.0.34 - Bug fix

8.0.33 - Bug fix (Deprecated)

8.0.32 - Bug fix (Deprecated)

8.0.31 - Bug fix (Deprecated) @
8.0.30 - Bug fix (Deprecated)
8.1.0 - Innovation

Create Save as stack Cancel

Terms of Use and Privacy ~ Caakie Preferences Copyright @ 2023, Oracle and/or its affiliates. All rights reserved
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25 Hide advanced options

Deletion plan Configuration Connections Crash recovery Maintenance Data import Tags
Select a configuration Optional

Using default configuration for selected shape MySQL.VM.Standard.E4.4.64GB

Select configuration Reset configuration

MySQL version

8.0.34 - Bug fix

Create Save as stack Cancel

L Terms of Use and Privacy  Cookie Preferences ‘Copyright @ 2023, Oracle and/or its affiliates. All rights reserved
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https://blogs.oracle.com/mysql/post/introducing-mysql-innovation-and-longterm-support-lts-versions
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— ORACLE Cloud Search resources, services, documentation, and Marketplace

MySQL HeatWave » DB systems » DB system details

Edit Start Stop Restart More actions v
DB system information Connections Tags

General information

OCID: ...yInguu7k5q Show Copy

CREATING Description: -

« Tw5LERS5I1 Yy g 8By LIE Y IjEINED) TInpdzLIg |
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= ORACLE C|Oud Search resources, services, documentation, and Marketplace

MySQL HeatWave » DB systems » DB system details

Edit Start Stop Restart More actions v
DB system information Connections Tags

General information

OCID: ...xfzgd4pgbqq Show Copy.

ACTIVE

Description: - Edit

-1 el WB/INA dinjdzLig |

US East (Ashburn) v ):L j‘ @ Q

High availability
High availability: Enabled @

High availability type: Multi-AD

NEpp z2ylzg 5SiLlk GHUIVAEL LJDg |

US East (Ashburn) v ,_Q\‘ ‘?J @ Q

High availability

High availability: Disabled Enable (7)
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= ORACLE Cloud  search resources, services, documentation, and Marketplace

MySQL HeatWave » DB systems » DB system details

Edit Start Stop Restart More actions v
DB system information Connections Tags
Networking

Virtual cloud network: MySQL-VCN

ACTIVE

Subnet: private subnet-MySQL-VCN

Subnet type: Regional

US East (Ashburn) \v/ N ®

Endpoint

Connect to the DB system using a MySQL client/connector via the endpoint below. How do
| connect?

Private IP address: 10.0.1.140 Copy @
Internal FQDN: -

MySQL port: 3306

MySQL X protocol port: 33060
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® MySQL Community Downloads
< MySQL Shell
General Availability (GA) Releases Archives Y

MySQL Shell 8.1.1 Innovation

Select Version:

|8.1.1 Innovation ~|

Select Operating System:

[Red Hat Enterprise Linux / Oracle Linux VI

Select OS Version:
Red Hat Enterprise Linux 8 / Oracle Linux 8 (x86, 64-bit) ]

RPM Package 8.1.1 27.5M
(mysql-shell-8.1.1-1.el8.x86_64.rpm) MD5: 81e6430bb82Beeca5299d716cB53c75d
RPM Package, Debug Information 8.1.1 494.1M
(mysql-shell-debuginfo-8.1.1-1.el8.x86_64.rpm) MD5: aal96f0853cfba933514cc2080fcb711

o We suggest that you use the MD5 checksums and GnuPG signatures to verify the integrity of the packages you
download.
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https://dev.mysql.com/downloads/shell/
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-windows-quick.html
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-linux-quick.html
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-macos-quick.html
https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-shell-install-macos-quick.html
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® MySQL Community Downloads

Login Now or Sign Up for a free account.
An Oracle Web Account provides you with the following advantages:
- Fast access to MySQL software downloads
Download technical White Papers and Presentations
- Post messages in the MySQL Discussion Forums
- Report and track bugs in the MySQL bug system

Login » Sign Up »
using my Oracle Web account for an Oracle Web account

MySQL.comis using Oracle SSO RTINS, Int, click
the Login link. Otherwise, you cajiifcRippmiapeawgrrmere

following the instructions. Open Link in Incognito Window

Save Link As...

Copy Link Address
Copy

Copy Link to Highlight
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$ wgéttp/siidev. mysqgl.com/ get/ DoeSnnd lola/dnsy MypllSBQLL - 1
1.el 8.x86_64.rpm
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https://dev.mysql.com/get/Downloads/MySQL-Shell/mysql-shell-8.1.1-1.el8.x86_64.rpm
https://dev.mysql.com/get/Downloads/MySQL-Shell/mysql-shell-8.1.1-1.el8.x86_64.rpm

