
 

  

  
 

 

 
 

  
  

 

   

        
  

    
     

     
 

 

       
    

      
     

           
    

          
    

   
        

          
     

  
         

       
          
   

     
          

      
   

      

  

 

 

  

 
  

 

   
   

   

  
   

   
  

   
 

   
 

  
 

Data Sheet 

Oracle DataFox 
Supplier Intelligence 
Cloud 

Managing risk is critical to your supply chain 
and supplier relationships. Oracle DataFox 
Supplier Intelligence Cloud Service provides 
validated company profiles and risk scores to 
monitor potential risks and prevent 
fraudulent transactions. 

Procurement organizations need to comprehensively manage supplier risk. 
Today, any number of factors—financial distress, key management changes, 
loss of regulatory certifications, or dishonest companies—can cause supply 
disruptions, jeopardize production plans, or lead to payment fraud. Verified 
supplier data and timely risk alerts can help alleviate these issues. Oracle 
Fusion Cloud Procurement leverages Oracle DataFox Supplier Intelligence 
Cloud to deliver highly accurate and up-to-date company profile data and 
alerts to avoid risk. 

Large Scale, Multilevel Data Gathering 
Oracle DataFox Supplier Intelligence Cloud employs advanced technologies 
and human augmentation to source, refine, and deliver high-quality data to 
customers. It provides both scale and precision to companies who need timely 
information to enhance their supplier risk management efforts. DataFox 
enriches its firmographic database with more than 2.2 million new, verified 
companies every year and processes more than 21 million event signals 
annually, providing customers with more than 240 million new data points to 
help them avoid risk. 

Mitigate Payment Fraud and Emerging Risks 
Payment fraud is an emerging risk category. According to the Association of 
Finance Professionals, 81% of companies surveyed reported a business 
payment fraud attempt in 20191. Many payment fraud incidents involve 
paying invoices from non-existent companies. The most effective way to 

Related Products 

Oracle Fusion Cloud 
Procurement comprises the 
following: 

• Oracle Fusion Cloud Supplier 
Qualification Management 

• Oracle Fusion Cloud Sourcing 

• Oracle Fusion Cloud 
Procurement Contracts 

• Oracle Fusion Cloud Self 
Service Procurement 

• Oracle Fusion Cloud 
Purchasing 

• Oracle Fusion Cloud Supplier 
Portal 

• Oracle Fusion Spend 
Classification 
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prevent payment errors and other types of transactional risks is by carefully 
validating suppliers during the onboarding process to ensure their legitimacy. 
Firmographic data from DataFox Supplier Intelligence Cloud, integrated 
directly into Oracle Cloud Procurement, allows procurement managers to 
instantly access validated supplier profile data and risk indicators when 
creating or approving new supplier requests. Simply select the supplier from a 
drop-down list from a database with millions of verified company records. 
Oracle Cloud Procurement automatically populates a fully validated supplier 
profile in the system. Built-in workflows allow management to review and 
approve supplier registrations before creating the profile, adding another 
layer of defense against fraud while saving time and avoiding errors. 

Figure 1. Easily select from a list validated suppliers during onboarding. 

Scores and Alerts Provide Continuous Monitoring 
Procurement organizations often conduct periodic assessments to qualify 
their suppliers. Since supplier risks tend to arise with little warning, companies 
also need a way to augment their risk management programs with timely 
information that enables them to detect and respond to emerging risks. 
Oracle DataFox Supplier Intelligence Cloud enables procurement managers to 
continually monitor potential risks in their supply base. Delivered through 
Oracle Cloud Procurement, user-defined indicators, such as continuously 
updated risk scores and alerts that are based on specific events, provide up-
to-date actionable insights into potential supplier issues. 

To preempt potential problems before they affect your company, Oracle 
Cloud Procurement provides several ways in which users can receive alerts 
and risk scores at specific time intervals. User-configured risk scores use 
attributes and weighting criteria defined by your company’s specific needs. 
You can configure the scoring model quickly and intuitively by selecting from 
an extensive list of attributes and weighting values. In addition to risk scores, 
DataFox Supplier Intelligence Cloud provides you with the ability to monitor 
potential risk through signals and alerts. Like the risk scores, intuitive set up 
screens allow users to create custom alerts for individuals and groups using 
similar configuration steps that define what DataFox searches for across a 
variety of subjects, such as financial events, corporate actions, management 
changes, and other items that may impact a supplier’s viability. 
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Figure 2. Monitor risk with signals and alerts. 

Data Sourcing and Validation 
DataFox Supplier Intelligence Cloud uses artificial intelligence (AI) 
technologies to source data. Natural language processing searches the 
internet for information based on previously defined criteria. The database is 
continually updated by analyzing free-form text from content, such as news 
articles, press releases, regulatory filings, social media, job listings, and blog 
posts. Signal detection leverages proprietary models to categorize sourced 
information, such as leadership changes, financial performance, initial public 
offerings, acquisitions, and new product launches. Once completed, the data 
is delivered immediately via Oracle Cloud Procurement. 

To further ensure the accuracy of firmographic and signals data, machine 
learning helps identify and correct inconsistencies in profile data and routes 
exceptions to a team of human analysts to check their validity. Oracle DataFox 
auditors carefully verify data and provide feedback to the models to improve 
their accuracy. AI matching and deduplication models select identifiable 
companies from articles or snippets of text across the web to augment their 
profiles. 

Supplier Management with Oracle Cloud Procurement 
Oracle Cloud Procurement is an end-to-end source-to-settle solution used by 
some of the most sophisticated global organizations. The solution 
encompasses robust supplier management capabilities including Oracle Cloud 
Supplier Qualification Management, a solution that systematically qualifies 
potential suppliers against rigorous requirements to determine their suitability 
as a business partner. Combined with the always-on capabilities of Oracle 
DataFox Supplier Intelligence Cloud, your company is always up to date on 
developments and ahead of the curve on supplier risk. 

DATA SHEET  |  Oracle DataFox Supplier Intelligence Cloud 
Copyright © 2021, Oracle and/or its affiliates 



 

  

  
 

 

 

 

  

     

    

 

 

 

  

 

 

 

 

Connect with us 

Call +1.800.ORACLE1 or visit oracle.com. Outside North America, find your local office at: oracle.com/contact. 

blogs.oracle.com facebook.com/oracle twitter.com/oracle 

Copyright © 2021, Oracle and/or its affiliates. All rights reserved. This document is 
provided for information purposes only, and the contents hereof are subject to 
change without notice. This document is not warranted to be error-free, nor subject 
to any other warranties or conditions, whether expressed orally or implied in law, 
including implied warranties and conditions of merchantability or fitness for a 
particular purpose. We specifically disclaim any liability with respect to this 
document, and no contractual obligations are formed either directly or indirectly by 
this document. This document may not be reproduced or transmitted in any form or 
by any means, electronic or mechanical, for any purpose, without our prior written 
permission. 

This device has not been authorized as required by the rules of the Federal 
Communications Commission. This device is not, and may not be, offered for sale or 
lease, or sold or leased, until authorization is obtained. 

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may 
be trademarks of their respective owners. 

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC 
trademarks are used under license and are trademarks or registered trademarks of SPARC 
International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks 
or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The 
Open Group. 0120 

Disclaimer: If you are unsure whether your data sheet needs a disclaimer, read the revenue 
recognition policy. If you have further questions about your content and the disclaimer 
requirements, e-mail REVREC_US@oracle.com. 
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