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PURPOSESTATEMENT

This document provides an overview of features and enhancements included in Oracle Enterprise Manager 13c. It is
intended solely to help you assessthe business benefits of upgrading to Oracle Enterprise Manager 13cand to plan your I.T.
projects.

DISCLAIMER

This document in any form, software or printed matter, contains proprietary information that is the exclusive property of
Oracle. Your accessto and use of this confidential material is subject to the terms and conditions of your Oracle software
license and service agreement, which has been executed and with which you agree to comply. This document and
information contained herein may not be disclosed, copied, reproduced or distributed to anyone outside Oracle without
prior written consent of Oracle. This document is not part of your license agreement nor can it be incorporated into any
contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assistyou in planning for the implementation
and upgrade of the product features described. It is not acommitment to deliver any material, code, or functionality, and
should not be relied upon in making purchasing decisions. The development, release, and timing of any features or
functionality described in this document remains at the sole discretion of Oracle.

Due to the nature of the product architecture, it may not be possible to safely include all features described in this document
without risking significant destabilization of the code.
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PRODUCT OVERVIEW
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Business-Driven IT Management capabilities allow you to quickly set up, manage and support

enterprise clouds and traditiona | Oracle IT environments from applications to disk. Enterprise Manager

allows customers to achieve:

1 Best service levels for traditional and cloud applications through management from a business
perspective

1 Maximum return on IT management investment throu gh the best solutions for intelligent
management of the Oracle stack and engineered systems

1 Unmatched customer support experience throughreal-LJ5 1 ¢ SI LI 3D LI 5 e Dazp¢g EdzZ
base with each customer environmen t

INTRODUCTION

v 2 ¢ LJ2 ¢ Dzsuppottiriy Bigerprise clouds or traditional IT applications, the need for the proactive

and complete monitoring of your business applications and their underlying IT infrastructure, on -

premises or in the cloud, continues to be a critical requirement for an y datacenter. Effective monitoring

#5 LM 3YynEdz D! 53pn z2y Il 35013 3yLyYzglLIEDz DEDASDE Az ¥ | yIysgl ¢
enterprise grows and IT staff that can use the tool in conjunction with best practice standards and

processes. Enterpris | # Il S LI DS I 3 2y dz ypNyYyndz 2gegll ZLjSpLI 51 LJF nll LI DZ DS «
release. Over time it has evolved to work seamlessly with new Oracle technologies and meet the ever -

changing requirements of IT staff who use it to manage the Oracle footpr intin their datacenters . In the

NEy DAz LI2Y L) NEEIE NEDAE3 NBLR zLjdzl| gDaz 51 LR E5DZ nll LIE D2 DS d¥
understand their product requirements, processes and strategies used to monitor their own

datacenters. This white paper is a consolidation of these mo nitoring best practice strategies used in

conjunction with product capabilities in Enterprise Manager 13c. These strategies are meant to provide

2532 pgliep 3LS3ylzg 51 Ljdzs5lh 3z nll Ll D2 DAdzg RYyIyzgDEdDzZ | #1 5L+ DZ

T RECELI n#FLjDz 3y LIl z ¢ leduigebntz | 1| 5L DS I 3 Dz
1 Comply with security best practices

1 Provide a solution that is easy to set up and manage

1 Provide a solution that scales as your enterprise grows

These monitoring strategies are divided into three sections:

1 Laying the Groundwork for Monitoring
1 Managing Incidents
1  Additional Monitoring Requirements and Recommendations

LAYING THE GROUNDWORK FOR MONITORING

Setting up your enterprise for monitoring requires a combination of planning and implementation. In
order to manage and monitor any large datace nter to scale while meeting SLAs and other business -
related requirements, it is important to have some uniformity in the way managed entities (called
targets) are monitored and standard IT management procedures to handle events and incidents raised
on those targets. At a minimum, there are three major areas to address when it comes to setting up
target monitoring:

1 Defining and setting up a standard set of monitoring settings for your targets
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1 Defining and granting the appropriate level of privileges in Ent erprise Manager to
administrators who are responsible for managing these targets

1  Setting up rules to automate IT operational processes such as sending email notifications for
events, opening helpdesk tickets, escalating long running events, etc.

For each area, the IT staff has to determine the specific requirements for their datacenter based on
business needs. For example, they will need to determine the appropriate set of metrics and thresholds
to monitor their production servers in order to meet SLAs.  They will need to determine which
administrators are responsible for operations such as defining monitoring settings, responding to
events, etc. and then grant them the appropriate privileges in Enterprise Manager in support of those
operations. Itis important to take time to plan and define these in advance before anything is
implemented in Enterprise Manager. Assuming such planning has already taken place, this paper will
recommend strategies for implementing these plans in Enterprise Manager in a sca lable way. This
means you will only need to set it up once, and as your enterprise grows and more targets and/or
administrators are added, the additional setup needed to accommodate the growth will be kept to a
minimum because your monitoring setup will be automatically leveraged. Each of these areas will now
be discussed in more detail.

Define and Set Up Standards for Monitoring

This first phase involves defining how your targets should be monitored in Enterprise Manager. Several
steps are involved and each of these steps is discussed in detail below.

Organize Targets Based on How They are Monitored [KLl][AMHMZ]

Not all targets are alike. Some support mission critical applications, some support test environments
and others support development environments. Based on these different usage profiles, most
datacenters are likely to have different sets of monitoring settings (i.e. metrics, thresholds, collection
schedules, corrective actions) for each of these different usage profiles. (The details of specific me trics
to monitor, the threshold values to use, etc. are outside the scope of this paper but should be
determined by the appropriate administrators in your IT organization). For example, mission critical
targets might be monitored more comprehensively for availability, performance and space usage while
test targets might only be monitored for basic availability. It is first important to identify these different
monitoring profiles in your datacenter and then plan on how you can group your targets based on

these monitoring profiles.

As a simple example, you might have this type of grouping:

ALL
TARGETS

Production Non-

Targets Production
Targets

Figure 1. Monitored targets are divided into Production targets and Non -Production targets

In Figure 1 above, the set of targets monitored in Enterprise Manager are divided into 2 groups: all
production targets in one group because they are all monitored using p roduction monitoring settings
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and all non-production targets such as test and development targets are put in another group because
they are all monitored using non -production settings.

Suppose there are additional monitoring requirements within the group  of production targets. For
example, the targets supporting the production applications in the Sales Line of Business might have, in
addition to the production monitoring settings, additional metrics that need to be monitored. The
targets supporting the a pplications in the Finance Line of Business might also have additional metrics
and/or metric thresholds that are slightly stricter than the thresholds used for the other production
targets. This scenario leads to this type of grouping:

Production Non-Production
Targets Targets

Other Lines of Other Lines of

ETES Business Business

Figure 1 Monitored targets further broken down by Line of Business

In Figure 2 above, you will notice there is a further breakdown of the Production Targets group into

different subgroups based on Line of Business. The grouping at this level is again based on how

targets are monitored, where targets monitored in the same way are put together in the same group.

So, under the Production targets group, the Sales targets have additional monitoring settings, the

Finance group has additional monitoring settings and all other Lines of Business (HCM, Manufacturing,

and MarketingP L2 Yy LJ 3FI1 EL) 2y Ij¢& LR2gdzg y335LIBFlyp | F#I5LHDDI 3
A similar scenario can happen for the targets in the Non -Production group.

When designing your Administration Group hierarchy, it is important to remember that the  primary
goal here is to define the group hierarchy based on how targets are monitored. While you can re -use
the same hierarchy for other purposes (e.g. reporting, job submission), designing the hierarchy with
these other applications in mind might result in a hierarchy that is bigger and more complicated. You
will need to weigh the benefits that such a hierarchy may provide versus the cost of managing any
added complexity.

Once this grouping has been defined, it is important to understand how this group h ierarchy is

specified and implemented in Enterprise Manager. In Enterprise Manager, each node in the group

hierarchy is a (target) group and each level in the group hierarchy is identified by a target property . (A

target property is an attribute associated with all targets in Enterprise Manager and is used to annotate

operational characteristics of the target, e.g. Line of Business, Owner, etc.). Within a level in the group

hierarchy, specific values of the target property determine the membership criter ia of groups at that

level. In Figure 3 below, the target property Lifecycle Status is used to identify the two groups E

membership criteria \The membership criterion for the Production Targets group is that LJ2 & LJY D7 & LJE dz
Lifecycle Status property should be D ~ D& 3 Lj ﬁ(LS]SI’WeIImerEbership criteria of the Non -Production
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Targets group (consisting of test targets, development targets or staging targets) is that LJ2 § LJY Dz ¢ LJE dz
Lifecycle Status property ]should be \[KL4] Development or Test or Staging. A target cannot be added to these

3DZFLj! dzZ 35D zLIpn0 D LI2gDOD 513z LIWYDEgLI ! DAE! gDAJ5¢gdz I gg3 LH¥FE Z¢&
criteria. Once that happens, Enterprise Manager will automatically add the target to the appropriate

group. Forexample,ifyousg LJ Yy LI DB ELIEDZ pSggznzpg¢ TLIWYWLILjdZ | DaA! g DAJnj LM
be added by Enterprise Manager to the Production Targets group. These types of groups are called

Administration Groups and together they form an Administration Group hierarchy.

ALL TARGETS

Production Non-Production

Targets Targets Lifecycle Status
To join group: To join group:
Lifecycle Status = Production Lifecycle Status = Development or Test or Staging

Figure 2. In this Administration Group hierarchy, the Lifecycle Status target property is used to define the membership criteria
of the 2 groups.

Defining Your Administration Group Hierarchy \[KLS]

Administration Groups are a speci al type of group designed primarily to deploy monitoring settings to
targets as they join the group % (Details of how this occurs will be discussed later.) Defining your
Administration Group hierarchy involves defining the target properties that make up each level of the
hierarchy and the values of the target properties that determine the different gro  ups at each level. In
Figure 4 below, the first level of Administration Group is based on Lifecycle Status target property and

the second level is based on Line of Business. The membership criteria for the Prod -Sales group are
Lifecycle Status = Production and Line of Business =Sales The membership criteria for Prod -Finance
are Lifecycle Status = Production and Line of Business =Finance. The membership criteria for Prod -
Others is Lifecycle Status = Production and Line of Business = HCM orManufactur ing or Marketing . You
will need to specify the exact list of values for each target property used as membership criteria. In
Enterprise Manager, the creation of the Administration Group hierarchy involves choosing the target
property that defines the lev el and for that level, specifying the values of the target properties that

define each group for that level. For a complete list of target properties supported for Administration
Groups and for more details on creating the Administration Group hierarchy, refer to the

$mplementing Administration Groups and Template Collections [KLG]H z 2 Y ! LIDBkletEpterpigeg

1You can also use Administration Groups to automatically deploy Compliance Standards and Cloud
Policies to targets as they join the group. However, that is outside the scope of this paper.
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Administration Group hierarchy in Enterprise Manager.

Production E:):t;uction Lifecycle
Targets Targets Status

P Py Ny

i NonProd- NonProd- NonProd- Line of
Prod-Sales J Prod-Finance { Prod-Others Salne o Others Business
To join group: To join group:
Lifecycle Status = Production and Lifecycle Status = Development or Test or Staging AND

Line of Business = Sales Line of Business = Sales

Figure 3. In this Administration Group hierarchy, the Lifecycle Status and Line of Business target properties define the
membership criteria of the groups.

Regardless of the number of levels you define in your Administration Group hierarchy, it is important to
note three points:

I Targets are always added to the leaf-level groups of the hierarchy.

1 Atargetin the hierarchy can directly belong to at most one Administration Group. (It can
directly belong to any number of regular, non -Administration GDz Lj! dzP . |l sed imkenj# LjE
later sections of this paper, this is to prevent the potential ambiguity that can arise from
different monitoring settings if a target is part of multiple Administration Groups associated
with different monitoring templates.

1 Atarget must match all membership criteria defined by the levels of the hierarchy in order to
join an Administration Group. For example, in the Administration Group hierarchy in Figure 4,
y LDz g LIEdz | DA ! g DAISLFaticle Sfatashnd [gne dEBusiness+ Daddidoh,Jthe
values set for these properties must match the membership criteria of one of the
Administration Groups. If a target only has its Lifecycle Status property set, it will not join the
Administration Group because its Line of Businesshas not been set. If a target has Lifecycle
Status=Production and Line of Business=IT, then it will not join the Administration Group
because there is no Administration Group with that membership criteria.
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Administration Groups and Template Collections

Gelling Started ~ Hierarchy | Template Collections

Defining the Hierarchy Calculate Members ] Create Delet

Levels: Soloct a target property for each Level of tha Hierarchy Add the levels in order, from top to bottom

Nodes: Each node within a Level represents an Administration Group. By default, each Target Property value becomes a node. Values may be added, removed, or combined into a single node. If adding new values, ensure they are added to the actual targets
as well.

Review. Use the <Preview> controls 1o zoom or bring into focus portions of the Hierarchy. Names for Administration Groups are auto generated using Short Values specified for Property values. Ciick on & node name to change it to a meaningful name, i
required. Click <Calculate Members> 1o estimate the number of members that would be joining each Administration Group.

Define/Save. Click <Create> to define the Hierarchy. This will cause the nodes in the Hierarchy to become Administration Groups, which can then be used like other Groups. Define is required before moving to other tabs; changing tabs without defining will

cause all changes to be lost

Hierarchy Levels
= Add v
Target Property ®

Lifacyclo Status

Preview
% Remove

All Adminstration Groups
ADMGRPO

Line of Business

Hierarchy Nodes: Line of Business

4 Add Edit Remove Merge »

Staging of Test o
Deveiopment
NonProa-Gip

Property Value for Membership gy 4 a0
Criteria =

HCIM or Manutacturing or
. NonProd-Sales

Marketin;
Prod-Others NonProd-Others

Finance sakes HCM o Manutacturing o Finance
HCM or Manufacturing or Marketing HM Prod-Finance eting NenProd-Finance
Finance Fina

Sales Sale

Figure 5. When creating the Administ ration Group hierarchy, specify the target property for each level and the values of the
target property that define each group in that level.

Setting Target Property Values

As mentioned, for a target to join an Administration Group, its target propertie s need to be set such
that it matches the membership criteria of the Administration Group.

V*Lj zyl digld L2 liyplLjc g Yy LlYyDzELIEdz ! DA! §DAJI5 § dz
Manager. If the target is added via the console using either th e manual target addition or target
promotion workflow, there are steps in the workflow that enable the user to specify the target

properties of the target that is being added.

Enterprise Manager administrator accounts also have attributes. These includ e: Contact, Location,
Department, Cost Center, and Line of Business. If you set values to any of these attributes, then any
target added by the administrator will automatically have the same values set to its target properties.
For example, if the admini dzZLJD#/ LJ* DEdz p3SI g *¢g
administrator will have its Line of Business also set to Finance by default (this can always be
overwritten). Hence if any of these properties are used as Administration Group criteri a, to facilitate
setting of target properties, consider setting the values at the administrator level and use that
administrator account to add targets to Enterprise Manager.

If the target is added using Enterprise Manager Command Line Interface (EM CLI 2) add_target verb and
the attributes of the administrator who added the target was not set or did not match the

Administration Group criteria, you can follow that with another verb set_target_property_value to
specify the values of the target properties. In the following example, this EM CLI command sets the
Lifecycle Status and Line of Business properties for a database target that has been added to Enterprise
Manager:

$ emcli set_target_property_value
- property_records="MyDB:oracle_database:LifeCycle
Status:MissionCritical;MyDB:oracle_database:Line of Business:Finance"

2EM CLI is Enterprise
functionality within scripts.
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The EM CLI verbset_target_property value is the recommended way to set target properties in bulk
across many different targets at a time. For more details on the EM CLI verbs, refer to the Oracle
Enterprise Manager Command Line Interface documentation.

f %

T

[ Host ~

Host:

dzl £z 5¢gnj

L)y Dz § LJ
is accessible viaTarget menu A Target Setup A Properties. The Target Properties page that appears
will allow you to set properties for the target. As a reference, it will also display the membership criteria
of the Administration Group hierarchy.

@

> Target Properties > Edit Target Properties

Edit Target Properties

Administration Groups and Dynamic Groups are created using membership criteria specfied usng global target properti
Dynamic Groups' criteria, subject to limitations.

Following is the list of property values used in the defintion of Administration Groups Hierarchy.

Lifecycle Status : Development, Mission Critical, Production, Staging, Test
Line of Business : Finance, HCM, Manufacturing, Marketing, Sales

Name

‘Va\ue

Comment

Contact

Cost Center

Customer Support Identifier

Department

Lifecycle Status

Line of Business

Location

Operating System

Platform

Target Version

Production j

|F|naﬂce

|Austm
Linux
Xx86_64
5.6.0.0.0

Figure 6. The Edit Target Properties page shows you the criteria used for the Administration Group hierarchy.

The All Targets page (accessible from Targets menu A All Targets) allows you to select additional

columns for the All Targets table. The columns that you can add to the table include target properties. H

[KL7]

ORACLE Enterprise Manager Cloud Control 13c

All Targets

Refine Search

A Target Type
) Cloud

) Databases

) Groups, Systems and Services

) Middieware

) Servers, Storage and Network

) Others

) Internal

} Target Status

) Target Version

) Litecycle Status

B Line of Business

} Department

} Location

LCTR A  Search Target Name
Columns >
Sort >

Reorder Columns...

[EMGC_EMGC_DOMAIN/EMG

/EMGC_EMGC_DOMAIN/EMG

(EMGC_EMGG_DOMAINEEMG
‘

[EMGC_E

/EMGC_EMGC_DOMAIN/EMG

3C_DOMAINEMG

(EMGC_EMGC_DOMAINIEMG

v

v

Show All
Target Name
Target Type
Target Status
Target Version
Display Name
Platform

Operating System

... Enterprise Targets ¥

o]

Auto Refresh  Off v

4 ¥ Target Type

Cluster
Cluster/"oracle.mds.

Cl

Cluster/oracle.wis.i..

Ci

racle. wis.
Cluster/"oracle.wls |

Cluster/oracle.ls |

ri"oracle.mds....

[EMGC_EMGC_DOMAINJEMG
/EMGC_EMGC_DOMAIN/EMG

/EMGC_EMGC_DOMAIN/EMG

EMGC.EMGE NOMAINEME

Columns Hidden 14

Lifecycle Status
owner

Line of Business

Cluster/"oracle.wis...

Cluster/EMGC_AD...

Manage Columns...

IRVER

Oracle WebLogic Domain
Oracle Coherence Cluster
Oracle Coherence Cache
Qracle Coherence Cache
Oracle Coherence Gache
Oracle Coherence Cache
Oracle Coherence Cache
Oracle Coherence Cache
Oracle Coherence Cache
Oracle Coherence Node

Domain Application Deployment
Oracla Wehl nnic Saner

Discovered Targets 33

- | O |- R

Page Reifrashed

Save Search

Target
Status

NIA

A I I A

z
>

-

Targets Not Configured
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Figure 7. The All Targets page allows you to select target properties as additional columns to be displayed in the targets
table.

If you customize the All Targets page by adding the target properties used as Administration Group

criteria, you can easily see the target properties defined for the targets and also find out which targets

do not have their target properties set. Note that a maximum of 2000 targets are s hown in this page. If

nN¥LJEDZ p#*#+s55I1 3z g+¥Dzy LIYDZELI ylIl'3 SLIEDZ I L) 51 LI2E p35dz2LI0 nj*Lj
pS5dzld LI+ dz22+#NJ LIy Dz gLz | yLIz25I13 Li2g Iyl g d2 gz5g5¢ 3. t+ dzg L
table, right-mouse click to open up the target menu, and select Target Setup A Properties to access the

Target Properties page.

One important note about setting target property values for aggregate targets, i.e. targets that contain
other targets (e.g. Oracle WebLogic Domain target containing Oracle WebLogic Servers): if the intent is
to set the target properties for the aggregate target itself as well as its member targets, then you will
need to use the EM CLI verbset_target_property_value on the aggregate target and us e the option M
propagate_to_members. This will set the target property values on the aggregate target itself as well as
all of its current member targets. Any new member targets that will be added in the future will NOT
have its target properties autom atically set; hence you will need to set the appropriate target property
values for any members added in the future. The reason for not automatically setting the target
properties for members of these aggregates is because these member targets could poten tially be part
of other aggregate targets with different values specified for their target properties. Hence, the
administrator must decide and set the appropriate values of target properties for such targets.

The following EM CLI example sets the Location target property of a database system (aggregate
target) and all its members using the Mropagate_to_members option:

$ emcli set_target_property_value
- property_records="dbrac_sys:oracle_dbsys:Location:Bangalor e
- propagate_to_members

Cluster targets on the other hand are aggregate targets that have strong membership semantics, i.e.
members of clusters can only belong to one cluster aggregate. Examples of these targets types are
Redundancy System, Database Cluster, Host Cluster, etc. If you set a target property for a cluster target,
then the same target property automatically applies to all members of the cluster target including any
new members that will be added in the future.

Define Standards for Monitoring

The next step is to define the monitoring settings for the groups in the Administration Group hierarchy.

0Dz gNyl ! pg0 51 #FLjDz t 31 51 5d2LD4 LI5S #1I ODZLj! 25gDa Dz 2n0 njfLiEpry
(metrics and associated thr esholds) for the targets in the production group and the set of monitoring

settings for the targets inthe non -! Dz 3 Ljz L5 ¥ 3 D& Lj! . w25 p-of-bgdl LIg D2 DS dzg RYy Il y 3 &
monitoring settings for targets might provide some initial guidance, IT organizations sh  ould give some

L2 #Ljz2LJ 51 3&LEDAI 51513z NRBYLEdz y! ! DaA! DAY LE §+Dz LI2g 5Dz LI Dz ¢ L
and thresholds for targets is outside the scope of this paper, but there some general guidelines

I DA 5383 51 L2 GHIZHMIBOY lyPpl RAE IY5ILE DB =+ | Il 3y L5+ 1l dzH  dzg z LIS #
51 Li2¢g pyLILEDz ! yDAJ #g LI25dz ! y! gDz ODZ g¢g Dz L L2 dzLjZzdzg z LIS # |
monitoring settings, create monitoring templates in Enterprise Manager containing these mo  nitoring

settings. (Monitoring templates are named collections of metric settings for a target type. These

include metrics, their associated collection schedules, thresholds, and optionally, corrective actions).

Monitoring templates are defined per tar get type so create one monitoring template for each of the
target types in your Administration Group. For example, if your Production Targets group contains
hosts, databases and listeners, create three monitoring templates -- one for host targets, another for
database targets and another for listener targets. See Figure 8 on the next page.
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ORACLE Enterprise Manager Cloud Control 13c gl v *- C'-) v -m- v O\ DEMOADMIN v

Monitoring Templates
Monitoring Templates > View Monitoring Template: Test Host Monitoring Template
View Monitoring Template: Test Host Monitoring Template

oK
General =~ Metric Thresholds = Other Collected Items ~ Access
(4 TIP Consider using Adaptive Thresholds for performance metrics or Time-based Static Thresholds for metrics whose thresholds vary based on target workload. Configure these
thresholds in the "Advanced Threshold Management" page.
View ‘ Metrics with thresholds v ‘
Expand All | Collapse All
Comparison
Metric Operator Warning Threshold (Critical Threshold | Corrective Actions | Collection Schedule Edit
7 Test Host Monitoring Template
7 Disk Activity Every 15 Minutes
Disk Device Busy (%) > 80 95 None e
¥ Filesystems Every 15 Minutes
Filesystem Space Available < 20 5 None oo
(%)
¥ Load Every 5 Minutes
CPU Steal Time (%) > 80 95 None e
CPU Utilization (%) > 80 95 None fele
Swap Utilization (%) > 80 95 None psisd

Figure 8. Sample host monitoring template

e2llzg n#FLENE zDZylLlk3 Li2g | #I5LHFEDSI3 LI !'pylLlgdO z#F1 251 L2gc
Template Collection. A Template Collection is a collection of different monitoring templates designed

to specifically contain the monitoring templates for an Administration Group. For our Administration

Group in Figure 3, you will end up defining a Template Collection (containing monitoring templates) for

the Production Targets group and another Template Collection for the Non -Production Targets group.

t & & & Dz Implemeigtigg tG31 511 5dzLIDA LIS + 1 ODZ&Lj! dz yI'3 f &1 Omeleldg WHFpp gz LIS FI
Enterprise Manager Cloud Controlt 31 5 II 5 dZLJD%/ L3tf@EpezifiOst¢ps3ingcreating Template

Collections.

Note: In all our diagrams, the top-levelll ¥ 38 F§g Li2¢g t 31 51 5d2LID LI5S ¥ OD# Lj! 25 ¢ D Dz
fyD g LIzH Z2gzylLjdzg g L2¢g & Njl gz LIy LIS fér siteldiyHeImghpoped LIy D73 & LJdz S5 I LJz
using the Administration Group MTemplate Collection setup. However, it is possible that some

datacenters may choose not to include all targets in the Administration Group hierarchy. If this is the

case, then the top-level node really represents the group of all targets that are part of the

Administration Group hierarchy and not all the targets in the Enterprise Manager site. Itis a good

practice to periodically check the Unassigned Targets Report (accessible from the Administ ration Group

Ul in the console) to ensure that no target that is meant to be part of the Administration Group

hierarchy has been missed. Such targets could be missed because its target properties have not been

set to match the membership criteria of any A dministration Group.

Associate Template Collections with Administration Groups

b gLIEDZ njfLJElj & 2zDEYLIE3 LIE I pyLE Wkppezlls+ldo L2 I &NLI dz
Administration Group. In Enterprise Manager, this is done by selecting t he Administration Group,

clicking the associate button and choosing the Template Collection (see Figure 9). Refer to the

3+ z Ljl g LynpSmerting@ @1 S 5dz2LID#/ LIS £ OD#Lj! dz yIl'3 € &I ! pyLE W*pp¢gzlLD
Enterprise Manager Cloud Control Adl 5 I 5 dZLJD#/ LJ¥* DEdz OLj53¢ | ~zP g*Dz 3gLly5pdz I L
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association is done, then any target added to the Administration Group will automatically be applied
with the monitoring settings from the associated Template Collection.

Choose a Template Collection
i

Name Owner Description

Templates for Non-
22 Non-PROD Template Collec.... DEMOADMIN PROD Graup
targets

Templates for
123 PROD Tempiate Collection DEMOADMIN PROD Group
targets

Additional template
8 Prod-Finance Template Coll DEMOADMIN for Pred-Finance
group

Select  Cancel

Figure 9. Associate the PROD Template Collectionwith the PRODAdministration Group.

For the 3 level Administration Group hierarchy in Figure 4, all the groups under the Production Targets
group start off with the production monitoring settings. Hence a Template  Collection (e.g. Prod
Template Collection) can be created containing monitoring templates with the production monitoring
settings. This Template Collection should then be associated with the Production Targets group. All
targets in subgroups Prod -Sales and Prod-Others will be applied with the monitoring settings . The
Prod-Finance Group had monitoring settings required in addition to the production monitoring

settings. Create monitoring template(s) containing these additional monitoring settings and putt hem
in another Template Collection. Associate this new Template Collection with the Prod -Finance Group
(see Figure 10below). Targets in the Prod-Finance Group will be applied with a union of monitoring
settings from the Prod Template Collection and Prod -Finance Template Collection. If there are any
metrics in common between the two templates, the metric settings from P rod-Finance Template will
take precedence.

Choose a Template Collection

Fd
Name Owner Description
28 Non-PROD Template Collection  DEMOADMIN Templates for Non-PROD Group &
28 PROD Template Collection DEMOADMIN Templates for PROD Group target:

D 22 Prod-Finance Template Colle...  DEMOADMIN mg"""" BTN foXiEYod Finan
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\Figure 10. Associate the PROD Finance Template Collection with the Prod-Finance group. This template collection contains
additional templates for the Prod -Finance group.‘[KLS]

To see the combined (final) set of monitoring settings that will be applied to targets in the Prod -Finance
group (or any group), select the group and then click on the Show Group Management Settings option
This is especially useful in scenarios where monitoring settings to be applied to targets are based on
multiple monitoring templates. In the subsequent page that appears, you can review the combined
(aggregate) monitoring settings that will be applied to each target type in the group, check the
synchronization status of members (if any ) in the group and quickly go to any of its parent groups to
perform similar actions. Refer to Figure 1 1for more details.

Review monitoring
settings that will be
applied to each target

Check if targets have
monitoring templates
applied, shown as

DTnjl z2D#1I 5AF3

Figure 11. Group Management Settings page enable you to review monitoring settings for the group and check the
synchronization status of its members.

]Defining Monitoring Templates for Primary and Standby Databases tKLg]

When monitoring primary and standby databases, there are a set of metrics and thresholds that apply

to the database based on its current role Mprimary or standby. If there is a role change, i.e. the primary

becomes the standby and the standby becomes the primary, you want to ensure that the applica ble

metrics and thresholds that pertain to the new standby and new primary are correspondingly  changed.

For example, the ]Redo Generaton Rate (KB/second) [KLlO]metric applies to the primary database and the

Apply Lag (seconds)l g LIDA z y ! ! pbgdz LF L2¢g dzLyyll 3Zn 3y LY ZY dZg . p & LEJz dz
and DB2 (standby database) with the following metric settings:

1 DB1 (primary database)

o0 Redo Generafon Rate (KB/second) metric: Warning = 25, Critical = 150 thresholds
1 DB2 (standby database)

o0 Apply Lag (seconds) metric: Warning = 7 and Critical = 17 thresholds

If there is a role change and DB1 becomes the standby and DB2 becomes the primary, you would like to
have the following metric settings:

1 DBL1 (standby database)
o Apply Lag (seconds) metric: Warning = 7 and Critical = 17 thresholds
1 DB2 (primary database)
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