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Oracle Cloud Infrastructure: Putting Tenant Data Safety and Privacy First with Automated Operations

Executive Summary
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Oracle Cloud Infrastructure: Putting Tenant Data Safety and Privacy First with Automated Operations

Lab Validation

This lab validation effort reviews the Oracle Cloud Infrastructure
(OCI), highlighting security measures taken from the bottom

to the top of a hardware/software computing stack, often
leveraging Oracle’s own operational experiences to provide
management tools, baseline templates, and policy recipes.

These definitions and application-level management tools are
the leg up OCI gives its customers, because Oracle employees
have defined a cloud environment in which they are forever

prohibited to access customer data. This integrated [
and automated security approach is unique.
FEATURE 1 FEATURE 2 FEATURE 3
Compute Cloud Tenant Host Platform
Hardware Security |- Boundaries . Health
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Oracle Cloud Infrastructure (OCI)
Security Validation Test Plan

—

Create and delete firmware module within defined instance.

LEVE |_ 1: Root of Trust 2. Command shell validation after resource reassignment.
OClI
Architecture Isolated Network 1. VNIC dashboard displays network packet activity traversing SmartNIC.
Virtualization 2. Redefine network packet egress rule to control/block traffic from virtual servers.
. 1. Apply and remove security patches on the fly.
LEVEL 2: Autonomous Linux 2. Monitor status via CLI.

OS and
Data Integrity Data Safe

1. Assess configuration, users, and sensitive data to validate in-the-cloud controls.
2. Monitor changes to detect configuration drift and out-of-policy data access.

1. Run analyses using Oracle-provided Detector recipes to create baselines and
discover problems.

Cloud Guard 2. Use graphical dashboard to investigate problems and trigger defined Responders
LEVEL 3: to apply remediation (or dismiss and modify the recipe if required to prevent
reoccurrences).

Advanced Security
Services COntrols 1. Create a Maximum Security Zone compartment and define simplified policies

to permit or deny activities.

2. Observe how customers can modify the Oracle managed policy recipes to create
Custom Security Zones.

Security Zones
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Validation Test Bed

IDC validated the conditions as presented over five Web sessions. The control criteria are defined below. Analyst requests for visual
confirmations of successful operations varied by feature, with “embedded” functions often limited to command-line execution.

#1 Cloud Architecture #2 Autonomous Software #3 Security Controls

BENEFITS / USER OUTCOMES

« Creation of secure server instances « 100% uptime for OS platform with the ability to « User configuration and activity monitoring tools

. Obtain enterprise-wide visibility apply security and OS patches on the fly to control compartments

. Integrated business context - Data and user analysis for in-the-cloud activity « Automate the routine, analyze the unique
problems

- Timet I e
ime to vaiue + Defend tenant compartments with simplified

« Get more out of investments (“collect once, and consistent policies in real time
reuse many times”)

FEATURES TO BE TESTED

« Creation of development and production « Command-line view of kernel status « Configurational scan to detect problems

resources for demo « Removal of all CVE patches « Remediation options and tenant adjustments
« Removal of server instances and secure to baseline recipes

. + Reapplication of all CVE patches with no
recycling of tenant resources

platform interruption « Security Zone policies
» Virtualized networking resources « Data and user analyses, discovery and « Cloud Guard coordination
« Control of network traffic using routing table masking

and ingress/egress rules

Notes

Lab sessions occurred May 14, 20, 22, 28 and July 15, 2020. The sessions were viewed remotely via Zoom. Most lab sessions were prefaced by a general discussion of the material to be
viewed (some were more cryptic). Analysts were free to ask questions, confirm what they saw, propose alternate scenarios, and challenge assumptions. Each observed lab session ran
60-70 minutes in length.
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Oracle Cloud Infrastructure: Putting Tenant Data Safety and Privacy First with Automated Operations

B FEATURE 1 v

Compute Hardware

Security = ER E=

BENEFITS/FEATURES:

- Public cloud services offer clients elastic compute capabilities,
deploying and destroying cloud instances based on demand

Trusted
Platform Module

- Recycled resources are scrubbed at the firmware level to
remove any malware injections introduced by previous tenant

- Eliminates UEFI vulnerabilities for intercepting boot scripts in unprotected memory

- Defends against OS kernel attacks (Spectre/Meltdown) exploiting eBPF bytecode interpreter
capabilities
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FEATURE 1 VALIDATED

Oracle Cloud Infrastructure Architecture:
Hardware Root of Trust

[@ Lab Validated]

IDC | 2020

OBJECTIVE:

Create and restore cloud hardware back to a known root@uipe-demo: /home/ubuntusl efivar -n 80112233-4455-6677-8899-aabbccddeefs

UID: ©0112233-4455-6677-8899-aabbccddeeff
e: "WipeTest”

good state when provisioned between customers rar i

Non-Volatile

Boot Service Access

Runtime Service Access

VALIDATION PROCESS: booecooe 00

root@wipe-demo: /home/ubuntu# # adding some content...

HP. H ootPwi demo : /home/ub i# cat tes
ID provisioned instance L T T S A
root@wipe-demo: /home/ubuntu# efivar -n 90112233-4455-6
o . . root@wipe-demo: /home/ubuntu# ef 2233 55-6
Create new NVRAM firmware variable (Wipetest) GUID: 90112233-4455-6677-8899- aabbccddeet

Name: “WipeTest”
. . ttributes:
Show persistence of new variable post reboot Non-volatile
00 2ervice ccess
Runtime Service Access

Terminate instance including boot volume alue:

00000000 74 68 69 73 20 69 73 20 61 20 74 65 73 74 @a

Reprovision instance and show it is the same host
as the original

@ OEOOO

Show that the NVRAM variable no longer exists
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FOTuRe Table of Contents 8

=1DC




CI o u d I e n a n l Tenant Server Tenant Server Tenant Server

Boundaries ===t

Introduces hardware-based barrier to defeat cross-tenant
(horizontal) attacks below the VM at the network level

Isolates, abstracts, and offloads tenant server VMs from
processing network-level activities and boosting
overall cloud performance

Leverages SmartNIC technology, safeguarding and accelerating external tenant communications

Complements other OCI platform security capabilities with a bottom-up defense immune
from phishing and configuration errors

—u A Y2\ R
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[@ Lab Validated]

Oracle Cloud Infrastructure Architecture:
Isolated Network Virtualization

|Route Tables:

Utilize a SmartNIC to isolate (hardware and software) von: 1586dé1z RT: 43384958

CIDR: @.9.8.8/9

network processing from the host, preventing BN T sy AT e e et
a compromised instance from modifying others Encan Type: vnic_napping vl NAT: falss’ Target: 1446744071947814365

B8 VCNDP VNIC Metrics - M A P = Dlast1hows wre ~ € £% 15m~

Reglan urn-1 = AD  lad-ad-1 ~ Grary y auto~ SmanNIC  10.0.176.31 ~ VHICID  10.0.176.31-15864612-129703669 2882333827 =

+

< Dps Ju 53 Operations 83 Core SZVNIC 3 Utilities

Show SmartNIC networking policies

» Instructions - click here (7 pane

« Customer Metrics

™
L]

Demonstrate network going through the SmartNIC
and not the tenant host

Packets to/from Instance cl 5 Packets to/from Virtual Network

&

Route table definitions for subnet configurations

Use ingress and egress rules to control traffic
contents

Review VNIC packet drops after changing an
egress rule
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Oracle Cloud Infrastructure: Putting Tenant Data Safety and Privacy First with Automated Operations

R FEATURE 2

H os l PI a l I o r m Tenant Server Tenant Server Tenant Server

Health == =

BENEFITS/FEATURES:

- Performing patch management activities to keep
current with CVEs and Linux kernel updates |

- Extends autonomous database capabilities to = |

—

continue live operation with zero downtime ot
- Protect against executional exposures such as .:L
Spectre/Meltdown processor security flaws active
g New OS Kernel
No Function ()
- Detection and notification of known exploit l
attempts made on privilege escalation e

vulnerabilities that have been patched by Ksplice

U
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Oracle Cloud Infrastructure: Putting Tenant Data Safety and Privacy First with Automated Operations

FEATURE 3 VALIDATED

Oracle Cloud Infrastructure Architecture:
Autonomous Linux

(& ot Vatiaatea]

Autonomous Linux notification

No user action required
OBJECTIVE: PROOF:

Apply available security vulnerability patches and Linux o o e oo +
kernel updates with no service downtime #easoveiemmneesaenteastuensna s nean e mennatansan e aaleanne +

Ksplice updates installed: no
Yum updates installed: yes
Uptime: 15:37:42 up 14 days, 9:53, @ users, load average:

VALIDATION PROCESS: 0.44, 0.11, 0.

$ececcccccncnccccannecccnecneencc s casaneceeanenasacanann. +
(1) Show Linux kernel status il g~ b
T T T T T T T T TP +
Running 'ksplice -y all upgrade’.
Updating on-disk packages for new processes
@ Remove a” CVE patChes Loaded plugins: langpacks

No packages marked for update

@ Show kernel status Nothing to do.

Nothing to be done.

. Your kernel is fully up to date.
@ Apply all available kernel patches Effective kernel version is 4.14.35-1902.302.2.el7uek
@ Review patCh status Ksplice kernel updates:

Installed updates:
. . cplp7rl5] Known exploit detection.

@ ShOW Kspllce emall reports %sﬁfzruxl% Known ex::loit detection for CVE-2017-73e8.
[6vy9wlov] Known exploit detection for CVE-2018-14634.
[r8wncd28] KPTI enablement for Ksplice.
[3e9je971] Known exploit detection for CVE-2018-18445.
[2ebmudk6] Out-of-bounds access when classifying network
[6hu77eez] Invalid memory access when sending an excessively

[
Effective kernel version is 4.14.35-1902.3082.2.el7uek
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Simplified Data

Analysis

OCI administrators cannot directly see the data in the
tenants, and thus cannot immediately address

security threats of the data

Free client tool developed as an Autonomous Database
spin-off that requires no security training to investigate
organizational data realities

Tenant Server

Tenant Server Tenant Server

Client Tool

i)
=0

Performs sensitive data discovery and masking tasks with 129 profiles currently defined

for pattern spotting

Mitigates user, data, and configuration risks associated with customer “in the cloud”

responsibilities

i
)
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Oracle Cloud Infrastructure Architecture:
Data Safe

Provide tenants with tools to help manage data OCI can’t see

Run a security assessment on a database to create a
default baseline

Identify results associated with configuration issues or
compliance violations

Remediate conditions and set an adjusted baseline
Run a user assessment

Review roles, privileges, and activity for any risky users
Run a sensitive data discovery activity

Revisit all pre/post baseline adjustments

Apply/create data masking templates
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Security Assessment

Generate Report

[@ Lab Validated]

User Assessment Data Discovery

12%
B Critical Risk: 125
igh isk: 57 = 939

viedium Risk: 11 Columns

Lowe Risk: 51 L N 24

25%
ensitive Data Model: SDM _Jul-14-2020 11:03:12 Discovered On: 7/14/20210,
Sensitive Values Sensitive Types

Sensitive Tables Sensitive Columns
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Cloud Security
Posture Management =

BENEFITS/FEATURES:

Client Tool

- Free OCI platform client tool for configuration and
activity analysis

- Detect problems generated by out-of-the-box, Oracle
best practice recipes

- One-button action to remediate, resolve, or dismiss
- Fix the problem or fix the baseline to prevent reoccurrence next scan

- Future machine learning (ML) technology coming to generate recommendations for
previously dismissed conditions

— IDC ‘ ng“L:ZE Table of Contents 15



Oracle Cloud Infrastructure: Putting Tenant Data Safety and Privacy First with Automated Operations

FEATURE 5 VALIDATED

Oracle Cloud Infrastructure Architecture:
Cloud Guard

(& ot Vatiatea]

OBJECTIVE:

Provide Oracle baseline Detector and Responder
technologies to help users manage their cloud security (&) £ T

User Activiy Prodiems Responder Status.

VALIDATION PROCESS: ~ m

@ NoPretiecs

Select OCI region and review security scores and risks S
for a chosen target (default is global) s Tes

Choose Oracle’s baseline configuration detector and iy /AVAW
run an analysis

Select problem associated with open buckets

JJJJJJJ

Remediate problem using responder rule and review
any related history

OCID: . qakgehispq Show Copy
Created: Wed. Jun 17, 2020, 184437 UTC
Compartment: kim_cloudguard_20200414_1450

Review associated detector rules and recipes for targets — T
within compartments

Detector Rule Risk Level Status

Bucketis public Enabled

Change recipe to diverge from Oracle baseline .

@ @ G O®
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Mitigating User
Configuration Errors

Define a compartment as a protected zone, ensuring
resources are secure in real time and since inception

Addresses problems of applying uniform security
policies consistently at scale

Tenant Server

Tenant Server

Tenant Server

AUTHORIZED
PERSONNEL ONLY

Implements OCI-defined best practices (Maximum Security Zones) or user-adjusted practices

(Custom Security Zones)

Appropriate for highly sensitive workloads with forthcoming vertical market templates

to help with compliance mandates

Table of Contents
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Oracle Cloud Infrastructure: Putting Tenant Data Safety and Privacy First with Automated Operations

FEATURE 6 VALIDATED

Oracle Cloud Infrastructure Architecture:
Security Zones

(& ot Vatiaatea]

PROOF:

Provide tenants with an ability to apply simplified security policies
within specific compartments to protect sensitive workloads

n This Recis is Oracle managed and ks polkces cannal be macified

Maximum Security Recipe - 2020Q4

in real time
VALIDATION PROCESS: — Poiicies
(1) Review compartment status as enabled or disabled P aar e e e e

DENY BLOCK_VOLUME_IN_SECURITY_ZONE_ATTACH_T0_INSTANCE_NOT_IN_SECURITY_ZONE

@ Understand the simplified policy syntax to permit or deny ———

either Oracle best practice recommendations Or include i:l::f pubiic visibility will let anonymous and unauthenticated Users access data stored in the bucket
custom modifications et

ALLOW USERS TO LIST OBJECTS FROM THIS BUCKET

@ Review and confirm security zone violation message disallowing
the creation of open storage buckets o

tion: The storage bucket does not use a customer-managed encryption key. Specify an existing encryption

© Security Zone Viclation: The storage bucket does not use a customer-managed encryption key. Specify an
existing encryption key in Oracle Cloud Infrastructure Vault,

ANALYZE IDC Lab Validation Brief, sponsored by Oracle
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Key Findings

0 All required IAM and key management plumbing exists

(2]

©

4]

to ensure compliance with admin versus developer
versus user identities, role definitions, and data access
controls. Permissions are only assigned to groups —
not to individual users —helping limit the total quantity
of unique definitions.

Ability to define compartments provides a convenient
logical abstraction for organizing cloud resources,
including instances, buckets, and applications for
groups of users.

Policy definitions are manually entered, requiring
familiarity with the natural language-oriented engine
syntax, or created via automation through the API.
They can create very granular controls for providing
permissions to user groups assigned to a tenancy
or a compartment.

Infrastructure hardware is protected against
contaminations and takeovers at the server and
network levels using firmware wipes and SmartNICs
to control tenant assignments and access.

5

6

Software platform and database technology is kept
up to date with patches and application improvements
applied automatically and without service disruptions.

By design, OCI employees cannot see or change

any tenant data, so it developed Data Safe to perform
automated data discovery and masking using 100+
pattern templates, resolving one of the toughest client
challenges.

Cloud Guard is another free tool (including Oracle
managed basic recipes) for helping clients understand
where problems exist using Detectors and remediate
or dismiss conditions using Responders —optionally
tuning the “rule” so remediated or dismissed problems
don’t reoccur.

Maximum Security Zones are the real-time capability
to provide policy protections at scale for sensitive
workloads. This definition will deny configurational
errors such as publicly exposed storage buckets,
bucket without KMS keys, creation of public subnets,
etc.



IDC Opinion

IDC can validate the security technology applied to critical components of Oracle Cloud
Infrastructure protecting against low-level device takeovers, subnetwork breaches,

operating system status and health, and application-level errors and misconfigurations.
These measures guard against:

@ Top-down attacks coming from user mistakes, software misconfigurations, unapplied patches,
and account takeovers

€ Bottom-up attacks coming from successful firmware injections able to survive reassignments
of cloud resources or lateral, cross-tenant attacks at the network layer

Any breaches that occur will be contained to a single tenant and even subsets of cloud instances
defined and protected by security teams using advanced Oracle hardware and software
implementations. The OCI platform is especially suited for security teams who prefer ultimate
control over their tenants and data and are comfortable with defining their own controls.
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