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Purpose statement

This document provides an overview of features and enhancements included in
Oracle VM VirtualBox 6 release.

Disclaimer

This document in any form, software or printed matter, contains proprietary
information that is the exclusive property of Oracle. Your access to and use of
this confidential material is subject to the terms and conditions of your Oracle
software license and service agreement, which has been executed and with
which you agree to comply. This document and information containe d herein
may not be disclosed, copied, reproduced or distributed to anyone outside
Oracle without prior written consent of Oracle. This document is not part of your
license agreement nor can it be incorporated into any contractual agreement
with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist
you in planning for the implementation and upgrade of the product features
described. It is not a commitment to deliver any material, code, or functionality,
and should not be relied upon in making purchasing decisions. The
development, release, and timing of any features or functionality described in
this document remains at the sole discretion of Oracle. Due to the nature of the
product archit ecture, it may not be possible to safely include all features
described in this document without risking significant destabilization of the code.
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Introduction

Oracle VM VirtualBox 6 provides tight integration with Oracle Cloud Infrastructure (OCI), enabling organizations and
developers to more easily and flexibly create applications on premises and deploy to the cloud with a few clicks.

Requirements:

M Oracle VM VirtualBox 6.1
9  Oracle Cloud Infrastructure access

This technical white paper is a guide to the steps required to get local Virtual Machines, running on Oracle VM VirtualBox
6, easily migrated to Oracle Cloud Infrastructure with simple steps . This document includes:
1 Required Setup on Oracle Cloud Infrastructure Tenant
Required Setup on Oracle VM VirtualBox

1
1 Example of Virtual Machine migration from Oracle VM VirtualBox to Oracle Cloud Infrastructure
1 Example of Virtual Machine migration from Oracle Cloud Infrastructure to Oracle VM VirtualBox

Private Cloud

Download O
and Test

<
—
Dev and

Deploy  Hybrid Cloud %

Public Cloud

Oracle Cloud Infrastructure Setup
The steps described in this section show how to setup an Oracle Cloud Infrastructure Compartment for guest Custom

Images and how to start Custom Instances.

Oracle Cloud Infrastructure Bucket

A Bucket, part of the Oracle Cloud Infrastructure Object Storage service, is a container for storing objects in a
compartment within an Object Storage namespace. A bucket is associated with a single compartment.

A Bucket is used by Oracle VM VirtualBox to upload and save the Virtual Machine Image on Oracle Cloud Infrastructure.

To create the required OCI Bucket, proceed with following steps:

T el LRg 2WJ RYy>SI BDbjdciptompeblz8Y Kbz 1YIRBFH Yy 2
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= ORACLE Cloud

i Block Volumes in vbox-demo Compartment

Block Storage

Object Storage Object Storage

File Storage > DataTransfer State Size ‘ Availability Domain

Networking

[Bucket ] Figure 1. Object Storage

1 Wp 5z CreatdlBudketH Z LjLILI* |l

CLe Cloud

Object Storage Buckets in vbox-demo Compartment

Object Storage Create Bucket
Data Transfer Name Storage Tier
[Bucket ] Figure 2. Create Bucket

1 Choose the desired Bucket name and confirm the Bucket creation

Create Bucket help cancel

BUCKET NAME

vbox-upload

STORAGE TIER
Storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket
resides.

© STANDARD

ARCHIVE

ENCRYPTION

o ENCRYPT USING ORACLE-MANAGED KEYS

Leaves all encryption-related matters to Oracle.

ENCRYPT USING CUSTOMER-MANAGED KEYS
Requires you to have access to a valid key Management key. (Learn More)

[Bucket ] Figure 3. Bucket name and confirmation

Further details on OCI Buckets are available in OCI Documentation MManaging Buckets .
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https://docs.cloud.oracle.com/iaas/Content/Object/Tasks/managingbuckets.htm

Oracle Cloud Infrastructure Virtual Cloud Network (VCN)

OCI VCN is a virtual, private network that can be set up in Oracle data centers. It closely resembles a traditional network,
with firewall rules and specific types of communication gateways. A VCN resides in a single Oracle Cloud Infrastructure
region. Why is a VCN required?

To create the required OCI VCN, proceed with the following steps:
T el LI2g 2 WA RY S5 INetwegrkingjH z pVibt@aECloddINetorks H

= ORACLE Cloud

Compute

Buckets in vbox-demo Compartment
Block Storage

LD SETEE Name Storage Tier

Networking Virtual Cloud Networks Standard
andal

Dynamic Routing Gateways
Databas:
Customer-Premises

Bare Metal, VM, and Exadata .
Equipment

Autonomous Data Warehouse
Load Balancers

Autonomous Transaction Processing

FastConnect

Public IPs

[VCN] Figure 1 Networking

T Wp 5z StarktMCN WizardH Z LjLILI+ |l

Networking Virtual Cloud Networks in OracleVM Compartment

Virtual Cloud Networks are virtual, private networks that you set up in Oracle data centers. It closely resembles a traditional network, with f

Overview that you can choose to use.

Virtual Cloud Networks [OPEtAVe Nl Start VCN Wizard

Load Balancers
Name State IPv4 CIDR Block IPvé CIDR Block Default Route Table
Network Visualizer

No items found.
Inter-Region Latency
DNS Management

Customer Connectivity

IP Management

[VCN] Figure 2. Create OCI VCN

1 Select@&reate VCN with Internet Connectivity  Hand follow the VCN Wizard
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Start VCN Wizard Help Ce

Create VCN with Internet
Connectivity

Add Internet
O Connectivity and Site-to-
Site VPN to a VCN

Oracle Services Network

Creates a VCN with a public subnet that can be reached from the internet.
Also creates a private subnet that can connect to the internet through a NAT
gateway, and also privately connect to the Oracle Services Network.

Includes: VCN, public subnet, private subnet, internet gateway (IG), NAT
gateway (NAT), service gateway (SG).

Start VCN Wizard Cancel

[VCN] Figure 3. OCI VCN Details
The execution of this operation includes the creation of all the required networking components.

Further details on the above concepts are available in OCI Documentation:

¥ Oracle Cloud Infrastructure MManaging Compartments
§ Oracle Cloud Infrastructure MVNC and Subnets

0 Route Tables

0 Internet Gateway

0 Security Lists

o DHCP Options
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https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingcompartments.htm?Highlight=compartment
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingroutetables.htm?Highlight=default%20route
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingIGs.htm?Highlight=internet%20gateway
https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/securitylists.htm?Highlight=security%20list
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingDHCP.htm?Highlight=dhcp

Oracle VM VirtualBox Setup

Oracle VM VirtualBox 6 requires proper configuration to interact with a specific Oracle Cloud Infrastructure environment.
All those information will be used by VirtualBox to authenticate, without any user prompt, with Oracle Cloud
Infrastructure.

Requirem ents

The first step is to collect a list of information, possibly in a text file, from the OCI Console:

1 user

1 tenancy

1 region

1 compartment

1 key_file and fingerprint

User

The account used to connect to OCI has its own OCID. To collect this information, click o n the upper -right side of the OCI
console on the E icon and select your email address.

Qll nj+LjDz yz z # Ljll LICOESH 3L83NDz +HsmbCEiGHa ik clighoard:

= ORACLEC

Identity » Users » User Details

simon.coter@oracle.com

Description: Simon Coter
Create/Reset Password Enable Multi-Factor Authentication Edit User Capabilities

User Information | Tags

OCID: ..wwakdq Show E)[
Created: Tue, 29 Aug 2017 08:50:02 GMT

ACTIVE

Multi-factor authentication: Disabled
Email :
[VirtualBox Setup Requirements ] Figure 1 User OCID

Save this User OCID in atemporary text file.

Tenancy

A tenancy is a secure and isolated partition within Oracle Cloud Infrastructure used to create, organize, and administer
cloudresources.ny z2 LNyl zn 2ydz 5Lz #NI e WAN. f FOCEMaip MengH=» LJ2 5dZ &
@dministration H TTenar@y DetailsH .

al LR2E Gtslhylzn ql g% DACYNSS +UH ANEFEnEneniGOIDRS thé cipboard:l G
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= ORACLE Cloud

ovm

Edit Audit Retention Policy Edit Object Storage Settings Apply Tag(s)

Tenancy Information Tags

Tenancy Information

OCID: ..x3w2ya Showgy

Name: ovm

ACTIVE

[VirtualBox Setup Requirements ] Figure 2. Tenancy OCID

Save this Tenancy OCID in a temporary text file.

Region
A region is a specific geographic area. It is composed of one or more availability domains. An availability domain is one or

more data centers located within a region. Each region can be identified by an easily recognized name, found in the
upper-right corner of the OCI console:

ORACLE Cloud Q_ us-ashbumn-1v - L

ovm

T Edit Audit Retention Policy Edit Object Storage Settings Apply Tag(s)

Tenancy Information = Tags

Tenancy Information

OCID: ...x3w2ya Show Copy

ACTIVE

Name: ovm

[VirtualBox Setup Requirements ] Figure 3. Region

Save the Region name in a temporary text file.

Compartment

A compartment is a collection of related resources (such as cloud networks, compute instances, or block volumes) that

can be accessed only by those groups that have been given permission by an administrator in your organization. Each
z+|1 I yDAJ gl LI 2ydz 5L3z #NI 2 WAN. f # OLHMaip Menud UIASABHS IF g ¥ DA y LIS
Gompartments H .

al IGenfparthentsH NB D3N zs 1 LI2g WHI1 ! yDAI CobyH Z WANF Y I BIF L2 E I nj
Compartment OCIDto the clipboard:
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= ORACLE Cloud

Identity Compartments

Users Create Compartment

Gloups Name Status ociD Authorized Subcompartments
Dynamic Groups

vbox-dev ® Active Yes 0

Policies

Compartments

Federation

Authentication Settings
[VirtualBox Setup Requirements ] Figure 4. Compartment
Save this Compartment OCID in a temporary text file.

Key File and Fingerprint
f 2 Key&ileH VY Figer@intH 2y Ilj & L¥ 2Z2& 3N EDH LI *1 njFLjDz # NI dznjdzLJg |

To accomplish this, follow the instructions in the OCI Documentation MRequired Keys and OCID starting at the section
Glow to Generate an API Signing Key H.

VirtualBox Configuration
Next, configure the OCI profile on Oracle VM VirtualBox.
T pyLjilz2 Li2g USDAIjY p kielN] T@PW@®Enffle MarmgerHz & 1 G

@ VirtualBox File Machine Window
Import Appliance... Oracle VM VirtualBox Manager

[ ; Export Appliance... = {:} M
Jdd Tools Virtual Media Manager... '\;U LR} EH\]
Host Network Manager... Import  Export New  Add

— Cloud Profile Manager...
sy | ubuntu-18.04 e e to VirtualBox!

@ Powered Off
The left part of application window contains global tools and lists all
slf | win2016srv virtual machines and virtual machine groups on your computer. You can
@ powered Off import, add and create new VMs using corresponding toolbar buttons.

You can popup a tools of currently selected element using

corresponding element button.
<" centos7 Sl

© powered Off You can press the 38? key to get instant help, or visit
www.virtualbox.org for more information and latest news.
@ OracleLinux?
@ Powered Off

4 rhel8-beta
© powered Off

1 ol7-vbox6
© Powered Off

[VirtualBox Configuration ] Figure 1 Start Cloud Profile Manager

1 Wp>5zb AdIH LRIFLIGEI yI3 SILEDZY D#Egs5pe 2yl g
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https://docs.cloud.oracle.com/iaas/Content/API/Concepts/apisigningkey.htm

@ VirtualBox Cloud Window

Cloud Profile Manager
Sl | =i J &
Add Import Remov Properties Help
. Oracle Cloud Infrastructure
-I| OVM-PROD
—I] VBOX-DEV
@ @ Add Profile
Name:
VBOX-DEMO
Name: Enter a name for the new profile. Cancel
Properties:
Reset Apply Close
[VirtualBox Configuration ] Figure 2. Enter Profile Name
91 Insert all the OCI values collected above, as shown in the following window
&€ VirtualBox Cloud Window
[ BON Cloud Profile Manager
@ ke 3
Add Import  ©  Remove Properties @ Help
& Oracle Cloud Infrastructure
Z}] OVM-PROD
|| VBOX-DEMO
=] VBOX-DEV
Name: VBOX-DEMO
PfopeﬂieS[ compartment = ocid1.compartment.oc1 bbbbbbbdfjksdfksifsfasfis9dfsisdfdkfidsls
fingerprint 6c¢:fd:5a:9d:8c:10:aa:aa:aa:aa:36:ed:75:29:75:06
key_file [Users/scoter/.ocifoci_api_key.pem
pass_phrase
region us-ashburn-1
tenancy ocidl.tenancy.oc1 bbbbbbbdfjksdfksifsfOsfisOdfslsdfdkfjdsls
user ocid1.user.ocl..aaaaaaaaaaabbbbbbbdfjksdfksifsfOsfis9dfsisdfdkfjdsls
Reset Apply Close
[VirtualBox Configuration ] Figure 3. Enter OCI Configuration values
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Virtual Machine Preparation for Oracle Cloud Infrastructure

Oracle Cloud Infrastructure provides the option to import a custom Linux image. Before a VirtualBox image can be
exported to Oracle Cloud Infrastructure, t he custom image needs to be prepared to ensure that instances launched from
the custom image can boot correctly and that network connections will work. This section covers the steps to prepare
custom Linux images for export/import.

VirtualBox has a powerfu | networking solution and can easily emulate many kinds of networking options. This section
suggests some VirtualBox best practices that can help provide the best experience possible while migrating Virtual
Machines to Oracle Cloud Infrastructure.

On VirtualBox, it is strongly suggested that a DHCP server be used for Virtual Machines, instead of a static IP address
configuration. This configuration allows an IP address to be dynamically assigned for the Virtual Machine running on
VirtualBox and, at the same time, assign an IP address for the Instance while running on Oracle Cloud Infrastructure.

The VirtualBox Virtual Machine vNIC will have a:

9 different Hardware Address (MAC), compared to the same running on OCI
9 different emulated Virtual NIC, compared to the same running on OCI

The following best practices are suggested:

Do not specify the HW -ADDR within the vNIC configuration

Within the vNIC configuration file (ifcfg - <device - name>) do not expose the HW-ADDR; example:

[root@ol8: /etc/sysconfig/network - scripts]# more ifcfg - ethO
DEVICE="eth0"

BOOTPROTO="DHCP"

ONBOOT="yes"

TYPE="Ethernet"

USERCTL="no"

PEERDNS="yes"

Keep consistent vNIC device names between VirtualBox and OCI

The following operations should be considered before exporting a Virtual Machine to OCI:

Oracle Linux 6/ 7 (grub2)

T Addiinet . i fnames=0 bi ots@revonyaunkimOndachines.
Editi/ et ¢/ sy s c onf anddddtheddiaving values to GRUB_CMDLINE_LINUXine:
# GRUB_CMDLINE_LINUX="net.ifnames=0 b i osdevname=00

1 Update Grub2 configuration

# grub2 - mkconfig - o /boot/grub2/grub.cfg
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