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• SYS_CONTEXT()
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• true 
 false

•
  

sys_context 
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•

✓ schema create 
table  create any table 
DBMS_REDACT  Execute

✓ schema  
create any table DBMS_REDACT 

 Execute
•

•

•

• DBMS_REDACT.ADD_POLICY  
• DBMS_REDACT.ALTER_POLICY
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DBMS_REDACT.ADD_POLICY

DBMS_REDACT.ALTER_POLICY

DBMS_REDACT.APPLY_POLICY_EXPR_TO_COL

DBMS_REDACT.CREATE_POLICY_EXPRESSION

DBMS_REDACT.DISABLE_POLICY

DBMS_REDACT.DROP_POLICY

DBMS_REDACT.DROP_POLICY_EXPRESSION

DBMS_REDACT.ENABLE_POLICY

DBMS_REDACT.UPDATE_POLICY_EXPRESSION
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• DBMS_REDACT.FULL

•

•
:

• :

• :
2001 1 1

• DBMS_REDACT.UPDAT
E_FULL_REDACTION_V
ALUES 

• DBMS_REDACT.PARTIAL

•

•

• 987-65-4320  ***-**-
4320  
'VVVFVVFVVVV,VVV-
VV-VVVV,*,1,5'

•

• DBMS_REDACT.REGEX
P

•

• regexp_pattern 

• regexp_replace_string 

• regexp_positio

• regexp_occurrenc

• DBMS_REDACT.RANDO
M

•

•
char(20)  

20

•
varchar2(20), 

•
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CHAR, VARCHAR2,LONG VARCHAR2, NCHAR, NVARCHAR2

NUMBER,FLOAT,BINARY_FLOAT,BINNARY_DOUBLE

RAW , LONG RAW

DATE, TIMESTAMP,TIMESTAMP WITH TIME ZONE, TIMESTAMP 
WITH LOCAL TIME ZONE

BFILE

BLOB

CLOB

NCLOB

ROWID

UROWID
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•

• true

• AND, OR, IN, NOT IN, =, !=, <>, <, >, >=, <=

• sys_context()  USERENV
session_user, client_identifier 

•
SUBSTR(), LENGTH(), Oracle Application 
Express  Oracle Label Security

• psmith

expression  => 
'SYS_CONTEXT(''USERENV'',''SESSION_USER'') = 
''PSMITH'’’

•

expression  => 
'SYS_CONTEXT(''SYS_SESSION_ROLES'',''SUPERVISOR'
') = ''FALSE''' 

•

expression => '1=1'
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SESSION_USER = “USER_ALL”SESSION_USER != “USER_ALL”
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•  EXEMPT REDACTION POLICY  

• SYS
• EXEMPT REDACTION POLICY 

• SELECT
DML INSERT UPDATE DELETE

• CREATE TABLE AS SELECT
EXEMPT REDACTION POLICY

• DBA EXP_FULL_DATABASE EXEMPT 
REDACTION POLICY 

• EXEMPT REDACTION POLICY DBA ,  
with admin option 

SYS
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1.

2.

3.

4.

5.

6. sql developer

7. EXEMPT REDACTION POLITY 
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• Oracle Oracle SQL

Oracle

• Oracle

• , SYSDBA
, SQL , ad hoc

• ,

,Oracle ?

• Oracle Oracle , ,

•  
SQL
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• GROUP BY SQL expression
 ORA-00979: not a GROUP BY expression

• DISTINCT ORDER BY SELECT 
expression ORA-01791: not a SELECTed
expression

• SQL
concat, sum, trim, min, max

• WHERE
      SELECT

• (PII) ( )
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