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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, timing, and pricing of any features or functionality described for Oracle’s
products may change and remains at the sole discretion of Oracle Corporation.
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Format | Description
American Express Credit Card Number  ~ 10 billion unique American Ej
Discover Card Credit Card Number ~ 1u| Array List

MasterCard Credit Card Number

Visa Credit Card Number

Generic Credit Card Number

Generic Credit Card Number Formatted
National Insurance Number Formatted
Sodial Insurance Number

Sodcial Insurance Number Formatted
Social Security Number

Social Security Number Formatted

ISBN (Ten Digit)
ISBN (Ten Digit) Formatted
ISBN (Thirteen Digit)

~10| Array List
~10| Delete
Encrypt

~10| Fixed Mumber
~10| Fixed String
Mull Value
Preserve Original Data
~1H Random Dates
Random Decimal Mumbers
Random Digits
~71 random Mumbers
~71l Random 5Strings
Shuffle

L) q
~1Y Substitute
~2 § Substring
Table Column

Truncate
User Defined Function
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Oracle E-Business Suite {&ffx
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Applications  Object Rules

Impact of subset rules on objects are displayed below. The values shown here are based on estimates and may not be accurate.

View 1) Refresh...

Name

4 Applications and Objects
4 HR(HR)

EMPLOYEES
DEPARTMENTS
REGIONS
JOB_HISTORY
LOCATIONS
COUNTRIES
JOBS

Column Mask Rules

Object Rule

DEPARTMENT_ID=80
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Rule Parameters = Space Estimates

Source Size

MB
0.01
0.01

0.01

o o O O

Data Masking Definitions

Rows
215
215
107

27

10
23
25
19

Pre/Post Subset Script

Estimated Subset Size
MB Rows
0.01 113
0.01 113
0 59
0 16
0 3
0 10
0 3
0 3
0 19

%
53
53
55
59
75
100
13
12
100
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$EEEAIRRSY In-Database Mode S AFRHET In-Export Mode

Clone —> Mask/Subset ——> Replicate Clone > Mask/Subset —> Replicate

10010110010101
00100100100100
10010001001010

00101100101010
001001001001001
00100010010101

D1001011001010100
10010010010010010
01001000100101010

Source Staging Target Source Export File Target

XTEFINERm R/ BUREIRREBEECER
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37 CRM Dev1
Test Master L
Exadata Snapshots




Exadata ¥l{aJiliEEData Masking

— Test Master - Snapshot data
~— datafile /. —— file
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v’ EEIMIE, Exadata Sanpshot{EA—/NIERERTS, e -
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2357 el
Database Lifecycle Management Pack SR Te BEFNRR &Y
Oracle Cloud Management Pack SE R IR AR T FEFNRR BN
Real Application Testing Pack R RN
Oracle Data Integrator AR SIS EHUE
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iR

» Oracle Exadata X8 cluster

- HUEERRA: Oracle Database 1911.0.0.0 47552 RAC

« CPU: 81T 321 vCPU, Intel(R) Xeon(R) Platinum 8270CL CPU @ 2.70GHz
- RAM: 115 :2100G

« 1T RINHEYE

» Oracle enterprise manager cloud control 13c release 5

« QOracle Linux Server release 79
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HIRERRSHLE

« PARALLEL_DEGREE_POLICY = ‘AUTO’
Oracle R R A EERRFFAHITAREE

- B#r&X_ENOLOGGINGIE S
HUBILBIRTEER S Aredo B, G IRERAE

« PGA_AGGREGATE_LIMIT = 70G

HEINPGAR(ERAZTAIZET0G (B RACT 2NTF100G6)
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- HE#5r5E stes.gl_jornl_dtl_f_x
BEG: 725, 178 M2, FAR/N: 245G
- Birk RIS
FEIESHE, 015677778888
BMIES, %0425995564916875712  (18{iL)
{EuE, N EREEK AxRED FHEE RME  (RitHER)
, W T EtRE AR ENMELXFEFEARTST (RitER)
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1. BN - EBiES
- ERBEAEE, FAEIESEAN, N

BRBUCRRS: EEET + BEHLAEY

ORACLE Enterprise Manager Cloud Control 13c

H=

oA EUE Y

@esm~

dbmo02 / + PDB2 ©
So-Oracle UEEE v A v A v ReM v AR~ EE v

BIBREEY > 4R{EHETSE X roundl_mask_sourceDB_on_bigger_size > EXFHID
TEXFIHEES

=
t=

Fid#& STCS
5 PHONE

#f% EOM_EMPLOYEE_D_X
EEER VARCHAR2(120)

BIAMER T, RPOFAAICRHBERBENBIH#TRE. AMUEHERFHHRCRNS TR, ST FROUEBENNEBRINMTER. XEFRFREEE

SAER|  BRAKE Iﬂiﬂﬂ.ﬁﬁ v &

SHWEF | 2uRE

LFwme v o, A

W e v G) FEigRko) ¥ SYSMAN ¥

scaqan06adm01vmO02.us.oracle.com

IB0IGRF 3 ATHEES . BMEF SRS EERMHILE, hASBRMNHS{TRR.

BRREME
% | ik [T E L5 & w6 B
v &
® V OERARME I 15454086132 o I
e RS 1 4
G EkE 10 SRR 10 4
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FIESHOARE- izt - IRELZ1TRIME)

ek
ESER] > $147: dbm02_PDB2

#17: MASKING_JOB_192

4 BE

RE V' Bl

EE R

BE 2021-9-16 1:54:30 GMT-07:00
JBEh  2021-9-16 1:54:35 GMT-07:00

REREDN

4 dbm02_PDB29{EHFIF

| HRBAEEE -

5% 2021-9-16 2:00:43 G B MASKING_JOB_192

| me 65,8 Y HERS

dbHostCreds ORACLE (oracle/*****) FiE®& SYSMAN
NC_DBMO2_PD_2021-09-07-203056 E# dbm02 PDB2

dbCreds (stos/) 2 -

4 DropFmtLib

RS V BRI
EFES
(@]
h 4 BEAS
B

Successfully dropped format library package.

E| Successfully dropped DM package.

Successfully dropped DM type.

I Success

EE v i
o
#E 2B v 2
i
B RE RE iThhE
DeployFmiLib B v |
PutSqlFile S v
Command g v
DropFmtLib B2 ] v
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CPU X

W) - EBiESHS - iz

x

[1- EH (CPU,ATF)

AEFERR

X

BHE v ErRECHE

BetiE)
2021-9-16 0:56:14

2021-9-16 1:01:14
2021-9-16 1:06:14
2021-9-16 1:11:14
2021-9-16 1:16:14
2021-9-16 1:21:14
2021-9-16 1:26:14
2021-9-16 1:31:14
2021-9-16 1:36:14
2021-9-16 1:41:14

2021-9-16 1:46:14

CPU 5 (%)
4.51

4.38
4.31
4.25
4.32
4.31
5.12
5.08
5.03
5.15

4.98

EE v ETRGEME

Bt i)

2021-9-16 1:16:14
2021-9-16 1:21:14
2021-9-16 1:26:14
2021-9-16 1:31:14
2021-9-16 1:36:14
2021-9-16 1:41:14
2021-9-16 1:46:14

RFERE (%)

42.55
42.52
42.68
42.75
42.75
42.77
42.80

2021-9-16 1:51:14
2021-9-16 1:56:14
2021-9-16 2:01:14

42.87
56.22
56.90

2021-9-16 1:51:14

2021-9-16 1:56:14

4.75
23.72

2021-9-16 2:10:17
2021-9-16 2:14:08
2021-9-16 2:14:39

4.51
4.57

4.57

2021-9-16 2:06:14
2021-9-16 2:11:14
2021-9-16 2:16:14
2021-9-16 2:21:14

2021-9-16 2:26:14

45.43
45.45
45.43
43.33
43.79

)

RS RS R
I CPU: 23.72% 1< (23.72%-4.75% = 18.99%)

; RAM: 56.9%, 1< (56.90%-42.87%=14.03%)

HIEEEZSAEICPU (AR : 4.75%
W‘ SERER: 42 87%




IR SHBMRE - SRS

BRBUCRERICAR . EIEET + BN
EEHT: BRI REYSERIEF, FEREREIRGIR
PENEN: EIREANCERNERME—RIEE (GIEERENARE, TAMIEEME—RZE)
BIF: EBRSHNET, RSN BEEHFE, FRIONERETIER

15248740762
FHIE
%iﬁfﬁ?ﬂ%ﬂl 653810 453537 453 54%) 55318%
S2iD
CPUER= 23.72% 44.91% 481% 38.91%

RAM{EREZR 56.9% 58.64% 59.5% 58.35%
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2. PREFAN - BUHIESHS

- BEXREBDIESRION, RIRSHFENER , H18(U
BRBURRES: F TR + BEHLAEY

ORACLE Enterprise Manager Cloud Control 13c .-I ®il(E) ¥ BirM ¥ * IKEESE(F) ¥ @ FLIERO) ¥ 'a "ES) Y O\ ‘ SYSMAN ¥
dbm02 / f PDBZ o E scagan06adm01vm02.us.oracle.com
=]

[ Shorace$iEiE v M~ TAK v XM v FR v BE v

MIEMESENY > YRIBMIEE S roundl_mask_sourceDB_on_bigger size > EXFIHE

BN FIHEES
FRrE#E STCS R EOM_EMPLOYEE_D_X we| B
5l ID_CARD_NUMBER IEEAR VARCHAR2(100)

FOAMERT, RPWAFICRHEREENRARTEBD. TMEFERSFRRICRNZTTER. ST FROTERBEARBRIRTERD. REFRGREECININFRTED. DEFRSERALE, bFAEB AN HHTRED.

safst| mxzE [maom v g

2HRF | 2BEE

B EEEY
®IF | R4 miE [{a \EE [15 i BE
v &M
® 7 OERASHE I 662911706867696470 o
Fps e [1 K [6 4
B R RE [12 BRKE [2 4

i1

me| m|



BHRESHIMRE - LR

PSCRERIREE . FFATER + REHALER
FEHFHR: BILRBMETHKEEAEAN, FH SUBSTR MEIAFIIREZEEE, HISEBIEREILE.
FEANEIN: EREENCEENERME—RIEE (EEENSAR, TARIEEMRE—RIEE)
BlF: BMOUESBH8N, BREWIN: FFAASRE FFein, SERM06) |, FIR2EPEIE

321732862098548155
BPIESHERR \52% \57% \14% 51D
SuERT
CPUEH= 32.01% 43.58% 46.44% 40.68%
RAM{EEFZR 57.42% 57.42% 6016% 58.33%
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3. RREERN - {Euk

- EK{EAMIE AN
BREeRms: R
- FTSCREMUHERR, BuT,

CREATE SEQUENCE stcs.china_address_sequence START WITH 1;
create table stcs.chinese_address_random as (

select stcs.china_address_sequence.nextvaltl.province||"||t2.city ||"||t3.area]||"|[t4town address_info

select * from chinese_address_random;

s 2

&, @ &% sqL | Fetched 50 rows in 0.21 seconds

> Query Result * [> Query Result 1 * | [E]Script Output * B> Query

{ NEXTVAL | ADDRESS_INFO I
150952985 KR AREM XBX A RITHIE
150952986 Xk ARENRBE N itHHE
150952987 Xk ARENXBE [ =H#5E
150952988 iR ARENXBE B RHE
150952989 iR AREDXB X DHHE
150952990 KT ARET XBX SREE
150952991 RiRTARET XB KL FEE
150952992 XTI ARET XBXENEE
150952993 KR ARET X B XA EE
150952994 Xid i ARETEXBE EMRA
150952995 KA RETN X8 XA
150952996 XTI AREHXBEDLKS
150952997 KR AREHEBRHIRS
150952998 KR ARETXBRERY
150952999 Xk ARETXBENRHIBHREA™ WA LK
150953000 xmas&mxsﬂﬂam

m, 2, HEXFHEEBIHRRR

el el el el el
1OV B WNEFEOWBNOUVDWNR

from stcs.china_province t1, stcs.china_citv t2.stcs.china area t3.stcs.china town t4

where rownum<=400000000);
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dbmo02/ 4+ PDB2 © B scaqan0Badm01vmo2.us.oracle.com
-_—
L= SorackiiEk v #fiv AMAE v KM v AR v HE v

HIEREEY > RMMIBE: roundl_mask_sourceDB_on_bigger_size > BXFIHED
XIS
Hif# sTcs 33§ EOM_EMPLOYEE D_X | mn
5| CHINESE_ADDRESS EE2E VARCHAR2(200)

BARR T, RPMAFICRGEREENSHTRE. AUESERSRMHERCRNZ TR, ST FRIFTERBUARBHEIHTER, RETIGHRIEESNNRFHTRE, DEFRSEERELR, bFamANHIBTREE.

EET

sat| #ze [=n v |

SHRT | 2HRE

\ it RE R
#iF | & | mt & | mr [ i B
7 &
FHERESEERETHERRERRN
® V BRARE [
E2d) RE STCS.CHINESE_ADDRE ), FI& ADDRESS_INFO Q, Z

| |



(EUEAREY - SR

B RmIER . K5
R ZIEESBIE— R, BRETIEMSEIRFEERTIFIE. HFEEEES MERGIEIRLRT!
Z A1, FAFEENRFIYEFEAMEEEF.
Bl
JRIRFIE: ItRmAaREDSFIXEREE
FAFEERPEBE: TtEAREREREITE

{FE AR SRR \24% \28$ \45% 653120
CPUfERH=R 35.03% 36.43% 24.6% 32.02%
RAM{EFE=R 5818% 57.54% 58.9% 58.21%
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4. BRETRN - tR1TUcFitbiE

- BEXRAEESIVER, W) FAREEKEEM R A Aranan 1l
- BRBUERES: FFHTER + EREFATER + RY (ZRSTCS.MASK_DICTHRFR 21T "4F)

BF 51 stes ﬁ | E scaqan06adm01vmO02.us.oracle.com

dbmo02/ + PDB2 ©®
-
[ S OrclefiEnE v Mt~ AAK v R~ FE~ EEB
HIRMBEY > YWEMRSE S mask_chinese_bank_account_address_test > EXFIHETS

E XTI
FiE#& STCS FR GL_IORNL_DTL_F_X_TEST3 | oy

51l BANK_ADDRESS #iE3E VARCHAR2(200)

AR T, RPOAFICRGEREENBAMTRE. TRUERERFHRNRICRNSTFER. STFRYTEREMABGHEHTED. REFRHRECENNIRFHTHES. MEFRSERFAFLE, bREmRANHITRE.

SAE| BARE | R v

SHER | TEE

HREEmE
IR | Rt [T @ [ [ o B
v &t
P T 36 R TS A00000K 47
® 7 Bust
¢
FrH® e [1 ®E [12 4
BEERE BEEHE 0000000 4
5 #=% [stesmaskoicTr | O Fm [bank_branch o, 4
W] B \



{RITIKPIBLEARSY - SS2RSTHh

ABCRISIAR . FF /e + BEEFRTE + &5 ( FRSTCS.MASK_DICTRZR 31T F44)
FFFER: ETERMNETHKEIE BN, £ SUBSTR NG HIREZEUE, FISEBIEEIDE.
BEFHFE: ZAXANMERAEKRHMSR. BEAFRFEIDE— EENFRHFEHEE.
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5. Bk S+ B{ME+{E+iR1TiUE RRIRREN P EERT

= select t.jornl_det_idn id, t.phone, t.id_card_number,t.chinese_address,t.bank_address,
tl.phone, tl.id_card_number,tl.chinese_address,tl.bank_address

from stcs.gl_jornl_dtl_f_x t inner join stcs.gl_jornl_dtl_f_x_testl t1 on t.jornl_det_idn = t1.jornl_det_idn|
where t.jornl det_idn in ('1585946304','-1454954242"', 1418414834", 1414116774, '~1321128718"): ﬁ%ﬂ;&
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> Query Result * |[>QueryResult 1 * [ QueryResult2 *
& B @ Bk sqQL ' All Rows Fetched: 5 in 20.649 seconds

41D '+ PHONE - ID_CARD_NUMBERE:' CHINESE_ADDRESS |ﬁ:€ BANK_ADDRESS i# PHONE_1 )| )|
1 1585946304 123527207401327747969797627681 EiHREAR 25T B0O8 FUEHE M EHRERENITAFEPEARRTST 15058801334 §27747307101220808
2 -1454954247 16062887764518605119894419636 EHEEAE BRED BEE ARE | EHREAKLETSTIEFEREORTST 12220083455 §18605536230496146
3 1418414834 13980433632398005402440548632 EHREAR BT tk8 %AEE | ELREARBaTIIEmRERTHT 17129556861 §98005754132448155

4 1414116774 15031316485755200195819408176 W FRILIREAR BT HMNE MEHE |/ EHRESAEABEKREANETHRERBORTSI T 16175237955 §55200877291206976
5 -1321128718 4807458414690567344 FiLiE S B [ 07458575358879549
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ARS8 +EHMIE+{EI+RITHEIE AR EN- LSRR O

Bink ERBURFIRREL (45U8RT, 4{ZfTicR, K1245G)
BiRSHE, FEERNREIESH, 4015677778888
BiHES, REBRIONL, BEVIEMI2ES, 0 425995564916875712  (181i1)
(i, Zik
FIE5IE: tEmaREm =M XEREE
FRFEERPISIE: IdtEaREHERENTE
BITWPIehE, EEEER, W
JFIR5IE: I EtiRE AR N IHAFEFEARRITSIT
G | PEIREIAXILTHFEXXXXXXXX DT
A BGRERT 1443 52%% 155357 165513%) 159339%%
CPU{ER=R 52.24% 46.26% 59.70% 52.73%
44 Copyigh RAM{FEFRZR 63.31% 59.49% 50.77% 60.86% E
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S mEE BseER EMEEX 0000 B®E

IS4 BIEE= + FELAIEL 12352720740 15058801334
BDIESHS FERIER + FEHEL 618605119894419636  618605536230496146
{F1E =5 IR eXe™ UAEaxREDENRE
VTEEHABIRI TR YT BFIRIATHA
RITMK bk FEHER + BEFEME + | ItERERKE™T | REtREaXmae™
=5 KTEEMARBIRI T 1T KTEEXXXXXXXX 1T

IS (BRIRIREN) 55318%% 3891%
BpuESi (BIRiREN) 5731%> 40.68%
b (BSEpREN) 65512 32.02%
AT e (BRIhpRER) 2067 3618%
FBIESHE+SMuE+EiI+E 155397 52.73%

1Tt (RIATARER)
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