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Rows in a Single Chain of a Blockchain Table
* 5678.9::<=>7:@A
SQL> CREATE BLOCKCHAIN TABLE my ledger bank (...)

—  B5*CDEFGH567;1JKB5*L:EMNO*

Row 1 Column | | Column | ___ | Columa || . Hash1l=hash(Row Data 1 and Hash0)
— = : . PQRS$%T5UVWQXYIZJ

Row Data 2
Row 2 Cohljmn Col;mn ! (ol:mn T Hash2=hash(Row Data 2 and Hash1) ° 8 P Q [\UV*XY I Z J * 5] A /_\ B Q I J ab
Row 3 V ' 8
: cdle*fghibcUVXYI1Z*jk

Row Data 8 8
Row 8 cotumn | coe | coom | [ o s ot Hash8=hash(Row Data 8 and Hash7) ° IWQ ] 9‘ mT 5 UVXY | ZJ * B |J m a/\ / 5

*lknoHUVp=5*RS*q[jk
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ORABCTAB_INST_ID$ NUMBER (22) Z[2,HIJ,™ ID

ORABCTAB_CHAIN_ID$ NUMBER (22) HIJcZ[2,?,? ID“? ID,”uS Ob 31-

ORABCTAB_SEQ_NUM$ NUMBER(22) ?7—,2,—™fZ[=>?%7c,li2mS><iceA 1
o2, Yi—"T™:j2 —~T™ 2¢ti2,j—™™¢ 1:0
O£™ADEbun¥,2:" ID;}? IDy—"T"",§"Vi
©2=>?%c,i2:

ORABCTAB_CREATION_TIME$  TIMESTAMP WITH TIME «-2(E,E*" UTC-®»

ZONE

ORABCTAB_USER_NUMBER$  NUMBER (22) Z[2,HIJOP,OP ID

ORABCTAB_HASH$ RAW(2000) 2,rsu:rsuv °x2,2-+y?cti2,rsu
‘z{,

ORABCTAB_SIGNATURE$ RAW(2000) 2,0P2Y:2Yvo02,rsuz{,

ORABCTAB_SIGNATURE_ALG$ NUMBER(22) O°¥ 2Y2,0P2Y,2Y{]

ORABCTAB_SIGNATURE_CERT$ RAW(16) ‘U2Y2—,2Y 1.0%, GUID:
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https:/apexapps.oracle.com/pls/apex/dbpm/r/livelabs/home

LiveLabs : B3 Event Code -3] Signin

Welcome to LiveLabs

ORACLE
DatabaseWorld at CloudWorld

Oracle LiveLabs gives you access to Oracle's tools and technologies to run a
wide variety of labs and workshops. September 18-21, Las Vegas Register Now

Experience Oracle's best technology, live!

& & & &

Developer DBA Data Scientist DevOps Low Code Developer
Featured Workshops e
Oracle Integration - Cookbook - a Get started with Oracle ﬂ Enterprise Manager a Oracle Database 19¢ New @
ERP Cloud Real Time Integration B2B Fundamentals Features
Synchronization

Oracle Integration B2B Workshop includes Explore EM13c using a pre-configured Explore the latest features in Database
Oracle Integration Cookbook Workshop a comprehensive coverage of B2B Enterprise Manager, repository and 19¢
Series includes a comprehensive cover- Concepts and Design Oracle Database targets.

age of Integrating with (..)
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A centralized ledger model reduces administrative overheads of setting a up a decentralized ledger network, leads to a relatively lower latency compared to
+ Lab: Create SSHKeys decentralized ledgers, enhances developer productivity, reduces the time to market, and leads to significant savings for the organization. Database users can
continue to use the same tools and practices that they would use for other database application development.
+ Lab 2: Create a DBCS VM Database
Estimated Time: 30 minutes
+ Lab 3: 21C Setup Objectives
In this lab, you will:
- Lab: Blockchain Tables & Rows
) « Create the blockchain table
Introduction
« Insert and delete rows i
Task 1: Create the blockchain table LAB 1€.’ B f BIOCkChaI n Table
« Drop the blockchain table
Task 2: Insert rows into the o ) ) LAB 2 . UV67
et « Check the validity of rows in the blockchain table
LAB 3€,,...67
Task 3: Delete rows from the Prerequisites

blockchain table LAB 3€ d rOp XYIZ

« An Oracle Account

Task 4: Drop the blockchain table LAB 5: BIOCkChaln67|}

o SSH Keys
Task 5: Check the validity of rows

i+ the blockchain table « Create a DBCS VM Database

o 21c Setup
Acknowledgements
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SQL> create blockchain table bct t3 (

id number,

fruit varchar2 (20),

quantity number,

created date date,

constraint bct t2 pk primary key (id)
)
no drop until 1 days idle

9 no delete until 6 days after insert

10 hashing using “SHA2 512" version “v1”;
create blockchain table bect t3 (

% 1 TR
ORA-05741: HRIKIREARTEIAMR, NMEDA 16 K

> create blockchain table bet t1 (
id number,
fruit varchar2 (20),
quantity number,
created date date,
constraint bct tl pk primary key (id)
)
no drop until O days 1dle
no delete until 16 days after insert

hashing using "SHA2 512" version “v1”:

=ROHE.

9
;
3 4
4 5
5 6
6 7
7 8
8
9
0

1

L # I $%&()

| HS%"& T I"HS((H( ' +,-+HO0-Y W(%-" - /0
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set linesize 120 pagesize 50
column column name format a30
column data_ type format a227
column hidden column format al3

select internal column_id,
column_name,
data type,
data_ length,
column
FROM user_ tab cols
WHERE table name =  BCT_T1’
ORDER BY internal_ column_id;
COLUMN_ NAME DATA_TYPE HIDDEN__COLUMN
NUMBER
FRUIT VARCHARZ2
QUANTITY NUMBER
CREATED_DATE DATE

NO
NO
NO
NO

NN N

ORABCTAB_INST_IDS$
ORABCTAB_CHAIN_IDS$
ORABCTAB_SEQ_NUMS
ORABCTAB_CREATION_TIMES
ORABCTAB_USER_NUMBERS$
ORABCTAB_HASHS
ORABCTAB_SIGNATURES
ORABCTAB_SIGNATURE_ ALGS
ORABCTAB_SIGNATURE_CERTS
ORABCTAB_SPARES

NUMBER

NUMBER

NUMBER

TIMESTAMP (6) WITH TIME ZONE
NUMBER

RAW

RAW

NUMBER

RAW

RAW

VAV]
(oo
NOONHFNNIN
CONWNNNNNON

=N
N

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

CEEE 14 17

SQL> SELECT ORABCTAB_CHAIN ID§ "Chain ID”, ORABCTAB SEQ NUM$ “Seq Num",
) to_char (ORABCTAB_CREATION TIMES, dd-Mon-YYYY hh-mi’) “Chain date”
3 ORABCTAB_USER _NUMBER$ “User Num”, ORABCTAB HASH$ “Chain HASH”
4 FROM bet_tl;

Chain ID

Seq Num Chain date User Num

Chain HASH

25 1 14-88 -2023 11-30 109
SCBFSD1ABCFFD33428D4289805B8A08B5BABECBE97D118D71E67B12201FCTA87440028C77174DA52D8CD1D613C84601FEFE2ADOCEACF121565A10755A9CCCT27
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JL.> column table name format al(
column row retention format 9999999999999
column row retention locked format a20
column table inactivity retention format 9999999999999999999999999
> column hash algorithm format al4
column table version format al4

select table name,
row _retention,
row_retention_ locked,
table inactivity retention,
hash algorithm
—table version
from user blockchain tables
where table name like "BCT T%
order by 1;

2
3
4
5
6
7
8
9

TABLE_NAME ROW_RETENTION ROW_RETENTION_LOCKED TABLE_INACTIVITY_ RETENTION HASH_ALGORITHM

0 SHAZ_ 512
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SQL> alter table bet tl no drop until{ 100 Hays idle;

ROFEM.

SQL> alter table bet t1 no drop untill 99 Hays idle;
alter table bet tl no drop until 99 days idle

B AT S
ORA-05732: Joi W[ (R B I )
SQL) alter table bct t1 no drop:

ROF L

SQL) alter table het tl no delete until 32 days after insert:
REFH

SQL> alter table bet t1 no delete until 16 days after insert:
alter table bet t1 no delete until 16 days after insert

f 1 TitdER:
ORA-05732: TokFE{EC (R B3 A A

SQL> alter tahle bet tl no delete:

ROFM




DML k DDL Im
SQL> insert into bect_tl1 (id, fruit, quantity, created date ) values (1, ’apple’, 20, sysdate):
cElE 1 17

SQL> commit;

SQL>! update] bct tl set quantity = 10 where id = 1;
update bct tl set quantity = 10 where id =1

% 1 AT IR

ORA-05715: operation not allowed on the blockchain or immutable table

SQL> |delete |from bct tl where id = 1;
delete from bct tl1 where id = 1

& 1 ATHIE R
ORA-05715: operation not allowed on the blockchain or immutable table

SQL> | truncate| table bet t1;
truncate table bct tl

& 1 ATHIE R
ORA-05715: operation not allowed on the blockchain or immutable table




SQL> alter table bct tl modify (fruit varchar2(25)) :
REFEM.

SQL> alter table bet_tl add (additional_info varchar2(50)) ;
alter table bct t1 add (additional info varchar?2(50))

g 1 ATHINEER:
ORA-05715: operation not allowed on the blockchain or immutable table

SQL> alter table bct_tl drop column quantity;
alter table bct_tl drop column quantity

5 1 THIEIR:
ORA-05715: operation not allowed on the blockchain or immutable table




DBMS_BLOCKCHAIN_TABLEo

SQL> set serveroutput on SQL) set serveroutput on
SQL)> declare SQL) declare
1 rows number: ) 1 rows number:
begin | begin

schema name =) ’testuserl’,

3 3

4 | dbms_blockchain table. delete expired rows| 4 dbms_blockchain table. delete expired rows(
5 schema_name =) testuserl , 3

0 0

/ r

8

table_name = "bet_tl', table name = "bet_tl,
before timestamp =) null, | before timestamp =) systimestamp - 00,

number of rows deleted =) 1 rows): 3
9 . - 8 number of rows deleted =) 1 rows):

10  dbms_output.put_line( Rows Deleted=" || 1 rows): J ., ,
11 end; 10 dbms_output. put_line( Rows Deleted= || 1 rows);

11 end:
12 /

Rows Deleted=0
PL/SQL 2RI TR

=




SQL> set serveroutput on
SQL)> declare

2 1 rows number

l verified number;
begin

select count (¥)

into 1 rows

from testuserl.bct tl;

3
4
0
6
7
8
9

dbms_blockchain table. verify rows ( |

10 schema_name =>" testuserl ,

11 table name => "bet_t1’,

12 number of rows_verified => 1 verified):

13

14  dbms output. put line( Rows= 1 rows " Verified Rows= 1 verified):
15 end;

16 /

Rows=1 Verified Rows=1

PL/SQL iEFE 2 I 5E k.
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Blockchain Blog
https://blogs.oracle.com/blockchain/

Blockchain Hands-on-Lab
https:/apexapps.oracle.com/pls/apex/dbpm/r

/livelabs

Blockchain Documentation
https:/docs.oracle.com/en/database/oracle/or

acle-database/21/nfcon/oracle -blockchain -
table-268779556.html
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