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Oracle 

Oracle

• Autonomous Databases

• Exadata Cloud Service

• Exadata Cloud@Customer

• / Oracle 

•
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IP_ADDR = '10.1.1.1'

CREATE USER

DROP USER

ALTER USER

SELECT

INSERT

UPDATE

DELETE

IP_ADDR = '10.5.5.5'

TRUNCATE TABLE
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Oracle Database Vault
DBA

DBASecurity AuditUser Admin

•
- dv_acctmgr 
- dv_admin 
- dv_audit_cleanup
- dba

•
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Secure Application Roles

• Oracle

Factors

•
IP

(Realms)

•
schema

•

Command Rules

• SQL SELECT ALTER 
SYSTEM DDL DML DCL

• SQL

Rule Sets & Rules

•

PL/SQL
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PL/SQL

select *  from
finance.sales

“select any table” 
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SELECT SALARY
FROM EMPLOYEES
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REALM = Protect HR App
PROTECT = HR
AUTHORIZE = HR

Database Vault

2. Oracle
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IP     = 10.0.0.150
USER   = HR
TABLES = HR_APP_USERS (HR_HARRY)
 HR_EMPLOYEES (SALARY)

My HR App
Glassfish

Web BrowserHR_HARRY

DBA_DEBRA HR

• select any table, SYS SYSTEM
DBAs HR 
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HR Application

IP=10.1.0.150
USER='HR'

IP=10.2.0.45
USER='HR'
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REALM = Protect HR App
PROTECT = HR
AUTHORIZE = HR

Database Vault
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IP     = 10.0.0.150
USER   = HR
TABLES = HR_APP_USERS (HR_HARRY)

HR_EMPLOYEES (SALARY)

My HR App
Glassfish

Web BrowserHR_HARRY

DBA_DEBRA HRHR

REALM = Protect HR App
PROTECT = HR
AUTHORIZE = HR
RULE SET = Trust App Server

•

• IP
•

•

• JDBC Thin
•
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3.

schema

• Realms

• Command Rules

• Rule Sets
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DROP
TABLE

IP=10.1.0.150

DROP 
TABLE

IP=10.2.0.45
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DROP TABLE 
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IP     = 10.0.0.150
USER   = HR
TABLES = HR_APP_USERS (HR_HARRY)

HR_EMPLOYEES (SALARY)

DROP 
TABLE

IP=10.2.0.45

DROP
TABLE

IP=10.1.0.150

Database Vault

REALM = Protect HR App
PROTECT = HR
AUTHORIZE = HR
RULE SET = Trust App Server

COMMAND = DROP TABLE
PROTECT = HR
AUTHORIZE = HR
RULE SET = Trust App Server
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• Realms Command Rules
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TRUNCATE
TABLE

0600 - 1800

TRUNCATE 
TABLE

1801 - 0559

extract(hour from systimestamp) between 6 and 18

:
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Performance, Backup

User Management

Container DBA
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SELECT SALARY
FROM EMPLOYEES

Alerts
Audit

Actions
• Alert to Cyber-Attack
• Retrain/Counsel User
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Oracle 

RAC Data Guard
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DV
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DV management by CDB

DV management by PDBs

DV management via Ops Control

As SYSDBA or SYSOPERDV_OWNER

dbms_macadm.enable_dv;
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Oracle

DV_OWNER DV_ACCTMGR

5 1
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CREATE PROFILE C##DV_PROFILE LIMIT 

   FAILED_LOGIN_ATTEMPTS 5

   PASSWORD_VERIFY_FUNCTION ora12c_verify_function

   PASSWORD_LOCK_TIME 1/1440

   CONTAINER=all;

CREATE PROFILE DV_PROFILE LIMIT 

   FAILED_LOGIN_ATTEMPTS 5

   PASSWORD_VERIFY_FUNCTION ora12c_verify_function

   PASSWORD_LOCK_TIME 1/1440;
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Oracle Real Application Clusters (Oracle RAC)
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•

• MAA Maximum Availability Architecture

1.

2. RAC

3.

4.

5.

6.

RAC
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Data Guard
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• Data Guard 
RAC 

DV

DV

READ ONLY

Standby
Database

(old primary)

Primary
Database

(old standby)

SWITCHOVER

READ/WRITE
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• DB Data Pump Oracle

• DB Data Pump

Copyright ©  2023, Oracle and/or its affiliates

SQL> desc DBMS_MACADM
...  

PROCEDURE AUTHORIZE_DATAPUMP_USER

 Argument Name    Type         In/Out Default?

 ---------------- ------------ ------ --------

 UNAME            VARCHAR2     IN

 SNAME            VARCHAR2     IN     DEFAULT

 OBJNAME          VARCHAR2     IN     DEFAULT

 ACTION           VARCHAR2     IN     DEFAULT

exec dbms_macadm.authorize_datapump_user('DPUSER');

exec dbms_macadm.authorize_datapump_user('DPUSER','HR');

exec dbms_macadm.authorize_datapump_user('DPUSER','HR','EMP');

exec dbms_macadm.AUTH_DATAPUMP_CREATE_USER('DPUSER');

exec dbms_macadm.AUTH_DATAPUMP_GRANT('DPUSER');

exec dbms_macadm.AUTH_DATAPUMP_GRANT_ROLE('DPUSER');

CREATE USER dpuser IDENTIFIED BY Oracle123;

GRANT EXP_FULL_DATABASE TO dpuser;

ORA-39327: Oracle Database Vault data is being stored unencrypted in dump file set.
ORA-31685: Object type USER:"HR" failed due to insufficient privileges.
ORA-39126: Worker unexpected fatal error in KUPW$WORKER.FETCH_XML_OBJECTS [ORA-01031: insufficient privileges
ORA-47410: Realm violation for GRANT on CREATE SESSION / UNLMITED TABLESPACE / RESOURCE / etc... 

expdp userid=dpuser/Oracle123@pdb1 ... 

impdp userid=dpuser/Oracle123@pdb1 ... 
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19c :

1. DV_PATCH_ADMIN SYS

2.

3. SYS DV_PATCH_ADMIN
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wget --http-user=<MOS Username> --ask-password --no-check-certificate \
 --output-document=<patch_name.zip> \
 "https://updates.oracle.com/Orion/Download/download_patch/<patch_name.zip>"

unzip <patch_name.zip>

grant DV_PATCH_ADMIN to SYS CONTAINER=ALL; DV_PATCH_ADMIN

revoke DV_PATCH_ADMIN from SYS CONTAINER=ALL;
DV_PATCH_ADMIN

opatch prereq CheckConflictAgainstOHWithDetail -ph ./
...
opatch apply
... 
./datapatch -verbose
...
@?/rdbms/admin/utlrp.sql
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- RMAN schema

Oracle RMAN schema
Data Pump

HR.EMPLOYEES
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ORA-39327: Oracle Database Vault data is being stored unencrypted in dump file set.
ORA-31685: Object type USER:"HR" failed due to insufficient privileges.
ORA-39126: Worker unexpected fatal error in KUPW$WORKER.FETCH_XML_OBJECTS [ORA-01031: insufficient privileges
ORA-47410: Realm violation for GRANT on CREATE SESSION / UNLMITED TABLESPACE / RESOURCE / etc... 

grant DV_PATCH_ADMIN to SYS;

exec DVSYS.DBMS_MACADM.ADD_AUTH_TO_REALM(realm_name => 'HR Tables', grantee => 'SYS', rule_set_name => null); 

exec DBMS_MACADM.AUTHORIZE_DATAPUMP_USER('SYS');

GRANT DV_DATAPUMP_NETWORK_LINK to SYS;
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Oracle

Oracle
Oracle

Oracle Sarbanes-Oxley PCI HIPAA ITAR EU 
GDPR

Oracle Sarbanes-Oxley PCI HIPAA ITAR EU GDPR
Oracle

Oracle

Oracle

DV_ACCTMGR
Datapump DV_OWNER
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Oracle Database Vault 

Oracle Database Vault DV_OWNER , DV_ACCTMGR

 Oracle

Oracle Enterprise Manager Oracle Oracle Oracle

Oracle Enterprise Manager Oracle API
Oracle API
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