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《网络安全法》— 第三章-第二十一条 国家实行网络安全等级保护制度。网络运营者应当按照网络安全等级保护制度的

要求，履行下列安全保护义务，保障网络免受干扰、破坏或者未经授权的访问，防止网络数据泄露或者被窃取、篡改：

（4）采取数据分类、重要数据备份和加密等措施；

《网络安全法》—第四章-第四十条网络运营者应当对其收集的用户信息严格保密，并建立健全用户信息保护制度。

a）应采用密码技术保证重要数据在传输过程中的完整性，包括但不限于鉴别数据、重要业务数据、重要审计数据、重要

配置数据、重要视频数据和重要个人信息等；

b）应采用密码技术保证重要数据在存储过程中的完整性，包括但不限于鉴别数据、重要业务数据、重要审计数据、重要

配置数据、重要视频数据和重要个人信息等；

a）应采用密码技术保证重要数据在传输过程中的保密性，包括但不限于鉴别数据、重要业务数据和重要个人信息等；

b）应采用密码技术保证重要数据在存储过程中的保密性，包括但不限于鉴别数据、重要业务数据和重要个人信息等。

Copyright ©  2023, Oracle and/or its affiliates. 6



400-699-8888

Applications

Users

Attack Admins

Attack Users

Attack Apps

Exploit Database

Bypass Database

Target Data 
Copies

Test Dev

Attack Network

Copyright ©  2023, Oracle and/or its affiliates. 7



400-699-8888

*  Included with Database Cloud, additional cost on-premises

Data Safe*

**  Only available with Enterprise Edition
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数 据 库 技 术 集 成 点 示 例 T D E  支 持

High Availability Real Application Clusters, Sharding, (Active) Data Guard

Backup and Restore Oracle RMAN, Oracle Secure Backup

Import and Export Oracle Data Pump

Database Replication Oracle GoldenGate

Pluggable Databases Oracle Multitenant Option

Engineered Systems Oracle Exadata Smart Scan

Storage Management Oracle ACFS

Data Compression Oracle Standard, Advanced, Exadata Hybrid Columnar Compression
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ALTER SYSTEM SET WALLET_ROOT = '$ORACLE_BASE/ADMIN/ORCL/WALLET' SCOPE = 
SPFILE SID = '*';
ALTER SYSTEM SET TDE_CONFIGURATION="KEYSTORE_CONFIGURATION=FILE" SCOPE = 
BOTH SID = '*';

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE IDENTIFIED BY password; 

ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY password;

ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY password WITH BACKUP;
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alter table credit_rating modify (person_id encrypt);

create table orders (
order_id number (12),
customer_id number(12),
credit_card varchar2(16) encrypt using ‘AES256’);

CREATE TABLESPACE securespace_1 
DATAFILE '/home/user/oradata/secure01.dbf’ 
SIZE 150M 
ENCRYPTION USING 'AES192' ENCRYPT;
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• Oracle DataPump Export / Import

• Alter table move + alter index rebuild

• Dbms_metadata.get_ddl + insert as select

• Create table as select (CTAS)

•

• Oracle Online Table Redefinition (DBMS_REDEFINITION)

• 对于 Oracle Database 11gR2 和12cR1 ，结合Data Pump 和 Data Guard

White Papers 
Available on OTN
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http://www.oracle.com/technetwork/database/availability/tde-conversion-12c-2537297.pdf
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bit.ly/golivelabsdbsec bit.ly/asktomdbsec oracle.com/securingthedatabase
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Our mission is to help people see 
data in new ways, discover insights,
unlock endless possibilities.
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