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W excelad T x patch-plan-V1.xlsm

OBJAAE —

OIRACCE
PLATINUM SERVICES
Patch Overview

SR Numb

Customer Name:

< Numh

Change R

L e

1 243473

Event Start Date (US Eastern TZ):

06-Jan-2021 09:00 AM

Event Window (HH:MM):

21:45

Rack Name:

dbmD

Rack Type:

Exadata Physical (BareMetal)

-

05 Type:

Linux

Compute Nodes Patch Method:
Number of Compute Nodes:
Compute Node Names:
Current Exadata Version:
Target Exadata Version:

Rolling

3

HNAME?
19.2.4.0.0
20.1.5.0.0.201209

Cell Nodes Patch Method:
Number of Cell Nodes:
Cell Node Names:
Current Exadata Version:
Target Exadata Version:

Switch Type:
Number of Switches:
Switch Names:

Ralling

3
HNAME?
19.2.4.0.0

ib
3
H#NAME?

||| ||l il

li m ll'

e

il

Current Switch Version: 2.2.13-2
Target Switch Version: ﬁ_z.ls—l l

> | & & Customer Checklist l a
& Special Instructions & patch.conf || & Pre-Patch Checklist @ Pre-Patch Activities ] & Compute Plan

@ Customer Checklist

& EMDP
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"Noo

Current Status Update

e Schedule Patch Event - Completed

e Patch Assessment (min 4 weeks in advance) - Work in progress

e Patch Planning (about 2 weeks in advance) - Work in progress

e Patch downloads and Pre-checks (about 1 week in advance) - Pending
A » Patching - Pending

» Verify and close (1 business day after) - Pending

Joanna
Platinum Patch Coordinator

tail nohup9.out

BBE0K .uiiiiiien cririnies caraeianas sreerarnes semsesease 0% 2.16K 6d8h
BO00K ..uiiiiiis ciiiiiiias cariaeiaes eissesses camesasess 0% 697 6 h
BOG0K 1uiiiiiiin teririines carreiaene srenraries saneesenee 0% 3.74Kj6d18h
A O000K criiiiis crinrnneen sansseeass sssmssanes sesesnnnne 0% 4.71K 9h

O050K 1trvirens cernrnrien sareencnrs srnerennee seneennens 0% 14.3K|6d18h
OI00K eriiiiiis ciiiiiiias cariaeiaes enssesses cnmesasens 0% 8.72K|6d18h

A O150K 1iiiiiiiin veririines carenaene srnnraraes seneesenee 0% 7.25K6d18h
Q200K 1.uiiiies verrnaries saressanns sessssnsne samssasens 0% 12.3K|6d18h
O250K 1iiririns cernririen sareenenre srnerennee seneesnens 0% 20.0K|6d17h
9300K ......... [root@ I O.2 8] #

A 10:44
9300K ......... [root@ (N 0.2.8]# tail nohup8.out
BA50K L.iiiiiins ciriiiiien creenenrs srnerennes senenenens 0% 1.38K 41h46m

A BE00K it ciiiiiiae criaeiaes eissesses cameeasess 0% 3.26K 42h2m
BE50K 1iiiiiiiit tiririines carieeaene srneraries semsesease 0% 10.4K 41h57m
BB00K .uitiiiies ciniiiien cararaears arnaranens sensenens 0% 10.7K 41h52m
BB50K L.iiiiiins ceriiiiien sreenenes srnerennes senenenens 0% 16.1K 41h44m
B700K nuiiiins ciiiiiias careseians seessamses samesssens 0% 7.68K 41h42m
B750K 1iiiiiiiin tiritiiees carieiaene srnsraries semsesenee 0% 5.58K 41h45m
BBO0K uiriiiies ciiiirien caraeaears arseranens sensasnens 0% 6.39K 41h46m
2133570 1 S 0% 2.52K 42h11m
800K -...ovorr oot [root M 10.2.8]#

10 Copyright © 2023, Oracle and/or its affiliates
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N

Dear Customer,
Thank you for the confirmation.

Please find below the upgrade status
DBs

@ dbadm01 - In Progress
@ Hdbadm02

CELLs :: Pending
@ celadmo1

@):eladm02
@ celadm03

IBs :: Pending

asw-iba01

@ xasw-ibb01

Dear Customer,

@0 Node1 patching completed.

Request you to validate and confirm for next node.

Copyright © 2023, Oracle and/or its affiliates

Dear Customer,
Thank you for the confirmation.

Please find below the upgrade status
DBs

dbadm01 — Completed
dbadm02 -- In Progress

CELLs :: Pending

celadm01

eladm02
eladm03
IBs :: Pending

@ asw-iba01
-sw-ibel

Dear Customer,

Please find helow the upgrade status
DBs

@ rdbadm01 — Completed
@ dbadm02 — Completed

@ celadm01 — Completed
celadm02 — In Progress
celadm03

IBs :: Pending

@ asw-iba01
@mpasw-ibbo1




I/

12

NB806§ 0

Dear Customer,

1B switch upgrade got completed. We conclude the patching for all the components.
Kindly validate and let us know if you have any issues.

----- InfiniBand switch update process ended 2020-02-16 09:08:25 +0000 -----
2020-02-16 09:08:25 +0000 1 of 1 :SUCCESS: DONE: Upgrade InfiniBand switch(es) to 2.2.14-1.

'dbadmOl — Completed

dbadm02 — Completed

celadm01 — Completed
eladm02 — Completed
eladm03 — Completed

IBs :: Completed

asw-iba01
asw-ibb01

Dear customer,

Post exachk has been reviewed and no major issues found after patching.
SR will be kept under monitor for next 24 hours before closing it.

Copyright © 2023, Oracle and/or its affiliates
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[ * 8 Updating Exadata Software

>

4

8.1 About Updating Exadata Software

8.2 Planning for Software Maintenance

8.3 Overview of Performing Exadata
Software Updates

8.4 Exadata Patchmgr Update Utility

8 pdating Oracle Exadat

8.6 Updating Database Servers Running
Oracle Exadata System Software Release
11.2.2.4.2

8.7 Updating Software on Oracle Exadata
Storage Servers

8.8 Upgrading and Downgradin
Network Fabric Switch Firmware

8.9 Updating Network Fabric

Switch Firmware

8.10 Upgrading Oracle Java SE on Oracle
Linux

8.11 Setting up SSH Equivalence

8.12 Troubleshooting Software Updates
on Oracle Exadata

8

Updating Exadata Software

There are different types of software used on an Oracle Exadata that need be updated regularly.

About Updating Exadata Software

Planning for Software Maintenance
Before starting a software update, you should review best practices, determine the version to which you will
upgrade, and obtain the proper patching software.

Overview of Performing Exadata Software Updates
For each software update of the Exadata components, there are various actions required to complete the
software update.

Exadata Patchmgr Update Utility
Patchmar is the utility used to update software for Exadata infrastructure components.

Updating Oracle Exadata Database Servers
Use the following information and procedures when updating database servers within Oracle Exadata.

Updating Database Servers Running Oracle Exadata System Software Release 11.2.2.4.2
Updates for database servers running Oracle Exadata System Software release 11.2.2.4.2 include an update
that prepares the servers to use yum.

Updating Software on Oracle Exadata Storage Servers
Use the following information and procedures when updating storage servers within Oracle Exadata.

v a & ¢ x https:/ docs.oracle.com/ enfengineered -systems/ exadata-database-machine/ dbmmn /updating -
exadata-software.htmi#GUID -60051AF9 -3514 -4760 -8D58-364943E58A08

14
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7 Exadata Database Machine and Exadata Storage Server Supported Versions (Doc ID 888828.1)

In this Document

15

Mre gmﬁcauon, Rdgse F@ ency, and Eng Date
Recommended Versions
Policy to Obtain Older Exadata System Software
ritical nd Im| nt I
Security-Related Guidance
Latest Releases
Guidelines for R Prod Fe
Version Compatibility and Requirements
Exadata System Software Requirements for Exadata Database Machine Hardware
Oracle Database

Oracle Lin 8 socket and 8-sock x86-64 Databa
MMMMMM
Quarterly Full Stack Download Patch (QFSDP)
Exadata Software =

Image Version and Date Code
m?
Exadata 22

Exadata 21
Exadata 20
Exadata 19.3
Exadata 19.2, 19.1
Exadata 18

k T X

MOS: Exadata Database Machine and Exadata Storage Server Supported Versions (@

Copyright © 2023, Oracle and/or its affiliates

Before updating to Exadata 23 review the following in the Supplemental README:

« Verify compatibility of custom-installed software with Oracle Linux 8 (OL8) and UEK6 before updating to this release. Refer to the "New Features for Oracle Exadata System Software Release 23.x"

section in Exadata Database Machine System Overview for details.
« Minimum Grid Infrastructure and Database version requirements
« Exadata Release 23.1 Virtualized Database Server Version Requirements for Upgrade and Mixed Version Compatibility

Version Software
Notes
ELL el See Note 1270094.1 for additional fixes that
C RoCE/InfiniBand o |sddress rtical issues.
23.1.7.0.0 Patch 35869021 - Storage server software (23.1.7.0.0.231012)
Patch 35780532 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software Recommended for all systems to get the latest
Patch 35780530 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.7.0.0_x86_64_base OL8 functionality.
channel ISO image (23.1.7.0.0.231012)
Patch 35780531 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.7.0.0_x86_64_base OVM channel IS0 | SuPPlemental README Note 2970832.1
image (23.1-7.0.0.231010) CVE Release Matrix Note 281686.1
Patch 35769189 - Storage server software (23.1.6.0.0.230901.1)
23.1.6.0.0 Patch 35667566 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software Supplemental README Note 2964919.1
Patch 35667564 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.6.0.0_x86_64_base OL8 %
i:"f’;gd;d bY | channel 1SO image (23.1.6.0.0.230901.1) CVE Release Matrix Note 2073067.1
R tch 35667565 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.6.0.0_x86_64_base OVM channel ISO
image (23.1.6.0.0.230901.1)
Patch 35662548 - Storage server software (23.1.5.0.0.230818)
23.1.5.0.0 Patch 35595741 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software Supplemental README Note 2960810.1
Patch 35595739 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.5.0.0_x86_64_base OL8 .
ggpfgsgdgd bY | channel ISO image (23.1.5.0.0.230818) CVE Release Matrix N 714.1
SRR 740 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.5.0.0_x86_64_base OVM channel ISO
image (23.1.5.0.0.230818)
Patch 35594004 - Storage server software (23.1.4.0.0.230714.1)
23.1.4.0.0 Patch 35469356 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software Supplemental README Note 2953120.1
Siivarcadad b Patch 35469354 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.4.0.0_x86_64_base OL8 CVE Rel Matri
Sopereded® | channel 1S0 image (23.1.4.0.0.230714.1) elease Matrix Note 2062321.1
ASRERSS Patch 35469355 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.4.0.0_x86_64_base OVM channel ISO
image (23.1.4.0.0.230714.1)

ID 888828.1)
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8.2.2.6 Ordering of Updates

In general, when performing software updates, the updates may be applied to components in any order based on business

needs and maintenance window requirements.
The recommended order for applying software updates is:

1. Oracle Grid Infrastructure and Oracle Database software
2. Oracle Exadata Database Machine database server software
3. Oracle Exadata Database Machine storage server software

4. RDMA Network Fabric switch software

FYX oB™Yh Ao [ E " 41 PPTET A" 1

Copyright © 2023, Oracle and/or its affiliates
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Rl M

H Q@limagev A N1 @b x 23.1.6.0.0.230901 .1

13 " Jadyx<FBv N> <gQA > <Oracley A N0 )
FBv N a&byx 23.1.6.00e HQv N@N~ °

NnQA 1| T YYMMDDA A1 &b x 230901

(' <COraclen A N1 &bx1

AT Imageinfo Merl ~

# Imageinfo -ver
23.1.7.0.0.231012

17 Copyright © 2023, Oracle and/or its affiliates
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Expand |

2 New Features for Oracle Exadata System Software Release
23 %

This section describes the new features introduced in Oracle Exadata System Software release 23.x.

1Z Expand

i

Part | What's New in Oracle Exadata Database Machine

These topics describe the new features included in each release of Oracle Exadata Database Machine and Oracle Exadata
System Software.

Title and Copyright Infarmation

Preface Title and Copyright Information
1 Introduction to Oracle Exadata

Database Machine and Oracle Exadata
Storage Expansion Rack .

New Features for Oracle Exadata System Software Release 23.x > Preface

This section describes the new features introduced in Oracle Exadata System Software release 23.x.

« What's New in Oracle Exadata System Software Release 23.1
Part | What's New in Oracle Exadata x
Database Machine 1 Introduction to Oracle Exadata

» Database Machine and Oracle Exadata

Storage Expansion Rack

« New Features for Oracle Exadata System Software Release 22.x
This section describes the new features introduced in Oracle Exadata System Software release 22.x.

Parent topic: What's New in Oracle Exadata Database Machine
» 2 New Features lor Oracle Exadata
System Software Release 23.x
3 New Features for Oracle Exadata
System Software Release 22.%

New Features for Oracle Exadata System Software Release 21.x
This section describes the new features introduced in Oracle Exadata System Software release 21.x.

»

2.1 What's New in Oracle Exadata System Software Release 23.1

Part | What's New in Oracle Exadata
4 New Features for Oracle Exadata Database Machine

b e (e -+ New Features for Oracle Exadata System Software Release 20.x

Several new features were introduced for Oracle Exadata System Software release 20.x.

Oracle Exadata X10M Support
2 New Features for Oracle Exadata

System Software Release 23.x

5 Now Features for Oracle Exadata
System Software Release 20.x

-

Exadata RDMA Memory

MNew Features for Oracle Exadata System Software Release 19.x

) & New Features for Oracle Exacata
Several new features were introduced for the various versions of Oracle Exadata System Software Release 19.x.

System Software Release 19.x

2.1 What's New in Oracle Exadata
System Software Release 23.1

) 7 New Features for Oracle Exadata
System Software Release 18

) & HNew Features for Oracle Exadata
System Software Release 12.x

) @ New Features for Oracle Exadata
System Software Release T1.c

New Features for Oracle Exadata System Software Release 18
Several new features were introduced for Oracle Exadata System Software Release 18.

MNew Features for Oracle Exadata System Software Release 12.x

Several new features were introduced for the various versions of Oracle Exadata System Software Release 12.x.

2.1.1 Oracle Exadata X10M
Support

2.1.2 Exadata RDMA Memory

« Higher Compression for Storage Server Columnar Compression

« Oracle Linux 8 Support

Centralized |dentification and Authentication of OS Users

Part Il Hardware Components

New Features for Oracle Exadata System Software Release 11.x
Several new features were introduced for the various versions of Oracle Exadata System Software Release 11.x.

Part Il Cabling Information for Oracle

Storage Server Columnar
Exadata Database Machine

Compression

2.1.3 Higher Compression for
[ « Minimum Versions and Other Requirements ]

A Components of Oracle Exadata

2.1.4 Oracle Linux 8 Support Desupported Features in Oracle Exadata System Software Release 23.1.0

< Previous Page Next Page >
918 Cantralizad Identification

Jsers

— - o ic: F f | ft Rel ;
. [ 21,6 Minimum Versions and Other Reqwrements ] Parent topic: New Features for Oracle Exadata System Software Release 23.x
1 Introduction to Oracle Exadata

» Database Machine and Oracle Exadat L . . . .
Stao,aa;: Exp:f,s'i[',f, ;’;ck S The following list outlines the minimum versions and other requirements that apply to Oracle Exadata System Software
23.1.0:
Part | What's New in Oracle Exadata
Database Machine + Minimum supported Oracle Database and Oracle Grid Infrastructure (Gl) releases:
2 New Features for Oracle Exadata v i :
System Software Release 23.x ° | Release 19c¢: Version 19.15] April 2022 Release Update (RU)
S WhateNew v OFscia Exadata o| Release 21c: Version 21.6] April 2022 Release Update (RU) ,i [T
SystonS0ftware Release 23 « Minimum system hardware version: Oracle Exadata X5-2 <= 3 n G
2.1.1 Oracle Exadata X10M . : . Py . =
+ [Minimum Oracle Exadata System Softwarejversion required on an existing system before updating to release h . //d | / / d
Support p g -
23.1.0: Oracle Exadata System Software{21.2.10 (March 2022) tt S - OCS - O raC e - CO m e n e n I n e e re
2.1.2 Exadata RDMA Memory / d d b
2.3 Higher Compression for Note: On systems configured with virtual machines (VMs) on the database servers, you can Sys te m S exa ata - ata ase_
Storage Server Columnar upgrade the hypervisor (Oracle VM Server or Oracle Linux KVM) before or after the guest .
SRS f V’:Ags. However),IZacr: VM(guest must meet the minimurln Oracle éxadala System Softjlare m aC h I n E/d b m SO/n eW = fe atU re S . htm I#G U I D =
214 Oracle Linux 8 Support requirement before being upgraded. Likewise, the hypervisor must meet the minimum Oracle
2.5 Centralized Identification Exadata System Software requirement before being upgraded. 45 D 4 D 1 2 A - C 24 9 - 46 B 3 - B 6 9 8 - F E 1 7 6 6 O 1 6 7 4 B
and Authentication of OS Users
2.1.6 Minimum Versions and Related ToPics
Other Requirements
18
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Image Requirements 3

Before updating to Exadata 23 review the following in the Supplemental README:

= Verify compatibility of custom-installed software with Oracle Linux 8 (OL8) and UEK6 before updating to this release. Refer to the "New Features for Oracle Exadata System Software Release 23.x"

section in Exadata Database Machine System Overview for details.
« Minimum Grid Infrastructure and Database version requirements
» Exadata Release 23.1 Virtualized Database Server Version Requirements for Upgrade and Mixed Version Compatibility

|Software Release Requirements |

Version Software
Notes
See Note 1270094.1 for additional fixes that
address critical issues.
23.1.7.0.0 Patch 35869021 - Storage server software (23.1.7.0.0.231012) L
Patch 35780532 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software mmended for all sy to get the latest
Patch 35780530 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.7.0.0_x86_64_base OL8 | functionality.
channel ISO image (23.1.7.0.0.231012)
Patch 35780531 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.7.0.0_x86_64_base OVM channel 150 | SuPplemental README Note 2970832.1 ]
image (23.1.7.0.0.231012) CVE Release Matrix Note 2981686.1
Patch 35769189 - Storage server software (23.1.6.0.0.230901.1)
23.1.6.00 Patch 35667566 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software Supplemental README Note 2064919.1
Patch 35667564 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.6.0.0_x86_64_base OL8 .
Superseded by | annel SO image (23.1.6.0.0.230901.1) CVE Release Matrix Note 2673067.1
23.17.0.0 Patch 35667565 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.6.0.0_x86_64_base OVM channel 1SO
image (23.1.6.0.0.230901.1)
Patch 35662548 - Storage server software (23.1.5.0.0.230818)
23.1.5.0.0 Patch 35595741 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software Supplemental README Note 2960810.1
Patch 35595739 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.5.0.0_x86_64_base OL8 .
Superseded BY | channel 150 mage (23.1.5.0.0.230818) CVE Release Matrix Nole 2566/ 1¢.1
e Patch 35595740 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.5.0.0_x86_64_base OVM channel 1SO
image (23.1.5.0.0.230818)
Patch 35594004 - Storage server software (23.1.4.0.0.230714.1)
23.1.400 Patch 35469356 - Admin/RDMA network switch (10.2(4)) and InfiniBand network switch (2.2.16-7) software Supplemental README Note 2953120.1
s ded Patch 35469354 - Database server bare metal / KVM / Xen domU ULN exadata_dbserver_23.1.4.0.0_x86_64_base OL8 CVE Rel Matrix N
ETY] bY | channel ISO image (23.1.4.0.0.230714.1) elease Matrix Note 20623211
e Patch 35469355 - Database server Xen dom0 ULN exadata_dbserver_dom0_23.1.4.0.0_x86_64_base OVM channel 1ISO
image (23.1.4.0.0.230714.1)

v 0 MOS:

Exadata Database Machine and Exadata Storage Server Supported Versions @ ©
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Exadata Storage Server Software 23.1.7.0.0 supports the following Oracle Database software releases:

.
o Long Term Release 19¢, GI Release Update (RU) 19.15.0.0.220419 and later (Recommended)
o_Innovation Release 21c, GI Release Update (RU) 21.6.0.0.220419 and later
© Long Term Release 19¢, GI Release Update (RU) 19.15.0.0,220419 and later (Recommended)
o Innovation Release 21c, GI Release Update (RU) 21.6.0.0.220419 and later
o Additional supported releases under Market Driven Support or Quarterly Updates exception approval
* Release 18c, GI RU 18.14.0.0.210420 and later
* Release 12.2.0.1, GIRU 12.2.0.1.220118 and later
= Release 12.1.0.2*, Database Proactive Bundle Patch 12.1.0.2.220719 and later
= Release 11.2.0.4%, Quarterly Database Patch for Exadata 11.2.0.4.210119 and later

* The minimum releases require additional interim patches. See Document 888828.1 for details.

Exadata 23.1.7.0.0 compatibilty

+ Exadata 23.1 uses|Oracle Linux 8 (OL8) with the UEK6 kernellas the server operating system for all storage servers, bare-metal database servers, KVM hosts, KVM
guests, and Oracle VM (OVM) guests (Xen domU). Verlfy compatibility of custom-installed software with OL8 before updating to this release.
* Version Requirements for Upgrade
° on an existing system before updating to Exadata 23.1 is
* Virtualized Database Server Mixed Version Compatibility
o Host (KVM host, Xen dom0) and all guests (KVM guest, Xen domU) on a virtualized database server must be running Exadata 21.2.10 before updating host or any
guest to Exadata 23.1.
o Host and guests may be updated to Exadata 23.1 in any order provided the minimum version requirement is met.
o Host and guests may run a mix of Exadata 23.1, 22.1, and 21.2 provided the minimum version requirement is met.

Refer to Note 888828.1 for additional details relating to the following:
* Patch-level requirements and recommendations for Oracle Database and Grid Infrastructure releases and patch sets

+ Minimum version requirements to support specific Exadata features and patching methods
+ References to guidelines for products related to Exadata (e.g. Oracle SuperCluster, Oracle Enterprise Manager, Oracle ZFS Storage Appliance)

ID 888828.1)
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p35780530 231000 Linux -x86-64.zip --DB" 1 Y
p35869021 231000 Linux -x86-64.zip --Cell” 1Yy
p35780532 231000 Linux -x86-64.zip - Q
DB@ipatchmgr” 1 T © D™ T

1/ 4 Y
X Pp21634633 231700 Linux -x86-64.zip

Maintenance Guide for Exadata Database Machine ot

7.2.5.2 Obtaining Patchmgr

You can download the patchmgr utility from My Oracle Support.

Prior to Oracle Exadata System Software release 19.3.0, the storage server and
RDMA Network Fabric switch updates use the version of patchmgr that is bundled with
the Oracle Exadata System Software release to which you are updating. Starting with
Oracle Exadata System Software release 19.3.0, there is a separate download for
patchmgr for the RDMA Network Fabric switches and the storage servers, for
example:

+ 19.3.0.0.0.190910.switch.patch.zip for both InfiniBand Transport Layer
systems based on an InfiniBand Network Layer and InfiniBand Transport Layer
systems based on a RoCE Network Layer switches.

*+ 19.3.0.0.0,190910.patch.zip for cells

Patchmgr for database server is packaged in dbserver.patch.zip and is available as
a separate download from My Oracle Support note 1553103.1 or patch 21634633.

It is recommended to always use the latest patchmgr from My Oracle Support when
updating Oracle Exadata Database Machine database servers. The patchmgr utility is
updated frequently to address known issues and best practices, and to support new
hardware.
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v dbnodeupdatezip standalone (patch 16486998) cannot be downloaded anymore but can still be found inside dbsenver patchaip /
+ Download doserver. patch.zip as p21634633_12*_Linux-x85-84.zip, which contains donodeupdate.zip and patchmar for donodeupdate orchestration via patch 21834533
+ Find the Oracle Exadata update bits for the release you need in note 888826.1
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s 1 DNS J NTP2 ¢{
I N ALERTHISTORY

ACELL et ~ 3 |n

CellCLP LIST ALERTHISTORY
CellCLP DROP ALERTHISTORY all

ADB e "3 [n

DBMCLI> LIST ALERTHISTORY
DBMCLI> DROP ALERTHISTORY all

"t N J G Oracle Linux@iHA
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S

ffh M

1

" N CELL

"N CELLHI ' @p4 AAe 0" 1CELL 61 (O @ 7~ 4AAa H" ACELL ¢
A XaN"HA =~ A®CELL pe 7T AbEZ Yy K
A A cell_groupd T

#vi cell_group
192.168.2.13 ‘ )
| ¥} . | ¢=o. } . RCELZ e @iPad 30¢® | A)

A "N 51 U
#./ patchmgr -cells cell_group -patch_check prereq
A b prechecks 1 & l AsT | 51 X cleanupy
# ./ patchmgr -cells cell_group -cleanup
A s a | "E " 1" HA
#./ patchmgr -cells cell_group -patch
A"161 95T v 3U “x"1H 4 &£nH

#imageinfo
#imagehistory
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1]

I/ (A
N DBI
"N1DB e ‘"H DB ci @ -~ 3QQz * Wh 1! @agpie0”"41DB 1 O
@ 42 ‘H:’ 1DB ¢
A X&E8YB We T3y X
A A dbs_groupd T X
#vi dbs_group
192.168.2.12 )
77 VDB PGP 3 e A)
ATE s
# ./ patchmgr -dbnodes dbs_group -precheck -log_dir auto -target_version 19.2.22.0.0.210113
-1so_repo /oracle/soft/p32247966 192000 Linux -x86-64.zip
ATE "1
#./ patchmgr -dbnodes dbs_group -upgrade -log_dir auto -target version 19.2.22.0.0.210113 -
IS0_repo /oracle/soft/p32247966 192000 Linux -x86-64.zip
A"n1619a51T v 3U "xX"41H 41 1nH
#imageinfo
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IBp OO0 '

To
From 1.0.x 14x 13.x 2.0.x 21.2-216 217-219 [ rOOt@ dbmo l—ibS O ~ ] # VerSiOH
1.0.x Upgrade or Downgrade Upgrade or Downgrade
1. Upgrade or Downgrade Upgrade or Downgrade Upgrade or Downgrade .
SUN DCS 36p versiocn: |2.1.8-1
1.3 Upgrade or Downgrade Upgrade or Downgrade Upgrade or Downgrade Upgrade or Downgrade + Upgrade . .
Build time: Sep 18 2015 10:26:47
+ Downgrade to 2.1.6 first )
SP board info:
2.0.x Upgrade or Downgrade Upgrade or Downgrade Upgrade or Downgrade « Upgrade Manufactur i ng Date: 2015.07.01
+ Downgrade to 2.1.6 first Serial Number: "NCDLDCO495"™
212-216 Upgrade or Downgrade Upgrade or Downgrade Upgrade or Downgrade + Upgrade Har dwa re Revi s1ion: O X O 2 O O
Firmware Revision: 0x0000
+ Downgrade to 2.1.6 first )
BIOS wversion: SUNOR1O0O
21.7-219 + Upgrade « Upgrade + Upgrade Upgrade or Downgrade BT OS da te . O 6 / 2 2 / 2 O 1 O

+ Downgrade to 2.1.6 first + Downgrade to 2.1.6 first

+ Downgrade to 2.1.6 first
For example, upgrading from firmware version 1.1.2 to 1.3.5 is supported. However, upgrading from firmware version 1.1.2 to 2.1.5 is not. You must first upgrade from firmware version 1.1.2 to 1.3.x, and from firmware version 1.3.xto 2.1.5.

Similarly, downgrading from firmware version 2.1.6 to 2.0.7 is supported. However, downgrading from firmware version 2.1.9 to 2.0.7 is not. You must first downgrade from firmware version 2.1.9 to 2.1.6 using the downgrade version of firmware 2.1.6. Then you can
downgrade from 2.1.6 to 2.0.7.

To
From 21.2-2.1.6 2.1.7-21.9 222-227 2.2.9 and later
21.2-2.1.6 Upgrade or Downgrade Upgrade Upgrade
21.7-2.1.9 Must downgrade to 2.1.6 first, and management Upgrade or Downgrade Upgrade
controller must support.
222-227 Must downgrade to 2.1.6 first, and management Must downgrade to 2.1.8 first. Upgrade or Downgrade Must first upgrade to 2.2.7-2 usingthe 2.2.7_2 .pkg

controller must support. file. Then downgrade to required firmware version.

Must first downgrade to 2.2.7-2 using the Upgrade and Downgrade
2.2.7_2_signed.pkg file. Then downgrade to

required firmware version.

2.2.9 and later

For example, downgrading from firmware version 2.2.7 to 2.1.6 is supported, if the switch is configured with an older management controller. However, downgrading directly from firmware version 2.2.7 to 2.1.2 is not supported. If the switch is configured with an older
management controller, you must first downgrade from firmware version 2.2.7 to 2.1.6 using the downgrade version of firmware 2.1.6. Then you can downgrade from 2.1.6 to 2.1.2.

v ads :
https:/ docs.oracle.com/cd/E36265_ 01/html/E36267/z24000bef2256469.html#scrolltoc
https:/ docs.oracle.com/cd/E76424 _01/html/E76431/z40000082256469.html#scrolltoc
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S ||l||m\ i H\HHH',"“"\ |
IBp OO0 -patchmgr

" InfiniBandl 'Q 1 ! @Qpj & ¢ QQz @ i AT AN 1 O @HQA
QQz yBoaH" ]

X444 HA ~ A®IBI Q
A |bsaT

#vi ibswitches.Ist
192.168.2.16
77 ( RIBrQ P 3 e A)

AE s
#./ patchmgr --ibswitches ibswitches.Ist -upgrade -ibswitch_precheck
ATE "1
# ./ patchmgr --ibswitches ibswitches.Ist Mipgrade
A"A61 0] "x"AH 120

#version

3
A
A

FY X ®Hv V% 21 "4 X"1 A v 1 W' 14 wdv 1 TYT
ReadMed ¢
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"N IBp O0D -ILOM CLI

The minimum switch firmware release that can use the patchmgr utility is release 1.3.3-2. The switch firmware is
upgraded in a rolling manner.

% ssh -1 ilom -admin switch_name

-> load Msource http:/123.45.67.89/sundcs_36p_repository 2.2.1 6_7.pkg

-FW-rw-r--@
-r-xr-xr-x@
drwxrwxr-x@ 1
drwxrwxr-x@
-r-Xr-xr-x@
-rW-Tw-r--@
-FWXIWXrwx@
drwxrwxr-x@ 2

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
4
5
1
1
1
9
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yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun
yulsun

61733
11482
48746
54967
6133
218205180
17482
4385
176994
426

57173
1570
63754
37616
16147568
2007928832
169515236
16763
11600
982694912
15001
184111553
172947929
172946493
173776244
34274
190564
448

160
545907
6792

955

928

exadata.img.hw

exadata.img.env

imagelLogger

exadata_img_pylogger.py

ExaXMLNode.pm

n9000-epld.10.2.4.M.img

libxcp.so.1

kernelupgrade oldbios.sh
installfw_exadata_ssh

fwverify

dcli

ExadataSendNotification.pm
ExadataImageNotification.pl
nxos64-cs.CSCwdP0653-1.0.0-10.2.4.11b32_64 _n9000. rpm
nxos64-cs.CSCwb75174-1.0.0-10.2.4.11b32_64_n9000. rpm
nxos64-cs.10.2.4.M.bin
sundcs_36p_repository 2.2.16_6.pkg
patchmgr_functions

patch bug 26678971

nxos.7.0.3.17.9.bin

Xcp
sundcs_36p_repository upgrade 2.1 to 2.2.7 2.pkg
sundcs_36p_repository_2.2.7_2 signed.pkg
sundcs_36p_repository_2.2.7_2.pkg

sundcs 36p repository 2.2.16 7.pkg
asr-vl1.1.18.tar.gz

upgradeIBSwitch.sh

roce switch _templates

roce_switch_api

patchmgr

md5sum_files.lst

README . txt

ibdiagtools




" N RoCEa OO0

A A switches.Isti T

#vi switches.Ist 5
192.168.18.52 :leaf ( JVROCH "Q @ilPG 3 ® | A)

A X" 51

# ./ patchmgr --roceswitches recol --upgrade -- roceswitch-precheck
57 Yhs U, & RoCH Q @3y H

ATE "1
./ patchmgr --roceswitches switches.Ist -- upgrade
A48 T “x" 1H 1 30

#show version

FY X @'Hv V% 21 "4 10 X"17 A v W' 1 odv 1 vyl @
" ReadMen 6
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Iq-el,l—_
[root@dﬁmldbadm@l ~]# imageinfo

Kernel version: 4.14.35-1902.5.1.4.el7uek.x86_64 #2 SMP Wed Oct 9 19:29:16 PDT 2019 x86_64
Image kernel version: 4.14,35-1902.5.1.4.el7uek

Image version: 19.3.3.0.0.191211.1

Image activated: 2019-12-27 14:42:23 +0800

Image status: success

Node type: COMPUTE

System partition on device: /dev/mapper/VGExaDb-LVDbSys1

[root@dbmldbadm0l ~]# imagehistory

Version : 19.3.0.0.0.190915

Image activation date 1 2019-10-24 14:35:52 +0800
Imaging mode : fresh

Imaging status 1 success

Version 1 19.3.3.0.0.191211.1

Image activation date 1 2019-12-27 14:42:23 +0800
Imaging mode : patch

Imaging status 1 success

[root@dbmldbadmdl ~]#

[root@dbmlsw-ibad ~]# version
SUN DCS 36p version: 2.2.14-1 ‘f"’
Build time: Aug 14 2019 08:48:04

SP board info:

Manufacturing Date: 2015.09.26
Serial Number: "NCDLJ0310"

Hardware Revision: 0x0200

Firmware Revision: 0x0000

BIOS version: SUNGR100

BIOS date: 06/22/2010
[root@dbmlsw-ibad ~]#
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[root@dbmlceladmdl ~]# imageinfo

Kernel version: 4.14,35-1902.5.1.4.e17uek.x86_64 #2 SMP Wed Oct 9 19:29:16 PDT 2019 x86_64

Cell version: 0SS_19.3.3.0.0_LINUX.X64_191211.1
Cell rpm version: cell-19.3.3.0.0_LINUX.X64_191211.1-1.x86_64

Active image version: 19.3.3.0.0.191211.1 (
Active image kernel version: 4.14.35-1902.5.1.4.el7uek
Active image activated: 2019-12-26 17:01:30 +0800
Active image status: success

Active node type: STORAGE

Active system partition on device: /dev/md6

Active software partition on device: /dev/md8

Cell boot usb partition: /dev/sdal
Cell boot usb version: 19.3.3.0.0.191211,1

Inactive image version: 19.3.0.0.0.190915

Inactive image activated: 2019-10-24 14:02:39 +0800
Inactive image status: success

Inactive node type: STORAGE

Inactive system partition on device: /dev/md5
Inactive software partition on device: /dev/md7

Inactive marker for the rollback: /boot/I_am_hd_boot.inactive

Inactive grub config for the rollback: /boot/qrub2/grub.cfg.inactive
Inactive usb grub config for the rollback: /boot/grub2/grub.cfg.usb.inactive
Inactive kernel version for the rollback: 4.14.35-1902.5.1.2.el7uek.x86_64

Rollback to the inactive partitions: Possible
[root@dbmlceladmdl ~]# imagehistory

Version 1 19.3.0.0.0.190915

Image activation date 1 2019-10-24 14:02:39 +0800
Imaging mode : fresh

Imaging status 1 success {
Version : 19.3.3.0.0.191211.1

Image activation date 1 2019-12-26 17:01:30 +0800
Imaging mode : out of partition upgrade
Imaging status 1 success

[root@dbmlceladmol ~]#

nu\\)\\w

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-201%, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 05.33
NX0S: version 7.0(3)I8(1)
BIOS compile time: 09/08/2018
NX0S image file is: bootflash:///nx0s.7.0.3.18.1.bin
NX0S compile time: 3/5/2019 13:00:00 [03/05/2019 22:04:55]

Hardware
cisco Nexus9000 C9336C-FX2 Chassis
Intel (R) Xeon(R) CPU D-1526 @ 1.80GHz with 24571632 kB of memory.
Processor Board ID FD023040CS1

Device name: dbm0lsw-roceal
bootflash: 115805356 kB
Kernel uptime is 17 day(s), 20 hour(s), 50 minute(s), 25 second(s)

Last reset at 188268 usecs after Mon Aug 12 17:14:40 2019
Reason: Module PowerCycled
System version:
Service: HW check by card-client

plugin
Core Plugin, Ethernet Plugin

Active Package(s):
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Cluster Resources

1 ONLINE ONLINE
2 ONLINE ONLINE
3 ONLINE ONLINE
4 ONLINE ONLINE
.DATAC1.dg(ora.asmgroup)
1 ONLINE ONLINE
2 ONLINE ONLINE
3 ONLINE ONLINE
4 ONLINE ONLINE
.DBFSC1.dg(ora.asmgroup)
1 ONLINE ONLINE
2 ONLINE ONLINE
3 ONLINE ONLINE
4 ONLINE ONLINE
ora. LISTENER_SCAN1. lsnr
1 ONLINE ONLINE
ora.LISTENER_SCANZ. lsnr
1 ONLINE ONLINE
ora, LISTENER_SCAN3, Lsnr
1 ONLINE ONLINE
ora.RECOC1.dg(ora.asmgroup)
1 ONLINE ONLINE
2 ONLINE ONLINE
3 ONLINE ONLINE
4 ONLINE ONLINE
.asm(ora.asmgroup
1 ONLINE ONLINE
2 ONLINE ONLINE
3 ONLINE ONLINE
4 ONLINE ONLINE

.asmnet1.asmnetwork(ora.asmgroup)

1 ONLINE ONLINE
2 ONLINE ONLINE
3 ONLINE ONLINE
4 ONLINE ONLINE

ora.ASMNET1LSNR_ASM. lsnr(ora.asmgroup)

dm@2dbadm@1
dm02dbadmd2
dm02dbadmd3
dm@2dbadm@4

dm02dbadm@1
dm@2dbadm2
dm@2dbadme3
dm@2dbadmd4

dm02dbadm@1
dm@2dbadmé2
dm02dbadmd3
dm02dbadmd4

dn@2dbadmd2

dm02dbadm3

dm@2dbadm@1

dm02dbadmd1
dm@2dbadmé2
dm@2dbadm@3
dm@2dbadme4

dm@2dbadm@1
dm02dbadm2
dm@2dbadm3
dm02dbadmd4

dm@2dbadm@1
dn@2dbadmd2
dm02dbadm@3
dm@2dbadm@4

STABLE
STABLE
STABLE
STABLE

STABLE
STABLE
STABLE
STABLE

STABLE
STABLE
STABLE
STABLE

STABLE
STABLE
STABLE

STABLE
STABLE
STABLE
STABLE

Started, STABLE
Started, STABLE
Started, STABLE
Started, STABLE

STABLE
STABLE
STABLE
STABLE

ora.cvu

1 ONLINE ONLINE
ora.dmo2dbadm@l.vip

1 ONLINE ONLINE
ora.dmd2dbadm@2.vip

1 ONLINE ONLINE
ora.dmo2dbadm@3. vip

1 ONLINE ONLINE
ora.dmd2dbadmd4.vip

1 ONLINE ONLINE
ora.gosmserver

1 OFFLINE OFFLINE
ora, rtdemo.db

1 ONLINE ONLINE

ONLINE ONLINE

ONLINE ONLINE

ONLINE ONLINE

ora, rtdemo. rtdemo2nodes. svc

2 ONLINE ONLINE

3 ONLINE ONLINE
ora.scanl.vip

1 ONLINE ONLINE
ora.scan2.vip

1 ONLINE ONLINE
ora.scan3.vip

1 ONLINE ONLINE

dné2dbadm@4
dnd2dbadmé1
dn@2dbadmb2
dmé2dbadmd3

dm@2dbadm@4

dm@2dbadm@1

dm@2dbadmé2

dmd2dbadmé3

dm@2dbadm@4

dm@2dbadm@3
dm@2dbadmg2

dm@2dbadmd2
dm@2dbadmd3

dn@2dbadm

STABLE
STABLE
STABLE
STABLE
STABLE
STABLE

Open, HOME=/ud1/app/o
racle/product/12.1.8
.2/dbhome_1,STABLE
Open, HOME=/u01/app/0
racle/product/12.1.9
.2/dbhome_1,STABLE
Open, HOME=/u@1/app/o0
racle/product/12.1.0
.2/dbhome_1,STABLE
Open, HOME=/u@1/app/o
racle/product/12.1.0
+2/dbhome_1, STABLE

STABLE
STABLE

STABLE
STABLE

STABLE




