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Ӡἴứ￼ᾭὯ
Secure your data

ѕѦѰ ￼ ӂᾭὯẓḠԅỗמ￼Ά│
3 Proven ways to assess your Database Security Posture

ắᴂ

▄ ֘Ά⁮Ṫ ṷ

1-Apr-24



ứј ￼Ḡԅ ỨῶᵤҎόWhat you donôt know can hurt you 

ᾭὯẓῗᵋὟⱢOracle￼Ҹ ḫ ?Is the database configured according to Oracleôs best 
practices?

Ṱ ῶᵤҎḠԅίֺ?What security controls are already in place?

ἅ ᴵҨӔּזᵤҎԎҤḠԅίֺ?What other security controls are available to me?

ᾭὯẓѧῶᵤҎּזἋόWhat users are in the database?

ἋῶҜѱזּ   ?What access do users have?

ᾭὯẓѧῶᵤҎᾧỵᾭὯόWhat sensitive data is in this database?

éé
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 Top 10 findingsאᶽᴧײ
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‎ ḫќּףḭἋ￼ᾭὯẓḠԅ ӂFrom  rea l -world customerôs database security assessments

≡ῶᾭὯẓḠԅ  No Database Security policies/strategy in placeצּ

≡ῶἔ ђ/ ђ ת  No patching/patch management policy in placeצּ

≡ῶὟ ḧѲ ᴺψ≡ῶ  ֫ ψ ẙ   ᴺNo personalized accounts; No separation of duties; Over-privileged accounts

≡ῶזḸ Ḹ/ᴩ ֺ￼ᾭὯNo encryption of sensitive/regulated data 

≡ῶ /Ḭ No monitoring/auditing in place 

≡ῶḸ ψẴḸצּ  No password policies; Weak password managementת

ӔּוּזғᾭὯ￼ ╜/ғεẦᴧוּ /ᶡ ζ Non-Production (DEV/TEST/TRAINING) systems with production data

≡ῶ▐ ╜ / ӕ ᴺNo cleanup of test/sample accounts

≡ῶױᵄק￼ᾭὯιᴧ ѕΆNo anonymization of data sent to third parties

≡ῶᾛӐ ᶁNo OS hardeningז
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ᾎὊẒḟԄ ӁṩԎαDBSAT)
Database Security Assessment Tool

ồ҈זּ Ἒ ᾭὯẓḠԅ ӂ￼ᵘҧ Ṫԏ

Command-line tool for a quick database security assessment



ᶈ ḭ‎ᾮ ѳׁ ӂứ￼ᾭὯẓḠԅớAssess your database security 

before hackers come knocking

ӂ Assess Configuration

ђPatches

ᾭὯזḸData Encryption

Ḭ⁄ Auditingצּ policies 

ᾛӐ ᾰҭ  OS file 

permissions

ᾭὯẓ Database

configuration

ᵎᵸ Listener

configuration

ẙ ίֺFine-

grained access

control

ָ  ἋIdentify Riskyזּ

Users

ᾭὯẓ ᴺDatabase

accounts

Ἃ⸗ Userזּ privileges

Ἃזּ User roles

ᴧאᾧỵᾭὯDiscover

Sensitive Data

ᵤҎ ᶚόᶈᵤ όῶ

ᶺṈόWhat type, where, 

and how much?

ᶢ҈Ṹ Ị

ԉ │ ⱳם

Ỵᶽַ ᵙ ⱳ ￼

ᾭὯ₩ᶚ￼ ӕ₩Ẫᾰ

ҭSample pattern files for 

Greek, German, Dutch, 

French, Spanish, Italian, and 

Portuguese based data 

models

ӂἵᵓAssessment 

Reports

₦ ᵙ ӡỤSummary 

and detailed information

ҸӾ￼ ᴵᾛӐ￼

‰῎ ￼ấ Prioritized, 

actionable and target specific 

recommendations

ῑṃֹ₰ GDPR, STIG

ᵙCISᶢ֝Mapping to EU 

GDPR, STIG and CIS 

Benchmark

ᾟὙ11gֹ23c Oracleᾭ

ὯẓRuns on 11g to 23c 

Oracle Databases
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Ḡԅ ᴠ ᶢ֝θOBP

Å Internet ḟԄѦịῗ Ѧ ַớḫӌιԎүחῗñ ḧ
Ầᴧ ״ ᵙ Ὑ Ḿ ￼ῳӓӮ│ ֘
Ά⁮ò ḜӨ ҃‎ ќּףᴿᶊᾤẗ Ҳўᵙḙ ּף
Ḡԅᴣ IT њўҚᵔ￼њў ѭֺ҃ḧ‰֝ᵙῳ
ӓӮ│εץὐ CIS ᶢ֝ ίֺὺᾼᵙẶקῑӵζιҤҪ
Ỉ ￼֘ ֺḧ₩ᶚ

Å CIS ᶡ֜ῗḠԅ ￼ ᶢ ᵙῳӓӮ│ ⅛ֱ
ὝṀấ ᴠ ҃ ѦἆᶺѦ CIS ίֺὺᾼιᴵẁי
ᾡ Ԏ ד CIS ίֺὺᾼљ ᶺṰấ ￼

‰֝ᵙ ⁭‟ḾẔιץὐ NIST Ḡԅ⁭‟ (CSF) 

ᵙ NIST SP 800-53 ISO 27000 ֯‰֝ PCI DSS

HIPAA 

ḠԅἩ ḫᾼὝᴇSTIG(Security Technical Implementation 

Guides)

Å ᶂᶂ ӡỤ ṕεDISAζ￼ ᶢ֝

Å ώӗ҃ῶԋ Ҩ◑ ᶈ ᶂᶂ (DoD) IT 

ѧ ￼ Ḡԅ ∂￼Ὕᴇ

Å STIG ∂ ԋ├ᶢ ᾼᵙ ḠԅẊ֟Ṉ◖╓ι
ẁיӠἴứ￼ ԁᴩ Ḡԅḍ
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Easy aséזּ῏
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Run 

./dbsat collect

Run

./dbsat report

Run

./dbsat discover
1 2 3

9



ᾠ &ἵᵓ
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ᾠ ῶԋּזἋ   Ḡԅ ᵙ ӺᾭὯӡỤ￼צּ ἄḠԅוּ ӂἵ
ᵓ Collects metadata information on users, roles, privileges, security configuration, and policies in 

place. Generates a Security Assessment report.

ÅⱳởԎῑҷӽ ᴦ♪ַײὭ ֦Generates summary output with prioritized findings

ᵍὟᶟץ ￼Ṱ ָ ￼∆Ở χᶢ ӡỤ ἋṹἋזּ ⸗ ᵙ ά ίֺ
ẙ ίֺ Ḭ Ḹז εᾭὯẓι ιᾛӐ ζ Summary table with 

identified risks organized by domains: Basic information, user accounts, privileges and roles, authorization control, fine-grained 

access control, auditing, encryption, config, etc. 

Å 120 ᴦ♪ᴢᶴ↕Over 120 detailed findings with remarks

⅛Ѧᴧא ᵍץ Ḿ ῼԓḳ ָ ᵙҸ ḫ ├
￼ Each finding contains a one line explanation of what is expected, a risk level, details, 

and remarks on best practices.

Åᴟ OBPεCISᶡ֜εSTIG ְᵘGDPR /Ὺ₂References to Oracle Best Practices, 

CIS Benchmark, STIG Rules and GDPR articles/recitals

҃OracleᾭὯẓḠԅẦᴧ Ҹ ḫ ѳᶹι ῶֹCIS STIG

ֱᵙEU GDPR /‍₲￼ῑṃ Along with Oracle Database security 

development organization best practices, there is a mapping to CIS, STIG rules, and EU GDPR 

articles and recitals.

COLLECTOR

REPORTER



ᴧא
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Ἔὼ֯ᵄᵙ├ ӺᾭὯҨᴧאᾧỵᾭὯ ἄᾧỵᾭὯוּ ӂ
ἵᵓ Scan column names and comments metadata to discover sensitive 

data. Generates a Sensitive Data Assessment report.

Åᴦ♪ᾈỖᾎὊDiscovers sensitive data

ᴨᾧỵᾭὯ ָᵙ ᶚ(125+) ֯ ᵙ ָ￼ᾎ ᵙ
ӡỤ Get summary and details on Sensitive Data Categories and Types (125+), tables, 

columns, rows, and risk levels.

ÅὝӖῑԊḟԄὔַֹײẤ Provides recommendations on security controls 

ᴨῶԋẔ ᴨᵤҎḠԅίֺὺᾼ‎ӠἴᾧỵᾭὯ￼ấ Get 

recommendations on which security controls to put in place to protect your sensitive data.

ÅᴴḦֹCustomizable

￼ῶאזַּ ӕᾰҭἛṝἆ Ẕứ￼⸗ḧ ∂ Leverage the existing 

sample files to expand or adapt to your specific needs.

DISCOVERER



ᴧאӕ Sample finding
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ᴧא￼ ָ
Category of the 

Finding

ᴧא ừDetail of 

the Finding

Ὧᴣấת Rationale 

and Recommendations

ֱῑṃMapping to 

Regulations

ֱ ớזּ
Applicability to 

Regulations

ᴵҨῗ ӂ ấ
Ӊ ѧ
Can be 

Evaluate, Advisory, 

Low, Medium, or 

High Risk

ᴯ ὼ Ẕ ӮҜѱA single sentence that 

describes what should be done



◗ DEMO

Oracle CloudWorld        Copyright © 2024, Oracle and/or its affiliates13



ᾭὯẓḠԅ ӂï₦

Oracle CloudWorld        Copyright © 2024, Oracle and/or its affiliates14



⸗ ï
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⸗ ï ᴺ ת
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⸗ ïDBA
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ά ίֺ
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ïƫ Ұ
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ᾛӐ ïᾰҭ 
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ᾧỵᾭὯᴧאï₦
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ᾧỵᾭὯ& ָ
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Schema ᶃ&ᾧỵ֯ ӡỤ
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ѭҜѱҨᴣӍῊ DBSAT?Why and when to consider DBSAT?

Å ᵘҧ ồ ᴨḢᾯ￼ᾭὯẓḠԅ ӂἵᵓGet a quick and complete Database Security security assessment 

report via command line

Å OracleᾭὯẓḠԅҸ ḫ Get access to Oracle Database security best practices

Å ẦḊᴧאᾧỵᾭὯGet started discovering sensitive data

Å ẶẸׁ￼Ḡԅז ὝṀΆ/צּ ᶁὝᴇStrengthen your current security policy/guidelines/hardening guidesז/

Å ӂṈ ᾭὯẓAssess few databases

ḅ‛ứ ᴵDBSATấ ￼ҮӪιẊṸῺ ӂᶽ ᾭὯẓι ӔּזData SafeἆAVDF If you value DBSAT 

recommendations and want to get them for your entire fleet, consider using Data Safe or Audit Vault and Database 

Firewall. 
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Ḭ ҢẓᵙᾭὯẓ ♀ᶬ
εAVDFζ
Audit Vault and Database Firewall(AVDF)

Ḭט╗ ιᾭὯẓ ♀ᶬιᾭὯẓḠԅỗמ ת
Activity Auditing, Database Firewall, and Database Security 

Posture Management



OracleḬ ҢẓᵙᾭὯẓ ♀ᶬεAVDFζῗ
ѦḢᾯ￼ᾭὯẓ╗ט ίεDAMζ ֘Ά
⁮ιḜ ᵀ҃ᴝּוḬ ᾭὯᵙᶢ҈ ￼SQL

╙ Ὢ Oracle Audit Vault and Database Firewall (AVDF) 

is a complete Database Activity Monitoring (DAM) solution that 

combines native audit data with network-based SQL traffic capture.

ꜚMonitors privileged user activity

Ԋ ̆ԅ ԅ Ԋ Understands what 

happened after an incident

Blocks unauthorized access

῏ ꜚ Alerts on suspicious activity

׆ Simplifies regulatory compliance
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OracleḬ ҢẓᵙᾭὯẓ ♀ᶬOracle Audit Vault and Database Firewall

ḫ ҡẒAudit Vault

Ẓ ᶫDatabase 
Firewall

 Targets

ḫ
A

u
d

it
 d

a
ta

 a
n

d
 n

e
tw

o
rk

 e
v
e
n

ts

Oracle Database, MS SQL 
Server, BM Db2, SAP 

Sybase, MySQL

PostgreSQL

Linux, Windows, AIX, 

Solaris, MS AD

Application 
tables, XML, 

CSV, JSON, 
MongoDB, REST



AVDFᾭὯẓḠԅỗמ AVDF Database Security Posture Managementת

ḟԄ ӁSecurity Assessment

҃ ứ￼Ḡԅ ιẊ
ḧӭ ᴵὶᴩ￼Ḡԅ
ᶢ ￼ừ֙Know your 

security configuration and identify 

drift from your accepted security 

baseline

ᾈỖᾎὊᴦ♪Sensitive Data Discovery

ӑ￼ᾧỵḾ ῗҜ
ѱιḕᾣᶈᵤ Know 

what your sensitive objects are and 

where they are stored.

◕ΰⱴỦᴦ♪Privileged User Discovery

҃ ứ￼⸗ ּזἋῗ
ҨᴣҤҪὊῶҜѱ 

Know who your privileged 

users are and what permissions they 

have.

ḫ ∕ḺAudit Insights

҃ ᾭὯẓּזἋḅӍӔ
 ứ￼ᾧỵᾭὯKnow howזּ

your sensitive data has been used by 

database users
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◗ DEMO
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Ѯ
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Ḭ ╓ḻ
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ἵᵓ
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  ֫
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▄Ԅ҃ OracleḬ ҢẓљᾭὯẓ ♀ᶬεAVDFζ
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ѭҜѱҨᴣӍῊ AVDF?Why and when to consider AVDF?

Å јҝҝ ӂGo beyond assessment

Å ѭἍῶOracleᾭὯẓ ệᶽ ₩￼ ᵙק ѧ￼Ḡԅ Get a fleet-wide simplified and 

centralized security configuration for all Oracle Databases

Å ԇᴻ/│ ∂ ₿ứᶈүӍ҉ѧḕӴḬ ẹιἆ ṸῺίֺḬ ẹἍᶈ￼ᶢ ᾼ
Have corporate/regulatory requirements that forbid you from storing audit records in any cloud, or want control 

over the infrastructure where your audit records are 

ḅ‛ứṸῺḾᾭὯẓ ᶽ ₩￼Ḡԅỗמ ט╗Ҩᴣת ίι ѱAVDFṏῗứ￼ Ṫԏ
If you want to have a fleet-wide security posture management of your databases along with activity monitoring, then 

AVDF is your tool of choice. 
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ᾭὯḠԅData Safe

ᾭὯẓḠԅ҉Ὸחιѭ҉іᵙ ᶊOracleᾭὯẓώӗ
￼ίֺᴶ

Database Security cloud service with a unified console for the Oracle 

Database in-cloud and on-premises
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OracleᾭὯḠԅOracle Data Safe

￼ᾭὯẓḠԅίֺѧỌUnified database security control center

Å Ḡԅ ӂSecurity configuration assessment

Å Ἃזּ ӂUser risk assessment

Å Ḭט╗Ἃזּ User activity auditing

Å ᾧỵᾭὯᴧאSensitive data discovery

Å ᾭὯ ᾧData masking

ḾἍῶᾭὯẓε ᶊ&҉ζ ▄ẙ Defense in depth across your 

database fleet ï on-premises and in the cloud

Å Ὴ ι ӉḠԅ Saves time and mitigates security risks

Å ј ⸗℮￼Ḡԅњў No special security expertise needed

ѧIncluded with all database servicesחᵍᶈἍῶᾭὯẓῸץ

ồ ῏ᶊ├ԛ ⌂ᾭὯẓQuick and easy to register Autonomous Databases
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OCIOracle Cloud Infrastructure

/O CI On-

Premises / OCI Compute

Cloud@Customer

Multi-Cloud

ח GovCloud

Ẕ Applications

EE
SE

ḫ AuditỦUsers ᴦ♪DiscoverAssess Mask ᶫFirewall

D ata Safe



ὐץ ⌂ᾭὯẓ⸗ḧ￼₅‬ᵙấ
Including Autonomous Databases specific checks 
and recommendations

₅‬ᾭὯẓ ι֫‘ּזἋ ᵙ  ιẊ
ḧ⃰ᶈӔּז( ￼ῗ≡ῶӔּז)ᵤҎḠԅίֺ
Checks database configuration, analyzes user roles and 
privileges and identifies which security controls are (and 
importantly are NOT) in use. 

Å ԅ ￼ ӂComprehensive assessment

Å ָӭ ᶢ ￼ Identify drift from baseline

Å ᴵᾛӐἵᵓ(CIS STIGᵙEU 
GDPR)Actionable reports (CIS, STIG, and EU GDPR)
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ᾎὊẒḟԄ ӁDatabase Security Assessment



▄Ԅ҃ ᾭὯẓṹἋ￼ ӡỤðץὐ‬
ṹἋά҄￼ ⸗ ᵙḬ ט╗

Drill-down for details on database accounts ï including viewing 
granted roles, system privileges, and audited activity by the 
account

ӂᾭὯẓẊ ֧Ῐ ᴵ ‗ἄ ￼ṹἋ
Assesses the database and highlights accounts that could pose 
a risk

Å ָ  ᶽ￼ּזἋIdentify over-privileged users

Å ָῶ ἋProfileIdentify risky user profilesזּ￼

Å ӂ ỗᵙטỗProfileEvaluate static and 

dynamic profile

Å ָӭ ᶢ ￼ Identify drift from baseline

Å ᴵᾛӐ￼ӡỤזּ Ӊ Reduce risk with 

actionable information 
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ⱴỦ ӁUser Risk Assessment



╪ DEMO
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‰├ԛ

Oracle CloudWorld        Copyright © 2024, Oracle and/or its affiliates40



‰ᾭὯẓ
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‰ᾭὯẓ
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ḠԅѧỌïҩ
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ḠԅѧỌïḠԅ ӂ
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ḠԅѧỌïḠԅ ӂ
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ḠԅѧỌïḠԅ ӂï ӂἵᵓ
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ḠԅѧỌïḠԅ ӂï ӂἵᵓ
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ḠԅѧỌïḠԅ ӂï ӂἵᵓ
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ḠԅѧỌïḠԅ ӂï ӂἵᵓ
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ḠԅѧỌïḠԅ ӂï ӂἵᵓ ïɡ
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ḠԅѧỌïḠԅ ӂï ӂἵᵓ ïɡ
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ḠԅѧỌïḠԅ ӂï ӂἵᵓ ïɡ
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ḠԅѧỌïּזἋ ӂ
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