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Gj~ @Gl U®u PO whatyou donot

"0z T ¢ YL Oracle@iy Y h J?'s the database
practices?

TJd®du PGai = ?whatsecurity controls are already in place?

ad ! @QAT o PTHG=2 i = “?whatother security controls are available to me?
"QTQZ A @Qu P T 'Ad whatusers are in the database?

T AQK Y ?What access do users have?

"QQz A du POy 'QQ0O what sensitive datais in this database?

é e
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PSSy,

~ , . © ” <, — w
5 UK I'-]l A:Q_B_‘]JQQZ GQU )KFromrea\-wor\d customerdés database security assessments

®"QQz GV X No Database Security policies/strategy in place

@& K/ K1 NM X Nopatching/patch management policy in place

®Y he Ny=® Ty N No personalized accounts; No separation of duties; Over-privileged accounts
®O1r L L /P 1" BEFQQNo encryption of sensitive/regulated data

@  /l  No monitoring/auditing in place

@ I: VMXxuy A I: ‘1 N No password policies; Weak password management

AT 1 FQQEE 1 F e An Hop ¢ v 1 Non-Production (DEV/TEST/TRAINING) systems with production data

() I 4/ & N No cleanup of test/'sample accounts
®"Me p®EQQL A N M s A Noanonymization of data sent to third parties

®"HA M 4 T d No OS hardening
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DBSAT

Database Security Assessment Tool

Ry

0 Uy
Command-line tool for a quick database security assessment
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X 0 EQ@J]"QTQZ G 3 & Assess your database security
before hackers come knocking

Users

-QTQ z

accounts
T A=

T A

T "Aldentify Risky

N Database

User privileges

User roles

A K QY QQDiscover
Sensitive Data

up’i;SC')Qu 0®

A N O Whattype, where,
and how much?

9272 Ui 1
oo Dw
Yz . = WG

QQW3 7 WA G

T Sample pattern files for
Greek, German, Dutch,
French, Spanish, Italian, and
Portuguese based data
models

Assessment
Reports

N = 43 USummary
and detailed information

W X oei 1 "HA @
%o OBEA  Prioritized,
actionable and target specific
recommendations

Tm 4~ GDPR, STIG
> CIS9 ° Mapping to EU
GDPR, STIG and CIS
Benchmark

"HY 11g 23c OracleQ
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T Easy asé

Run Run Run
Jdbsat collect Jdbsat report Jdbsat discover
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W & °

® OrRT A 7 G J>MXBF QQ3U 1 a6z i
2 Collects metadata information on users, roles, privileges, security configuration, and policies in

place. Generates a Security Assessment report.

AwedTT yxNr »vQ

Yo TYs 4 4G BAG x9 3U TAGA = = ° a4 i
44y i | Tl JeQQz 1 AN "HAV A T M Summary table with

identified risks organized by domains: Basic information, user accounts, privileges and roles, authorization control, fine-grained
access control, auditing, encryption, config, etc.

A 120 Nr )zl ¢
YsAANN Y9 M Qnk 4. 4 =swyp |

083 Each finding contains a one line explanation of what is expected, a risk level, details,
and remarks on best practices.

A31 OBPe CISt ~ € STIG . Y GDPR T /Y

“ Oracle’QQz GAA 444UYh ev 1 @& CIS STIG

> EU GDPRY /f (]5 N M Along with Oracle Database security
development organization best practices, there is a mapping to CIS, STIG rules, and EU GDPR
articles and recitals.

Oracle CloudWorld Copyright © 2024, Oracle and/or its affiliates
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E®” = | FfQQ@AXNQY QN 1 Gdy Q0 X

(K52 Scan column names and comments metadata to discover sensitive
data. Generates a Sensitive Data Assessment report.

Ar»AdA©
noy Q1. =1 3 (125+) 3 > A GFA s

4 3 U Getsummary and details on Sensitive Data Categories and Types (125+), tables,
columns, rows, and risk levels.

nOKWZ ny PG~ VAT 31T @y QQuE Get

recommendations on which security controls to put in place to protect your sensitive data.

AM H

T NGOG aed T EF & Z®GE h 0 Leverage the existing
sample files to expand or adapt to your specific needs.
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AN XN @ Sample flndlng B Z Y Ky Asingl€sgntencettat

describes what should be done

N G Users with no Password Complexity Requlrements/ *

Ensure password verify function is set in user profiles /

Category ouhh USER.PVE
Finding
Status
Summary
A N U Detailgr— | Details
the Finding
N'Q3 & Ratiepste—— | Remarks
and Recommendations
. | MMappingio __ | References
Regulations

12 Oracle CloudWorld Copyright © 2024, Oracle and/or its affiliates

Medium Risk

Found 43 users not governed by a password verification function.

Profiles with password verification function: ORA_STIG_PROFILE
(ORAl2C_STIG_VERIFY FUNCTION)

Profiles without password verification function: C##ARPP ACCOUNT NOLOCE,
DEFAULT

Users without password wverification function: APPDEV USER1, APPDEV USERZ,
APPDEV_USER3, AVAUDITUSER, BACKUP_ADMIN, BA BETTY, DBA DEBRA,
DBA HRRVEY, DBA NICOLE, DBSAT ADMIN, DBV ACCTMGR PDBl, DBV _OWNER PDBl,
DMS_ADMIN, DSCS_ADMIN, EMPLOYEESEARCH, EMPLOYEESEARCH DEV,
EMPLOYEESEARCH_PROD, EVIL RICH, FINACME, HCMl1, HR_JOE MGR, HR_TIM,
JACK, JIM, JONES, JOSEPH D, JSCHAFFER, JTAYLOR, LOOKUPS, MASKING ADMIN,
MIEE, NY NICK, PA ADMIN, PDBADMIN, PLOPES, PU_PETE, RMTUSR, SCOTT,
SECURE_STEVE, SEC_ADMIN OWEN, SOE, TA TAMMY, TESTDBONE

Password verification functions enforce minimum password complexity standards, including
length, use of special characters, unigueness from previous passwords, etc. Oracle provides
predefined functions that can be used, or a custom PL/SQL function can be developed. Every user
profile should include a password verification function.

Oracle Best Practice
CIS Benchmark: Recommendation 3.8
DISA STIG: V-237726, V-237728,V-237729 ,V-237730, V-237731, V-237732,V-237733

. 10
Applicability to
Regulations
@i % a
H A
Can be
Evaluate, Advisory,

Low, Medium, or
High Risk
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Oracle Database Security Assessment

Highly Sensitive
Assessment Date & Time

Date of Data Collection Date of Report Reporter Version
Wed Dec 20 2023 01:31:01 UTC+00:00 | Wed Dec 20 2023 01:39:30 UTC+00:00 3.0 (Nov 2023) - b98b

Database Identity

Name Container (Type:ID) Platform Database Role Log Mode Created
CDB1 PDBI (PDB:3) Linux x86 64-bit PRIMARY NOARCHIVELOG Wed Oct 30 2019 15:41:51 UTC+00:00
Summary
Section Pass Evaluate | Advisory [ Low Medium [ High Total
Risk Risk Risk Findings
| Basic Information 0 0 o 0 0 1 1
User Accounts 5 10 1 5 2 ] 23
ges and Roles 4 18 1 0 0 0 23
Authorization Control 0 3 2 0 0 0 5
Fine-Grained Access Control 0 0 5 0 0 0 5
Auditing 5 8 2 0 0 0 15
Encryption 0 4 0 0 0 0 4
Database Configuration 8 8 0 1 2 1 20
Network Configuration 1 0 3 1 0 0 5
Operating System 2 4 0 1 2 0 9
Total 25 55 14 8 6 2 110

Basic Information

Database Version

14 Oracle CloudWorld Copyright © 2024, Oracle and/or its affiliates
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System Privilege Grants

PRIV.SYSTEM CICOED

Ensure system privileges are granted only to necessary users

Status Evaluate

Summary 38 out of 53 users have been directly or indirectly granted system privileges via 2345 grants.
4 users are granted system privileges with admin option via 9 grants.
31 users are granted 294 system privileges directly.

Details Users directly or indirectly granted each system privilege:

ADMINISTER ANY SQL TUNING SET: DBA DEBRA, DBA_HARVEY, DBA_NICOLE,
DMS_ADMIN, EVIL_RICH, JSCHAFFER(D), JTAYLOR, MASKING ADMIMN, SCOTT

ADMINISTER DATABASE TRIGGER: BACKUP_ADMIN, DBA DEBRA, DBA_HARVEY,
DBA_NICOLE, DMS_ADMIM, EVIL_RICH, JSCHAFFER(D), JTAYLOR, MASKIMG ADMIM,
SCOTT

ADMINISTER RESOURCE MANAGER: BACKUP_ADMIN, DBA_DEBRA, DBA_HARVEY,
DBA_NICOLE, DMS_ADMIM, EVIL_RICH, JSCHAFFER(D), JTAYLOR, MASKING_ADMIM,
SCOTT

ADMINISTER 5QL MAMAGEMENMT OBJECT: BACKUP_ADMIN, DBA_DEBRA, DBA_HARVEY,
DBA_NICOLE, DMS_ADMIM, EVIL_RICH, JSCHAFFER(D), JTAYLOR, MASKIMNG ADMIM,
SCOTT

ADMINISTER 5QL TUMING SET: DBA_DEBRA, DBA_HARVEY, DBA_MNICOLE, DMS_ADMIN,
EVIL_RICH, JSCHAFFER(D), JTAYLOR, MASKING ADMIN, SCOTT

ADVISOR: DBA_DEEBRA, DBA_HARVEY, DBA_NICOLE, DM5_ADMIN, EVIL_RICH,

P "\f‘-’-;tNd&W}b;}Mﬁ#M}ﬂﬁﬂ%};gij&h-.I"*J-’\J'W’ Ho b forng p s PP 2P pra s

Copyright © 2024, Oracle and/or its affiliates
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Account Management

PRIV_ACCOUNTMGMT

Check privilege grants needec

Status Evaluate
Summary 11 out o
113 grar

Verified -

Grants

BACKUP

DEA_DEEI
DBA_DEBI
DBEA_DEBI

F I e T EN LN H‘\.IW

Remarks

References

EVIL_RICH <- DBA <- IMP_FULL_DATABASE: ALTER USER, CREATE USER, DROP
USER

JSCHAFFER: ALTER USER, CREATE USER, DROP USER

JTAYLOR <- DBA: ALTER USER, CREATE USER, DROP USER

JTAYLOR <- DBA <- DATAPUMP_IMP_FULL_DATABASE: ALTER USER

JTAYLOR <- DBA <- DATAPUMP_IMP_FULL_DATABASE <- IMP_FULL_DATABASE:
ALTER USER, CREATE USER, DROP USER

JTAYLOR <- DBA <- EM_EXPRESS_ALL: ALTER USER, CREATE USER, DROP USER

JTAYLOR <- DBA <- IMP_FULL_DATABASE: ALTER USER, CREATE USER, DROP
USER

MASKING_ADMIN <- DBA: ALTER USER, CREATE USER, DROP USER

MASKING_ADMIN <- DBA <- DATAPUMP_IMP_FULL_DATABASE: ALTER USER

MASKING_ADMIN <- DBA <- DATAPUMP_IMP_FULL_DATABASE <-
IMP_FULL_DATABASE: ALTER USER, CREATE USER, DROP USER

MASKING_ADMIN <- DBA <- EM_EXPRESS_ALL: ALTER USER, CREATE USER, DROP
USER

MASKING_ADMIN <- DBA <- IMP_FULL_DATABASE: ALTER USER, CREATE USER,
DROP USER

SCOTT <- APPROLE1 <- APPROLE2Z <- APPROLE3 <- DBA: ALTER USER,
CREATE USER, DROP USER

SCOTT <- APPROLE1 <- APPROLE2 <- APPROLE2 <- DBA <-
DATAPUMP_TIMP_FULL_DATABASE: ALTER USER

SCOTT <- APPROLE1 <- APPROLE2 <- APPROLE2 <- DBA <-
DATAPUMP_IMP_FULL_DATABASE <- IMP_FULL_DATABASE: ALTER USER, CREATE
USER, DROP USER

SCOTT <- APPROLE1 <- APPROLE2 <- APPROLE2 <- DBA <-
EM_EXPRESS_ALL: ALTER USER, CREATE USER, DROP USER

SCOTT <- APPROLE1 <- APPROLE2 <- APPROLE3 <- DBA <-
IMP_FULL_DATABASE: ALTER USER, CREATE USER, DROP USER

Account management privileges (ALTER USER, CREATE USER, DROP USER) can be used to create
and modify other user accounts, including changing passwords. Attackers can abuse this ability
to gain access to another user's account, which may have greater privileges. You should audit

users with Account management privileges.

Oracle Best Practice
DISA STIG: V-219840

Oracle CloudWorld Copyright © 2024, Oracle and/or its affiliates
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Users with DBA Role

Prv.0EA EICED
Ensure DBA and PDB_DBA roles are granted only to necessary users

Status Evaluate

Summary 9 out of 53 users have been directly or indirectly granted DBA/PDB_DBA role via 9 grants.

1 user is granted DBA/PDB_DBA role with admin option via 1 grant.
No Objects owned by DBA(s) can be accessed by non-DBA(s).

Details Users with highly sensitive DBA/PDB_DBA role:

DBA_DEBRA: DBA
DBA_HARVEY: DBA
DBA_NICOLE: DBA
DMS_ADMIN: DBA
EVIL_RICH: DBA
JTAYLOR: DBA
MASKING_ADMIN: DBA
PDBADMIN: PDB_DBA(*)

SCOTT <- APPROLE1 <- APPROLEZ <- APPROLE3: DBA

(*) = granted with admin option.

Remarks The DBA and PDB_DBA roles are powerful and can bypass many security controls. You should
only grant them to a small number of trusted administrators. As a best practice, it is
recommended to create custom DBA-like roles with the minimum set of privileges that users
reguire to execute their tasks (least privilege principle) and not grant the DBA or PDB_DBA roles.

lege Analysis can assist in identifying used/unused privileges and roles. Different roles with

mum required privileges based on the types of operations database administrators execute
also help achieve Separation of Duties.

Furthermore, each trusted user should have an individual account for accountability reasons. You
should audit users with the DBA or PDB_DBA roles to detect unauthorized privileged activity.
Avoid granting the DBA, PDB_DBA, or custom DBA-like powerful roles with WITH ADMIN option
unless necessary. Please note that Oracle may add or remove roles and privileges from the DBA
or PDB_DBA role.

References Oracle Best Practice
CIS Benchmark: Recommendation 4.4.4
DISA STIG: V-237710

Oracle CloudWorld Copyright © 2024, Oracle and/or its affiliates
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Authorization Control

Database Vault

AUTHZ DATABASEVAULT

Ensure separation of duties and limit sensitive data access

Status Advisory

Summary Database Vault is not enabled.

Remarks Database Vault offers custemizable policies to regulate the actions of privileged database
accounts, such as those used by administrative users, applications, and uti s. Internal and
external threats can exploit privileged account credentials to access sensitive information.
Database Vault realms protect sensitive data from unauthorized access, even by users with
system privileges. Command rules in Database Vault limit accidental or malicious execution of
SQL commands. You can enforce separation of duties to prevent a single all-powerful user
and use trusted paths to restrict further access to sensitive data based on system factors such
as IP address, program name, time of day, and user name. Database Vault Operations Control
can be used to restrict common users from accessing data local to pluggable databases (PDB).
Database Vault Operations Control can be used to restrict common users from accessing
pluggable database (PDB) local data in autonomous, regular Cloud or on-premises.
environments.

References. Oracle Best Practice
EU GDPR: Article 6, 25, 29, 32, 34, 89; Recital 28, 29, 78, 156

DISA STIG: V-220266

Privilege Analysis

AUTHZ PRIVANALYSES

Implement the principle of least pri

Status Advisory

Summary privilege Analysis policies not found. Privilege Analysis has never been run.

Details Users who can start the privilege analysis capture process: AVAUDITUSER,
DBSAT_ADMIN, PA_ADMIN
Remarks Privilege Analysis dynamically analyzes privilege and role usage in real time, providing insight
into actual use by database users and application service accounts. This feature helps
strengthen security by identifying unused or redundant privileges and roles, allowing
administrators to determine the minimum privileges required for users or applications to
function correctly. Administrators can confidently revoke unnecessary privileges with clear
visibility into assigned privileges and their usage. Privilege Analysis helps implement the least
privilege model and minimize the risk of intentional or accidental abuse of privileges.

Oracle Best Practice

References
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Database Backup

CONF.BACKUP

status
Summary

Remarks

References

Ensure regular database backup

High Risk
No Backup Records found for the last 90 days.

You should backup the database regularly. Having a recent backup on a separate media will help
you prevent data loss in a system failure and may help you quickly recover from a ransomware
attack. Oracle Recovery Manager (RMAN) allows performing backup and recovery tasks on your
databases.

It is strongly recommended to use Transparent Data Encryption (TDE) or RMAN encrypted
backups to ensure that malicious users cannot read backup data. Encrypting data at the source
with TDE or RMAN protects local and subsequent offsite backups from the beginning of the
backup lifecycle.

For continuous data protection and fast recovery against ransomware attacks, refer to Oracle
Zero Data Loss Recovery Appliance, which provides immutable backups and deployment in
network-isolated Cyber Vault architecture.

Oracle Best Practice
DISA STIG: V-237720, V-237721, V-237722

Copyright © 2024, Oracle and/or its affiliates
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File Permissions in ORACLE_HOME

OS_FILEPERMISSIONS.

Status
Summary

Details

Remarks

References

Check O5 file permi:
e _______________________________________________________________________|

ions

Medium Risk
Examined 621 files. Found 4 errors.

ORACLE_HOME: /uel/app/oracle/product/19.0.e/dbhome_1
ORACLE_HOME owner: oracle

Directories: 5 (& permission errors)

Executables in $ORACLE_HOME/bin: 238 (@ permission errors)
Configuration files in $TNS_ADMIN: 2 (1 permission errors)
Data files in $ORACLE_HOME/dbs: 2@ (2 permission errors)
Libraries in $ORACLE_HOME/lib: 364 (1 permission errors)

Files with permission errors:

dbs/init.ora (rw-r--r-- should be rw-r----- )(Excessive permissions probably
granted to OTHER users)
dbs/pfile_pre-tde.ora (rw-r--r-- should be rw-r----- )(Excessive permissions

probably granted to OTHER users)
/ull/app/oracle/product/19.8.0/dbhome_1/network/admin/sqlnet.ora (rwxr-xr-x
should be rw-r--r--)(Excessive permissions probably granted to OTHER
users, users of GROUP oinstall and oracle)
lib/libedtn19.a (rw-rw-r-- should be rw-r--r--)(Excessive permissions
probably granted to users of GROUP oinstall)

The ORACLE_HOME directory and its subdirectories contain files critical to the correct operation
of the database, including executable programs, libraries, data files, and configuration files.
Operating system file permissions must not allow users other than the ORACLE_HOME owner to
modify these files. They must not allow other users to read the contents of Oracle data files
directly.

Oracle Best Practice
DISA STIG: V-219833, V-219865, V-220309, V-237719, V-237743, V-237746

Copyright © 2024, Oracle and/or its affiliates
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Oracle Database Sensitive Data Assessment #  Sensitive Category Description
Highly Confidential 1 Identification Infa - National IDs. PIl - National Identifiers
Assessment Date & Time . . B
0z Identification Info - Personal IDs PIl - Personal Identifiers (Names, Phone, Email)
‘ Date of DBSAT Report anennon‘ DBSAT Discoverer Verslon‘
[Mon Nov 132023 145445 | 3.0 (0w 2029) | 03 Biographic Info - Address Address related information
Database Identity 04 Biographic Info - Family Data Names (Father, Mother, Child, Spouse, etc.)
‘Nimglumuiml (Typ{:lD)‘ Platform |Danhas= llole‘ Log Mode |nm Created |
‘cns\ |P'DBl (PDB:3) ‘Llnux x86 s4—hir|mlMARv ‘NDARCHIVELOClwad 0ct 30 2019 15:41:51 | 05 Biographic Info - Extended PI Age, DOB, Place of Birth, Citizenship, etc.

Database Version

06 Biographic Info - Restricted Data Photo, Fingerprint, Gender, Race, Religion

‘Ora(le Database 19¢ Enterprise Edition Release 19.0.0.0.0 - Produ((lon‘

a7 IT Info - User Data User, Password, Cookie, etc.
Discovery Parameters
08 IT Info - Device Data Hostname, IP, MAC, IMEI
Parameter Values
emascors oL 09 Financial Info - Card Data PCI DSS related data. Credit/Debit Card information
Exclusion List File NONE
Minimum Rows Count) 1 10 Financial Info - Bank Data Bank account related data
Pattern File(s) sensitive_en.ini
Summary 1 Health Info - Insurance Data Health Insurance Number and Provider
Sensitive Category # Sensitive Tables | # Sensitive Columns | # Sensitive Rows 12 Health Info - Provider Data Heatlh Care Provider, DEA Number, NPI
BIOGRAPHIC INFO - ADDRESS 10 39 6307309
BIOGRAPHIC INFO ~ EXTENDED PiI 2 2 2000 13 Health Info - Medical Data Height, Weight, Blood type, Disability, Smoker, ICD Code, etc.
FINANCIAL INFO - BANK DATA 2 2 599
FINANCIAL INFO — CARD DATA 7 7 3004 14 Job Info - Employee Data Employment-related data
HEALTH INFO - PROVIDER DATA 1 1 149
IDENTICANION B O AL D 2 G 2000 15 Job Info - Org Data Employee Organization Data
IDENTIFICATION INFO - PERSONAL IDS 4 4 505
IDENTIRCATION/INFO = PUBLIC 1 o 28 2301125 16 Job Info - Compensation Data Income, Compensation, Stocks
IT INFO - USER DATA 13 15 12997
e —— 1 2 Sk 17 Academic Info - Student Data Student ID, Academic Degree, Field of Study
JOB INFO - EMPLOYEE DATA 8 16 406
|JOB INFO - ORG DATA 5 6 278 N L L
) e 18 Academic Info - Institution Data College/School Address and Name, Admission Date, Grad Date

19 Academic Info - Performance Data Grades, Attendance and Disciplinary Records, etc.

21 Oracle CloudWorld Copyright © 2024, Oracle and/or its affiliates
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Sensitive Data

Risk Levels High Risk, Medium Risk, Low Risk
Summary Found 7 schemas with sensitive data.

Schemas: DMS_ADMIN, EMPLOYEESEARCH_DEV, EMPLOYEESEARCH_PROD, FINACME, HCM1,

Location HR, LOOKUPS

Risk I evel- High Risk

Security for Environments with High Value Data: Detective plus Strong Preventive Controls

Highly sensitive and regulated data should be protected from privileged users, and from users without a business need for the
data. Activity of privileged accounts should be controlled to protect against insider threats, stolen credentials, and human error.
Who can access the database and what can be executed should be controlled by establishing a trusted path and applying
command rules. Sensitive data should be redacted on application read only screens. A Database Firewall ensures that only
approved SQL statements or access by trusted users reaches the database - blocking unknown SQL injection attacks and the use
of stolen login credentials.

Recommended controls include:

« Audit all sensitive operations including privileged user activities

« Audit access to application data that bypasses the application

« Encrypt data to prevent out—of-band access

« Mask sensitive data for test and development environments

« Restrict database adi strators from accessing highly sensitive data

« Block the use of application login credentials from outside of the application

« Monitor database activity for anomal

« Detect and prevent SQL Injection attacks

« Evaluate: Oracle Audit Vault and Database Firewall, Oracle Advanced Securily, Oracle Data Masking and Subsetting,
Oracle Database Vault

Tables Detected within Sensitive Category: BIOGRAPHIC INFO - ADDRESS

Risk Level High Risk
Summary Found BIOGRAPHIC INFO - ADDRESS within 39 Column(s) in 10 Table(s)
Location

Tables: DMS_ADMIN.MASK_DATA, EMPLOYEESEARCH_DEV.DEMO_HR_EMPLOVEES,
EMPLOYEESEARCH_PROD. DEMO_HR_EMPLOYEES, FINACHE.COMPANY_DATA,
HCH1.COUNTRIES, HCM1.LOCATIONS, HR.COUNTRIES, HR.LOCATIONS, LOOKUPS.LOOKUP_ADDRESSES,
LOOKUPS . LOOKUP_PLACES

T O Y O Y S S Sy Y TV P Yoy

Oracle CloudWorld Copyright © 2024, Oracle and/or its affiliates
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Schema @, &®Y

Schema View

13U

Table Summary
Schema Table Name Columns | Sensitive Rows Sensitive Category
Columns
DMS_ADMI | MASK_DATA 9 7 10000 BIOGRAPHIC INFO - ADDRESS,
N IDENTIFICATION INFO -
PUBLIC IDS, IT INFO - USER
DATA
EMPLOYEES | DEMO_HR_EMPLOYEES 34 16 1000 BIOGRAPHIC INFO - ADDRESS,
EARCH_DEV BIOGRAPHIC INFO - EXTENDED
PIl, FINANCIAL INFO - CARD
DATA, IDENTIFICATION INFO -
NATIONAL IDs,
IDENTIFICATION INFO -
PUBLIC IDS, IT INFO - USER
DATA, JOB INFO -
COMPENSATION DATA
EMPLOYEES | DEMO_HR_ROLES 2 1 26 IT INFO - USER DATA
EARCH_DEV
£t FIREANERS L FIMARLGLD ST G BBt o i

Oracle CloudWorld
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Sensitive Column Details

Schema Name Table Name

Column Name Column

Sensitive

Comment Category

Sensitive Type Risk Level

DMS_ADMIN MASK_DATA

Ty

= BIOGRAPHIC
INFO -
ADDRESS

aTy High Risk

DMS_ADMIN MASK_DATA

GIVENNAME

- IDENTIFICATIO
N INFO -
PUBLIC IDS

FIRST NAME High Risk

DMS_ADMIN MASK_DATA

STREETADDRES ——

)

BIOGRAPHIC
INFO -
ADDRESS

STREET High Risk

DMS_ADMIN MASK_DATA

SURNAME

= IDENTIFICATIO
N INFO -
PUBLIC IDS

LAST NAME High Risk

DMS_ADMIN MASK_DATA

TELEPHONENU ——

MBER

IDENTIFICATIO
N INFO -
PUBLIC IDS

PHONE
NUMBER

High Risk

DMS_ADMIN MASK_DATA

USERNAME

= IT INFO - USER
DATA

USER ID High Risk

DMS_ADMIN MASK_DATA

ZIPCODE

- BIOGRAPHIC
INFO -
ADDRESS

POSTAL CODE  High Risk

CH_DEV LOYEES

EMPLOYEESEAR DEMO_HR_EMP ADDRESS_1

- BIOGRAPHIC
INFO -
ADDRESS

FULL ADDRESS High Risk
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K w@3 MHO DBSAT?Why and when to consider DBSAT?

A Uy O n HQEQQz G %1 2 Getaquick and complete Database Security security assessment
report via command line

OracleQQz GuU Y h Getaccess to Oracle Database security best practices
ADA XK@y "QQGet started discovering sensitive data

Tt AE- @GV X 'YMA /1 d “YE Strengthen your current security policy/guidelines/hardening guides

o o Do P>

% N "QQz Assess few databases

b & ! DBSATA @Y 61 XU'Q %2z "QQz:1 a At Data Safed AVDF If you value DBSAT
recommendations and want to get them for your entire fleet, consider using Data Safe or Audit Vault and Database
Firewall.
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AVDF

Audit Vault and Database Firewall(AVDF)

Activity Auditing, Database Firewall, and Database Security
Posture Management
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2 M Oracle Audit Vault and Database Firewall

Targets

Oracle Database, MS SQL

Seaver, BM Db2, SAP
Sybase, MySQL

PostgreSQL

Linux, Windows, AlX,
Sodlaris, MSAD

Application
tables, XML,

CSV, JSON,
MongoDB, REST

Oraclel Hz="QQz <¢me AVDFZ i
AHQEIQQz 0 | ¢ DAMZ "~ A
‘QQ> 9272 | A GESQL

T 1TEJT” o1 |
Oracle Audit Vault and Database Firewall (AVDF)

L "0
is a complete Database Activity Monitoring (DAM) solution that
combines native audit data with network-based SQL traffic capture.

Monitors privileged user activity
H v B VI | VI V)

happened after an incident

Understands what

Blocks unauthorized access
Alerts on suspicious activity

L Simplifies regulatory compliance
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f Q\J )KSecurity Assessment

.94

Ce@G J X
ha™ 11 poiGa

0BJILY Know your

security configuration and identify

drift from your accepted security
baseline

Oracle CloudWorld

Copyright © 2024, Oracle and/or its affiliates

Y Aoy M T K
Yl é(.k)pu Know

what your sensitive objects are and
where they are stored.

9 U 17 0 [ ) Privileged User Discovery

=

ooz 1 AT
@3 HC OO K y

Know who your privileged

users are and what permissions they
have.

b / L Audit Insights

© QQz1 Ab MA
T W :O:BJJ(A) Y Q ‘Qknow how
your sensitive data has been used by
database users
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K w@3 MHO  AVDF?why and when to consider AVDF?

A ] KK X Go beyond assessment

A mA®OracleQQz éz wWEMp=> A ®GC J Getaileet-wide simplified and
centralized security configuration for all Oracle Databases

A v 0" BorpyM:aéd] et aal0Qi | e Ap g ~ A
Have corporate/regulatory requirements that forbid you from storing audit records in any cloud, or want control
over the infrastructure where your audit records are

b' ¢ UQMQQz 2 WEIG,0NTN@3 gL i1 WYAVDFOT Grds T
If you want to have a fleet-wide security posture management of your databases along with activity monitoring, then
AVDF is your tool of choice.
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Oracle"Q"’QG U Oracle Data Safe

b erQQz Gl A O unified database security control center
G RY) .,I )T( Security configuration assessment

T A XK Userrisk assessment

o o Do

T 'Aﬂ Dl User activity auditing

b

T e~ T
WY QQA N sensitve data discovery

A lQ7QlV) (I) Data masking

MA®QQz e §&: mY

database fleeti on-premises and in the cloud

Defense in depth across your

A H 1 H, G Saves time and mitigates security risks

A ] z e IG b Yy - No special security expertise needed

Y9 p AGQQz 'ON A included with all database services

0 Vi S |—q 5 0O "QTQZ Quick and easy to register Autonomous Databases
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)T(User Risk Assessment
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High 1 4 4

Medium
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Drill-down for details on database accounts i including viewing

granted roles, system privileges, and audited activity by the
account

XQQz XV, T~ 11 _é& il A
Assesses the database and highlights accounts that could pose
arisk

A z OBJT A Identify over-privileged users

(B o83t A Profileidentify risky user profiles

o

A

A % 0 = 0 6 ProfileEvaluate static and
dynamic profile

A 3" 9 4 G N Identify drift from baseline

A

7! HAGEZ U H Reduce risk with

actionable information
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= ORACLE Cloud XTI Italy Northwest (Milan) v/ Q)
ST A4 =
THEFHRES
WA @ sor7
S5B4LER v All Risks
EERITE v User Accounts (Note: Predefined Oracle accounts which are schema-only or locked are not included in this report)

> User Profiles

v User Details

User Name Status Profile Tablespace Oracle Defined Auth Type
ADBSNMP LOCKED :EFE‘A FROTEGTED. PROR DATA No NONE
ADB_APP_STORE LOCKED DEFAULT DATA No NONE
Pi
ADMIN OPEN ?ERA’ BOTECTED-RROF DATA No PASSWORD
APPX EXPIRED & LOCKED DEFAULT DATA No PASSWORD
85 APP_USER OPEN DEFAULT DATA No PASSWORD
DISA STIG @ DBA_DEBRA OPEN DEFAULT DATA No PASSWORD
Cis Eift @ DBA_HARVEY OPEN DEFAULT DATA No PASSWORD
EU GDPR ()
o DCAT_ADMIN LOCKED DEFAULT DATA No NONE
Oracle £
DSSADMIN OPEN ‘ORA_EXTAPP_PROFILE DATA No PASSWORD
;]
= EVIL_RICH OPEN DEFAULT DATA No PASSWORD
RA_PROTECTED_PROF
GGADMIN LOCKED EE LREGIECIED e DATA No NONE
@AERIOMILES  Cookie MIFIZR IRIRFE © 2023, Oracle HIARXRAE). REFART,
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Users with DBA Role

HIGH

8 out of 31 users have been directly or indirectly granted highly sensitive DBA role via 12 grants. 1 user is granted highly sensitive DBA role with admin option via 1 grant. 1 grant to PUBLIC.

Grants of DBA role:

PUBLIC: PDB_DBA

EREW S Y

ADMIN: PDB_DBA(')

ADMIN <- APPROLE1 <- APPROLE2 <- APPROLE3: PDB_DBA
ADMIN <- APPROLE2 <- APPROLE3: PDB_DBA

ADMIN <- APPROLES: PDB_DBA

DBA_DEBRA: PDB_DBA

DBA_HARVEY: PDB_DBA

EVIL_RICH: PDB_DBA

GGADMIN: PDB_DBA

GRINDELWALD <- APPROLE1 <- APPROLEZ2 <- APPROLE3: PDB_DBA
MALFOY: PDB_DBA

PU_PETE: PDB_DBA

(") = granted with admin option

The DBA is a powerful role and can be used to bypass many security controls. It should be granted to a small number of trusted administrators. As a best practice, it is recommended to create
custom DBA-ike roles with the minimum set of privileges that users require to execute their tasks (least privilege principle) and do not grant the DBA role. Privilege Analysis can assist in the task of
identifying used/unused privileges and roles. Having different roles with minimum required privileges based on types of operations DBAS execute also helps to achieve Separation of Duties.
Furthermore, each trusted user should have an individual account for reasons. It is to audit users with the DBA role to detect any unauthorized activity. Avoid granting t
DBA or custom DBA-like powerful roles WITH ADMIN option unless absolutely necessary. Please note that Oracle may add or remove roles and privileges from the DBA role.

WO

3l CIS: Recommendation 4.4.4

> [ Roles Granted to PUBLIC

N B Dunnd Patn Annnnn Bui

BRERDBESE  Cookie BIFRN AR © 2023, Oracle RUBMXRAT. RRAHIH.
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Baseline/Selected Assessment: [10 out of 31 users have been directly or
indirectly granted account management privileges via 126 grants.

9 users are granted account management privileges with admin option
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