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1. PURPOSE

Oracle Audit Vault and Database Firewall (AVDF) is a complete Database Activity Monitoring (DAM) solution that combines
native audit data with network-based SQL traffic capture. AVDF includes an enterprise quality audit data warehouse, host-
based audit data collection agents, powerful reporting and analysis tools, alert framework, audit dashboard, and a multi-
stage Database Firewall. The Database Firewall uses a sophisticated grammar analysis engine to inspect SQL statements
before they reach the database and determines with high accuracy whether to allow, log, alert, substitute, or block the
incoming SQL.

This cookbook is intended to help you get started with AVDF in a couple of simple steps. Sample schema, users, audit
policies, and workload are also provided for beginners and those who want to explore updated the look and feel of AVDF20.

2. INTENDED AUDIENCE

If you are responsible for designing, implementing, maintaining, or operating security controls for an Oracle Database this
paper is intended for you.

3. DISCLAIMER

This document in any form, software or printed matter, contains proprietary information that is the exclusive property of
Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle software
license and service agreement, which has been executed and with which you agree to comply. This document is not part of
your license agreement nor can it be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for the implementation
and upgrade of the product features described. It is not a commitment to deliver any material, code, or functionality, and
should not be relied upon in making purchasing decisions. The development, release, and timing of any features or
functionality described in this document remains at the sole discretion of Oracle.
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5. INTRODUCTION

The cookbook flows are built on storyline matching a typical real-world scenario where we have sensitive information in
some of the tables in the database, and we use database auditing and network monitoring to monitor the database activity.
We configure HCM schema, and populate tables with employee data as shown here:

HCM Schema:
EMPLOYEES EMP_EXTENDED SUPPLEMENTAL_DATA DEPARTMENTS COUNTRIES LOCATIONS REGIONS JOB_HISTORY JoBS
“EMPLOYEE_ID" NUMBER(6.0), | "EMPLOYEE_ID" PERSON_ID NUMBER, "DEPARTMENT_ID" "COUNTRY_ID" "LOCATION_ID" "REGION_ID" "EMPLOYEE_ID" "JOB_ID"
*FIRST NAME® VARCHAR2(20 NUMBER(6,0), USERNAME NUMBER(4,0), CHAR(2 BYTE) NUMBER(4,0), NUMBER, NUMBER(6,0), VARCHAR2(10),
BYTE). “TAXPAYERID" VARCHAR2(50). "DEPARTMENT_NAME" "COUNTRY_NAME" | "STREET_ADDRESS" "REGION_NAME" "DATE_OF_HIRE" DATE "JOB_TITLE"
“LAST NAME" VARCHAR2(25 VARCHARZ(15). TAXPAYER_ID VARCHAR2(30 BYTE). :ﬁ.’:;HARZ(AU VARCHAR2(40 BYTE), \.;C_?EC]HARZ(ZJ CONSTRAINT, VARCHAR2(35).
BYTE). “PAYMENTACCOUNTNO" 'VARCHAR2(20), "MANAGER_ID" g "POSTAL_CODE" ; “DATE_OF_TERMINATION" "MIN_SALARY"
“EMAIL" VARCHAR2(2S BYTE), VARCHAR2(20) LAST INS_CLAIM NUMBER(6,0), ’SSESEI:TID VARCHAR2(12 BYTE), DATE CONSTRAINT, NUMBER(6,0),
“PHONE NUMBER" ‘VARCHAR2(2000), “LOCATION_ID" “CITY" VARCHAR2(30 “JOB_ID" VARCHAR2(10 “MAX_SALARY"
VAR(HA7R2(20 BYTE. BONUS_AMOUNT NUMBER(4,0) BYTE), BYTE) CONSTRAINT, NUMBER(E,0),
N . NUMBER “STATE_PROVINCE" “DEPARTMENT_ID"
HIREDATE" DATE, VARCHAR2(25 NUMBER(4,0),
“JOB_ID" VARCHAR2(10 BYTE),
BYTE) "COUNTRY_ID"
"SALARY" NUMBER(8.2). CHAR(2 BYTE).

"COMMISSION_PCT"
NUMBER(2.2),

"MANAGER_ID" NUMBER(6.,0),

*DEPARTMENT_ID"
NUMBER(4.0)

There are three different types of users that we configure in our sample scripts who are accessing the sensitive tables, and
their trusted path is tagged with defined values in the user application context:

1. Regular employees through the Employee application traffic ( trusted path = EMPLOYEE_USER)
2. HR Users through Employee application traffic ( trusted path = HR_USER, HR_MANAGER)
3. Database Administrators

Employee HR Users Database Administrators
sophie@exah‘uple.com hr_tim@example.com dba_debra@example.com
lucas@example.com hr_joe@example.com dba_harvey@example.com
jron@example.com hr_jim@example.com dba_charles@example.com
henrywil@example.com hr_lan@example.com

dmin_st le. S ity Admin DBA
samkirk@example.com hr_ann@example.com (HR Manager) secadmin_steve@example.com (Security Admin DEA)

The cookbook assumes that following pre-requisites are done prior to beginning with the rest of the flows:

1. Oracle Audit Vault and Database Firewall binaries are downloaded from Oracle Software Delivery Cloud, and Audit
Vault server, and Database Firewall server is installed on separate machines.
2. You have logged into Audit Vault server URL and created AVADMIN and AVAUDITOR users.
3. You have identified an Oracle pluggable database instance to be used as a target and configured it with HCM
schema, users, and data. Please follow the details below.
a. Create the schema, users and different artifacts to be used for testing the scenarios

=

hem_data_scriptsqgl

i.  Open the script
ii. Execute the script against the target pluggable database instance
b. Run the workload for capturing audit events

i

hecm_workload_script.

i. Open the script sal
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ii. Execute the script against the target instance.

The rest of the cookbook details the flows to get started.

1.

REGISTRATION OF HOSTS AND AGENTS

Goal: To register host and agent on the database server target.

1.1.

Configurations
a. Login into AVS server as AVADMIN
b. Navigate to “Agents” menu

c. Click “Agent Hosts” in the left navigation menu
d. Click [Register] to open the popup as shown here
e. Enter a unique name for the host (usually the fully qualified hosthname) and IP Address

@ Targets & Agents 0 Database Firewalls © Semings

f.  Click [Save] in the popup to see the agent host in “Activated” status. This generates a unique
agent activitation key
g. Copy the “Agent Activation Key”

Oracle Audit Vault and Database Firewall 20

# Home % Targets & Agents UDatabase Firewalls £ Settings

[ tosthame [P Address  AgentSialus  Host Monitar AgectActationKey  AgseiDsmis  HostMonior

h. Click “Agent Software” in the left navigation menu to download the agent binary

# Home % Targets & Agents UDatabase Firewalls £ Settings

Agent Hosts

Agent Softuare sz Downlasd

L

i. Download the “Agent Release 20.1.0.0.0” binary to the local and transfer it to the database target

instance
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j-  Ensure the JAVA_HOME environment variable is set and the java executable is in your path

echo $JAVA_HOME
which java

k. Ensure that your host server has a supported Java Runtime Environment (JRE) or JDK installed —
version 1.8.0_45 or higher, or 11.0.3

java -version

[.  Unzip the jar to an agent home using the following command where AGENT_HOME_DIRECTORY
is the directory where you want the agent to be installed. The directory will be created if it does not
exist

java -jar agent.jar -d <AGENT_HOME_DIRECTORY>

o Go to the agent home/bin and execute the following command. Enter the “Agent Activation

Key” when prompted. Ensure the agent is running with “agentctl status” command.

agentctl start -k

o Loginto AVS server and refresh the page to ensure the Agent is running successfully.

# Home W Targets & Agents 0 Database Firewalls & Settings

wwwww

Ensure the Agent status is “Running”.

2. TARGET REGISTRATION AND CONFIGURATION OF AUDIT TRAIL COLLECTION

Goal: To register the Oracle pluggable database instance as a target in AVDF and configure the audit trail to start
collecting audit events.

2.1. Configurations
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2.1.1. Configure a user in the pluggable database. For the agent to be able to collect audit records it requires

connecting as a user that is privileged to collect audit data. To create the user and grant it appropriate
privileges:

a. Connect to the pluggable database instance and create the “avdfuser” user.

b. Execute the script that can be found in the agent home to grant the required privileges to the user

@<agent_home>/av/plugins/com.oracle.av.plugin.oracle/config/oracle_user_setup.sql avdfuser
SETUP

SQL> alter session set container=orclpdb;
Session altered.
SQL> create user avdfuser identified by
User created.
SQL> @/scratch/adhanara/20.1AVAgent/agent_home/av/plugins/com.oracle.av.plugin.oracle/config/oracle_user_setup.sql avdfuser SETUP
Session altered.
g;anting privileges to "AVDFUSER" ... 'AVDFUSER
ne.

Disconnected from Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production
Version 19.5.0.0.0

2.1.2. Register the database server instance as the target in Audit Vault Server

a. Loginto AVS server as AVADMIN
b. Open “Targets” menu and click [Register] to enter the following registration details in the
“Audit Connection Details” tab for the pluggable database instance which we name as
“php?
e Name: hr
e Type:Oracle Database
e |P Address: <DB server IP Address where instance is
running> - Note: If the server is in Oracle Cloud this should be the private
IP address
e Port: <port where database service is running>
e Service Name: <database service name>
e Protocol: Tcp
e Username: avdfuser
e Password: <password>

# Home @ Targets & Agents 0 Database Firewalls 1 Settings
Targets
Homa ¢ e Typa * [ — v
it Trails
Dsscription P& on denac2#4 for HR deparmant
Target Groups
Access Rights Audit Connection Details Audit Collection Attributes Database Firewall Monitoring.
© Baic Advancod
Host Nama / IP Address * denaclsl us orack com
Pon* 1522
Sarvice Name * orclpdb us orack com
Protocal rce
User Narns * el usar
Passward oo

c. Click [Save] and target home page for “hr” is displayed as shown here
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# Home & Targets & Agents U Database Firewalls

Tergets

nr Sensitive Objects
Audit Trails . .

ame " Type Oracke Database
Target Groups Description. DB on denac258 or R departmert
Access Rights Audit Data Collection

o A Tral
o ng
Jrm—— o

Copyright © 2021, Oracle and/or its affiliates

0 Settings

oaity | [ cancel | [ save

aca

2.1.3. Configure an archiving policy for “hr” target
a. As AVADMIN, open “Settings” menu and click [Achiving] in the left menu
b. Navigate to “Manage Policies” tab
c. Click [Create] to create a new data retention policy and enter details below:
i. Name (Custom:One-One)
ii. Months Online (1)
iii. Months Archived(1)
Manage Policies Create Policy © tions Data Retention Retrieve
User-defined Palicies Name ’ [cﬂ] Delete |
cancel | | save | *
d. Click [Save]
e. Loginto AVS server as AVAUDITOR
f.  Open “Targets” menu, drilldown into the target and select the retention policy
“Custom:One-One - 1 months online, 1 months in archive” in the dropdown
g. Click the checkmark (v ) next to the dropdown to save the configuration
# Home B Targets 71 Policies 0 Alerts
Lodied hr (Oracle Database)
2.1.4. Configure the audit trails for collecting audit records from “hr” target
a. Loginto AVS server as AVADMIN
b. Open “Targets” menu and drilldown into target “hr”
c. Click [Add] in the “Audit Data Collection” region to open a popup to add audit trail for
Unified Audit Trall
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2.1.5.

d.

e.

# Hame

Targets

Audit Trails

Trget Groups.

Access Rights

Description PO on tenac288 for MR department

Audit Data Collection

Target Type Orscie Otabase
arget

it T Type | TABLE

Tral Lacatien UNIFIED_AUDIT_TRAIL
Mgt Host denac2sé s crack.com

Agent Plugin ‘o eacle. v phigin.orack

& Agents U Database Firewalls 0 Settings

(s (o (e )

Type Oracte Dalabase
7
st el s
Matwork Py Pot  Mode
Interface
card
Gt prowyPant “"‘“"‘;’"'
2 18221 Lo
fenpus) 18221 pros
151
Cancel || save

Enter the following details in the dropdowns within “Add Audit Trail” popup as

shown

i. Audit Trail type:table

ii. Trail Locatio
iii. Agent Host:

N UNIFIED AUDIT TRAIL

<DB server where agent is installed>

Click [Save] to display the audit trail configured in the “hr” target home page

Oracle Audit Vault and Databa:

# Home

Targets

Audit Trails

Target Groups

Access Rights

Ravadminy @ Help
@ Targets & Agents 0 Database Firewalls 1 Settings

hr Sensitive Objects | | Modity | | Gancel | | Save
HNeme f Type Oracle Database
Description POB on denac2sé for HR depanment

t Data Collect Add

1 Tosit Location AudtTailType  Staus  Agent Host Autostart Dataits

O] UNFIECAUDITTRAL  TABLE o  denac2iBusomcicom  Status:Enabied  AtsmpsiO  Laststart 1102020 30630 FM

Enable audit trail cleanup in the pluggable database instance. This will enable the audit records purge

from “hr” target as they are stored in the Audit Vault server repository.

a.

i

oracle_audit_trail_de

Open the script

anup.sql and execute.

3. CONFIGURING SENSITIVE DATA REPORTS

Goal: Use a proactive approach to monitor activities on sensitive data and alert if any un-authorized activities (data
modifications) takes place on sensitive data.

3.1

Configurations

a. Consider granting AV_SENSITIVE_ROLE to AVADMIN user

| AVDF20 Cookbook | Version 20.01

Copyright © 2021, Oracle and/or its affiliates



i. Login into AVS server appliance as support, su to root, and then become the Oracle user

using ‘su - oracle’
ii. Execute the following command as oracle as shown in the screenshot:

python /usr/local/dbfw/bin/av_sensitive_role grant avadmin

cbob “1# su -
9 12:1

nsitive_role grant avadmin

b. Loginto the Audit Vault server console as AVADMIN

c. Copy the sensitive data discovery results which have already been staged for you. Refer

out discover.csv in the archived folder.

Note: This CSV file is the output of a DBSAT discovery run against a database with the HCM demo
schema installed.

d. Go tothe ‘Targets’ home page

e. Drilldown into the registered ‘hr’ target

f. Click [Sensitive Objects] in the ‘hr’ home page

Oracle Audit Vault and Database Firewall 20 Ravadminv @ Help

# Home @ Targets & Agents 0 Database Firewalls O Settings
Targets
hr ‘Sensitive Objects | [ Moarry | [ Cancer | [ save
Audit Trails. .
Kt = Type Oracle Database
e Description  PDB on denac258 for HR deparimen
Access Rights >ensitive Objects °
Import From {xml / csv)
Upioa
] connsction Details Monttoring  Database  Network ProxyPort  Mode
Status Firewall Interface

Ccard

Manitaring /
Blocking
(Proxy)

O denaclst racie.com ; 1 oreipdb, dbhw MGt promyPort
522 - orcipat o o {enps3) (18221

g. Click [Choose file] to browse for the file from the local and upload the file by clicking [Upload]
h. Click [Save] in the target home page

3.2. Verification of successful import

a. Loginto AV console as AVAUDITOR
b. Go to ‘Reports’ home page
c. Click ‘Compliance Reports’ in the left navigation menu
d. Click ‘Go’ to associate the target:
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Oracle Audit Vault and Database Firewall 20

# Home  Targets 2 Policies 2 Aerts 1al Reparts & Settings

Activity Reports

Comgiance Reports Data Privacy Repert (GOPR) -
Gategory
Summary Reports
Jata Privacy Report:
Compliance Reports
7o associste Target(s) whh tns Gompisnce Catogory, ik on the Go buton | 80
BDF/XLS Reports
Hame Description Scheculs  Generated
Saved Reports Report
Report Schedules. Sensivve Data Details of sensitive aata /]
‘Access RIgATS t Sensitve Data Usars access fights to sensitve data i} B
Generated Reports
ey on Senshve Data by Privieged Users Achvity on sensitve data by prvieged users i

e. Inthe popup, select the checkbox for the ‘hr’ target
f.  Click [Add]

g. Agreen checkmark (v ) is displayed against the record.

Modify Target Group o
| ~
Group Name Data Privacy (GDPR)
Description Data Privacy related targets
Members
]
O Group Member Target Name 7= Target Type Description
| [} v hr Oracle Database  PDB on denac258 for HR department
1-1
| cancel | | Save |
v

h. Click [Save] to close the popup.

i. Click ‘Sensitive Data’ in the Data Privacy Reports to see if sensitive data is shown:

Oracle Audit Voult and Database

# Home W Targets 1 Policies 4 Alerts 1 Reparts © setings

Activity Reparts

Summary Reperts | pesons
Teget  SchomaNama Gbject bject Typo Column Kamo Sansitva Typo
Complisnce Reparts
L HoM COUNTRIES TABLE COUNTRY_HAME counTRY
POF/XLS Reports
" oM CeRARTMENTS e CEFARTMENT_HAME DEPARTMENT HaE
Soved Reports W = EuPLOvVEES TalE Ena EMAL ADORESS
oM EMPLOYEES TaBLE EMPLOYEE 0 EMPLOYEE ID MUMBER
Report Schedules
" o eupLovees e FRST_NAME FIRST NatE
Genersted Reparts
" o ewpLovEES TaLE HIRE_DATE HIRE OATE
o eupLovEES TaLe o010 J08 c00E
" o eupLovees ae LasT name wasT A
w How ewpLovEES TeLE PHONE NUMBER FHONE NABER
o eupLovEEs ThaLe LAY covE
" How EuF_exTENDED e ErLovEE 0 EMPLOVEE (D MUMEER:
How EMP_EXTENDED TaLE PATMENTACCOUNTHO. CARD NUBER

With this complete, Audit Vault is now aware of sensitive data residing in the protected
database.

3.3. Tracking activities on sensitive data
a. Navigate to the following report in ‘Reports’ home page

b. Go to ‘Compliance Reports’ > ‘Activity on Sensitive Data’

c. Observe the activities of users on the sensitive data in the report.
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Note: If you have not run the workload script as part of Introduction pre-requisites, execute the

i

hecm_workload_script.

sql

script to see the data.

Oracle Audit Vault and D

# Home W Targets 11 Policies 4 Alerts |l Reports 4 Settings

Activity Reports Activity on Sensitive Data

Summary Reports ( Q| [ Actians ~

i e e Target  User Client 1P Event Object Senitive columns. Event = Cammand Test

10810, JoB_TITLE
POF/XLS Reports w dba_debraflexsmpie com 10191204 176 REVOKE  JOBS MAX_SALARY, success

MIN_S&LARY

o REVOKE ALL ON HCM JOBS
N_jimexamgie com

Saved Reports N - 108 10, J0B._TITLE _ 70020 pnATE HOM JOBS set
_jimiexamate com 01278 UPDATE  JoBS MAX_SALARY, success  zzsen  CATEHOMAON
MIN_SALARY M -
Repart Schedules
108 1D, JOB_TITLE 71102020
" dba_devragexampis com 10181204178 GRANT J085 MAX_SALARY, Success 22522
Generated Reports MIN_SALARY o

GRANT ALL ON HCM JOBS
“nr_jimibexamgle com™

EMAIL. EMPLOYEE_ID,
FIRST_NAME
HIRE_DATE, JOB_ID.
LAST_NAME
PHONE_NUMBER,
SALARY

h_ann@oxamplo com 101917204176 COMMENT  EMPLOYEES SUCCESS

EMAIL EMPLOYEE I3,
FIRST_NAME
HIRE_DATE, JOB_ID.
LAST_NAME,
PHONE_NUMBER,
SALARY

dba_chares@examplecom 10191204176 SELECT EMPLOYEES SUGCESS

EMAIL EMPLOYEE_ID,
FIRST_NAME, 0020 upda

dba_charesBexample com 10191204 178 UPDATE EMPLOYEES HIRE_DATE, J0B_10. SUCCESS 22028
oM

d. To track activities on sensitive data by privileged users:

1. Navigate to the following report in ‘Reports’ home page
2. Goto‘Compliance Reports’ > ‘Activity on Sensitive Data by Privileged Users’.
3. Thereport has no data!

This is because the Entitlements have not been fetched from the target ‘hr’ into Audit Vault.
There is no way that Audit Vault can know automatically who my privileged users are in
the target ‘hr’ until entitlements are fetched.

e. To fetch the entitlements

1. Login into the pluggable database target
2. Execute the following to grant the required entitlement retrieval privileges to

‘avdfuser’ as shown in the screenshot:

@/<agent_home>/av/plugins/com.oracle.av.plugin.oracle/config/oracle_user
_setup.sql avdfuser ENTITLEMENT

SOL> alter session set container=orclpdb;

Session altered.

SQL> @/scratch/adhanara/20.1AvAgent/agent_home/av/plugins/com.oracle.av.plugin.oracle/config/oracle_user_setup.sql avdfuser ENTITLEMENT
Session altered.

Granting privileges to "AVDFUSER' ... Dane

Disconnected from Oracle Database 15c En(e;'pnsa Edition Release 19.0.0.0.0 - Production
version 19.5.0.0.0

Login to AV console as AVAUDITOR
To fetch the entitlements, go to ‘Targets’ menu
Drilldown to ‘hr’

Go to ‘User Entitlements’ region in ‘Audit Data Collection’ tab

N o o s~ w

Enable checkbox [Retrieve Immediately]
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8. Click [Save]

Oracle Audit Vault and Database Firewall 20

# Home % Targets 7 Policies 0 Alerts
Targets
hr (Oracle Database)
Audit Trails Conneet Descrption
srng
Database Fireviall Reteion  GusiomOne.One - monthe
Monttaring Poicy online, 1 ot in archive
Target Groups Audit Data Collection
Access Rights
Auait Trall Location Audit Tra Status Audit Tralt ype

User Entitlement

UNIFIED_AUDIT_TRAL

Snapshots

Audit Policy

Lot Reieves 782020 1:16:48 PM
Retrieve Irmedtaily

scnsaue O bissbie  Enaie

@ ooticg

TRSLE

L Reports

OB on densc2ss for HR cepariment

Collection Agent

denac258 us.orack com

User Entitlements
Last Retieved Never

Ratreve Inmedistsly )

semmas ©ousabis  Enie

Schecule

A job ‘User Entitlement’ is submitted.

9. Monitor the job status by going to ‘Settings’ page

10. Click ‘Jobs’ in the left navigation menu.

Database Fireviall Monitoring

Last Start At

© Settings

[ cancat

71102020 30630 P

Stored Procedure Auditing

© Disabie

Enablo

=

# Home @ Targets

Manage Auditors

Distribution Lists

Email Termglstes

Hert Syslog Templates Vo Ertismert

1 Policies 0 Alerts
0 | [Aetora~
Entiemert
St st Upetated | Started At
Completed 702020 :40:12 P 20 3:36:36 PA

al Reparts.

 Settings

Crested By Message

AUALOITOR

11. Navigate to the following report in ‘Reports’ home page

12. Goto ‘Compliance Reports’ > ‘Activity on Sensitive Data by Privileged Users’.

13. Observe the activities of privileged users in the report. Now the data appears.

Oracle Audit V.

# Home

Activity Reports

Summary Reports

Compliance Reports

PDF/XLS Reports

Saved Reporls

Report Schedules

Generated Reports

se Firewall 20
@ Targets

Sensitive Data by Privileg:

e dba_dobra@example com

e dba_debrag@example com

e dba_charlesiDexampis com

e dba_chariesexample com

e dba_charlos@axampio com

4. AUDIT POLICY PROVISIONING

Goal: To retrieve audit policies already provisioned in the database target. Provision additional audit policies for

poxampie com

1 Policies

| Actions

Client 1P

10191204176

10191204 176

10181204 176

10191 204 176

10191 204 176

10191204176

some of the common security configurations / compliance needs.
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O Alerts

Event Object
REVOKE  JOBS
GRANT  JOBS

SELECT  EMPLOYEES

UPDATE  EMPLOYEES

SELECT  EMPLOYEES

UPOATE  EMPLOYEES

Sensitive columns

EMAIL. EMPLOYEE_ID.

FIRST_NAME

HIRE_DATE, JOB_ID,
LAST

AME
NUMBER

EMAIL EMPLOYEE_ID
FIRST_NAME
HIRE_DATE, JOB_ID,
LAST_NAME
PHONE_NUMBER,
SALARY

EMAIL. EMPLOYEE_ID
FIRST_NAME
HIRE_DATE, JOB_ID,
LAST_NAM

NUMBER,

SALARY

EMAIL EMPLOYEE_ID.
FIRST_NAME
HIRE_DATE, JOB_ID,
LAST_NAME
PHONE_NUMBER

s Reports

Event
Status

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

£ Settings

Event Command Text
Time |

REVOKE ALL ON HC
trom i_ymq2exame

N HCM JOBS o
plo com”

7102020
22028
oM

71102020
22028 SALARY
PM

2

3999 whare

mkirk@example com

select * from
HCM EMPLOYEES where

7102020
22028

. “henrywilfexampie com’

7M02020  update HCM EMPLOYEES set
22021 SALARY=99999 whore omd =
M henrywilgexample com’



4.1. Configurations
a. As AVAUDITOR, go to “Policies” menu

b. Click [Audit Policies] in the left navigation menu

Oracle Audit Vault and Database Firewall 20

# Home G Targets 1 Policies a
Audit Policies

Database Firewall
Policies [} Target Last Retrieved

] e TIB/2020 11:19.46 PM
Alert Policies

c. Drilldown into ‘hr’ target to navigate to Audit Policies page as shown below

Oracle Audit Vault and Database Firewall 20

Alerts

Reports

Last Provisioned

Never

Ravauditor v @ Help

£ Settings

# Home W Targets 7 Palicies 0 Alerts

Auddit Pollcies. hr

Database Firewall
Policies
Unified Auditing

Alert Policies

Core Policies. Oracle Predefined Policies.
Basic Auditng * Critcal Database Acivly [ PolieyName
Database Schama Ghanges O ORA_ACCOUNT_MGMT
Loganogoff Evants [0 ORA_DATABASE_PARAMET!
— O onaovauoro
O oraov_auoroz
s ety pry——
Tt [ oRa LOGON FALURES
[0 ORA_RAS_POLICY_MGMT
o Aty -
o
v [0 ona RAS SESSION_ MGMT
e )
] ona SECURECOMFIG

Auct Compliance Gt for Intermat Securty (GI5)
Stangands Configuration

* Oracle racommends provisioning thase policies,

d. Check the following core recommended policies

i. Critical Database Activity
ii. Database Schema Changes

iii. ~All Admin Activity

i Reports

Traditional Auditing

€R

e. Check the following predefined policies of Oracle Database

i. ORA_SECURECONFIG
ii. ORA_LOGON_FAILURES

f.  You will observe that a few custom policies are already provisioned. They were created and

enabled as part of the data script execution
Click [Provision Unified Policy]

Custom Policies

KO- @

Palicy Name.

UNAUTHORIZED. A

© Settings

TRATY_BY_EMP

UNAUTHORIZED_AL

UNAUTHORIZED. A

CTIVITY_BY_HR

cT

USER_AGTIVITY_NOT_IN_ARP_PATH

2 | | Provision Unified Policy

h. Monitor the job “Unified Audit Policy” for completion status in Settings page as shown here

Oracle Audit Vault and Database Firewall 20

# Home @ Targets i1l Policies

Manage Audilors
[ Q] [ #ctons

Distribution Lists
Highiignt Failed Jobs

Email Templates Job Type Status Last Updated | =

Aert Sysiog Templates Audit Setings Compleled 71312020 15044 P

Jobs
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0 Alerts

Started At

7132020 14942 PM

4l Reports.

Created By

AVAUDITOR

Message

& Settings



4.2.
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i. Once the job is completed successfully, navigate back to the Audit Policies page, and observe

that the provisioned policies are enabled

Oracle Audit Vault and Database Firewall 20

# Home

Audit Policies.

Database Firewall
Palices

Aest Policies

j-  To simulate audit events run the hcm_workload script again to generate new audit records

i

hem_workload_script.
sql

Tracking audit events

a. As AVAUDITOR, navigate to the “Reports” menu to see the “All Activity” reports. To

0 Alerts

ORA_ACCOUNT_MGMT

ORA_DATABASE_PARAMETER

& Targets 7 Policies
e
Unified Auditing
Gore Polici Oracle Predefined Policies
B Au [ poliey name
a
LoganLogafl Events ]
Exchdo sers (3 C1 oraov_suorol
[m]
Admin Actity 1 Al agmin Actety
s

Usar Actvy

Audtng

At Complance
‘Stangarts

Contiy

t Secuity (CIS)

* Oraio recommenss pravisianing those policies

8OO

ORA_SECURECONEIG

activity on the HCM schema, apply a filter on ‘Target Owner’.

Lut Reports

 Settings

Cancel | [ Provision Unified Policy

Traditional Auditing

Custom Polises

MR & K

Oracle Audit Vault and Database Firewall 20

# Home % Targets

2 Policies

0 Alerts

4 Reports

Plicy Name

UNAUTHORIZED_ACTIVITY_BY_EMP

UNAUTHO!

D_ACTIVITY_BY_HR

UMAUTHORIZED_AGTIVITY_BY_HRMGR

USER_ACTIVITY_NOT_IN_AFF_PATH

see

b. Navigate to “All Activity by Privileged Users” report to see the activities of privileged users. Filter for
any INSERTS, DELETES, and UPDATES on HCM schema.
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Oracle Audit Vault and Database Firewall 20

# Home @ Targets 71 Policies 0 Alerts |l Reports & Settings

Activity Reparts
Summary Reports

Q|| rctiona ~

Compliance Reports e

PDF/XLS Reports
Event Command Text Event Time

Target  User Event  Object
status

Saved Reports
d FDATE  El CCESS 7132020 41510

Report Schedules n dba_chares@esamplecom  UPDATE  EMPLOYEES  SUCCESS o

dba charesgexamplecom  UPDATE  EMPLOYEES  SUGCESS o ormail = TR 15

Generated Reports

Notice that DBA Charles has modified the salary of two employees, which he is not
authorized to. This audit event is captured because we have provisioned "Admin Activity
Auditing" audit policy which tracks actions of privileged users in the system.

c. Navigate to “Failed Login Events” report to see the failed login audit events captured

Oracle Audit Vault and Database Firewall 20

# Home @ Targets 1 Palicies 0 Alerts 4 Reparts & Settings
Activity Reports.
Summary Reports

Compliance Reports z v Tim 5 n 1 W3t 24 howrs

POF/XLS Reports Target User Chent P Event Object Event Status Event Tims |

Sawed Reports

10,166 160,248 LoGoN FAILURE 713202042137 PM

10,108 160,248 LoGes FAILURE 713302042128 PM

Note: These audit events are capture since we have provisioned ORA_LOGON_FAILURES predefined
policy. To see the audit policy that generated the corresponding audit event, enable the extension
column in these reports, and search for the keyword “UNIFIED_AUDIT_POLICIES=".

5. PROACTIVE MONITORING WITH ALERT CONFIGURATION

Goal: To create alert policies for some of the most common security-relevant activities. We will create alert policies
for

* Login failures - these are frequently an indication of an attack in progress
DBA activity on sensitive tables in HCM schema. DBAs should not normally access application sensitive

data

5.1. Configurations

5.1.1. Ensure the audit policies discussed in the previous sections are provisioned
a. Goto “Policies” menu as AVAUDITOR
b. Click [Audit Policies] in the left navigation menu
c. Drilldown into ‘hr’ target to navigate to Audit Policies page
d. Ensure the policies are provisioned as shown below:
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Oracle Audit Vault and Database Firewall 20

# Home @ Targets. 1 Policies 0 Alerts il Reports 4 Settings
Audit Policies hr

Database Firewall
Policies

Unified Auditing Traditional Auditing
Alert Palicies
Core Policies Oracle Predsfined Policies Custom Policies
Basc Auting [ Crcal Datatase Actvey O | moacy mama 51 | moscymame
/! Databaso Schoma Ghanges [] ORAACEOUNT MoMT ] UNAUTHORIZED ACTMITY_BY_EMP
LogunvLogeft Events [ ORA_DATABASE PARAMETER B UNAUTHORIZED_ACTIITY_BY HR
R O oraovauoeol ) UNAUTHORIZED_ACTIMTY_BY_HRMGR
O oraov_auoroiz B)  USER ACTVITY_NOT_M_APR_PATH
Aemin Actrty 1 Al i Aty
Auditing * ORA_LOGON_FAILURES tard
[]  oRaRAS_POLICY Maar
Usar Activiy All User Actaty o -
pudiing

(] ora_RrAs_sEsSION_MGMT

Listof Users

ORA_SECURECONFIG

+ Oracle racommands previsioning thuse policies.

Note: We are leveraging audit policies ORA_LOGON_FAILURES and the ‘Admin Activity’
auditing policy to generate audit events that we will configure alerts on.

5.1.2. Examine the alert policies in the system
a. Loginto AV console as AVAUDITOR
b. Go to “Policies” menu
c. Click [Alert Policies] in the left navigation menu to see the alert policies in the system
d. Database Firewall alert is a pre-seeded alert policy for network events. It is configured to
generate alerts if the SQL traffic matches any firewall policy rule condition and corresponding
rule action is block/alert.

Oracle Audit Vault and Database Firewall 20

# Home @ Targets 7 Policies 0 Alerts sl Reports % Settings

Audit Palicies

Create
Database Firewall
Policies ) AlertName Status  TorgetType  CreatedBy  Last Updated Description

- Database Frawall Alert T Al ANSYS 7i8/2020 8:05'48 PM An alart svaluatad at a Database Firawall, based on a Firewall Pocy
Alert Policies

Nota: Email integration has not been configured. You will not be able to send alen natifications via amail.

Mote: Syslog integration has not been configured. Alerts will not be forwarded to Sysiog

Note that email and syslog connectors are not yet configured for proactive alert notifications.

5.1.3. Configure an alert policy to alert on consecutive failed login attempts
a. Click [Create] in the Alert policies home page
b. Name the alert policy as ‘Oracle Failed Logon’and description as ‘Alert when there are
5 failed logon attempts within 1 minute’
c. Enter Group By (user_naMe), Threshold (5), Duration (1), and Severity (Warning)

d. Copy the following condition clause and paste into the Condition field:

upper (:EVENT STATUS)='FAILURE' and upper (:EVENT NAME)='LOGON'

e. In the notification section,

i. Select ‘Alert Notification template’ from the dropdown.
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ii. Enter your email address

iii. Click [Add to List] and ensure the notification list table is populated with the

above entry

f. Click [Save].

A Home & Targets 2 Policies 0 Alerts i Reports © Settings

Audit boicies —_
Canenr (3

Ootobose Firewoll
vobcies

Alert Plicies,

Ml aen et ave § a1 o300 atempts i 1 e

mn Tempiate Oistribution List o ce

5.1.4. Configure an alert policy to alert on DBA activity on sensitive tables in HCM schema
a. Click [Create] in the Alert policies home page
b. Name the alert policy ‘sensitive Data Access by DBA’ and set the description as ‘Alert
me when DBA modifies any data in sensitive tables in HCM schema’
c. Enter Group By (user_NaME), Threshold (1), Duration (0), and Severity (Critical).

d. Copy the following condition clause and paste into the Condition field:

upper (: TARGET OWNER)='HCM' and upper (:TARGET OBJECT) IN
('EMPLOYEES', ' JOB_HISTORY' , "JoBS"', " SUPPLEMENTAL_DATA' , 'EMP_EXTENDED' ) and
upper(:EVENT_NAME) NOT IN ('SELECT') and upper(:USER_NAME) like 'DBA_%'
e. Inthe notification section,
i. Select ‘Alert Notification template’ from the dropdown.
ii. Enter your email address
iii. Click [Add to List] and ensure the natification list table is populated with the above entry
f. Click [Save].

Oracle Audit Vault and Database Firewall 20

# Home @ Targets 7 Policies Q Nerts a4 Reports

Audit Policies |
cancel | | save

P At et Dt Access by DA e Orace Satenes
Policies

- ccat v Tweston 1
Nest Policies e

m [0 USER HavE

Alrt 2 Wi DBA modfics any data n SCTsiive tabios In HCM s¢ Conditc

0 HISTORY

Enaties v

dd to Lt

Tompate Ho Template v Derbation

Tempiate Distribution List ™ ce
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5.1.5.

5.1.6.
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Three alert policies should be shown in the alert policies home page as given below:

Oracle Audit Vault and Database Firewall 20 Aauauditor v @ Help
# Home @ Targets 7 Policies 0 Alerts Ll Reports  Settings.
Audit Policies

Create

Database Firewall

Policies [T Atert Hame | Staws  Target Type Crested By  Last Updated Description
) _— o R An alert evaiated at a Database Firewat, based on 3 Firewal
Alert Policies Database Firewall Aler Al AUSYS B2 B0ssPM LS
[J  orscke Falled Logon e i MAUDITOR  [ISEOZ0EE gjon when there e § faied logon attempts w1 minute
Sensilive Data Access by . Orace . THH00 24452 Alert me when DBA modiies any data in sensiive tables in HGM
o DBA Database AVRUDITOR PM schema

Nate: Email integration has not been configured. You will not be able to send alert notifications via email

Note: Syslog integration has not been configured. Alerts will not be forwarded o Syslog.

Configure email and syslog connector for proactive monitoring of alerts

a. As AVADMIN, navigate to Settings menu and click [System] in left navigation menu
Click [Connectors] in the Configuration section to open the popup to enter the SMTP
server details- including address, port, username and password

c. Click [Register] in the popup and optionally test the configuration.

d. Click [Save].

Oracle Audit Vault and Database Firewall 20

# Home @ Targets & Agents U Database Firewalls £ Settings
Security
Status [ Reboot | | & Powerorr |
Storage
Uptime 2 Hr(s):19 Min(s) High Avaliablity Status ~ Standalone Database Firewalllog colec-
ton
Archiving Free Space  61% Audit Vault Server 20.1.0.00
Version Racknrmuind inh o
System -]
| ?)
Audit Vault CLI
0 -
Configuration SMTP Address SMTP Port 2
From Name avuser From Address av@oracle.com
Oracle Database In-Memory ~ Manage Require v Require Secure
Credentials Connection
Network Settings System Services
Usemanme Password
lest Email Ce

Emall Address | Tost

Cancel | | Save | De-register

e. Click [Connectors] in the Configuration section again to open the popup to enter the

syslog server details.

iv. Ensure the rsyslog service on the syslog server host is configured on a UDP or TCP port. For

instance, to see if rsyslog is listening on UDP port, use “netstat -tnlpu | grep rsyslog” to check the

same.
f. Click [Save].
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Oracle Audit Vault and Database Firewall 20 minv @ Help

# Home @ Targets & Agents U Database Firewalls £ Settings

Security

Status [ Reboot | [ @ Power ot |
Storage

Uptime 2 Hr(s):19 Min(s) High Avallabllity Status ~ Standalone Database Firewal log colec-

tion
Archiving Free Space  61% Audit Vault Server 20.1.0.0.0 e
Version
Connectors
System o
| 2

Audit Vault CLI ° g g

Configuration Syslog Destinations (UDP)

Oracle Database In-Memory  Manage yakig Dgantions (YH

Network Settings System Services

Syslog Categories 7| Nert Debug info System

cancel | | save

5.1.7. Enable forwarding of alerts to syslog

a. As AVAUDITOR, navigate to Alert policies home page

b. Click the button [Forward Alerts to Syslog] to enable forwarding of alerts to the syslog

server

Oracle Audit Vault and Database Firewall 20 v @Hep
# Home @ Targets i1 Policies 2 Alerts |ad Reports % Settings
Audit Pelicies.
Create

Database Firewall

Policies Forward Alerts to Syslog
- ] Alert Name | Status Target Created B Last Updated Description
Alert Policies T " = i
Database Firewall Aler ! A avsvs TR0 BOsAgpa @ ert YOS 342 Dalabase Firema, asec o 2 Fre
[0 oracie Falled Logon ¢ Oracie AVAUDITOR /132020 2:35:46 Alen when there are 5 falled logon aempts within 1 minute
Database
[]  Sensive Data Access by N Orace saupon 713202024432 Alert me when DBA modiies any data nsensilve faies in HCM
Database P schema

i

hecm_workload_script.
To simulate alerts, run the workload script again sal

5.2. Tracking alerts

As AVAUDITOR, navigate to “Alerts” menu to see the alerts raised:
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Oracle Audit Vault and Database Firewall 20

# Home % Targets 1 Policies 0 Alerts Wil Reports £ Settings

Alerts SetAlert Status  Closed v

Manage Alert Status

Q|| Actions v Schedule Report || Generated Report
Bl e e s nme stz s
Target  Alert Policy Name AlertStatus  AlertSeverity  User Alert Time Event Time
O hr Oracle Failed Logon New Waring secadmin_steve@example.com  7/13/2020 4:22:08 PM  7/13/2020 4:21:24 PM
he Sensitive Data Access by DBA  New Critcal dba_debra@example.com 71312020 4:20:40PM  7/13/2020 4:20:28 PM
ne Sensitve Data Access by DBA  New Critcal dba_debrag@example.com 711312020 420:00PM  7/1372020 4:20:00 PM
he Sensitive Data Access by DBA  New Ciitical dba_charles@exampie.com 711312020 415:23PM  7/1312020 4:15:10 PM

With email configured, you will receive an email alert like this:

rom avuser <av@oracle.com> ¥¥
ot Audit Vault Alert: Sensitive Data Access by DBA, Alert Time (UTC): 7/13/2020 10:50:40 AM
T *
Alert Name: Sensitive Data Access by DBA
Event Time (UTC): 7/13/2020 10:50:28 AM
Alert Status: New
Alert Severity: Critical

Description: Alert me when DBA modifies any data in sensitive tables in HCM schema
URL: https://10.89.33.136/console/f?p=7700:33:::NO: :P33_ALERT ID:7

Please do not reply to this email. This is an automated message.

You can also view the email alerts on a mobile device, and drilldown to see relevant alert details as shown here:

Audit Vault Alert: Sensitive
Data Access by DBA, Alert ovctiion

Time (UTC): 7/3/2020 7:37:22 Nort m when DBA s any dat i sonstive taies
AM

UppOr(TARGET_OWNERI<HCMT AN wppur TARGET_0B.

user IN(EMPLOYEES. J08_HISTORY' JOBS  SUPPLEMENTAL,

AND upper EVENT_NAME) NOT IN (SELECT) AN pper
Alert Name: Sensitive Data Access by o8A %

oBA

Event Time (UTC): 7/3/2020 7:37:13 AM
Alart Status: New

Alert Severity: Grtical ) (-
Description: Alert me when DBA

modifies any data in sensitive tables
URL:

Notes

™ Mot Tinestamp Nt Crstd

T werai . O LT NAUDTOR

Please do not reply 1o this email. This is.
an automated message.

cenr

With syslog configured, examine /var/log/messages in the syslog server to see the below messages:

Jul 13 10:45:23 avs080027a6cb6b oracle: [AVDFAlert@lll name="Sensitive Data Access by DBA" severity="Critical® url="https://10.89.33.136/console/f?p=7700
$33:::NO: :P33_ALERT_ID:4" time="2020-07-13T10:45:23.323092* target="hr" user="dba_charles@example.com" desc="Alert me when DBA modifies any data in sensi
tive tables in HCM schema"]

6. NETWORK MONITORING CONFIGURATION

Goal: To register Database Firewall instance to the Audit Vault server, configure network settings on the Database
Firewall, and start monitoring the database target for network activity.

6.1. Pairing Database Firewall Server with Audit Vault Server

a. Logininto AVS server console as AVADMIN
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®© o0 T

Go to ‘Settings’ home page
Click ‘Security’ in left navigation menu.
Navigate to ‘Certificate’ tab

Click [Copy] in the ‘Server Certificate’ tab as shown here

Copy to a local file ‘ca.crt’ and using SCP, transfer it to /tmp folder in the Database Firewall server
instance

Login to the Database Firewall server instance as root.

Execute the following command

/opt/avdf/config-utils/bin/config-avs set avs=primary address=<IP address of AVS
server> certificate=/tmp/ca.crt

[rootBdbf wBBBBZ7e4b5Sac ~ 1t soptravdf /conf ig-utils/binsconfig-avs set avs=primary address
tmprkey . txt

Preparing Database Firewall server

Register Database Firewall server with Audit Vault server

Login to AV console as AVADMIN

Navigate to ‘Database Firewalls’ menu

Click [Register] to register the Database Firewall instance.

Enter Name and IP Address of Firewall instance where it is installed.

Click [Save] to see the registered firewall in “Database Firewalls” home page

PTooT o
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Oracle Audit Vault and Database Firewall 20

# Home @ Targets & Agents U Database Firewalls £ Settings
Database Firewalls —_—
| Register || Delete || Reboot || & Power Off
High Availability
Register Database Firewall o
Database Firewall )
Menitoring Make sure you have uploaded this Audit Vault Server certificate to the

Database Firewall before registering

Name
dbfw1

IP Address
10.89.33.137

Cancel || Save

f.  On clicking Save, the Database Firewall is registered

6.2.2. Configuring network settings for registered instance

a. Drilldown into the Firewall instance you just registered and configure network settings

b. Go to ‘Network Settings’ link in the Configuration region:

# Home % Targets & Agents 0 Database Firewalls £ Settings

Database Firewalls

dbfwl
High Availability Save || Resat Firewai
Fiewall  abtut [ 1080.33.137 Up Since 7/9(2020 8:47:23 PM
Database Firewall Hame Andress
Monitoring
Ho aumwosdnziednsec stans . Firewal  204.0.00
Hame Vession
Network Seftings System Sendces  Sysiog Settings Health Indicators  Download Disgnostics Metwork Traffic Capture
Oracle Native Encryption Keyboard

c. Inthe ‘Network Settings’ popup that opens,

# Home @ Targets & Agents 0 Database Firewalls & Settings

Database Firevalls

dbfwl
High Avalatilty (v ) [Fosst et
Firewall dbfw! P 10.89.33.137 Up Since 7/812020 8:47:23 PM
Database Firewall Name Address
Monitoring
Host dbiwOBO0ZTedbSac Status L) Frewall  20.1.0.0.0
Rame 5
ork se o
g
Networktotsce Cord Notworkinlslscatlame ProcyPors  Mac Aress St — —
e baTetsis: NGOG0 meCoporsbn e Coparston
e OMo0zrezss  OOGGGS0  meiCoparten e Coporston
o

d. Click [enp0s3]to open the dialog for configuring NIC interfaces in firewall.
e. Inthe dialog box for configuring Firewall NIC interfaces,

1. Enter name(NIC1)

2. Click [Add]

3. Enter Port Name(ProxyPortl), Port(15221)
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4. Click [Save]

This step opens the proxy port on enp0s3 to receive client traffic.

I Netwoark Interface Settings °
?
Network Interface Name NICT Network Interface Card enp0s3
IP Address * 10.89.33.137 Gateway 10.88.32.1
Network Mask * 255.255.252.0
Proxy Ports
[ A ]| Dotee
~  Name Port T=
~|  praxyPort1 ! 15221

1 rows selected

Cancel || Save |

f.  Once saved, close the popup.

6.3. Configuration of Network monitoring for the pluggable database instance

6.3.1. Configuring Firewall monitoring on ‘hr’ target
a. Navigate to ‘“Targets’ home page,
b. Drilldown into target ‘hr’
c. Click [Add] button in the Database Firewall monitoring region.
d. Inthe popup,
i. Select Database Firewall(dbfwl),
ii. Traffic Source(enp0s3),
iii. Mode(Monitoring/Blocking)
iv. Proxy Port (15221)
v. Enter the database target identified by the hostname /IP Address, with port and service
name in the Target details region
e. Click [Save]

23

| AVDF20 Cookbook | Version 20.01
Copyright © 2021, Oracle and/or its affiliates



# Home @ Targets & Agents 0 Database Firewalls & Settings.

Targets

hr [ sensitive Objects | | Modity | | cancel | | save |
Audit Trails i
b o Type Oracte Datsbase
Target Groups Description  PDB on 62nac258 for HR department
Database Fire fonit ° -
Access Rights Delete | [ Add |
Database Frewat * ot v Network Interface Card  NIC1 (enp0s3) v
Mode * Monltoning / Blocking (Proxy) v Proy Ports * proxyPortt (15221) v SR
t 1a
aad | [ Deiete
Host Name | IP Address. Port Service Name
denac25.us.orace com 1522 orclpab.us oracie com

<

f. Refresh the page and ensure the monitoring point is started as shown here.

Oracle Audit Vault and Database Firewall 20

# Home @ Targets & Agents U Database Firewalls £ Settings
Targets
hr Sensitive Objects | | Modity | [ Gancel | | Save
Audit Trails . .
Name " Type Oracle Database
Target Groups Description  PDB on denac258 for HR depariment
Access Rights. Audit Data Collection Add

No Aucit Trail data found

T connection Details Monitoring Catabase Natwork Proxy Port Moda
Status Firewall Intarface
carg

nac258 us oracle com : 1522 - oreipdb.us oracle com il et proxyPortt
) denac258.us orade com: 1522 - rcipdb.s.ora ou bt s il

Note: If you are using a FQDN name for the target, ensure the DNS system service for
the Database Firewall is configured.

6.3.2. Test the proxy by connecting to the IP address and port of the Database Firewall:

‘ = .
| BB New / Select Database Connection X
Connecton Name Connection Detals Connection Name | denac25808 15¢_orcipch_via_Frewall
AVConnection ‘avauditor ©//10.170.90.33:1521/dbfwdb Username sys
denac25808 15¢_orclpdb I de, Passward sresanaes
denac25808 15¢_orclpdh_ang . \de. .
denac25808 19¢_orclodb_hrian “hr_lan@ORACLE.COM"&///d S8. i1 ] W‘ Connection Color
denac25808 15¢_orclocb_hrtim “hr_tm@ORACLE . COM"@//denac258.us. oradke. com: 1522/orc...
| im:mnx&_«mb&;m “sophie @ORACLE.COM" B/ /denac258.us. orade. com: 1522/orc. Orade
|denac2550815¢_orciocb_sTEVE SECADMIN_STEVEQ//denac2ss.us.oradie. com: 1522/orcipdb...
|sk16ius.orade.com de. Comnection Type [Basc ~| Role lsroBa
sk 16fr.us.orade.com_Firewal 5ys©//10.170.90.40:1521/fordpdb.us.orade. com
[TTT-avsys avsysB//125.213.198.166: 1521 dbfwch Hostrgme 10.89.35.157
[TTT-POB-Frewallinstance 5ys©//129.213.42.139:15223/pdb 1 ot
TTTodbl £y58//129.213.33.80:1522/pdb1 2 ==
Osp e
) Sgrvice name forcpdb.us.orade. com

(105 Authentication [ | Kerberos Authentication  Advanced...

Status : Success

e Save Qear Test Connect Cancel

Now the clients can connect to the database through the firewall!

7. DATABASE FIREWALL POLICY CONFIGURATION
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Goal: You will create a firewall policy that allows the employee application SQL traffic from an employee authorized

connection while blocking a connection from an unauthorized IP address. You will be alerted on data modification

attempts on sensitive data that are not in the allow-list of application SQL traffic.

7.1. Train the firewall to understand the permitted SQL traffic

7.1.1. Setting the Database Firewall in “Log all” policy mode for training :
a. Loginto AV console as AVAUDITOR,
b. Goto ‘Targets’ menu,
c. Drilldown into “hr”

d. Click on ‘Database Firewall Monitoring’ sub-tab as shown below

Oracle Audit Vault and Database Firewall 20 Ravaudtor v @ Help
# Home @ Targets 7 Policies 0 Alerts . Reports # Settings
Targets
= hr (Oracle Database) Cancel
Audit Trails Comnect  |dbc:oracie:thin @/idenac258 us.oracle. com: 1522/orcipdb.us.oracle.com Descripiion DB on denac258 for HR department
Siting
Database Firevsall Relenton  Custom:One.One - 1months
Menitaring Posey 1€, 1 months in archive
Target Groups Audit Data Collection Database Firewall Monitaring

Access Rights
Target Details Database Fiewall  Status  TrafficSource  Proxy Port Made

denac256.us.oracle.com : 1522 : orclpdD.is.oracle.com avtwt oup NIC1 (enps3) proxyPort1 (15221) Manitaring ! Blocking

User Entitlement
Snapshats.

Nama Log ai s

Request to apply Firewall Policy submitted successfully.

e. Inthe ‘Database Firewall Policy’ region,
1. Click the pencil icon to edit
2. Select the firewall policy ‘Log all’ from the dropdown

3. Click the checkmark (v ) to save the setting.

7.1.2. Capture the normal expected application traffic
a. For typical employee application SQL traffic:
Compile the employee.java and then execute it in your environment giving args[0] as
firewall IP address, args[1] as proxy port, args[2] as the database service name, and

args[3] as sys password supplied in the prior data loading script

i

employeejava
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7.2. Create a user-defined firewall policy to inspect network activity of HR

Database
7.2.1. Create a user-defined Database Firewall policy
a. Log into the AV console as AVAUDITOR
b. Navigate to the ‘Policies’ menu
c. Select ‘Database Firewall Policies’ in the left navigation menu: ‘User-defined
Policies’ tab shows empty list.
d. Click [Create] button
# Home @ Targets 2 Policies 0 Alerts L Reports. # Settings
Audit Policies E] | I
Alert Policies. Cresle X Py
) (-]
e. Inthe popup that appears, fill in the appropriate information
1. Database Type: Oracle Database
2. Policy Name: Inspect network activity of HR database
3. Description: Inspect network activity of HR database
4. Click [Save]:
5. Proceed to creating the Database Firewall policy rules.
7.2.2. Create a firewall policy rule to block unauthorized IP address connections.

a. Inthe Database Firewall “Inspect network activity of HR database” home page,

1. Click [Sets/Profiles] to see the page shown here

Oracle Audit Vault and Database Firewall 20

# Home % Targets 7 Policies 4 Alerts l# Reports £ Settings

At Policies
ork activiy of HR database » Sets/Profiles

Database Firewall
Policies.

Alert Policies SOL Cluster Sets 1P Address Sets Database User Sets Database Client Sets 05 User Sets Profiles

b. Create ‘IP Address Sets’ to create allowed IP address connections to the database.
1. Click [Add]
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= Enter Name/Description: A1lowed corporate IP address

= In ‘Sets Values’ field, enter your allowed IP address values( new

line separated)
= Click [Save]

database > Sets/Profiles

SQU Cluster Sets 1P Address Sets Database User Sets Database Client Sets 05 User Sets
O Name Values Description
0 Atowod corporate P adress 10191 24074 Aowsd corporate P advess

c. Create a “Session Context Rule” to block unauthorized IP address connections

1

2.

. Enter Rule Name: Block unauthorized IP address
Select ‘IP Address Set’ to exclude ‘Allowed corporate IP address’ from the
dropdown. Any IP address which is NOT IN < Allowed corporate IP address

> will be blocked.

3. Inthe Action region, enter the following and click [Save].

7.2.3. Create a firewall pol
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Actions: Block

Logging Level: Always

Threat Severity: Critical

# Home @ Torgets 2 Policies o Aerts I Reports © Settings
Audit polcies
Inspect network activity of HR database
Detabase Firewsl (Cancet | [Save | [ SetsProtion | “Gontguration |
Foicics
Aertporcies o @
e+ ok unanarana 1 3050 ousergron BocK Sl yam: 1210 e om aomen o et
et
s g Aowed copae P oo v o5 un . +
08 er se. o - + 08 clent et - o +
on - P ves gevrty

4. Session context rule appears as shown here

Rules
ase Objec Defau!
Add
] Rule Name Action Logging Level Threat Severity Description
[ Block unauthorized IP address Block Amways Crtical Block SQL traffic if it s not from allowed IP address list

icy rule to allow trained application SQL traffic from employees

ersion 20.01
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Click [Sets/Profiles] and create ‘SQL Cluster Sets’ to create a set of allowed employee

application SQL traffic (i.e. firewall has been trained for this traffic using the logall policy).

1. Click [Add]
= Enter Name: Allowed employee application SQLs
= Select ‘hr’ in the target dropdown
= Click [Go] to get the clusters generated by the firewall from the trained
SQL traffic.

= Select all the SQL clusters and click [Save]

Oracle Audit Vault and Database Firewall 20

# Home @ Targets i1 Policies 0 Alerts 4l Reports £ Settings
Audit Policies ; s . :
nspect network activity of HR database > Sets/Profiles
Database Firewall Add 5QL Cluster Set °
Policies
@
Alert Policies. SQL Cluster Sets Name + Allowed employee appication SQLs Description Allowed empioyee application SOLs
Target + he X~ Snowcluster for  Last 24 Hours v o

Q| | Actiona v

71 Ciuster

Sample SQL from Cluster

saL

First

Last

© Count  seen seen
e
" " 5 ’ 732020 732020
1 | o pale HOM.EMPLOYEES sef SALARY=00000 where EMAIL IN " ey
s 2 P
732020 7132020
1 7 select * from HCM.EMPLOYEES where EMAIL N (s###sssmmssssny) 2 50083 50113
M P
732020 7732020
M oe ‘select * from HCM.SUPPLEMENTAL DATA whese PERSON_ID =000 4 42817 50113
PM P
177 (3
= TheSQLcl below:
e cluster set appears as below:
nspect netwark activity of HR database > Sets/Profiles
Back
SQL Cluster Sets IP Address Sets Database User Sets Database Client Sets 05 User Sets Profiles
Add
Name | Description

Allower empiayea appécation SOLs Aliowad amployse application SOLs

Create ‘Database User Sets’ to create a set for database users that represents the shared
application service account EMPLOYEE_APPUSER.

2. Click [Add]
= Enter Name: Shared application service account for
employees,
= |n ‘Sets Values’ field, enter: EMPLOYEE_APPUSER

= Click [Save] to see the below entry
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Inspect network activity of HR database > S

ts/Profiles

| Back |

SQL Cluster Sets IP Address Sets Database User Sets Database Client Sets. 05 User Sets. Profiles

(m} Name 7 Values Description
] Shared application service account for employees EMPLOYEE_APPUSER Sharad application senace account 1of GMPloyaes

c. Create ‘Database Client Set’ to indicate the allowed DB Client program for employees
3. Click [Add]
= Enter Name (Allowed client for employees),
= Inthe ‘Set Values’ column, enter: JpBC Thin Client

= Click [Save] to see the created Database Client set as shown here
Inspect network activity of HR database > Sets/Profiles

Back

SQL Cluster Sets IP Address Sets Database User Sets. Database Client Sets OS User Sets. Profiles
Add

[m} Name | Values Description

O Allowed client for employees JDBC Thin Client Alowed client for employees

d. Create a ‘Profile’ in the last tab ‘Profiles’ to identify authorized users leveraging an approved
connection pattern

1. Enter Name: Employee profile

2. Select the dropdowns for IP Address Set, DB User Set and DB Client Set

Inspect network activity of HR database > Sets/Profiles

Back
SQL Cluster Sets 1P Address Sets. Database User Sets Database Client Sets 05 User Sets. Profiles
Modify Profile o
7

[ Name

Name Employee prafile Description Employee profile
[0  Employes profile

P Address Set Allowed corporate IP address v DBUserSet  Shared application service accou

S User Set Not Set v DB Client Set  Allowed client for empioyees

| cancel | | save

Click [Save]
Click [Back] to go back to the Database Firewall policy home page
“Inspect network activity of HR database”

e. Create a “SQL Statement Rule” to forward the SQL activities that are coming from authorized

connections if the SQL queries are on among the allowed application SQL traffic.
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Enter Rule Name: Allowed SQL traffic from employees
Select Profile ‘Employee profile’ from the dropdown.

Select Cluster Set ‘Allowed employee application SQLs’.

1.
2,
3.
4.

In the Action region, enter the following and click [Save].

Actions: Pass
Logging Level: One-Across-Sessions

Threat Severity: Minimal

SQL Statement (<]

(~

RuleName *  Aliowed SQL traffic from empioyees Description Allowed SQL traffic from employees

Profile Employee profile v Cluster Set(s) *

* Allowed employee application SQLs = x

Action Pass v Logging Leve! One-Across-Sessi Threat Severity Minimal v

Set threshold for escalating action

Cancel | | Save

5. SQL Statement Rule appears as shown here

Rules

Ada

[1  Rule Name Profile Hame Cluster Sets Action  Logging Level Threat Severity  Description

[]  Anowed L wafic tom employees ~ Employee profile  Allowed empioyee applicatien SGLs  Pass  One-Across-Sessions  Minimal Allowed SQL trafi: from employees

7.2.4. Create a firewall policy rule to alert on modification attempts to sensitive tables in HCM schema

a. Create a “Database Objects Rule” to monitor any modification attempts on sensitive data (apart
from what has been allowed as application SQL traffic in prior rule).

i. Enter Rule Name: Modification attempts on sensitive tables in HCM schema
ii. Select Statement Classes ‘Data Manipulation’ from the dropdown.
iii. Toggle Selected tables to “Any”.
iv. Select the following tables in the HCM schema and Click [Add]
e HCM.EMPLOYEES
e HCM.EMP_EXTENDED
e HCM.EMP_EXTENDED
e HCM.SUPPLEMENTAL_DATA

v. Inthe Action region, enter the following and click [Save].
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Actions: Alert

Logging Level: One-per-Session
Threat Severity: Major

Database Objects

Database Tables

Selected Tables

Table Name
HCM.EMPLOYEES
HCM.EMP_EXTENDED
HCM.JOBS

HCM.SUPPLEMENTAL_DATA

Oo0Oo0oo0ooaod

HCM.DEPARTMENTS

Action

Action Alert v Logging Level One-Per-Ses v

vi. Database Object Rules appear as shown here

Target Name

Threat Severity Major

(Romor] (1)

In Policy

v

=l

| Age |

Major Maodification atfempts on sensitive tables in HCM schema

Rules
ession Conte QL Statemen Dat
] Rule Name Rule Type Action Logging Level Threat Severity Description
[]  Modification attempts on sensitive lables in HCM schema Any Alert One-Per-Session
7.2.5. Create a “Default Rule” to allow UNKNOWN SQL traffic with Minor Threat Severity

a. Inthe Action region, enter the following and click [Save].

Actions: Pass
Logging Level: One-Per-Session
Threat Severity: Minor

Saved Default Rule appears as shown here
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7.2.6.

7.2.7.

a.
b.

a.

Rule Name Action Logging Level Threat Severity

Default Rule Pass One-Per-Session Minor

Publish and deploy the user-defined policy

Click [Save] in the Database Firewall policy home page.

Click “Database Firewall Policies” in the left navigation menu to see the list of user-
defined policies

Select the policy “Inspect network activity of HR database” and Click [Publish]

Go to “Targets” home page and drilldown into “hr” target

Navigate to the “Database Firewall Monitoring” tab and change the Firewall policy to
“Inspect network activity of HR database”.

Click checkmark.

Firewall policy “Inspect network activity of HR database” is applied !!!

Simulation of network activity on the Firewall

To run the authorized employee application SQL traffic:
Execute employee.java in your environment giving args[0] as firewall IP address,

args[1] as proxy port, args[2] as the database service name, and args[3] as sys

password supplied in the prior data loading script

To mimic DBA activity over the network and see how it is processed by Firewall:

Run dba_over_network.sql using an SQL connection through the firewall IP address

i

dba_over_network sq
|

7.3. Tracking network activity using reports

32

a.
b.

Go to “Reports” home page

Click [Activity Reports] in the left navigation menu
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c. Click [Database Firewall Monitored Activity] report

d. Select columns Policy Name,Log Cause, and Action Taken from Actions dropdown
e. Filter by column Log Cause which represents the different firewall policy rules to see
the below network activity.
1. Session Context rule (Log cause = exception) blocks the SQL traffic to the database if the
authorized IP address connection does not happen on the allowed corporate IP address
(10.191.240.74)

Database Firewall Monitored Activity

o ) [Revoms~

5 Log Cause = ‘exception

Target  Client IP User Client Command Text Threat Action Policy Name Log Event Time |
Program Severity Taken Cause
JDBC Thin  SElect” frem Inspect network
he 10166180249 EMPLOYEE_APPUSER it ! HCM EMPLOYEES where catastophic  block activity of HR exception  7/13/2020 9:54.39 PM
- employee_id=000 database

1-10f1

2. SQL Statement rule (Log cause =cluster) allows employee application SQL traffic (within
SQL cluster set) from authorized employee connections (represented as the Employee
profile).

Database Firewall Monitored Activity
( [o0] [setoms ]
Z Log Cause = cluster

Target  Client IP User Client Command Text Threat Action  Policy Log Event Time | =
Program Severity Taken  Name Cause
Inspect
JpBC network

select * from HCM.EMPLOYEES where

hr 10191 240 74 EMPLOYEE_APPUSER Thin EMAIL IN (it )

insignificant  pass activityof  cluster  7/14/2020 3:49:15 PM

Client HR
database
Inspect
JDBC select * from network
hr 1019124074  EMPLOYEE_APPUSER  Thin HCM SUPPLEMENTAL_DATA where insignificant  pass aclivityof  clusler  7/14/2020 3:49.15 PM
Client PERSON_ID =000 HR
database

3. Database Object rule (Log cause =novelty) alerts on database modification attempts on
sensitive tables in HCM schema which is not coming from Employee profile and application
SQL traffic. The SQL traffic is forwarded to the database:

Database Firewall Monitored Activity

{ ‘:} | Actions v

v Log Cause = ‘novelty'

Target Client IP User Client Command Text Threat Action Policy Log Event Time |
Program Severity  Taken  Name Cause
Inspect
saL update HCM EMPLOYEES set network
hr 1019124074 HCM SALARY=00000 where major wam activity of novelty 7/14/2020 3:52:31 PM
Developer 3 :
EMAIL - stsssssstigspmins HR
database
Inspect
saL update HCM EMPLOYEES set network
hr 10.191.240 74 “dba_charles@example com" Developer SALARY=00000 where email = major wam activity of novelty 7/14/2020 3:50:31 PM
B HR
database

4. Default rule (Log cause = unseen) helps track unknown SQL traffic while allowing the SQL

traffic to be forwarded to the database
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Database Firewall Monitored Activity

v ﬂ Log Cause = 'unseen'

Target Client IP

hr 10191240 74

hr 10.191.240.74

hr 10.191.240.74

B

User T=

“dba_charles@example.com™

“dba_charles@example com”

“dba_charles@example.com”

Client
Program

saL
Developer

saL
Developer

saL
Developer

Command Text

select null as "MaliciousWork8" from dual

truncate table audsys audSunified

delete from unified_audit_trail

Threat
Severity

minor

minor

minor

Action
Taken

pass

pass

pass

Policy
Name

Inspect
network
activity
of HR
database

Inspect
network
activity
of HR
database

Inspect
network
activity
of HR
database

Log
Cause

unseen

unseen

unseen

7.3. Create a user-defined firewall policy to detect data exlitration attempts

from HR Database

7.3.1. Create a user-defined Database Firewall policy

a. Log into the AV console as AVAUDITOR

b. Navigate to the ‘Policies’ menu

c. Select ‘Database Firewall Policies’ in the left navigation menu:

Policies’ tab shows empty list.
d. Click [Create] button

Oracle Audit Vault and Database Firewall 20

7 Policies 0 Alerts

User-defined Policies

# Home @ Targets
Audit Polictes.
Database Firewall
Policies.

Create Feho
Alert Policies.
arget Ty
Folicy N

Description

llil Reports £ Settings

|‘ereate | Deioto | Copy
Pre-defined Policies

B

e. Inthe popup that appears, fill in the appropriate information

1. Database Type: Oracle Database

2. Policy Name: Detect data exfiltration attempts

3. Description: betect data exfiltration attempts from sensitive

by monitoring returned number of rows

4. Click [Save]:

Proceed to creating the Database Firewall policy rules.
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7.3.2. Create a firewall policy rule to block unauthorized IP address connections.

a. Inthe Database Firewall “Detect data exfiltration attempts” home page,
click [Sets/Profiles].

a. Create ‘IP Address Sets’ to create allowed IP address connections to the database.

Click [Add]

= Enter Name/Description: A1lowed corporate IP address
= In ‘Sets Values’ field, enter your allowed IP address values( new

line separated /range)
= Click [Save]

Oracle Audit Vault and Database Firewall 20 Ravaudtorv @ lielp
A Home @ Targets 7] Policies 0 Alerts Lsbl Reports & Settings
Audit Policies
setect data exiitraron amemots » Sets/Trofiles
Datebase Firewall [ Back
Policies
e SQL Cluster Sets 1P Address Sets Database User Sets Database Client Sets 05 User Sets Profiles

Ada

Name Vsluez Dezcription

(= Aot corprate P sdiress 10161208 190-10.191.208.138 Aowes crporat 1 s

b. Create a “Session Context Rule” to block unauthorized IP address connections
i. Enter Rule Name: Block unauthorized IP address
ii. Select ‘IP Address Set’ to exclude ‘Allowed corporate IP address’ from the
dropdown. Any IP address which is NOT IN < Allowed corporate IP address

> will be blocked.

iii. Inthe Action region, enter the following and click [Save].

Actions: Block
Logging Level: Always

Threat Severity: Critical

#Home @Torges 21 Paicies 0 atents 188 Reports ©seangs

Detect data exfitrauon atiempts
((ooncr ] [ sove | " setsproes | [ conmuronon

o | o
siertpolices 5 &

Bk SOL M P i sk P 205

[ v LeganaLese e Treat ety

iv. Session context rule appears as shown here
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# bame 2 Torgess ) Policies 0 Kers L Repres.

-

L ] o —

v Moter  apggioel  TeesSody  Sasctptn

7.3.3. Create a firewall policy rule to monitor and alert on data exliftration attempts on sensitive table in HCM
schema
b. Create a “Database Objects Rule” to monitor data exliftration attempts on sensitive table in HCM
schema
i. Enter Rule Name: Monitoring sensitive employee data exfiltration attempt
ii. Select Statement Classes ‘Data Manipulation Readonly’
iii. Toggle Selected tables to “Any”.
iv. Select the following tables in the HCM schema
e HCM.EMPLOYEES
v. Inthe Action region, enter the following and click [Save].
Actions: Pass
Logging Level: Always
Threat Severity: Moderate
vi. Toggle the option to capture the return number of rows for SELECT queries to enable
Database Firewall to capture the row count for all incoming Select queries on
HCM.EMPLOYEES table
Capture number of rows returned for SELECT queries
vii. The rule details appears as shown here
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Fute Name = Desoipton  Moniorasg senstie employes Sat exfiration atempl

Stras —_—
frmeie 8
a2
[ ]
[ <}
[ <]
Detazasc Tabes
sosaeamons QL
f— Setctes

GVEMSTANGE ]
HCMDEPARTMENTS )
HCM EN_6 XTENOR (X1v)

R ]
[ <]
[« ]

HGMLOCATIONS]
HCMSUPPLEMENTAL DATA{N)
LS DATHBASE PARAVETERE )

Acton Pass

c. Database Object Rules appear as shown here
T e name. Rule Action  Logging Threat Description
7.3.4. Create a “Default Rule” to allow UNKNOWN SQL traffic with Minor Threat Severity

b. Inthe Action region, enter the following and click [Save].
Actions: Pass
Logging Level: One-Across-Session
Threat Severity: Minimal

Saved Default Rule appears as shown here

7.3.5. Publish and deploy the user-defined policy
h. Click [Save] in the Database Firewall policy home page which publishes the policy
also.
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i. Goto “Targets” home page and drilldown into “hr” target

j-  Navigate to the “Database Firewall Monitoring” tab and change the Firewall policy to “Detect
data exfiltration attempts”.
k. Click checkmark.

I.  Firewall policy “Detect data exfiltration attempts” is applied !!!

7.3.6. Simulation of network activity on the Firewall

To mimic DBA exfiltration activity over the network and see how it is processed by

Firewall:

Run dba_over_network.sgl using an SQL connection through the firewall IP address

i

dba_over_networksq
|

7.4. Tracking potential data exfiltration attempts over the network using reports

f. Go to “Reports” home page

g. Click [Activity Reports] in the left navigation menu

h. Click [Database Firewall Monitored Activity] report

i. Select columns-Row count, Policy Name and Log Cause from Actions dropdown

i The report should appear as shown below displaying the row count captured for all
Select operations on HCM.EMPLOYEES table. Policy name should indicate the

firewall policy name “Detect data exfiltration attempts”.

Oracle Audit Vault and Database Firewall 20

# Home @ Targets 7] Policies Q Alerts liol Reports ¥ Settings
Activity Reports Database Firewsl] Monitored Activity
Event Time = Torget  User Command Text Command  Row  PolicyName  Log
Summary Reparts, Class. Count Cause
Compliance Reports. 122020017 40 40 PM he dby_shaariesg@eximnglhe com® Jotack fum HEW srireT 1 galbiass)
n el : corcs
POF/XIS Reparts datibase
120212 4038 P dbo_charesexsmpl 1 e
Saved Reports; alary) over [pertton by Detoct dets -
V2 ZA0ITEM ‘dba_charies zexample com™ MEMPLOYEES &) & SELECT vt
Report Schedules
_ SELECT DEPARTMENT D, AVG(SALARY) FROM e
ma2a0mIM “dba_chares Zexample com” saecr 12
Generated Reports TRARTSAIOPN » ba RN MPLOYEES GROUP BY(DEPARTMENT 10} L & obact
Donctdeta
VRN 20BN e ‘dba charesgzexmple com” ,  SELEC w axtiraton ey
atampts -
vonctass
rzRA G N s charssezexemole com” T ) e
atsmpts .
voectass
VRN ZIOAM N aba charssgzexemole com” sELECT 0 sdiwewon s
atempts »
0,8 EMAL & SALARY,
WPLOYEES a FULL Datoctdafa
datssase
2212405 . SEECT 13 itetion
A L I £LEC 1w e s

8. <OPTIONAL>REDO LOG COLLECTION WITH GOLDEN GATE

Goal: You will configure redo log collection on the pluggable database instance target using GoldenGate microservices and
see the data modification changes in the AVDF report
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8.1. Installation and Configuration of GoldenGate Microservice

8.1.1. Installation of Oracle GoldenGate 19.1.0.0.4 Microservices
a. Download zip from OTN ( min version 19.1.0.0.4)

b. Follow the install steps in GG doc- Section 1.2 Performing an Interactive Installation with OUI

to install on the server where database instance is configured

c. Unzip and execute fho_ggs_Linux_x64 services_shophome/Disk1l/runinstaller, and give the
OGG_HOME (/scratch/adhanara/GG19.1) to install GoldenGate

8.1.2. Configuring service manager, and deployment configuration
a. Referin parallel, the instructions within GG doc - Section 2.1 How to Add Secure or Non-Secure
Deployments
b. Execute $OGG_HOME/bin/oggca.sh to give OGG_CONF_HOME
(/scratch/adhanara/GG19.1_conf_home) and port.

Oracle Gold e Configuration Assi: 19.1.0.0.4 - Configuration Wizard - Step 1 of 12 ~ ~

&

Select Service Manager Options

% Service M etails
« Service Manager Options eVice Manager Deta)

i’ Configyration Options Existing Service Manager

+) Create New Service Manager
Service Manager Deployment Home
/scratch/adhanara/GG19.1_conf_home | Browse...

["] Register Service Manager as a system service/daemon

[] Integrate with XAG

Service Manager Connection Details

Listening hostname/address |denac258

Listening port [s0001

c. Add a new deployment for the database target

Oradle C i 19.1.0.0.4 - Configuration Wizard - Step 30f12 ~ ~ x

Specify Deployment Details

Ser . Deployment Details
T . ~ " Deployment Name DE19.50eployment
. Genfiquration Ootions
' Deplayment Details [ Enable Sharding

1 I "
' Deplovment Directories

Software Home /scratch/adhanara/GG19.1 Browse.

d. Select the deployment directory for the target database instance:

Oracle GoldenGate Configuration Assistant 19.1.0.0.4 - Configuration Wizard -Step40f12 +~ ~ x

Specify Deployment Directories

i he
iranar & Deployment home:

,} Confiquration Options sscratch/adhanara/GG19.1_DB19. SdeployHome| Browse.
Deployment Details -

1 - [] Customize directories

+ Deployment Directories

e. Setthe environment variables pointing to pluggable database instance
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40

f.

Oracle GoldenGate Configuration Assistant 19.1.0.0.4 - Configuration Wizard - Step 50f 12 ~ ~  x

Specify Environment Variables

e T
[ A g Environment Variables

/scratch/adhanarasdbl95/network/admin
orcl

Environment Variables

T Man. r ion:

2 Configuration Options. Name T Value
Deployment Details

T /scratch/adhanara/db195

T Deployment Directories ${ORACLE_HOME MIib

i

Y

E

inistrator Account

| Add ] Remove

Create an administrator account for logging into Service Manager

Oracdle GoldenGate Configuration Assistant 19.1.0.0.4 - Configuration Wizard - Step 6 of 12

oo W

Specify Administrator Account
Administrator account

Username lagadmin ‘

& Manager Options

E

Configquration Options

(=]

eployment Details Password ‘ ......... ‘

I i ri

Confirm Password { --------- J
nvironment Variabl

’E

dministrator Account | [v| Enable strong password policy in the new deployment.

¥ —C——3—<¢

ecurity Options

E

Select non-secure deployment options

Oracle C ation 19.1.0.0.4 - Configuration Wizard - Step 7 of 12

Yo w

Specify Security Options

[T]SSL#TLS security

|

,T\ Configuration Options ["] This non-secure deployment will be used to send trail data to a secure deployment

Configure ports which are available for other servers

Oracle GoldenGate Configuration Assistant 19.1.0.0.4 - Configuration Wizard - Step 80f12 ~ ~  x

&

Specify Port Settings

Service Manager Details

Service Manager Options
T - Listening hostname/address Listening port
Configuration Options.
/:F Deployment Details
1 Sl Servers
1 Environment Variables [¥] Enable Administration Server ation Server port [s0002°
Administrator Account i
T = [v] Enable Distribution Server Distribution Server port 150003
Security Options . :
g [V] Enable Receiver Server Receiver Server port [s0004
j«. Port Settings o
f Monitoring
Replication Settings
i [ Enable Monitoring
| Metrics Server port }50005 |
Metrics Server UDP port (data) [s0006 |
Metrics Server DataStore type iBDB vJ
Metrics Server DataStore home [ 1| =

Enter replication settings default schema —ggadmin

Oracle Ci ion Assistant 19.1.0.0.4 - Configuration Wizard - Step 9 of 12 X

e &

Specify OGG Replication Settings

¥
Replication Options

[ .
Service Manager Options.
;\ P — Default Schema
7 Deployment Details 9gadmin
7 Deployment Directories

Review the summary page and finish deployment
Ensure the following URLs are accessible

i. Service Manager URL ( http://localhost:50001)

ii. Administration Server URL (http:/localhost:50002)
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8.2. Preparation of Oracle Database target for transaction log collection

8.2.1. Configure a database user in the target for GoldenGate administration with required privileges
a. In parallel, refer the instructions within GG docs - 3.1.1.1 Granting the Appropriate User
Privileges, and 75.3.1 GRANT_ADMIN_PRIVILEGE Procedure

b. As sysdba in CDB, execute the following to create a new CDB user privileged for GG

administration

1. create user c##tgguser identified by c##gguser container=all;

2. grant create session, resource, alter system to c##gguser container=all;

3. exec
dbms_goldengate_auth.grant_admin_privilege('c##gguser',”, TRUE, TRUE,NULL,NULL,
NULL,'ALL";
exec dbms_goldengate_auth.grant_admin_privilege('c##gguser’,container=>'all’);

grant unlimited tablespace to c##gguser;

SQL> create user c##gguser identified by c##gguser container=all;

User created.

SQL> grant create session, resource, alter system to c##gguser container=all;

Grant succeeded.

SQL> exec dbms_goldengate_auth.grant_admin_privilege( ' c##gguser’, *’ ,TRUE, TRUE,NULL,NULL,NULL, "ALL");
PL/SQL procedure successfully completed.

SQL> exec dbms_goldengate_auth.grant_admin_privilege( ' c##gguser’,container=>"all’);

PL/SQL procedure successfully completed.

SQL> grant unlimited tablespace to cé##gguser;

Grant succeeded.

8.2.2. Prepare the database for GoldenGate replication

a. In parallel, refer the instructions within GG docs- 1.1 Preparing the Database

b. As sysdba in CDB, execute the following to enable GoldenGate replication
1. alter system set enable_goldengate_replication=true scope=spfile;
shutdown immediate
startup mount
alter database archivelog;
alter database open;
alter pluggable database all open /*Applicable only for multitenant database*/;
select name,log_mode from v$database;

alter database force logging;

© ©®© N o gk~ w DN

alter database add supplemental log data;

10. select force_logging, supplemental_log_data_min from v$database;
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https://docs.oracle.com/en/database/oracle/oracle-database/19/arpls/DBMS_GOLDENGATE_AUTH.html#GUID-693BD134-4E2A-4585-AD11-4BC6708FD2FD
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11. show parameter compatible; /* If version is prior to 12.2.0.1.0 */ alter system set compatible =

12.2.0.1.0' scope=spfile;

12. alter system set streams_pool_size=1250M scope=spfile; /* Recommended to configure
this parameter as per recommendation in 2.5 Managing Server Resources for more than
1 Extract */

13. shutdown immediate;
14. startup;
15. alter pluggable database all open /*Applicable only for multitenant database*/;

8.3. Configuring Integrated Extract process in GoldenGate

8.3.1. Configuring credentials in GoldenGate Administration server

a. Log into the Oracle GoldenGate Administration Server as configured in Step 8.1.2.k

. §; i
&acleWnGate Admlmstw
o ’ /

b. Create a credential with the database user created in step 8.2.1, and CDB service.

= ORACLE Crade GoldenGote Adinisvation Sever 191024 for Orace 15¢ (D19 SDeplopert o <

rep— o s et Tabl lesss creats 3 e dtabiase logie ersdssiat: +

Note: User ID is of the format :
ct#tgguser@(DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=xxxx.us.oracle.com
)(PORT=1522))(CONNECT DATA=(SERVICE NAME=orcl.us.oracle.com)))

8.3.2. Configuring Integrated Extract in GoldenGate Administration server

a. Add a new extract for the pluggable database instance hr

Extracts 0 O 9 0 O O

Running Failed Other

b. Choose Integrated Extract as Extract type

c. Configure Extract Options giving the credential domain,trail subdirectory, and PDB.
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Basic Information

* Process Name: @

Deseription: @

Intent: @

ordpdb

Extract for orclpdb instance

Unidirectional v

P Create new credential

Credential Domain: @  ord M
* Credential Alias:  ord v
* Begin: @ Now -
* Trail Name: @ or
Trail Subdirectory: @  ordpdb
Trail Size (MB): 500
Trail Sequence: 0
Trail Offset: 0
Remote: @
» Encryption Profile #
» Managed Options #
Registration Information
csn: @
Share: @ e
Optimized: @
* Register to PDBs: @ | ORCLPDB X
Note: Make sure the subdirectory is created
<deploymentHome>/var/lib/data/orclpdb
d. Enter the parameter file
= ORACLE oracle GoldenGats Administration Server 19.1.0.0.4 for Oracle 19¢ (DB19.5Deployment) 9 o

Cvendew > Add Bxtract

Add Extract
v
Extract Type
Parameter File #

Parameter File

Copy the parameter file entry from here:

extract orclpdb

useridalias orcl domain orcl
OUTPUTFORMAT XML _AUDIT_VAULT
exttrail orclpdb/or
SOURCECATALOG orclpdb

DDL INCLUDE OBJINAME hcm.*;
TABLE hcm. *;

8.4. Configuring transaction log collection in Audit Vault console
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8.4.1. Configure the collection attribute on the target

a. Navigate to target page as AVADMIN
b. The collection attribute av.collector.TimeZoneOffset needs to be set
c. Click [Modify] in the home page of the registered target and add the attribute.
d. Click [Save].
8.4.2. Configure transaction log trail in Audit Vault console
a. Navigate to target page as AVADMIN and add transaction log trail

b. Give the full path till the subdirectory where trail xml files reside.

# Home @ Targets & Agents ©Databasa Firavalls 1 Settings

e
o hr Saiovn Oimct || Moty | Concet | bave

Al T R
Tron e Deatase

Tt Gioups Doscrigion 70 o sarc218 e W sparm
Ao gt At Dt Collectan

[ oo Losation.

O wren s Taae BT on

Database Firewall Monioring
[ Conmection Detaits

[ | g g

c. The transaction log trail appears as below:

# Home % Targets & Agents ©Database Firewalls © Settings

hr Sensitiva Objects | | Moty | | Cancet | | Save
Narme * "

Dascriolicn P on densc258 for HR desarament

hem_workload_script.
d. Execute the script sal against the database target instance

e. As AVAUDITOR, navigate to ‘Reports’ menu and ‘Activity Reports’ in the left navigation
menu to open the report Data Modification Before-After Values Report

f.  Refer to the report values to see the data value changes reported:
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# Home @ Targets 1 Policies 0 Aerts 4 Reports @ Settings
Activiy Reports
Data Madifi aluss Rep
Summary Reports
Q| [ctoms |
Compliznce Reports Target  User Event Objwct Dita ModHication Trail Type
PDE/XLS Reports Cotumn Savane Vew vaioe TRANSACTION
.. - FOATE £ ExTENDED e
games PAYMENTACCOUNTNG AINZI52326000 4321245432600 o6
Saved Reports
Gotumn o Ve Vaun
TRasaCTION
i Jangeampe com POATE  SUSPLENENTAL DATA c
Report Schedules e TATE | SUPRLEETAL LAST_s_Cuam 000 1000 Los
Gomn T e vaioe .
L n PDATE  EMPLOYEES TsseTEn
o nunees - esaero oo Loc
Cotumn o Ve Vaton
TRansacION
[RR e — PoaTe  REciNs
e " REGION_NAME Midie East and Al EMEA. oG
ne nr_ann@esampie com PDATE 2085 o o e TRANSACTION
R " : MIN_SALARY 8800 s000 LoG
o Ve vaios .
e n_snn@esampe com FOATE  EMF_EXTENDED e
S & E— Erma—
colum o vane New Vase
e xom PLATE  EMpLOVEES TRANSACTION
" songesampe cn O EwPLovEEs . - I T
G o o vaioe -
i | Benom o TeasACTION
- PIATE  EverLove
; WOATE  omonES sauaay — e Esn o
= T Ve vl o R
be dba_chares@eample com  UFDATE  EMPLOVEES. preven TRAEACTIS
.1 @ SALARY 360000 0908 00 p‘. Los

9. <OPTIONAL>NETWORK MONITORING WITH HOST MONITOR

Goal: You will configure customers orders schema in the second pdb instance on the same database server and configure
network monitoring of the customer order service with host monitor.

9.1.1.

9.1.2.

45

Configure Customer Orders schema in the second PDB instance on the same database server

a. Go to the GitHub web site: https://github.com/oracle/db-sample-

schemas/releases/tag/v19.2

b. Download the ZIP bundle from GitHub and extract the files. Unzip the file and you will
see the folder customer_orders within.

c. Follow the instructions in README.txt of customer_orders to create the customer
orders schema alone.
Configure host monitor binaries on the database server

a. Navigate to ‘Agents’ home page as AVADMIN
b. Download the host monitor software corresponding to the OS from ‘Agent Software’

menu.

Oracle Audit Vault and Database Firewall 20

# Home @ Targets & Agents U Database Firewalls 0 Settings
Agent Hosts
Agent Saftware Phetfon Siow Downiond
Apent Ristesse 201.000 EY) &
Host Morsdar (AIX PPC-64) BME 3
Host Mardor (Linux x85-64) F &
o5t Mo 15 SPARC 64-8) ey &
Host Martor (Solars ¥66-64) 6MB £

c. Ensure the database server has all the pre-requisites outlined in AVDF documentation

section 8.2.1 Host Monitor Requirements , including the following on Windows OS

a. Npcap installation in WinPcap-API-compatible mode as shown here
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& Npcap OEM 0.9991 Setup X

Installation Options

Please review the following options before instaling Npcap
0.9991

[Jiegacy loooback supoort for Nimap 7.80 and okder. Not needed for Wreshark,)
[[JRestrict Npcap driver's access to Administrators only

[(Jsupport raw 802. 11 traffic (and monitor mode) for wireless adapters

£ install Nocap in WinPcap APT-compatible Mode:

o

b. Latest version of OpenSSL (1.1.1g or higher)

d. Deploy the host monitor software on the server following the instructions in Section
8.2.3 Step 2: Deploy the Audit Vault Agent and Install the Host Monitor
e. Navigate as AVADMIN to ‘Agents’ home page and ensure the host monitor is in
‘Installed’ status
# Home % Targets & Agents 0 Database Firewalls £ Settings
Agent Software -
[ HostName Pades Mgt ot :g;muu\mlnn Agent Detalls Host Monitor Detalls
D smsmsan woatn 8, e TN IR S
9.1.3. Register the target for network monitoring
a. Navigate to ‘Targets’ home page as AVADMIN,
b. Click [Register] to enter the details of pdb instance with orders schema
c. Click [Add] button in Database Firewall monitoring region.
d. Inthe popup,
i. Select Database Firewall(dbfw1),
ii. Traffic Source(Non-management NIC Interface. Here NIC2),
Note: Configure the non-management NIC interface if it does not exist already
iii. Mode(Monitoring(Host Monitor))
iv. Enter the database target identified by the hostname /IP Address , with port
and service name in the Target details region
e. Click [Save]
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https://docs.oracle.com/en/database/oracle/audit-vault-database-firewall/20/sigad/host_monitor.html#GUID-2D938FED-2A2C-495D-B48C-48A7022D0D8F

Oracle Audit Vault and Database Firewall 20 L avadmin v @ Hel

# Home @ Targets
Targets
Audit Trails
Name orders
Target Groups
Description  PDB for orders in denac258
Access Rights
Database Firewal 1
Database Firewas dofwt v
Mode * Monitoring (Host Monitor)

~ HostName IP Address Port

/| denac258.us.oracle.com 1522

& Agents U Database Firewalls £ Settings
[‘cancet | save |
Type * Oracle Database. v
Database Firewall Monitoring
["Ada || elete |
Network Interface Gard *  NIC2 (enp0s8)
Proxy Ports
Add |[ Detete
Sorvice Name

orderspdb.us.oracle.com

f. Refresh the page and ensure the monitoring point is started as shown here.

Oracle Audit Vault and Database Firewall 20

# Home

Torgets.

Audit Trails

Torget Groups.

Access Rights

Note: If you are using FQDN name for the target, ensure the DNS system service for

3 Targets

orders.
Name * orders.

Description  PDB for orders i dense2s8

Audt Data Collection

| connection Detaits

denac258.u8.0race.com : 1522 - rdRrspaD.Ls.cracke.com

Firewall is configured.

& Agents

© Database Firewalls % Settings

Sensitiv objects | [Wodly | Cancel | [Save

Type Oracle Datsbase
add
No Audit Trat data found
Monitoring  Database Network Proxy  Mode
Stats. Firewall Intertace Card  Port
ou; w1 NiCt (enpos3) WMergeriey (et

Macator)

g. Configure the collection attribute on the target for network monitoring

1. The collection attribute network device_name for_hostmonitor

reception of the database traffic from the appropriate network interface card of the

database server.

2. Refer to section 8.2.6 Step 5: Create a Network Audit Trail for details on fetching

the value from the database server for different operating system.

3. Click [Modify] in the home page of the registered target and add the attribute as

shown here.
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Oracle Audit Vault and Database Firewall 20

# Home & Targets & Agents ©Database Firewialls © Settings
e
Laid e e T e
At Troils »
Nexs o Tyva Orace Datbe
Ty Brotn Descrption  PDA o amiors I oonaczee
Access fights vostty orcers (-] sunt | swop [Dete [Add

Audit Connection Details Audit Collection Attributes
[ston (et |
Aaa | [ owwts
Notwok  Proxy  Mode
Hame ok Ietace Port
Card
EAE T ey v— o < i
NGt (903 et
1
cancel | [

4. Click [Savel.
9.1.4. Configure network audit trail

1. Click [Add] button in Audit Data Collection region.
2. Inthe popup,
i. Select Audit Trail Type(NETWORK),
ii. Select Agent Host
iii. Click [Save]
3. Ensure the status of NETWORK audit trail is in ‘Collecting’ status as shown here

Oracle Audit Vault and Database Firewall 20

# Home % Targets & Agents © Database Firewalls  Settings
Targets
orders Sensitive Objects | [ Moary | Cancel | save
Audit Trails .
Rt bt Type Orace Dtabase
Torget Groups Description P08 fororders in denac258
Access Rights Aucit Data Colleclicn sy
[ Trail Location  Audit Trail Typs Status. Agent Host Autostart Details.
[m] NETWORK ® Cosecting ‘denac258.us oracie. com Status; Enabled  Attempts: 0 Last start: 712412020 2:40:02 PM

Database Frewall Monitoring

| Connection Detsils Monitoring  Datsbese Network Proxy  Mode
Status Firowall Interface Card  Port

O densc25a.us orace com - 1522 orderspeb.us oracie com p bt fenpo=3) Movheakg Koot
O densc258.us orace com - 1522 ordersp.us, oracle. ou st NICH fenpled) - g

9.1.5. Simulation of network activity on the Firewall
1. Configure pre-defined Database Firewall policy ‘Log unique’
a. Navigate to ‘Targets’ page as AVAUDITOR
b. Select the policy ‘Log unique’ in Firewall policy dropdown

c. Click the pencil icon to set it against the target as shown here

Oracle Audit Vault and Database Firewall 20

# Home @ Targets  Policies o Alerts 4 Reports & Settings
To
=E orders (Oracle Database)
A et
Database Firewall L4
Moritoring
At

Torget Gaoups

Target Dt [p— [ — Prany P e
Recess Rights

P - - TR T— no
User Entitement
Snapuhots

Name ,
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Execute the script sample_queries.sql in customer_orders folder within unzipped

directory against the pdb instance.

Navigate to ‘Reports’ home page, and go to ‘Database

Activity’ to see the SQL traffic as shown here.

Activity Reports

Summary Reports

Compliance Reports

PDF/XLS Reports

Saved Reports

Repart Schedules

Generated Reports
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tabase Fi

- Target = orders

Event Time

TI24/2020 5 26,43 PM

T24/2070 526,48 PM

712412070 5 26 49 PM

Target

oders

o

User

svs

svs

svs

ctions

08 User

adhanare

achanara

adhanara

Client
Program

saL
Daveloger

soL
Davaloper

saL
Davsioper

0 Alerts lal Reports

Cammand Text

with dales as ( select date WUNSUHEN' + level di from dual connect by level <
000 }, order_totals a5 ( select runc (o ordsr_datatime ) order_date, count (
distinct o order_x ) nuaméier_of_ordars, sum { of quanity * i uni_price |
valug_of_ardsrs f1om orders o join Order_tems oi 00 0.0der_id = of order_id
roup by trunc o order_dalstime ) ) select Io_char { df, ¥4 sass
sale_date, ol { number_of_orders, 0 ) numaer_of_ordars, il { value_of_orders
) value_of_e e

a

s ot joun order_io

with dates as ( + leval dt Javel <
000 ), order_tnlals as { select trunc ( o ordes_datatime ) order_date, count {
distinct o.ordsr_id ) nismaer_of_ardars, sum [ of quantity * o unit_price
value_of_ardars from orders o oin order_tams oi on o order,
Qroup by trunc ( o.order_datstime ) ) SElect to_char { o1, W
sale_dae, i { number_of_orders, O ) muméer_of_orders,
0 value_of_ordars from dates left jom arder_totals on &
at

ales s ( seloct doto'ReAmsAERE + loval dt from dual cons
00 } ordlen_tolals as { select unc ( 0.omer_dalatime ) order_dats,
distinct o orger_id ) namaer_of_ordars, sum { of quantity *oi uit_prics |
value_of_orders from orders o join order_tems of o0 o order_id = of order_id
@roup by trunc ( o.ordsc_datstime ) ) selact 1o_char { a1, 44

sale_date, mvi { number_of_ordars, 0 ) number_of_ordars, i { value_of_ordrs,
) valus_of_ordars from dates laftjom order_totals on d = order_data ordar by
at

wh dates as ( + level dt el <
000 ), order_tnlals & { select tnunc { o ordes_datetime ) order_date, count {
t0.0rar_id ) numbier_of_ordars, sum ( o quaniity * ol unit_prics |

Command
Class

SELECT

1 Seftings

Policy.
Name

Log
unique.

Log
uniaue.

Log
unigue.

Firewall Monitored

Action
Taken



SUMMARY

In the cookbook, you have learned how to configure targets for database auditing and network monitoring in AVDF20 with

ease. You have also learned how to monitor the database activity using the rich reports provided in AVDF20.
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