ORACLE
VM

ORACLE _ Virtual Technology Summit

Hands-On Learning With Oracle and Community Experts <
Where Technology and Community Meet 0 . .
AV

Build a Complete Highly-Available Oracle VM Architecture

from Server to App
Oracle VM, Oracle Linux, KSplice, Oracle Clusterware and MySQL

BY: SIMON COTER

CONTRIBUTORS: DOAN NGUYEN, CHRISTOPHE PAULIAT, OLIVIER CANONGE, BRUNO BOTTREAU

ORACLE



Disclaimer

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
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Lab Objective & Introduction

“In this lab, you will learn from our field experts on best practices of implementing and using a complete Oracle VM
high-available solution. This lab helps to demonstrate how Oracle products such as Oracle VM, Oracle Linux,
KSplice and Oracle Clusterware (all products included with Oracle Linux and Oracle VM Support) allows to create
a solution that is able to cover all the high-availability requirements. This lab also walks you through the managing,
by Oracle Clusterware, of a custom web-application. The implementation of this lab helps to deploy an enterprise-
proven high-available infrastructure software layer at zero license cost to your virtualization or Linux environment.”

This hands-on lab takes you through the best practices on how to exploit all products mentioned above to build up
a clustered solution without license costs.

Oracle VM is a free license product and it’s the only virtualization x86 software solution certified for all Oracle
products; Oracle server virtualization is designed to enable rapid enterprise application deployment and simplify
lifecycle management.

Oracle Linux, a Linux free provides the latest innovations, tools, and features that enable you to innovate,
collaborate, and create solutions across traditional, cloud-based, and virtual environments.

Oracle Linux is easy to download, free to use, free to distribute, and free to update.

Oracle Linux offers zero-downtime kernel updates with Ksplice.

Linux management and high availability (by Oracle Clusterware) are provided to Oracle Linux support customers
at no additional charge.

Ksplice is available for Oracle Linux, free of charge, for Oracle Linux customers with a Premier support
subscription.

Ksplice lets you apply 100% of the important kernel security updates without rebooting. You don't need to stop
any running applications and you don't need to reboot to install.

Oracle Clusterware 12c Release 1 is the integrated foundation for Oracle Real Application Clusters (RAC) and
the High Availability (HA) and resource management framework for all applications on any major platform.

Oracle Grid Infrastructure Agents (XAG) is the framework that provides a complete, ready to use application HA
solution that contains pre-defined Oracle Grid Infrastructure resource configurations and agents to integrate
applications for complete application HA.

Oracle Automatic Storage Management Cluster File System (Oracle ACFS) is a multi-platform, scalable file
system, and storage management technology that extends Oracle Automatic Storage Management (Oracle ASM)
functionality to_support customer files maintained outside of Oracle Database. Oracle ACFS supports many
database and application files, including executables, database trace files, database alert logs, application reports,
BFILEs, and configuration files:

Oracle Database || Application || Application

Oracle -

. Third Party
ASM Cluster File N

Oracle ASM System (ACFS) File System

Filas for
Oracle .
Oracle ASM Dynamic
Database Volume Manager
(ADVM)

Oracle Automatic Storage Management

Operating System

MySQL is the world’s most popular open source database, enabling the cost-effective delivery of reliable, high-
performance and scalable Web-based and embedded database applications.
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Preparation (Must be done before lab)

In order to exercise this lab in the one hour time slot, there are pre-lab set up steps that must be performed.
There are 2 options to perform the pre-lab set up.

Option 1: Download the pre-configured *.OVA files for the lab. The *.OVA files are VMs that have been pre-
configured and pre-installed with Oracle VM Server, Oracle VM Manager and guest operating system Oracle
Linux. There are 3 OVA files for this lab. They can be downloaded from here:
http://www.oracle.com/technetwork/server-storage/vm/downloads/index.html

OVA1: ovmm.oow.local.ova  24GB

OVAZ2: ovs01.oow.local.ova 540MB

OVAS3: ovs02.00ow.local.ova 483 MB

Option 2: Download the software components and follow the Pre-lab set up steps below:

Pre-lab set up:
o Install Oracle Linux 6.5 (64 bits) on the laptop.
Install Oracle VM VirtualBox 4.2.x + extensions on the laptop.
Add host-only Networks vboxnet0 and vboxnetl on VirtualBox configuration.
Install and configure an Oracle VM Manager 3.3.1 server in a VirtualBox virtual machine.
Install and configure two Oracle VM Server 3.3.1 servers in two VirtualBox virtual machines.
Create a clustered Oracle VM server pool.
Configure networks dedicated for each role.
Create an Oracle VM repository that will guest virtual machines (60gb in our example).
Create two Oracle Linux 6.5 virtual-machines starting from Oracle VM Templates.
Configure Oracle Linux 6.5 virtual machines.
Configure the storage ( virtual-disks ) on Oracle VM virtual machines.
Install and configure Oracle Clusterware 12c.
Install and configure Oracle Clusterware 12c¢ agents to manage MySQL database.
Install and configure Oracle KSplice.
Install and configure Oracle MySQL Enterprise 5.6.
Configure Oracle ACFS Cluster filesystem.
Install Mediawiki demo application.
Proceed with clustering all applications such as VIP, MySQL database and custom web-app (mediawiki)

OO0 OO0 O0OO0OO0OO0OO0OO0OO0OO0OO0OO0o0OO0oOO0oOOo

Note: to run this lab at home of office
o Requirements:
o Have an X86 machine with at least 16GB of RAM and 4 cores CPU.
o Any X86 Operating System supported by Oracle VM VirtualBox is OK (Microsoft Windows,
Most linux distributions, Oracle Solaris X86, Apple Mac OSX, ...)
o Read appendix A
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Summary of steps
In this lab, we will execute the following steps:

1) Connect to Oracle VM Manager and become familiar with the product.

2) Connect to Oracle VM Servers and verify that everything is ready to accommodate the lab.
3) Connect to Oracle VM guests and become familiar with Oracle Linux and Oracle Clusterware.
4)  High availability general concepts: understand what we are going to demonstrate.

5) Demonstrate high-availability features covered by Oracle KSplice

6) Use Ksplice to update UEK, rollback and re-update while verifying Kernel release online.

7) Demonstrate high-availability features covered by Oracle Clusterware.

8) Use Oracle Clusterware to execute a managed service switchover ( MySQL and WebApps ).
9) Simulate a process failure within the guest ( managed by Oracle Clusterware )

10) Simulate a virtual-guest fault ( managed by Oracle Clusterware )

11) Understand which high-availability features are covered by Oracle VM.

12) Use Oracle VM to execute a guest live-migration.

13) Simulate a physical server fault ( managed by Oracle VM and Oracle Clusterware )

Start the servers (VirtualBox VMSs)

As previously explained, we will use Oracle VM VirtualBox to host the 3 servers (Oracle VM Manager and
two Oracle VM Servers) on a single laptop.

Those 3 servers were pre-installed and preconfigured before this lab to same time. Thus, you just have to
start them here.

IMPORTANT: Since the VMs startup can take time, we advise you to do this as soon as possible following
the steps below and then take time to read this documentation.

<
a) Start the Oracle VM VirtualBox console if not yet started by clicking on icon \p

b) In this console, you should see the 3 VMs we will use in this lab.
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Gracle VM\ SEE

File Machine Help

o o g e r——
}‘w} EM} [ petsils | @ snapshots
New Settings Show
E General E} Preview
< Name ovmm.oow.local A
ovsO1.oow local Operating System: Oracle (64 bit)
@ Powered OFf
[ system
0vs02.0ow.local
& @ powered Ot Sase Memory: :21095 MB
rocessors:

Boot Order:  Floppy. CD/DVD, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX

I Display
@ storage

Controller: IDE

Controller: SATA
SATA Port O: Oracle VM Manager 3.3.1-1065-disk1.vmdk (Normal, 30.00 GB)
SATAPort 1:  Oracle VM Manager 3.3.1-1065-disk2.vmdk (Normal, 30.00 GB)
SATA Port 2: Oracle VM Manager 3.3.1-1065-disk3.vmdk (Normal, 75.00 GB)

(5 Audio
Disabled

& Network

Adapter 1: Intel PRO/1000 MT Desktop (Host-only Adapter, ‘vboxnetd')
Adapter 2: Intel PRO/1000 MT Desktop (NAT)

& USB

Disabled
[ Shared folders.
None

@ Description

Oracle VM Manager 3.3.1 Build 1065 .

c) SdmﬂmeVMcdbd%vmmoowkmd”mmchonmemon‘>toﬁmﬂt
d) Verify its console and wait that the network and nfs-services are started as show in the figure below (
press ESC to obtain console details ):

ovmm.oow.local [Running] - Oracle VM VirtualBox (=)
Machine View Devices Help

Btarting irgbalance:
[Starting rpcbind:
btarting NFS statd:
Starting kdump:
Starting system message bus:
Starting cups:

ounting filesystems:
btarting acpi daemon:
Starting HAL daemon:

automount :
NFS services:
NFS quotas:
NF5 mountd:
NFS daemon:
3 RPC idmapd:
Starting the VirtualBex Guest Additions
Btarting VirtualBox"Guest Addition serwvice
Starting SCS51 target daemon:
[Starting mcelog daemon
Starting sshd:
Ltarting oraclevm-template...

Starting OUMM My3QL.._

B & @& [B) Right Ctrl

e) Select the VM called “ovs0l.0ow.local” and click on the icon > to start it
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f)  Select the VM called “ovs02.0ow.local” and click on the icon > to start it

g) Wait for the 3 VMs to be ready
o  Wait for the prompt (desktop started) on “ovmm.oow.local” VM console
o  When this prompt is displayed, all VMs are ready (since Oracle VM Manager is the longest to start)

Connect to the Oracle VM Manager 3.3.1 and become familiar with the product

a) On your Linux physical desktop open a Firefox browser and connect to the Oracle VM
Manager 3.3.1 console using URL https://192.168.56.200:7002/ovm/console

In the case that you receive some warnings proceed as described in the following screens:

Click on “I Understand the Risks” and on “Add exception”:

This Connection is Untrusted

g

‘ou have asked Firefox to connect securely to 192.168.56.100:7002, but we can't confirm
that your connection is secure.

MNormally, when you try to connect securely, sites will present trusted identification te prove that
you are going to the right place. However, this site's identity can't be verified,

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.,

Get me out of here!

Technical Details

E I Understand the Risksj

Finally click on “Confirm Security Exception”:
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https://192.168.56.100:7002/ovm/console

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: [https:ﬂlgz.lss.56.200:?002}0vm;c0n50l |get Certificate |

Certificate Status

This site attempts to identify itself with invalid |

) | Wiew.., |
information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity
theft.

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a
recognized authority using a secure signature,

[ Permanently store this exception

| Confirm Security Exception | | cancel |

After security exception managed you should get the following login window:

/ Oracle VM Login x\

(€ ) @ https://192.168.56.200:7002/ovm/console/faces/login.jspx v ¢|[B Google Qwas & A =

ORACLE" VM Manager

Welcome

Log in to the Oracle VM Manager

* Username: |

* Password: |

> Accessibility Options

Login
Copyright © 2007, 2014 Oracle andor its affiliates. Al rights reserved. Oracle VM Manager 3.3.1.1065
b) Log in using the following credentials:
Login :admin (default Oracle VM Manager Administrator)

Password: Welcomel (W is uppercase)
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a) Once logged in the Oracle VM Manager console, go to the “Servers and VMs” tab, expand
and select ovmpool.oow.local, select it, change perspective view to “Virtual Machines” and
verify the status of Oracle VM pool and Server; everything should be as in this picture.

You need to see also that virtual-guests vdb01, vdb02 and Ivtest are active and running.

/ Oracle VM Home x \ &

@ https://192.168.56.200:7002/ovm/console faces/resource/resourceView. jspx v | |Bv Google
F F g

Qwe & A =

ORACLE VM Manager

[ Heatn WCLTEY AL IR, Repositories ¥ Networking

Loggedinas: admin Logout Setings~ Help~

BREE 2R Q® View + | Perspective: | Virtual Machines A4 2R EI2OCD B EHE DR G| Namerter Go
%[ Server Pools [Name A< [Stabis _[Tag(s) _|Event Severity [Server [Max. Memory (MB) ™B)  [Max. I I [Operating System |
k2] pool.oow.io 1 Iviestoowlocal  Running informational _ ovsOLoowlocal 256 256 1 1 en-us Oragle Linux 6
M ovsOLoowlacal B van01 cowlocal - Running Informational  ovsO1.0owlocal 2560 2560 2 2 en-us Oracle Linux 6

M ovs02.00miocal 1> viboz.oowlocal  Running Informational  ovs0Z.oowlocal 2560 2560 2 2 en-us
[l Unassigned Servers
[ Unassigned Virtual Machines

Oracle Linux 6

b) Click on “Networking” tab and verify defined networks and their roles:

192.168.56.0 = VirtualBox host-only Network used for default management, heartbeat and live-migrate
network;also guests servers use this network to obtain access from our laptop

Internet = VirtualBox NAT network to allows guests to reach public and external sites

Intracluster = VirtualBox host-only Network used for intracluster on Oracle Clusterware
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- .
Oracle VM Home x
[ \*

€ a https://192.168.56.200:7002/

ORACLE" VM Manager

Health Servers and VMs Repositories i Storage Tools and Resources Jobs
<& Networks IEL VLAN Interfaces B8 virtual NICs
view~ | 4 & 3
Network Channels
Intra-Metwork
Name s D Server Cluster ) ) Virtual
Se
ver Manageme nJ Heartbeat ‘ Live Migrate ‘ Storage | Machine
192.168.56.0 c0aB3800 v V V v
internet 103c790e25 v
intracluster 100a266¢che v

The architecture built for this lab :
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Oracle VM Guest(s) running on top

Paravirtualized
Machine

Paravirtualized
Machine

Paravirtualized
Machine

At nga

<N
Oracle Linux 6.5

vdb0l.o0ow.local
192.168.56.204

B i attl

Oracle Linux 6.5
vdb02.0ow.local
192.168.56.205

\|oracle Linux 6.5
Ivtest.oow.local
192.168.56.211

Oracle VM VirtualBox
Oracle Enteprise Linux 6.5 UEK 3

.

x86 Hardware
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Detailed architecture of the Lab

L'

oy VA ORACLE | Ksplice MySOL

1 vCPU 2vCPU 2vCPU
256MB RAM 2560MB RAM Q _ SE0ME RAM
whoxnetd B-192.168.56.0/24=l = Public Network ks ’ N =
wvhoxnet 172.28.28 v24 « Clusterwvare Network | ;& %
Mat-natwork [l NAT=——{ = |nternet Melwork wilhD1_oew lacal wrlb02 oow local
Ivtest oow local 192.168.56.204 192.168.56_205
192.168.56.211 172.28.26.1 17228282
~ ~. .
ORACLE ~ ORACLE
= S S e
2 vCPU 2vCPU R S 2 vCPU
A096EME RAM 409EMB RAM = 4096ME RAM

avimin.oow. local
192.168.56.200

Oracle VM Manager 3.3.1
L

ovel1 cow local
192.168.56.201

Oracle VM Server Pool 3.3.1 - 192.168.56.203

ovel2 cow. local
192.168.56.202

192.168.56.1 — vboxnetd
172 28.28.254 — vhoxnet1

Oracle Linux 6.5
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Connect to the Oracle VM Servers and verify that everything is ready to

accommodate the lab

Connect by ssh to ovs0Ol.oow.local / ovs02.0ow.local and verify that Oracle VM guests are really

running:
Open a terminal on your linux desktop and execute:

ssh root@192.168.56.201 ( password is ovsroot )
ssh root@192.168.56.202 ( password is ovsroot )

Once connected to both Oracle VM Servers, verify that Oracle VM repository is correctly mounted with the
command “df -k”; the output should be the same as the figure below ( verify on both Oracle VM servers ):

Terminal - root@ovs01:~

28

Jul 28 23:24
Sep 5 16:18
Jul 23 2013
Sep 9 12:34
Sep 3 01:37

12288

4096
4096

scoter
scoter
scoter
scoter users 4096
scoter users 4096
~]# mv 06.png /tmp/
~]# ssh root@192.168.56.201

201's password:

Sep 8 16:40:02 2014 from 192.168.56.1

users
users
users

[N SR NN}

[ @area51:
root@l92.168.56.
Last login: Mon
Warning: making

manual modifications in the management domain

might cause inconsistencies between Oracle VM Manager and the server

[root@ovsOl ~]# df -k

i 1K-blocks

51475068 1211868
89708 0
487652 47679
89708 136

13286912 167936

10485760 268744

63856640 57313280

92.168.56.200: /home/nfs/ovmcluster
/dev/loop0
192.168.56.200:/home/nfs/ovmdata
[root@ovs0l ~]# []

47625376
89708
410277
89572
12420608
10217016
3276800

3%
0%
11%
1%
2%

3%

Used Available Use% Mounted on

/
/dev/shm

/boot

fvar/lib/xenstored
/nfsmnt/at921c29-2b26-47d8-a53e-4acb6d44ad62b
/poolfsmnt/0604fb0OOEO50000b3c464f5ad6T6T4d

] m]ES

95% /0VS/Repositories/0004fb0000030000cTefelacd194dalt

Verify that Oracle VM guests are running by executing the command “xm list” (on both Oracle VM Servers).
You will find two guests running on server ovs01 and one guest running on ovs02.

[root@ovsOl ~]# xm list

Name ID

0004Tb0000A6O000Od11c2d33a58edecd 2 256
1 2560
0 844

0004Th0O0OO60000dCc54149d9T9117c5
Domain-0
[root@ovs@l ~]# []

Mem VCPUs

Terminal - root@ovs01:~

State

Time(s)
51.3

8037.8

2093.1

(O]
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Connect to the Oracle VM guests and become familiar with Oracle Linux and
Oracle Clusterware ( Grid Infrastructure )

Connect by ssh to vdb01.oow.local / vdb02.0ow.local and verify all Oracle Cluster managed
resources are up and running:
Open a terminal on your linux desktop and execute:

ssh root@192.168.56.204 ( password is ovsroot )
ssh root@192.168.56.205 ( password is ovsroot )

Once connected to both Oracle VM guests, verify that Oracle Clusterware is up and running and, at the same time,
that all resource managed by Oracle Clusterware are correctly working (execute the commands on both guests ):

1) Switch user to Oracle Cluster owner ( oracle ):
# su - oracle

2) Verify that Oracle Clusterware services are up and running
# crsctl check crs
The output should be the same as shown in the figure below:

Terminal - oracle@vdbO1:~ Q@

[root@vdb@l ~]# su - oracle

[oracle@vdb@l ~]$ crsctl check crs

CRS-4638: Oracle High Availability Services is online
CRS5-4537: Cluster Ready Services is online

CRS-4529: Cluster Synchronization Services is online
CRS-4533: Event Manager is online

[oracle@vdbOl ~1$ []

3) Verify that all Oracle Clusterware managed resource are correctly running
# crsctl status resources
You will find a script that wrap the output of the command above; execute “crsstat -t”.

Terminal = oracle@vdbO1:~ Q@

[oracle@vdb@l ~]4$ crsstat -t
HA Resource

httpd.myapp.mysql cluster_resource ONLINE, ONLINE vdb@1,

mysql.oow.local app.appvipx.type ONLINE, ONLINE vdb@1,
ra. ACFSMYSQLDG. VOLMYSQL . advm volume.type ONLINE, ONLINE ONLINE vdb@1, ONLINE vdbo2
ra.ACFSMYSQLDG.dg ra.diskgroup.type ONLINE, ONLINE ONLINE vdb@l, ONLINE vdbo2
a.CLUSTERDG. dg ra.diskgroup.type ONLINE, ONLINE ONLINE vdb@1, ONLINE vdb02
ra.acfsmysgldg.volmysgl.acfs acfs.type ONLINE, ONLINE ONLINE vdb®1, ONLINE vdb02
ra.asnm asm.type ONLINE, ONLINE ONLINE vdb@l, ONLINE vdbo2
ra. cvu ra.cvu.type ONLINE, ONLINE ONLINE vdb@®1, ONLINE vdb@2
ra.netl.network ra.network. type ONLINE, ONLINE ONLINE vdb®1, ONLINE vdb02
a.ons ra.ons.type ONLINE, ONLINE ONLINE vdb@l, ONLINE vdbo2
ra.scanl.vip ra.scan_vip.type OFFLINE, OFFLINE OFFLINE, OFFLINE
ra.vdb@l.vip ra.cluster vip netl.type ONLINE, ONLINE on vdb@l
ra.vdb@2.vip ra.cluster_vip_netl.type ONLINE, ONLINE on vdb@2,

xag.myapp.mysql xag.mysql. type ONLINE, ONLINE on vdb@l,

[oracle@vdb®l ~]$%

[oracle@vdb@l ~]$

[oracle@vdbBl ~]$

[oracle@vdb®l ~]$

[oracle@vdb@l ~]$ []
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4) Verify that ACFS cluster filesystem is mounted on both servers
# df -k /mysql

[ Terminal = oracle@vdbO1:~ Q@
[oracle@vdb®l ~]% df -k /mysqgl
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/asm/volmysgl-19 ' 15466496 518112 14948384 4% /mysql
i

LA R Wk a1
[OirateSgviiuvs = p ]

5) Verify that clustered demo web application is running
On your laptop open a browser and connect to the following URL:

http://192.168.56.210/wiki

The web page should be similar to the picture below

./ oow wiki x| #
€ @192.168.56.210 v | |Bv Google a+\B ¥ & =

Create account & Log in

RACLE Page | Discussion Read Edit View history |Search Q
ORLD Main Page

MediaWiki has been successfully installed.

Main page Consult the User's Guide & for information on using the wiki software.
Recent changes
Random page .
Help Getting started redin
+ Tools + Configuration settings list&
What links here + Mediawiki FAQ&#
Related changes + MediaWiki release mailing list®
Special pages » Localise MediaWiki for your language &

Printable version
Permanent link

Page information
This page was last modified on 9 August 2014, at 10:34

This page has been accessed 11 times

Privacy policy About DOW Wiki Disclaimers [5851] Moo

13 | BUILD A COMPLETE HIGH-AVAILABLE ORACLE VM ARCHITECTURE


http://192.168.56.210/wiki

High availability general concepts: understand what we are going to demonstrate

The architecture proposed in this lab is based on:

e OracleVM3.3.1

e Oracle Linux 6.x

e Oracle Ksplice

e  Oracle Grid Infrastructure 12c ( Clusterware )

e  Oracle Grid Infrastructure Agents 5.1 ( Clusterware agents to manage MySQL )
e Oracle MySQL Enterprise 5.6

e Demo web application

VM
Oracle VM
Oracle VM is an enterprise-class server virtualization solution comprised of Oracle VM Server for x86, Oracle VM
Server for SPARC and Oracle VM Manager. Oracle VM 3 reflects Oracle strategic commitment to deliver Application
Driven Virtualization, the Virtualization that makes the entire enterprise software and hardware stack easier to
deploy, manage, and support so IT and business can be more agile.

Oracle VM Server is based on the Xen hypervisor. Oracle VM Server can be managed using Oracle VM Manager,
or as a standalone product with OpenStack.

Oracle VM
Servers

Oracle Linux is an open-source operating system available under the GNU General Public License (GPLv2).
Suitable for general purpose or Oracle workloads, it benefits from rigorous testing of more than 128,000 hours per

Oracle Linux
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day with real-world workloads and includes unigue innovations such as Ksplice for zero-downtime kernel patching,
DTrace for real-time diagnostics, the powerful Btrfs file system, and more.

Oracle Ksp|ice OR’ACI_E“ | Ksplice

Ksplice Uptrack lets you apply 100% of the important kernel security updates released by your Linux vendor without
rebooting.

Ksplice Uptrack is available for Oracle Linux, free of charge, for Oracle Linux customers with a Premier support
subscription.

Running Red Hat Enterprise Linux? Get a taste of one of the many features Oracle Linux Premier Support has to
offer with our free 30-day Ksplice trial for RHEL systems. Give it a try and bring your Linux kernel up to date without
rebooting (not even once to install it!)

Oracle Clusterware GRID INFRASTRUCTURE

Oracle Clusterware 12c Release 1 is the integrated foundation for Oracle Real Application Clusters (RAC) and the
High Availability (HA) and resource management framework for all applications on any major platform. Oracle
Clusterware 12c builds on the innovative technology introduced with Oracle Clusterware 11g by providing
comprehensive multi-tiered HA and resource management for consolidated environments. The idea is to leverage
Oracle Clusterware in the cloud to provide enterprise-class resiliency where required and dynamic, online allocation
of compute resources where needed, when needed.

Oracle Clusterware 12c Release 1 is the integrated foundation for Oracle Real Application Clusters (RAC) and the
High Availability (HA) and resource management framework for all applications on any major platform. Oracle
Clusterware 12c builds on the innovative technology introduced with Oracle Clusterware 11g by providing
comprehensive multi-tiered HA and resource management for consolidated environments. The idea is to leverage
Oracle Clusterware in the cloud to provide enterprise-class resiliency where required and dynamic, online allocation
of compute resources where needed, when needed.

SR
Oracle MySQL Enterprise MY--

MySQL Enterprise Edition includes the most comprehensive set of advanced features, management tools and
technical support to achieve the highest levels of MySQL scalability, security, reliability, and uptime. It reduces the
risk, cost, and complexity in developing, deploying, and managing business-critical MySQL applications.

All this components, from the virtualization layer (Oracle VM) to the managed application ( Oracle MySQL ) are
supplied by Oracle and, at the same time, are included in Oracle Premier Support.

These components allows to build up a complete high-available architecture that is able to grant an high service-
level with a reduced TCO; at the same time, these products are able to supply enterprise features such as:

e Virtualization Layer that allows to create guest servers on x86 platforms ( Microsoft, Linux, Solaris )
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e Virtualization layer features such as hot-clone, snapshots, live-migrate, distributed resource scheduling
and dynamic power management

e  Enterprise Linux Operating System and Unbreakable Linux Kernel
e Kernel updates without disruptive server reboots

e  Active resource monitoring and high-availability Oracle Clusterware
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Demonstrate high-availability features covered by Oracle Ksplice

Oracle Ksplice lets you apply kernel-updates on your linux servers without reboot them.
On our demo environment we will proceed to update kernels on virtual servers named “vdb01.oow.local” and
“vdb02.0ow.local”.

To update kernel on the servers specified above execute the following steps:
1. Connect to by ssh to the server “vdb01.oow.local”
ssh root@192.168.56.204

2. Show which Ksplice kernel updates are already installed by executing “uptrack-show”

Terminal - root@vdbo1:~ LEEY
[root@vdb@l ~]# uptrack-show
Installed updates:
None

Effective kernel version is 2.6.39-400.211.3.elbuek
[root@vdbOl ~1# |}

3. Show which Ksplice kernel updates are available to be installed “uptrack-show - - available”

Terminal - rooct@vdbO1:~
[root@vdb0l ~]# uptrack-show --available

Available updates:

[ffzmwvnx] NULL pointer dereference in ACPI processor hot-plugging.

[2kdtnvdl] Performance degradation in OCFS2 coherency mount options.

[6evame37] Increase default number of gigabit ethernet RSS Descriptor queues.

[nnnidnwl] Deadlock in Infiniband SCSI RDMA Protocol cache.

[1k308028] Deadlock in 8250 serial auto-configuration.

[2amlq81lx] Data corruption in SunRPC direct IO transmission.

[7cpdclwo] Memory corruption in block core on control group queue initialization failure.
[05xoccdg] Task hang on OCFS filesystems with asynchronous I/0+fsync race.

[cwfexr57] CVE-2013-7263, CVE-2013-7265: Information leak in IPv4, IPvé and PhoNet socket recvmsg.
[yfiirncm] CVE-2013-2929: Incorrect permissions check in ptrace with dropped privileges.
[40aq@6T5] CVE-2014-0055: Insufficient error handling in vhost-net.

[fd6rx6if] CVE-2014-8101: SCTP Null Pointer Dereference vulnerability.

[hvefvtcw] CVE-2014-2523: Remote crash via DCCP conntrack.

[ekzsju9s] CVE-2014-2851: Integer overflow in IPv4 ping initialization.

[g5mohrct] CVE-2014-0077: Kernel panic when receiving short packets in virtio networking.
[9okxpdvh] CVE-2013-6383: Missing capability check in AAC RAID compatibility ioctl.

[902abmib] CVE-2014-1737, CVE-2014-1738: Local privilege escalation in floppy ioctl.

[vijvyv2yz] CVE-2014-8196: Pseudo TTY device write buffer handling race.

[hixilggqv] CVE-2014-3153: Local privilege escalation in futex regueueing.

[072jeuaz] Invalid memory access in dynamic debug entry listing.

[zov2nx3n] CVE-2014-1874: Denial-of-service in SELinux on empty security context.

[tkgyuozi] CVE-2013-6378: Denial-of-service in Marvell 8xxx Libertas WLAN driver.

[gfxg7q76] CVE-2014-4699: Privilege escalation in ptrace() RIP modification.

[yz2604z1] CVE-2014-4943: Privilege escalation in PPP over L2TP setsockopt/getsockopt.

[zalcqjdt] CVE-2014-5077: Remote denial-of-service in SCTP on simultaneous connections.

[8taci5gt] CVE-2014-3144, CVE-2014-3145: Multiple local denial of service vulnerabilities in netlink.
[rygl50im] CVE-2014-4667: Denial-of-service in SCTP stack when unpacking a COOKIE ECHO chunk.

Effective kernel version is 2.6.39-400.211.3.elbuek
[root@vdbel ~1# |}
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4. Verify actual kernel version installed and actual kernel version in memory by executing “uname -a” and
“uptrack-uname -a”.

Terminal - root@vdbO1:~ E]@

[root@vdb0l ~]# uname -a

Linux vdb@l.oow.local 2.6.39-400.211.3.elbuek.x86_64 #1 SMP Fri Dec 13 18:19:54 PST 2013 > 64 x86_64 x86_64 GNU/Linux
[root@vdb0l ~]# uptrack-uname -a

Linux vdb@l.oow.local 2.6.39-400.211.3.el6uek.x86_64 #1 SMP Fri Dec 13 18:19:54 PST 2013 x86_64 x86_64 x86_64 GNU/Linux
[root@vdb®l ~]# []

As you can see, actually, kernel installed and kernel-in-memory has the same version 2.6.39-400.211.3

5. Proceed to upgrade the kernel on your server by the command “uptrack-upgrade —y”.

)

Terminal - root@vdb01:~

[root@vdb@l ~]# uptrack-upgrade -y

The following steps will be taken:

Install [ffzmwvnx] NULL pointer dereference in ACPI processor hot-plugging.

Install [2kdtnvdl] Performance degradation in OCFS2 coherency mount options.

Install [6evame37] Increase default number of gigabit ethernet RSS Descriptor queues.
[nnnidnwl] Deadlock in Infiniband SCSI RDMA Protocol cache
[1k300028] Deadlock in 8250 serial auto-configuration.
[2amlq8lx] Data corruption in SunRPC direct IO transmission.
[7cpdeclwo] Memory corruption in block core on control group queue initialization failure.
[o5xoccdg] Task hang on OCFS filesystems with asynchronous I/0+fsync race.
[evfexr57] CVE-2013-7263, CVE-2013-7265: Information leak in IPv4, IPv6 and PhoNet socket recvmsg.
[yfiirncm] CVE-2013-2929: Incorrect permissions check in ptrace with dropped privileges.
[40aqB6f5] CVE-2014-08855: Insufficient error handling in vhost-net.
[f46rx6if] CVE-2014- ¢ SCTP Null Pointer Dereference vulnerability.
[hvefvtcw] CVE-2014- : Remote crash via DCCP conntrack.
[ekzsju9s] CVE-2014-2 : Integer overflow in IPv4 ping initialization.
[g5mohrct] CVE-2014- Kernel panic when receiving short packets in virtio networking.
[9okxpdvh] CVE-2013- : Missing capability check in AAC RAID compatibility ioctl.
[902abmib] CVE-2014- CVE-2014-1738: Local privilege escalation in floppy ioctl.
[vjvyv2yz] CVE-2014- : Pseudo TTY device write buffer handling race.
[hixilgqv] CVE-2014- ¢ Local privilege escalation in futex requeueing
[072jeuaz] Invalid memory access in dynamic debug entry listing.
zov2nx3n] CVE-2014- Denial-of-service in SELinux on empty security context.
[tkgyuozi] CVE-2013- : Denial-of-service in Marvell 8xxx Libertas WLAN driver.
[gfxg7q76] CVE-2014-4 : Privilege escalation in ptrace() RIP modification.
[yz2684z1] CVE- 4-4943: Privilege escalation in PPP over L2TP setsockopt/getsockopt.
[zalcqjdt] CVE- : Remote denial-of-service in SCTP on simultaneous connections.
[8taciSgt] CVE- 44, CVE-2014-3145: Multiple local denial of service vulnerabilities in netlink.
[rygl50im] CVE- Denial-of-service in SCTP stack when unpacking a COOKIE ECHO chunk

Installing [ffzmwvnx] NULL pointer dereference in ACPI processor hot-plugging.

Installing [2kdtnvdl] Performance degradation in OCFS2 coherency mount options.

Installing [6evame37] Increase default number of gigabit ethernet RSS Descriptor queues.

g CVE-2014-4943: Privilege escalation in PPP over L2TP setsockopt/getsockopt.

Installing [zalcqjdt] CVE-2014-5077: Remote denial-of-service in SCTP on simultaneous connections.

Installing [8taciSgt] CVE-2014-3144, CVE-2014-3145: Multiple local denial of service vulnerabilities in netlink.
Installing [rygl50im] CVE-2014-4667: Denial-of-service in SCTP stack when unpacking a COOKIE_ECHO chunk.

Your kernel is fully up to date.

Effective kernel version is 2.6.39-400.215.7.el6uek

[root@vdbel ~]1# [

6. Verify different kernel version between installed and in-memory “uname -a” and “uptrack-uname -a”

Terminal - root@vdbO1:~ =)
[root@vdb@l ~]# uname -a

Linux vdb@l.oow.local 2.6.39-400.211.3.elbuek.xB86_64 #1 SMP Fri Dec 13 18:19:54 PST 2013 x86 64 x86 64 x86 64 GNU/Linux
[root@vdb0l1 ~]# uptrack-uname -a

Linux vdbBl.oow.local 2.6.39-400.215.7.el6uek.x86_64 #1 SMP Fri Aug 8 20:51:11 PDT 2014 x86_64 x86_64 x86_64 GNU/Linux
[root@vdbol ~]# |

As you can see, actually:
e kernel installed is 2.6.39-400.211.3
e kernel actually in memory is 2.6.39-400.215.7
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7. You can also evaluate to uninstall a single update as reported in the figure blow ( confirm with Y).

Example: # uptrack-remove ryg150im

Terminal - root@vdb01:~ Q@

[root@vdb@l ~]# uptrack-remove rygl5@im
The following steps will be taken:
Remove [rygl50im] CVE-2014-4667: Denial-of-service in SCTP stack when unpacking a COOKIE_ECHO chunk.

Go ahead [y/N]17 vy

Removing [rygl50im] CVE-2014-4667: Denial-of-service in SCTP stack when unpacking a COOKIE_ECHO chunk.
Effective kernel version is 2.6.39-400.215.6.el6uek

[root@vdbOl ~]#

As you can see now the kernel-version moved back to 2.6.39-400.215.6 (it was with a final .7 )

This part of the lab demonstrate how, on Oracle Linux, you can update the kernel without reboots; the feature
supplied by Ksplice allows you also to install important security kernel fixes without any kind of impact on services
supplied by your servers.

If you are going to reboot your server managed by Ksplice remember, also, to completely install the new kernel; this
installation will allow you to have the new kernel in standard mode after the reboot ( the alternative is that a Linux
service named “uptrack” while booting will re-apply all kernel fixes in memory ).
8. Following Oracle Ksplice best-practices we also need to physically install the newer kernel on our
filesystem; this will alows, after a scheduled reboot, that the machine restarts with the newer kernel

without re-apply all the Ksplice updates.
To update UEK Oracle Linux Kernel, execute the command:

# yum update kernel-uek kernel-uek-firmware

Terminal - root@vdbo1:~ =

--> Finished Dependency Resolution

Dependencies Resolved

Package r Version Repository

Installing:

kernel-uek 4 9-400.215.10.el6uek public_ol6_UEK latest
kernel-uek-firmware r .6.39-400.215.10.el6uek public_ol6_UEK latest
Removing

kernel-uek X86_64 2.6.32-400.36.1.el6uck installed

nsaction Summary

Install 2 Pac
Remove 1 Pac

[Total download size: 32 M

Is this ok [y/N]: y

Downloading Packages:

[(11/2) : kernel-uek-2.6.39-400.215.10.el6uek.x86_64.rpm 8% ) - kB/s | 2.8 MB 00:50 ETA

Running rpm_check_debug

Running Transaction Test

[Transaction Test Succeeded

Running Transaction
Installing : kernel-uek-fir -2.6.39-400.215. 16uek.noarch
Installing : kernel . 86_64
Cleanup  : Kernel- ; 86 64
Verifying : kernel- i - - 10.el6uek.noarch
Verifying : kernel- - 215.10.el6uek
Verifying : kernel- 36.1.elbuek.x

Removed:
kernel-uek.x86_64 0:2.6.32-400.36.1.el6uek

Installed
kernel-uek.x86_64 0:2.6.39-400.215.10.el6uek kernel-uek-firmware.noarch 0:2.6.39-400.215.10.el6uek

Complete!
You have new mail in /var/spool/mail/root
[root@vdbdl ~]# i
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Demonstrate high-availability features covered by Oracle Clusterware

Oracle Clusterware is an enterprise clustering software included in Oracle Linux Premier Support.

With Oracle Clusterware you also obtain ACFS ( ASM Cluster file system ), a real posix compliant cluster
filesystem.

ACFS allows to maintain software and application data on a cluster filesystem mounted, at the same time, on all
servers that take part in Oracle Clusterware.

On our demo environment we will proceed to simulate a managed switchover of the resources ( such as user-vip —
virtual address and mysql database ), one unmanaged failover of the resources and a resource-restart on the
same node ( all base activities covered by a clustering software solution ).

1. Verify actual status of the resources on server “vdb01.oow.local”
With user “oracle” execute the command wrapped script “crsstat -t”:

oracle@vdbO1:~ Q@
[oracle@vdbBl ~]$ crsstat -t

HA Resource Target State

Terminal -

httpd.myapp.mysqgl cluster_resource ONLINE, ONLINE vdb@1,
mysql.oow. local p.appvipx.type ONLINE, ONLINE vdb@1l,
ora.ACFSMYSQLDG.VOLMYSQL.advm volume.type ONLINE, ONLINE ONLINE vdb®1, ONLINE vdb02
ora.ACFSMYSQLDG.dg diskgroup.type ONLINE, ONLINE ONLINE vdb@1, ONLINE vdbe2
ora.CLUSTERDG.dg diskgroup.type ONLINE, ONLINE ONLINE vdb@1, ONLINE vdb02
ora.acfsmysqldg.volmysgl.acfs acfs.type ONLINE, ONLINE ONLINE vdb®1, ONLINE vdb@2
ra.asnm asm.type ONLINE, ONLINE ONLINE vdb@1, ONLINE vdbe2
.cvu .cvu. type ONLINE, ONLINE ONLINE vdb@1, ONLINE vdb02
ra.netl.network ra.network. type ONLINE, ONLINE ONLINE vdb®1, ONLINE vdb@2
ra.ons ra.ons.type ONLINE, ONLINE ONLINE vdb@®1, ONLINE vdb@2
ra.scanl.vip scan_vip.type OFFLINE, OFFLINE OFFLINE, OFFLINE
ra.vdb@l.vip cluster_vip_netl.type ONLINE, ONLINE on vdb@l,
.vdb@2.vip .cluster_vip_netl.type ONLINE, ONLINE on vdb@2,
xag.myapp.mysql xag.mysql. type ONLINE, ONLINE on vdb@l,
[oracle@vdb@l ~]$
[oracle@vdb®l ~]$
[oracle@vdb®l ~]$%
[oracle@vdbOl ~]$
[oracle@vdb®l ~]§ []

As shown in the figure above all resources ( except “ora.scan1.vip” must be ONLINE ) and our service
resources are all active on node “vdb01”.

2. Trytorelocate all service on the other node by executing, as user oracle:

# crsctl relocate resource httpd.myapp.mysq|

[oracle@vdb0l ~]$ crsstat -t
HA Resource

ONLINE, ONLINE on vdboel,
ONLINE, ONLINE on vdboel,
volume type ONLINE ONLINE on vdb@1, ONLINE on vdb@2
diskgroup.type ONLINE , ONLINE ONLINE on vdb@1, ONLINE on vdb@2
diskgroup.type ONLINE , ONLINE ONLINE on vdb@1, ONLINE on vdb@2
acfs.type ONLINE , ONLINE ONLINE on vdb@1, ONLINE on vdb@2
asm. type ONLINE , ONLINE ONLINE on vdb@1, ONLINE on vdb®2
a.cvu.type ONLINE, ONLINE on vdb@1l,
ra.network. type ONLINE , ONLINE ONLINE on vdb@1, ONLINE on vdb@2
a.ons.type ONLINE , ONLINE ONLINE on vdb®1, ONLINE on vdb®2
ra.scan_vip.type OFFLINE, OFFLINE,
a.cluster _netl.type ONLINE, ONLINE on vdb01,
vdbB2.vip ".(luster _netl.type ONLINE, ONLINE on vdb02,
xag.myapp.mysql .mysql.type ONLINE, ONLINE on vdbO1,
[oracle@vdb@l ~]1$ crsctl relocate resource httpd myapp.mysql
-2527: Unable to start 'httpd.myapp.mysql' because it has a 'hard' dependency on 'xag.myapp.mysgl'
2 11 instances of the resource 'xag.myapp.mysql re already running; relocate is not allowed because the force option was not specified
4 Command Relocate failed, or completed with errors.
[oracleﬁvdbOl EX |

The message obtained is:

CRS-2527: Unable to start 'httpd.myapp.mysqgl' because it has a 'hard' dependency on 'xag.myapp.mysql'
CRS-2525: All instances of the resource 'xag.myapp.mysql' are already running; relocate is not allowed
because the force option was not specified

CRS-4000: Command Relocate failed, or completed with errors.
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This is due to the fact that Oracle Clusterware managed resources have dependencies each other; so, a
“force” option is needed to complete the operation.

Service resources have the following dependencies:

Resource Name Description Dependency
mysql.oow.local (192.168.56.210) User Virtual IP address Network, ACFS filesystem

xag.myapp.mysq|l MySQL database named myapp mysql.oow.local (user-vip)

httpd.myapp.mysq|l Apache server xag.myapp.mysql (MySQL db)

3. Relocate services and verify that web-application continues working ( a little seconds outage is expected )

8 (=)]EY

[oracle@vdb@l ~]$ crsctl relocate resource httpd.myapp.mysgl -T
CRS-2673: Attempting to stop 'httpd.myapp.mysql' on 'vdbOl'
CRS-2677: Stop of 'httpd.myapp.mysql' on 'vdb@l' succeeded
CRS-2673: Attempting to stop 'xag.myapp.mysql' on 'vdb@l'
CRS-2677: Stop of 'xag.myapp.mysqgl' on 'vdb@l' succeeded
CRS-2673: Attempting to stop 'mysqgl.oow.local' on 'vdb@l'
CR5-2677: Stop of 'mysql.oow.local' on 'vdb8l' succeeded

-2672: Attempting to start 'mysgl.oow.local' on 'vdb@2'
RS-2676: Start of 'mysql.oow.local' on 'vdb@82' succeeded
CRS5-2672: Attempting to start 'xag.myapp.mysql' on 'vdb02'
CRS-2676: Start of 'xag.myapp.mysgl' on 'vdb02' succeeded
CRS-2672: Attempting to start 'httpd.myapp.mysql' on 'vdb02'
RS-2676: Start of 'httpd.myapp.mysql' on 'vdb02' succeeded
[oracle@vdbOl ~]% ||

Verify application URL is reachable ( you can open from your laptop browser ): http://192.168.56.210/wiki

OOW Wiki x | &
192.168.56.210 wBa & @& =
Create account & Log in
U RACI-E Page Discussion Read Edit View history |Search Q
MediaWiki has been successfully installed.
L5 FEZ Consult the User's Guide & for information on using the wiki software.
Recent changes
Random page .
Help Getting started (edit)
+ Tools « Configuration settings list&
What links here « MediaWiki FAQ &
Related changes « MediaWiki release mailing liste?
Special pages » Localise MediaWiki for your language &
Printable version
Permanent link
Page information
This page was last modified on 9 August 2014, at 10:34.
This page has been accessed 12 times.
Privacy policy About DOW Wiki Disclaimers 12 | Fostom

4. Verify actual resource distribution on the cluster with the command “crsstat -t”
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nb: remember that “crsstat” is a wrapped script that executes “crsctl status resources -t”
Terminal - oracle@vdbO1:~ [;]@

[oracle@vdb®l ~]$ crsstat -t

HA Resource /P Target

yapp.mysql u re ] ONLINE, ONLINE vdb02,
mysql.oow. local i /p ONLINE, ONLINE vdb02,
ora.ACFSMYSQLDG.VOLMYSQL. advm g u /p ONLINE , ONLINE  ONLIME vdb81, ONLINE vdb@2
.ACFSMYSQLDG.dg ra.diskg ONLINE , ONLINE  ONLINE vdb01, ONLINE vdb@2
CLUSTERDG.dg ra.diskgroup.type ONLINE , ONLINE  ONLINE vdb0l1, ONLINE vdb@2
acfsmysqldg.volmysql.acfs ra.acfs.type ONLINE , ONLINE  ONLINE vdb01, ONLINE vdb@2
asm ra.asm. ONLINE , ONLINE  ONLINE vdb01, ONLINE vdb@2
cvu ra.cvu.type ONLINE, ONLINE vdbo1l,
netl.network ra.network. type ONLINE , ONLINE ONLINE vdb@1, ONLINE vdb@2
ons ra.ons.type ONLINE , ONLINE ONLINE vdb@1, ONLINE vdb@2
scanl.vip ra.scan_vip > OFFLINE, OFFLINE,
vdb0l.vip ra.cluster_vip_netl.type ONLINE, ONLINE on vdbol,
vdb02.vip ra.cluster vip netl.type ONLINE, ONLINE-on 2,
g.myapp.mysql xag.mysql.type ONLINE, ONLINE on vdb02,
acle@vdb8l ~]$

As you can see service resources are now active on node “vdb02.0ow.local”.

5. Shutdown ( simulating a plug remove ) Virtual-Box server named “ovs02.oow.local” that is the server that
actually host “vdb02.oow.local” ( the active node in the cluster ).
To power-off the server, open “VirtualBox console”, right-click on the server “ovs02.0ow.local”, choose
“Close” and “Poweroff”.

Oracle VM VirtualEox Hanager

File Machine Help

@ @ =

New Settings Show Discarc

gr;r&:;w.local 5 General

9 Name: ovs02.00w.local
ovsOl.oow.local Operating System: Oracle (64 bit)
)
el 5 Running & s

ystem

Q Raca Mamory: 3072 MB

I—— Settings... Ctrl+5 |g 2

er:  Floppy. CD/DVD, Hard Disk
on: VT-x/AMD-V, Nested Paging, PAE/NX

By
Show 9e
Pause Ctrl+P r: IDE

— r: SATA
o AmoclolfBd Comene 32 1.1 065-disk1.vmdk (Normal, 100.00 GB)
C Save State Ctrl+V

Show Log... Ctri+L {

Intel PRO/1000 MT Desktop (Host-only Adapter, 'vboxnetQ’)
Intel PRO/1000 MT Desktop (Host-only Adapter, ‘vboxnet1’)
Create Shortcut on Desktop i Intel PRO/1000 MT Desktop (NAT)

Show in File Manager

Sort

Confirm to brutally shutdown the server “ovs02.0ow.local”
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VirtualBox - GQuestion

/\ Do you really want to power off the

\V’/ following virtual machines?

ovs02.0ow.local

This will cause any unsaved data in
applications running inside it to be lost.

| Do not show this message again

Cancel [ Power Off |}

6. Verify actual resource distribution on the cluster with the command “crsstat -t” and, at the same time, with
the laptop browser (Mozilla Firefox) verify that web-demo application is available.
You'll see that, actually, only one node of the cluster is active and that all service resources are active on
node “vdb01.oow.local”.

‘Terminal - oracle@vdbO1:~

ora
0 0 0 ]
0 0 0
0 Q 0 0 0 0 0
0 0 0 0 ]
0 0 0 0 ]
0 q 0 0 0 0
0 0 0 ]
] 0 0 ]
0 0 0 0 0
ora.o 0 0 o0
] 0 0
0 0 0 0
0 p pe 0 DIA
q 0 0 ]

BE

cCoocooCDOE®@

=)

Verify application URL is reachable ( you can open from your laptop browser ): http://192.168.56.210/wiki

00 0
00 2]
00 0
oot@ 0
0 db®
A 0
q
ql.oo 0Ca
0 A QLD
0 A QLD
0 RD
0 q
0
0
0 0
0 0
0
0 0
0 0]
q
0 0
|/ OOW Wiki

€ @192.168.56.210
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Random page
Help

~ Tools
What links here
Related changes
Special pages
Printable version
Permanent link
Page information
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7. Restart VirtualBox server named “ovs02.oow.local”
Open VirtualBox console, right-click on “ovs02.0ow.local” and the select “Start”

Qracle VM VirtualBox Manager

File Machine Help

W v

New Settings Start Discard

ovmm.oow.local @ General
=
g LTI, Name: ovs02.oow.local
E{;’\‘ﬂ ovsOl.oow.local Operating System: Oracle (64 bit)
— % Running
— System
'i".—‘\‘ﬂ ovs02.0ow.local
[ © powered Off Settings... Ctri+s lemory: 3072 MB
e —— SOrs: 2
Clone... Crl+0
ane "™ Srder:  Floppy, CD/DVD, Hard Disk
Remove... Ctrl+R ration:  VT-x/AMD-V, Nested Paging, PAE/NX
Grou, Cerl+U |
play
rage
Palse Ctrl+P
- . iller: IDE
Reset CIET ler: SATA
Close > |Port O: OracleVM-Server-3.3.1-1065-disk1.vmdk (Normal, 100.00 GB)
Discard saved state... Ctrit+) |dio
Show Log... CtrltL ad
Refresh... ltwork
Show in File Manager i 1: Intel PRO/1000 MT Desktop (Host-only Adapter, 'vboxnet0')
Create Shortcut on Desktop ir 2: Intel PRO/1000 MT Desktop (Host-only Adapter, 'vboxnet1’)
ir 3: Intel PRO/1000 MT Desktop (NAT)
Sort i
L uUse

8. Connect to the “Oracle VM Manager” console, go to the “Servers and VMs” tab, expand and select
“ovmpool.oow.local”, select it, change perspective view to “Virtual Machines” and verify the status of
Oracle VM pool and Server; everything should be as in the picture below.

You need to see also that virtual-guests vdb01, vdb02 and Ivtest are active and running.

Y N
J Oracle VM Home x \'ﬂ'
€ a https

ORACLE" VM Manager

/192.168.56.200:7002/ovm/console/f esourceView.jspx

m Servers and VMs Repositories Networking Storage Tools and Resources

R r prspeceve (FENGERE ™" 5| 7/ X oo H By 2 © & b & & B
v [¥5) Server Pools |name 4~ [Status  |Tag(s) |EventSeverity |Server |Max. Memory (MB)Memory (MB) |
VEE ovmpool.oow.local L= Wtest.oowlocal Running Informational  ovsOl.oowlocal 256 256
M ovsOl.oowlocal L= vdbOl.oowlocal  Running Informational  ovsOl.cowlocal 2560 2560
H‘] ovs02 oowlocal L= vdb02.00wlocal  Running Informational  ovs02.cowlocal 2048 2048
[}l Unassigned Servers
1 Unassigned Virtual Machines

9. Connect to the virtual-guest “vdb0l.0ow.local” ( 192.168.56.204 ) by ssh and verify, by clusterware
commands, if the “vdb02.0ow.local” re-joined the cluster.
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Target

httpd.myapp.mysql ] ONLINE, ONLINE vdb@1,
mysql.oow. local app.appvipx.type ONLINE, ONLINE vdb@1,

ora.ACFSMYSQLDG. VOLMYSQL . advm ra.volume.type ONLINE , ONLINE  ONLINE vdb@1, ONLINE vdbo2

ora.ACFSMYSQLDG.dg ra.diskgroup.type ONLINE , ONLINE  ONLINE vdb81, ONLINE vdbo2
ra.CLUSTERDG. dg ra.diskgroup.type ONLINE , ONLINE  ONLINE vdb@1, ONLINE vdb02
ra.acfsmysqldg.volmysql.acfs ra.acfs.type ONLINE , ONLINE  ONLINE vdb@1, ONLINE vdb02
a.asm ra.asm.type ONLINE , ONLINE  ONLINE vdb@1, ONLINE vdb02
ra.cvu ra.cvu.type ONLINE, ONLINE vdb@1,
ra.netl.network ra.network. type ONLINE , ONLINE ONLINE vdb@1, ONLINE vdb02
ra.ons ons.type ONLINE , ONLINE  ONLINE on vdb®l, ONLINE vdb02
a.scanl.vip a ip. OFFLINE, OFFLINE,
ra.vdb@l.vip . r vi . ONLINE, ONLINE on vdb@l,
ra.vdb02.vip r ONLINE, ONLINE on vdb@2,

xag.myapp.mysql xag.mysql.type ONLINE, ONLINE on vdb@l,

[root@vdbel ~]# [

Wait for “vdb02.oow.local” join the cluster before proceeed with the steps below.

10. Connect, as root, to the node where our managed resources are active ( it should be vdb0l.0ow.local )
and verify which are processes of our “httpd” daemon ( process number and hour/date ) with the
command:

# ps -edaf |grep http

' JE)ES

[root@vdb0l ~]# ps -edaf |grep http
root 24648 1 02:31
24655 24648 02:
24656 24648 02:
24657 24648 02:
24658 24648 02:
24659 24648

02:
24660 24648 02:

Jusr/sbin/httpd
/usr/sbin/httpd
fusr/sbin/httpd
Jusr/sbin/httpd
fusr/sbin/httpd
Jusr/sbin/httpd
fusr/sbin/httpd
02: Jusr/sbin/httpd
02: :00:00 fusr/sbin/httpd
02: :00: grep http

24661 24648

24662 24648

24752 17220
[root@vdb0l ~]# |}

fce i o o i oo o o o e Y )

11. Kill all httpd daemon processes, verify that no “httpd” processes are active and wait for the clusterware
intervention.
Oracle Clusterware should take care in some seconds of this faulty situation.
The sequence of commands to execute, as root, is:

# killall httpd
# ps -edaf |[grep http ==> waiting for Oracle Clusterware restart the daemon

Initially all httpd processes will die and, after some seconds, Oracle Clusterware will arrange for restart of
the daemon; after that verify that web-demo application is available at the following URL:

http://192.168.56.210/wiki
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-

Terminal - root@vdbO1:~ =)@

[root@vdbOl ~]# killall httpd

[root@vdbB®l ~]# ps -edaf |grep http

root 20789 17220 0O 02:46 pts/0 :00: grep http

[root@vdb@l ~]# ps -edaf |grep http

root 20850 17220 0 02:47 pts/0@ :00: grep http

[root@vdb@l ~]# ps -edaf |grep http

root 29871 17220 0 02:47 pts/0 :00: grep-hitp

[root@vdb@l ~<]# ps -edaf /|grap http

root 29935 1 B2:47 7 00 fusr/sbin/httpd

apache 29943 29933 02:47 fusr/sbin/httpd
29945 29935 02:47 fusr/sbin/httpd
29946 29935 02:47 /usr/sbin/httpd
29947 29935 02:47 fusr/sbin/httpd
29948 29935 02:47 fusr/sbin/httpd
29949 29935 02:47 fusr/sbin/httpd
29950 29935 02:47 fusr/sbin/httpd
29951 29935 02:47 fusr/sbin/httpd
29953 1722¢ 02:47 Ggrep http

[root@vdb®l ~]# []

~J

oo @D DL
It I L S I e e

=
—+
7]
T
=

12. With these step we will simulate a file system corruption with the loss of the binary “httpd”; Oracle
Clusterware will be able to identify that it's not possible to restart the daemon on the current node and will
proceed to a complete fail-over of the service ( migrating all managed services from node “vdb01” to
“vdb02” ).

The steps to execute, as root, on node “vdb01” ( node actually owning all resources ) are:

Rename httpd binary on the filesystem
# mv /usr/sbin/httpd /usr/sbin/httpd.corrupted

Terminal - root@vdbO1:~ Q@

[root@vdb0l ~]# Tile fusr/sbin/httpd

Jusr/sbin/httpd: ELF 64-bit LSB shared object, x86-64, version 1 (5YSV), dynamical
1y linked (uses shared 1ibs), for GNU/Linux 2.6.18, stripped

[root@vdb0l ~]# mv /usr/sbin/httpd fusr/sbin/httpd.corrupted

[root@vdbel ~]# []

Kill all httpd processes
# killall httpd
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Terminal = root@wvdbO1:~
[root@vdbOl ~]# killall httpd

[root@vdb®l ~]# ps -edaf |grep http

root
[root@vdbel ~]# []

7138 17220 © 05:06 pts/0

00:00:00 grep http

L_)[O]

Verify managed service status by the wrapped script ( wait until everything is running on node “vdb02” ):

# crsstat -t

[root@vdb81 ~]# crsstat -t

httpd.myapp
mysql.oow. local
ra.ACFSMYSQLDG. VOLMYSQL . advm
CFSMYSQLDG. dg
LUSTERDG. dg
cfsmysgldg.volmysql.acfs

netl.network

ons

scanl.vip

vdbO1.vip
ora.vdb02.vip
xag.myapp.mysqgl
[root@vdbel ~]# []

Terminal = root@vdbQ1:~

ster_resource
.appvipx. type
.volume.type
.diskgroup.type
.diskgroup.type

cfs.type
.asm. type

.cvu. type

.network. type

.ons. type
.scan_vip.type
.cluster_vip_netl.type
.cluster vip netl.type
mysql.type

Target

ONLINE,
ONLINE,
ONLINE
ONLINE
ONLINE
ONLINE ,
ONLINE ,
ONLINE,
ONLINE ,
ONLINE ,
OFFLINE,
ONLINE,
ONLINE,
ONLINE,

ONLINE
ONLINE
ONLINE
ONLINE

ONLINE
ONLINE

ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
OFFLINE,
ONLINE on
ONLINE on
ONLINE on

vdb02,
vdb02,
vdbo1,
vdbO1,
vdbo1,
vdbO1,
vdbo1,
vdbO1,
vdbo1,
vdbO1,

vdbO1,
vdb02,
vdb02,

ONLINE
ONLINE
ONLINE
ONLINE
ONLINE

ONLINE
ONLINE

LIC)X]

vdb02
vdb02
vdb02
vdb02
vdb02

vdb02
vdb02

Oracle Clusterware was not able to restart “httpd daemon” on the same node so, after three attempts,
restarted all the service resources that have dependencies each-other on the other node.
The number of attempts is configured within the “failed” resource and you can check the configuration
with the following command ( connected as oracle user, the real owner of the cluster )

# crsctl status resource <resource_name> -p
# crsctl status resource httpd.myapp.mysql —p

In the picture below we can see that the “RESTART_ATTEMPTS” is 3; after this event, Oracle

Clusterware proceed to migrate that resource and all dependencies on the other node.
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Terminal - oracle@vdbO1:~ Q@ ‘

[oracle@vdb@l ~]$% crsctl status resource httpd.myapp.mysql -p
NAME=httpd.myapp.mysqgl

TYPE=cluster resource
ACL=owner:root:rwx,pgrp:root:r-x,other::r--,user:oracle:r-x
ACTIONS=

ACTION SCRIPT=/mysql/cluster scripts/apache.sh

ACTION TIMEOUT=60

ACTIVE PLACEMENT=0

AGENT FILENAME=%CRS HOME%/bin/scriptagent

AUTO START=restore

CARDINALITY=1

CHECK_INTERVAL=60

CHECK_TIMEOUT=0

CLEAN TIMEOUT=60

DEGREE=1

FAILOVER DELAY=0

FAILURE INTERVAL=0

FAILURE THRESHOLD=0

HOSTING MEMBERS=vdb@l vdb@2
INSTANCE FAILOVER=1
INTERMEDIATE TIMEOQUT=0
LOAD=1

LOGGING LEVEL=1

MODIFY TIMEOUT=60
OFFLINE CHECK INTERVAL=0
PLACEMENT=restricted
RELOCATE BY DEPENDENCY=1
RESTART ATTEMPTS=3
SCRIPT-TIMCOUT=00

SERVER CATEGORY=

SERVER POOLS=

START CONCURRENCY=0

START DEPENDENCIES=hard(xag.myapp.mysql)
START TIMEOUT=0

STOP CONCURRENCY=0
STOP_DEPENDENCIES=hard(xag.myapp.mysql)
STOP_TIMEOUT=0

UPTIME THRESHOLD=1h
USER_WORKLOAD=no
USE_STICKINESS=0

[oracle@vdb®l ~]% ||

When the test is finished, please fix the simulated corruption on guest “vdb0l1.oow.local”, as root, with:
# mv /usr/sbin/httpd.corrupted /usr/sbin/httpd
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Demonstrate high-availability features covered by Oracle VM

Oracle VM high-availability consists of two main features:
¢ Oracle VM High-Availability
e Oracle VM Live-Migration

Here a picture that could better describe these features H/A features for Planned events and Failures :

T  p—
6080 ¢ > 80A8

VM Server Pool Failures

Planned

. * Server, VM or
Events: HA Auto Restart database failure
* Maintenance or * HA Auto-restart in
upgrades Oracle VM Manager - pool
+ Secure Live Migration Oracle VM Servers Oracle VM Servers « Automatic failure
+ Zero interruption -~ A T detection & recovery

, »
. &5 ) / . &5 )

Pool Masters assure
Secure Migration or
HA restarts complete
in the event of a
Manager outage

Oracle VM Live-Migrate

Live migration is a process to move a running virtual machine from one Oracle VM Server to another, while
applications on the existing virtual machine continue to run. Live migration ensures high availability of virtual
machines. This feature is important, and useful, when the existing Oracle VM Server may be out of commission, or
on a planned shutdown for maintenance purposes.

You can only migrate one virtual machine at a time. Cross-server pool live migration is not allowed. You can only
migrate virtual machines from one Oracle VM Server to another within the same server pool.

Oracle VM High-Availability

You can set up High-Availability to help ensure the uninterrupted availability of a virtual machine. If HA is
configured and a Oracle VM Server is restarted or shut down, the virtual machines running on it are either
restarted on, or migrated to, another Oracle VM Server.

The following prerequisites are requirement to implement HA:

e  The server pool must contain multiple Oracle VM Servers.
HA cannot be implemented with a stand-alone Oracle VM Server.
All Oracle VM Servers must be Oracle VM Server Release 3.0 or above.
Oracle VM Pool needs to be “clustered”

The following chart will better explain requirements of Oracle VM High Availability:
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Server Pool

;

Cluster Activated? No \
Yes
Virtual Machine
HA Enabled? No N
Yes
Y

v
( HA enabled ) C HA not enabled )

To use HA, you have to configure a clustered Oracle VM Server Pool:

P Create a Server Pool

* Server Poal Name:
M Create Server Pool

I *Virtual IP Address for the Pool:

VM Cansole Keymap: en-us (English, United States) j
(] Tags(Optianal) VM Start Policy: Best Server |

Secure VI Migra !

Clustered Server Pool:

Timeout for Cluster: 120 §| Seconds

Storage for Server Pool: ® Network File System () Physical Disk

* Storage Location: Q,
Description:

To use HA, you have to enable High-Availability option on the Oracle VM Guest ( virtual-server ) :
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& Edit Virtual Machine:Ivtest.oow.local

Metworks

Disks Boot Order

1D: 0004f0000060000d11c2d33a58edecd
* Mame:

[& Enable High Availability

[_] Enable Huge Pages @
Repository: nfsrepo0l
Description:

On our architecture we have three virtual-servers (guests):

Tags

Operating System:

Mouse Device Type:

Keymap:

* Domain Type:
Start Policy:

Max. Memory (MB):
Memory (MB):

Max. Processors:
Processors:
Priority:

Processor Cap %

Oracle Linux 6 hd|
0S Default -~
en-us (English, United State -|
XEN_PVM -
Current Server hd|

256 =]

256 =]

13

15

50 5

1005

Cancel OK

192.168.56.211 172.28.281

1vCPU 2 vCPU :
256MVB RAM E 2560MB RAM : .
“
e
ey
= vdb01.cow.local
ivtest oow.local 192.168.56.204

y A~ ass0m8 Raw
a—

vdb02.cow. local
192.168.56.205
17228282

On our H/A tests, due to the reduced amount of resources available on our system,( mainly RAM ), we will
demonstrate both Oracle VM High-Availability and Oracle VM Live-Migrate using the guest named

“Ivtest.oow.local”.

To demonstrate Oracle VM Live-Migrate features execute the following steps:

1.

Connect to Oracle VM Manager and verify the status of the guest named “Ivtest.oow.local”.

Oracle VM Manager URL: https://192.168.56.200:7002/ovm/console

Username: admin
Password: Welcomel
Select “Servers & VMs tab”

rpOD

Select perspective “Virtual Machine”

Expand and select pool named “ovmpool.oow.local”
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5. Verify the status of the virtual-server “lvtest” and which Oracle VM Server owns it.

/ Oracle VM Home x 9 L]

€ & 192.168.56.200

ORACLE VM Manager

Servers and VMs Repositories Networking Tools and Resources

B 27X 2@ I View + | Perspective: Virtlial Machines \\LD ZRXPPEBm 2 O

v |8 Server Poo lemory (MB)
ovmpool.oow.local 3 Ivtest.oow.local Running Informational  ows0l.oow.local
M ovsOl.oowlocal L= vdb 01 oowroTat— R urrirg bdaant) wstotWlocal 2560
| ovs02.00wlocal = vdb02.0owlocal Running Informational  owsO2.0owlocal 2048

|[f] Unassigned Servers
| Unassigned Virtual Machines

In the case above the guest “lvtest.oow.local” is running on Oracle VM Server “ovs0l.oow.local”.

6. Connect, by ssh, to the server “Ivtest.oow.local”
ssh root@192.168.56.211 ( password is ovsroot )

X

_J(O)(X]

[ @areadl: ~]# ssh root@l92.168.56.211
root@l92.168.56.211's password:
Last login: Mon Sep 15 07:58:57 2014 from 192.168.56.1

[root@lvtest ~1# []

7. Launch a command that will show the date of the server updated every one second.
# while sleep 1; do date >> /tmp/date.log; done &
# tail -f /tmp/date.log

8 (=P

[root@lvtest ~]# while sleep 1; do date == /tmp/date.log; done &
[1] 2186
[root@lvtest ~]# tail -T /tmp/date.log

Sep 15 08:18:42 PDT 2014

Sep 15 08:18:43 PDT 2014

Sep 15 08:18:44 PDT 2014

Sep 15 08:18:45 PDT 2014

Sep ©8:18:46 PDT 2014
Sep 08:18:47 PDT 2014
Sep 08:18:48 PDT 2014
Sep 08:18:49 PDT 2014
Sep 08:18: PDT 2014
Sep 8:18: PDT 2014
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8. While this script is running, execute the live-migrate of the guest by Oracle VM Manager.
Re-open the Oracle VM Manager console, select guest named “Ivtest.oow.local”, right-click and
select “Migrate”.

_/." Oracle VM Home x | 4

\ (' & htt ps://192.168.56.200:7002/ovm/console/faces/resource/resourceView.jspx

ORACLE VM Manager

m Servers and VMs Repositories Networking Storage Tools and Resources

BREF 2R A View ~ | Perspective: :Virual Machines -l 2K P> Aay 20
7 (P8 Server Poals ~ [Name 4 |Status  |Tag(s) |Event Severity |Server |Max. Memory (MB)|
vE’E ovmpool.oow.local ﬂlvtest.oow.m“' T e ovsOl.oowlocal 256
¥i ovs01.0owlocal L= vdbOl.oowl / Ed.. r ovs0l.oowlocal 2560
EE ovs02.ocowlocal [= wdb02.00w.l XD: et ovs02.oowlocal 2048
[l Unassigned Servers P> Star
[ Unassigned Virtual Machines [ stop
| aunch Consale
2l Launch Serial Console
% Restart
Oxin

() Suspend

& Migrate...

Manage Clone Customizers...
% Send VM Messages...

El Display VM Config File Content...
[z Display Events...

9. Select “compatible-server” “ovs02.0ow.ocal” and confirm with “OK”.

] Migrate Virtual Machine: lvtest.oow.local
Selecta target to migrate to:

Unassigned Virtual Machines Folder
Remove from Server

|@|Compaﬂble Server: ovs02.00wlocal hd
Server Poal: ovmpool.cowlocal M|

@® Running Virtual Machines must be migrated to a valid server.

[ Why don't | see other servers to migrate to?

33 | BUILD A COMPLETE HIGH-AVAILABLE ORACLE VM ARCHITECTURE



10. While migration is running, verify the output of the command executed at point (7) of this section and
verify the sequentiality of the output; in the worse case you'll lost only 1 second of the output and this is a
very nice result for a demo environment built on top of VirtualBox.

’ EER

o mom
00 00 OO OO

L]
(%]
L]

8

8:
8:
g:

)
)
0
08
08
08
0
¢!
]

To demonstrate Oracle VM High-Availability features execute the following steps:
1. Connectto Oracle VM Manager and verify:

e All three guests are in “Running” state
e  Which physical server owns the guest named “Ivtest.oow.local”

/ Oracle VM Home x _\"ﬂ’

€ a 192.168.56.200

ORACLE VM Manager

m Servers and VMs Repositories Networking Storage Tools and Resources Jobs

B & 2 QO View ~ | Perspective: | Virtual Machines Al Z2 % P

7 [F§ Server Pools e - |Status  |Tag(s) |EventSeverity |Seeve
7 -'E ovmpool.oow.local g Ivtest.oowlocal Running Informational #ovs02.0owlocal
i ovs0l.0owlocal = vdb0l.oowlocal JRunning Informational | ovsOl.oowlocal
Hi ovs02.0owlocal Running Informational “pvs02.0owlocal

[ Unassigned Servers
1 WUnassigned Virtual Machines
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In the example above:
e  Guests “lvtest” and “vdb02” are running on physical server ovs02.0ow.local
e  Guest “vdb01” is running on physical server ovs0l.oow.local

2. To simulate a complete outage, verify which of the clustered servers owns the mysql/webdemo service
by connecting on one of them:
ssh root@192.168.56.204

crsstat —t

Terminal - root@vdbO1:~ Q@

[root@vdb®1 ~]# crsstat -t
HA Resource

.myapp.mysql u T urc ONLINE, ONLINE on vdboz,
a p ONLINE, ONLINE on vdb02.
.advm g u ] ONLINE , ONLINE ONLINE on vdb@l, ONLINE vdb@2
g ONLINE , ONLINE ONLINE on vdb@l, ONLINE vdb@2
USTERDG.dg g r /p ONLINE , ONLINE ONLINE on vdb®1, ONLINE vdb@2
ra.acfsmysqldg.volmysql.acfs ra.acfs.type ONLINE , ONLINE ONLINE on vdb®l, ONLINE vdb@2
a.asm ra.asm.type ONLINE , ONLINE ONLINE on vdb@l, ONLINE vdb02
ra.cvu ra.cvu.type ONLINE, ONLINE on vdb@l,

ra.netl.network .network. type ONLINE , ONLINE ONLINE on vdb®l, ONLINE vdb@2
.ons .ons.type ONLINE , ONLINE ONLINE on vdb®1, ONLINE vdb02
ra.scanl.vip ra.scan_vip.type OFFLINE, OFFLINE,
ra.vdbOl.vip ra.cluster_vip_netl.type ONLINE, ONLINE on vdb@l,
vhA? vip ra.cluster vip netl.type ONLINE, ONLINE o a2,
5 myapp .mysql .mysql.type ONLINE, ONLINE on vdb@2z,
[root@vdbul ~]# []

In the case above we have that:
e web/mysql services are active on guest vdb02
e guests vdb02 and Ivtest are active on Oracle VM Server ovs02.0ow.local

The target of this test is to simulate a crash of the Oracle VM Server that owns, at the same time, both guests
Ivtest and vdbO0(?) that owns the web/mysql services (if you need to move services between cluster-nodes, you
can use the steps reported in this document at the section “Demonstrate high-availability features covered by
Oracle Clusterware” ). This latest test will demonstrate how both components ( Oracle VM and Oracle Clusterware
) will together work to maintain the highest service-level possible.

3. Kill “Oracle VM Server” that owns all active web/mysq|l services and guest named “Ivtest”

Open “VirtualBox Console”, right click on the server and choose “Close”, “Poweroff”.

gn;m.now.l.ocal ,@, General
T MName: ovs02.0ow local
ovsOl.oow.local Operating System: Oracle (64 bit)
)
Rl 5 Running
[ System
Ei Base Memory: 3072 MB
Settings... Ctrl+S  ssors: 2

Order:  Floppy, CD/DVD, Hard
gration:  VT-x/AMD-V, Nested P

isplay
Show torage
Pause Ctrl+p Oller: IDE
oller: SATA
Beset EEEA & Port O: OracleVM-Server-3
Save State Ctri+V
ACPI Shutdown Ctrl+H
Show Log CtrL+L
letwork
er 1: Intel PRO/1000 MT Deskts
Shawjnlhilelllansqe) er 2: Intel PRO/1000 MT Deskts
Create Shortcut on Desktop er 3: Intel PRO/1000 MT Deskts
Sort SB
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Next steps to exercise on the environment will be:

e Oracle VM Manager head off the fault on the Oracle VM Server “ovs02.0ow.local”

Oracle VM Home x % %
€ & 192.168.56.200

ORACLE VM Manager

m Servers and VMs Repositories Networking Storage Tools and Resources Jobs
B &g 27X A0 View ~ | Perspective:  Virual Machines x| £ K P>
W |B§) Server Pools Name a7 |Status  |Tag(s) |EventSeverity |Server
W E,E L= Ivtestoowlocal Running Critical ovs02.0ow.local
¥ ovs0l.cowlocal = vdb0l.cow.local Running Informational  ovs0l.oow.local
& ovs02.0ow.local = vdb02.0owlocal  Running Critical ovs02.00w.local

[Ifl Ynassigned Servers
| Unassigned Virual Machines

e Oracle VM Pool proceed with the restarting of the guest “Ivtest” on the alive server “ovs01.oow.local”

Oracle VM Home x 3 %+
€ a 192.168.56.200

ORACLE VM Manager

| Health PRI AL R Repositories ' Networking | Storage | Tools and Resources | Jobs
BRE& 27X A0 View v | Perspective: | Virtual Machines RS 4
W |[F8) Server Pools Name & |Status  |Tag(s) |Event Severity |Server
v BR jovmpool.oow.local =2 mestoowlocal  Running Informational  ovs0L.oowlocal
¥ ovs0l.cowlocal = vdb0l.oowlocal  Running Informational  ows0l.oowlocal
& ovs02.0ow.local = wdb02.00wlocal Stopped Critical ovs02.oowlocal

[If] Unassigned Servers
[ZJ Unassigned Virtual Machines

e Oracle Clusterware ( on guest “vdb01” proceed to relocate services on the active node of the cluster )
Terminal - root@vdbO

[root@vdb®l ~]# crsstat -t

SMYSQLDG. VOLMYSQL . advm
CFSMYSQLDG. dg
USTERDG. dg
ra.acfsmysqldg.volmysqgl.acfs
ra.asm
cvu
ra.netl.network
a.ons
ra.scanl.vip
vdbOl.vip
vdb02.vip
xag.myapp.mysql
[root@vdbl ~]# []

cluster_resource
p.appvipx.type

volume. type

diskgroup.type
ra.diskgroup.type

ra.acfs.type
e

ra.network. type
a.ons.type
ra.scan_vip
ra.cluster_vi|
cluster vip netl.type
xag.mysql.type

/pe

ﬁetl.type

Target

ONLINE,
ONLINE,
ONLINE,
ONLINE,
ONLINE,
ONLINE,
ONLINE,
ONLINE,
ONLINE,
ONLINE,
OFFLINE,
ONLINE,
ONLINE,
ONLINE,

State

ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
OFFLINE,
ONLINE on vdb@l,

vdb@1,
vdbo1,
vdbe1l,
vdb@1,
vdbol,
vdb01,
vdbo1,
vdbol,
vdb01,
vdbo1,

JE)Ed

INTERMEDIATE on wdb01,

ONLINE on vdb@l,
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o Verify that web-demo application is still available connecting to its URL ( http://192.168.56.210/wiki )

OOW Wiki

€ ) @ 192.168.56.210/wikifind

&8 & &=

DRACLE
ORLD

Main page
Recent changes
Random page
Help

- Tools
What links here
Related changes
Special pages
Printable version
Permanent link
Page informatien

Create account & Log in

Page Discussion Read Edit View history |5earch Q

Main Page

MediaWiki has been successfully installed.

Consult the User's Guide & for information on using the wiki software.

Getting started r(edin

» Configuration settings list&

+ MediaWiki FAQ®&

» MediaWiki release mailing list&

» Localise MediaWiki for your language &

This page was last modified on 9 August 2014, at 10:34
This page has been accessed 12 times

Privacy policy About OOW Wiki Disclaimers [ i]m;'!ﬁmwki

Upshot: Oracle VM High Availability

Summarizing what we saw during this lab we can say that an infrastructure of this type has high-availability
functionality built in at every level, where:

e Oracle VM is able to automatically recover from a physical-server fault restarting a guest machine on an
other node

e Oracle VM allows to schedule physical server maintenance (and/or replacement) without inefficiency
thanks to live-migrate

e Oracle Clusterware allows to protect MySQL Server and any further application type with Grid
Infrastructure Agents or with custom scripts; it's complementary to Oracle VM but it’s also able to identify
a fault within the guest ( ex. Process dies, process fault and/or local filesystem corruption ).

e  Ksplice allows to update kernel-in-memory without disruption or server maintenance

This kind of architecture, obviously, is applicable to all Oracle and non-Oracle products on top of guest virtual-

machines.
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Appendix A: preparation of the environment before the lab

Purpose

This section explains how to prepare the environment to run this lab. It is useful if you want to run this lab at home
or office.

The first step is to find an X86 machine (server, desktop or labtop) with the required resources (4 vcpus, 16 GB of
ram, and 100 GB of disk space) and install Oracle VM VirtualBox on it.

Then, there are 3 servers to install (3 VirtualBox virtual machines in fact):
e  Oracle VM Server (1 of 2)

e  Oracle VM Server (2 of 2)
e  Oracle VM Manager

Download required binaries

This section lists the required binaries and explains how to download them.

For your X86 machine:

1) Oracle VM VirtualBox 4.3.x binaries (4.3.12 during writing of this document)
Download the version for your OS from https://www.virtualbox.org/wiki/Downloads

2) Oracle VM VirtualBox extension Pack 4.3.x
Download from https://www.virtualbox.org/wiki/Downloads (same file for all OSes)

For Oracle VM Server:

3) VirtualBox template for Oracle VM Server 3.3.1 (to update — SCOTER )
Download from http://www.oracle.com/technetwork/server-storage/vm/template-1482544.html
Direct link: http://download.oracle.com/otn/vm/OracleVMServer3.2.4-b525.ova
Filename: OracleVMServer.3.2.4-b525.0va (size 249 MB)

For Oracle VM Manager:

4) VirtualBox template for Oracle VM Manager 3.3.1 (to update - SCOTER)
Download from http://www.oracle.com/technetwork/server-storage/vm/template-1482544.html

For Oracle VM guest Template:

5) Oracle VM VirtualBox template for Oracle Linux 6.5 x86-64
Download for Oracle E-delivery Linux/Oracle VM platform (https://edelivery.oracle.com/oraclevm)
Select Product Pack “Oracle VM Templates” and Platform “x86 64 bit”, then Click Go
Select “Oracle Linux 6 Update 5 template (OVF) - Paravirtualized x86 64 (64 bit)”

Installation of Oracle VM VirtualBox

1) Find an x86 machine (desktop, laptop, server) matching the following prerequisites:

At least 16 GB of RAM

e x86-64 CPU (Intel or AMD) - at least 4 cpus threads with Virtualization Extensions
e  OS supported by VirtualBox

e 100 GB of disk space

2) Install the Oracle VM VirtualBox 4.3.x binaries on your x86 machine

3) Start the Oracle VM VirtualBox console
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4) If not already created, create a two host only network in VirtualBox using following details:

e  vboxnetO
subnet = 192.168.56.0/24
VBox Machine ip = 192.168.56.1

e vboxnetl
subnet = 172.28.28.0/24
VBox Machine ip = 172.28.28.254

5) Choose the folder you want to use to store the virtual machines files.
(go to File, Preferences, General, Default Machine Folder)

6) Install the Oracle VM VirtualBox extension Pack
(go to File, Preferences, Extensions)

Installation of Oracle VM Server ( 2 servers to install )

a) Inthe Oracle VM VirtualBox console, import the VM from the Oracle VM Server template
o File
Import Appliance
Select the file OracleVMServer.3.3.1-b1065.ova
Next
Change the name of the System 1 from “Oracle VM Server 3.3.1-b1065” to “ovs0l.0ow.local”
The name for the second server is “ovs02.0ow.local”
e Import

a) Modify the settings of the virtual machine “ovs0l1.oow.local” and “ovs02.0ow.local”
o  Configure the network
=  Network, Adapter 1, Attached to Host only Adapter, vboxnetO
=  Network, Adapter 2, Attached to Host only Adapter, vboxnetl
=  Network, Adapter 3, Attached to NAT
All Virtual-NICS need the Promiscous-Mode (advanced section) set to “Allow ALL”

o Memory: 4096 MB

o  Configure the storage:
= Enable Host I/O cache on the SATA Controller

b) Start the virtual machine “ovs0l.oow.local”

c) Configure the virtual machine (in the VM console)
o  Configure network

= IP address :192.168.56.201
= Netmask 1 255.255.255.0
=  Gateway :192.168.56.1
= DNS server :192.168.56.1
(we will not use DNS, but we have to give an IP address here)
= Hostname :ovs0l.oow.local

o  Wait for the end of boot
d) Start the virtual machine “ovs02.oow.local”

e) Configure the virtual machine (in the VM console)
o  Configure network

= IP address :192.168.56.202

= Netmask 1 255.255.255.0
=  Gateway :192.168.56.1
- DNS server :192.168.56.1

(we will not use DNS, but we have to give an IP address here)
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=  Hostname : ovs02.0ow.local
o  Wait for the end of boot
f)  Open a terminal on your Unix/Linux x86 machine and connect to both VMs with ssh (you can use Putty
on Microsoft Windows)
$ ssh root@192.168.56.201 (password is ovsroot)
$ ssh root@192.168.56.202 (password is ovsroot)

g) Add the following lines to the /etc/hosts file
# vm guest ip addresses

192.168.56.204 vdb01.oow.local vdb01
192.168.56.205 vdb02.oow.local  vdb02

192.168.56.206  vdbO1-vip.oow.local vdbO1-vip
192.168.56.207  vdb02-vip.oow.local vdb02-vip
# Scan-Vip Disabled

#192.168.56.208 vdb-scan.oow.local vdb-scan

192.168.56.210  mysqgl.oow.local  mysql
192.168.56.211  Ivtest.oow.local  Ivtest

# host ip addresses

192.168.56.200 ovmm.oow.local ovmm
192.168.56.201 ovsOl.oow.local ovsO1
192.168.56.202 ovs02.oow.local ovs02
192.168.56.202  ovmpool.oow.local ovmpool

Installation of Oracle VM Manager

a) Inthe Oracle VM VirtualBox console, import the VM from the Oracle VM Manager template
o File

Import Appliance

Select the file OracleVMManager.3.3.1-b1065.0va

Next

Change the name of the System from “Oracle VM Manager 3.3.1-b1065” to

“‘ovmm.oow.local”

Import

O O O O

[¢]

b) Modify the settings of the virtual machine “ovmm.oow.local”
o  Configure the network
=  Network, Adapter 1, Attached to Host only Adapter, vboxnetO
=  Network, Adapter 2, Attached to NAT
All Virtual-NICS need the Promiscous-Mode (advanced section) set to “Allow ALL”

o Memory: 4096 MB
o Storage: add a new virtual-disk of 80 GB

c) Start the virtual machine “ovmm.oow.local”

d) Configure the virtual machine (in the VM console)
o  Setroot password to ovsroot

o  Configure network
= |P address :192.168.56.200
= Netmask : 255.255.255.0
=  Gateway :192.168.56.1
. DNS server :192.168.56.1
(we will not use DNS, but we have to give an IP address here)
=  Hostname : ovmm.oow.local

o  Wait for the end of boot

e) Open aterminal on your Unix/Linux x86 machine and connect to the VM with ssh (you can use Putty on
Microsoft Windows)
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$ ssh root@192.168.56.200

f)  Add the following lines to the file /etc/hosts
# vm guest ip addresses
192.168.56.204 vdb01.oow.local vdb01
192.168.56.205 vdb02.oow.local vdb02

192.168.56.206  vdbO1-vip.oow.local vdbO1-vip
192.168.56.207  vdb02-vip.oow.local vdb02-vip
# Scan-Vip Disabled

#192.168.56.208 vdb-scan.oow.local vdb-scan

192.168.56.210 mysqgl.oow.local mysql
192.168.56.211  Ivtest.oow.local Ivtest

# host ip addresses

192.168.56.200 ovmm.oow.local ovmm
192.168.56.201 ovsOl.oow.local ovsO1
192.168.56.202 ovs02.oow.local ovs02
192.168.56.202  ovmpool.oow.local ovmpool

g) Create a new Volume-Group, two logical-volumes and create filesystems.

# fdisk -I

# fdisk /dev/sdc

# pvcreate /dev/sdcl

# vgcreate vgOVM /dev/sdcl

# Ivdisplay

# Ivcreate -L 13G -n ovspool vgOVM

# Ivcreate -| 100%FREE -n ovsrepo vgOVM
# Ivdisplay

#Is -l /devimapper/

# mkfs.ext4 /dev/imapper/vgOVM-ovspool
# mkfs.ext4 /dev/imapper/vgOVM-ovsrepo

h) Get logical-volume Block-ID and edit “/etc/fstab” and insert the new entries:

[root@ovmm ~J# blkid /dev/imapper/vgOVM-ovspool
/devimapper/ivgOVM-ovspool: UUID="8df452d7-0b12-4a56-8b95-b30cd4bf491b" TYPE="ext4"
[root@ovmm ~J# blkid /dev/imapper/vgOVM-ovsrepo
/dev/imapper/vgOVM-ovsrepo: UUID="b854a663-04ec-45af-b021-250322866e8a" TYPE="ext4"

[root@ovmm ~J# cat /etc/fstab

#

# letc/fstab

# Created by anaconda on Fri Jul 18 05:00:12 2014

#

# Accessible filesystems, by reference, are maintained under ‘/dev/disk’

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

/devimapper/VolGroup-Iv_root / ext4 defaults 11
UUID=ea6616bd-14b7-466-8499-41ce4d56513a /boot ext4 defaults 12
UUID=81d05ca6-037b-4f53-90d0-274d067e2908 /u01 ext4 defaults 12
UUID=8df452d7-0b12-4a56-8b95-b30cd4bf491b /home/nfs/ovmcluster  ext4 defaults 12
UUID=b854a663-04ec-45af-b021-250322866e8a /home/nfs/ovmdata ext4 defaults 12
/devimapper/VolGroup-lv_swap swap swap defaults 00

tmpfs /dev/ishm tmpfs defaults 00

devpts /dev/pts devpts gid=5,mode=620 00

sysfs /sys sysfs defaults 00

proc /proc proc defaults 00

i) Mount new filesystems and verify that they are exported by NFS protocol.
# mount —a
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# cat /etc/exports
# service nfs status

Example:

[root@ovmm ~J# cat /etc/exports

/home/nfs/ovmcluster *(rw,no_root_squash)

/home/nfs/ovmdata *(rw,no_root_squash)

[root@ovmm ~J# service nfs status

rpc.svcgssd is stopped

rpc.mountd (pid 1789) is running...

nfsd (pid 1806 1805 1804 1803 1802 1801 1800 1799) is running...
rpc.rquotad (pid 1785) is running...

Discover Oracle VM Servers, add the file server by Oracle VM Manager, create the Server Pool

Discover Oracle VM Servers installed with the following steps:

a) Click on the icon “Discover Servers...”

ORACLE" VM Manager

BT servers ana s

T EY IR |
- B

D.E' Discover Servers...

Cal Unassigned Virtual Machines

b) Insert values:
Oracle VM Agent Password: ovsroot
IP Addresses: 192.168.56.201 and 192.168.56.202

[B, Discover Servers

Oracle VM Agent Password: ovsroot

192.168.56.201
192.168.56.202

IP Addresses/DNS Hostnames:

Enter DNS hostnames, IP addresses or |P address ranges on separate lines.
(Ranges must be in the format 192.168.10.2-10)
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c) Add the file-server that will guest all nfs-filesystems needed

ORACLE" VM Manager

Health Servers and VMs Repositories Networking

Storage l

@ B @ r View ~ | Perspective: | File S
[ E {File Sarvere !
I~ ] Discover File Server...
[ CocarFilesystems
(3 Shared File Systems

Mame 47 |Destl

d) Insert nfs values:
Name: nfs
Access Host IP: 192.168.56.200

Discover a File Server

* Storage Plug-in: Oracle Generic Network File Syste

@ File Server Parameters Enter between 1 and 256 characters.
|
|

* Name: nfs
Add Admin Se
o i SEnvers + Access Host (IP) Address 103.168.56.200
_] Select Refresh Servers Uniform Exports: &
) Select File Description

Cancel M

e) Verify that in the “Admin” and “Refresh” server both “ovs01” and “ovs02” exist.

& EditFile Server:ovmmnfs # Edit File Server:ovmmnis

Configuration Admin Servers iRefresh Servers

Select the Server(s) that have the File Server's file systems exported to them.
These Servers will be used to discover those file systems.

Available Refresh Server(s)

Configuration Admin Servers Refresh Servers

Selectthe Server(s) that can be used for administrative access to this File Server.
Required when using a Network File System in a clustered Server Pool.

Available Admin Server(s) Selected Admin Server(s)

Selected Refresh Server(s)
ovs0l.oowlocal ovs0l.oowlocal
ovs02.0owlocal ovs02.0owlocal

B s ¥ |«
Bl &l
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f)  Refresh both NFS-Filesystem presented.

ORACLE" VM Manager

Health Servers and VMs Repositories Networking Storage Tools and Resources Jobs
BsXE @ View ~ | Perspective: |File Systems  +| | /# x@ [Z | Mame Filter:

7 [J] File Servers ) - e
il ovmmnfs Name vy |Euent Severity |Refreshed }7 Refresh File System |
L= SAN Servers nfs on 192.168.56.200:/... Informational  Yes
[ Local File Systems nfs on 192.168.56.200:/... Informational ~ Yes 6.38 54,52

[ Shared File Systems

g) Create a clustered server-pool
Select “Servers and VMs” tab and click on the “Create Server Pool” icon.

ORACLE" VM Manager

BT servers anavis
I

Q@
-
([} U Create Server Pool...
[ Unassigned Virtual Machines

h) Insert the following informations (“Storage Location” choose the ~12GB NFS-Filesystem)
In the next screen choose both servers and proceed with the pool creation.

| P& Create a Server Pool

* Server Pool Name: ovmm.oow.local

@ Create Server Pool
|

*Virual IP Address for the'Reqgl; | 192.168.56.203

WM Console Keymap: en-us (English, United States) |
VM Start Policy: Best Server |
Secure VM Migrate: O

Clustered Server Pool:

Timeout for Cluster: 120 §| Seconds

Storage for Server Pool: 'f.‘-' Physical Disk

* Storage Location: Ck
Description:

Cancel Mext
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i) Create a new storage repository that will guest our vservers.

ORACLE" VM Manager

Health Servers and VMs Repositories |

@® show My Repositories
L) Show All Repaositories .
Q@
- |3] |[Repositorie
Create New Repository...
Insert the following informations, choose :
“Repository Location” : Network File Server
“Network File System”: filesystem with a size of at least 80gb
(@, Create a Repository
@ Repostiory Information * Repository Name:  repo0l
} * Repository Location: @ Network File Server () Physical Disk
|| Present to Servers
* Network File System: Q
Share Path:
Description

Cancel MNext

Import the “Oracle VM Template” Oracle Linux 6.5 x86-64

a) Toimport an Oracle VM Template proceed as shown in the following picture:

ORACLE" VM Manager

Health Servers and VM s Repositories Networking Storage Tools and Resources
o L : .
@ show My Repositories View 4 ¥ %
) Show All Repositories . Name : —— = A7 |Domain
e Mo data to dis Impo emplate...
1 aA@ e e
v [B] Repositories
v @, nfsrepo0l

[ Assemblies
3 1s0s

You can download this template at http://edelivery.oracle.com
To import an Oracle VM Template you have to supply an http/https/ftp URL:
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To import a multi-file VM template, enter each template
Iil Import VM Template component URL on a new line. All URLs provided must
be associated with the same VM template. The

following URL protocol rted: hitp, hitps, and
Import VM Template to Repository: nfsrepo01 fﬁlowmg protocols are supported: http, hitps, an

*VM Template URLs:

Proxy:

Cancel OK

Modify the network configuration

Each “Oracle VM Server” has three network-interfaces; their role will be:

e ethO = network dedicated to Network Management, Live Migrate, Cluster Heartbeat roles and Virtual-
Machine public-Network.

e ethl = network dedicated to guest intracluster Network
e eth2 = network dedicated to guest internet-access Network ( DHCP )

a) On the “Networking” Tab, edit the “default” network and add the role “Virtual Machine”

ORACLE" VM Manager

Health Servers and VMs Repositories Networking Storage Tools and Resources Jobs
< Networks I VLAN Interfaces. | virual NICs
view- | #(2R &, Edit Network
Name a7 |ID g‘;’:;”:e‘“’“”‘ | Configuration Ports VLAN Interfaces
I
92.168.56.0 c0ag3800 1D: c0aB3800
* Name: 192.168.56.0 * Network Uses: g Management
Description [& Live Migrate

[&F Cluster Heartbeat

[§ Virtual Machine

[] Storage

Rows Selected 1

Cancel 0K

@ Job summary: D 0Totaldobs @0 Pencing [0 nProgn
Description |status |Pro

b) Create a new network named “Intracluster” and assign NICs “eth1” to it.
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Configuration Ports VLAN Interfaces

1D: 100a266che
* Name: intracluster * Network Uses: [ Management
Description: [T Live Migrate

[] Cluster Heartbeat
[ Virtual Machine

[ Storage
Ports VLAN Interfaces
View. 4 /R
PertMame |Server |[MTU  |pddressitrg,  |IP Address Mask |Bonding

ethl on ovs02.0. Y ovs0Z2.0owlocal 1500 Mone Mo
thl on ovs0l.o,4 ovsOl.oowlocal 1500 Mone Mo

c) Create a new network named “Internet” and assign NICs “eth2” to it.

Configuration Ports VLAN Interfaces

D: 103c790e25
* Name: internet * Metwork Uses: ] Management
Description: [ Live Migrate

["] Cluster Heartbeat
[& Virtual Machine

] Storage
Configuration Ports VLAN Interfaces
view- & 2 R
Pogtasm |server IMTU  |&ddressing™, | IP Address Mask |Bonding
eth2 on ovs0l.0..NovsOl.oowlocal 1500 Dynamic 10.0.4.15 255.255.255.0 No
th2 on ovs02.0.,/0vs02.0owlocal 1500 Dynamic 10.0.4.15 255.255.255.0 No

Create three new guest(s) servers
e vdbOl.oow.local = node(1) of the Oracle Clusterware
e vdb02.0ow.local = node(2) of the Oracle Clusterware
e Ivtest.oow.local = spare-node dedicated to live-migration test(s).
To create these new three guests you can use the Oracle VM Templated imported in the steps before.

Here the guest(s) details:

vdb0l.oow.local

Processors: 2

Max Processors: 2

Memory: 2560 MB

Max Memory: 2560 MB

Disk(s): default OS disk of 13GB, one more local virtual-disk of 15GB
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Network: first NIC network “192.168.56.0”, second NIC network “intracluster”, third NIC network “internet”.
vdb02.0ow.local

Processors: 2

Max Processors: 2

Memory: 2560 MB

Max Memory: 2560 MB

Disk(s): default OS disk of 13GB, one more local virtual-disk of 15GB

Network: first NIC network “192.168.56.0”, second NIC network “intracluster”, third NIC network “internet”.

lvtest.oow.local

Processors: 1

Max Processors: 1

Memory: 256 MB

Max Memory: 256 MB

Disk(s): default OS disk of 13GB

Network: first NIC network “192.168.56.0”, third NIC network “internet”.

Create additional virtual-disks that will be dedicated to Oracle Clusterware; on the “Repository” tab, expand your
repository, choose “Virtual Disks” and add two new virtual-disks like in the example below:

ORACLE VM Manager

Health Servers and VMs Repositories Networking Storage Tools and Resources

® show My Repositories | View ~ @&l 7 K

) Show All Repositories = Name sl emdsesm | May (GIB)  [Shareable

¢ Q@ & cluster_act Create Virtual Disk... 15.0 Yes

- [= cluster_quorum Wid st 6.0 Yes

v [3)_Repositories I 05_Ivtest 6.5 13.0 No

7 @, nisrepo0l &> 0s_vdb0l 130 12.0 No

0 Assemblies I 0s_vdh02 7.39 13.0 No

3 1s0s [> sw_cluster_vdb0l1 14.36 15.0 No

[ VM Files [= sw_cluster_vdb02 12,55 150 Mo

Add one shared disk of 6 GB named “cluster_quorum” with the following details:

op Create Virtual Disk

Create Virtual Disk in Re

Virtual Disk Na
Size (GIB):
Description:

fie: |cluster_guorum
6.0

Shareable:
Allocation Type: Sparse Allocation |

Cancel OK
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Add one shared disk of 15 GB named “cluster_acfs” with the following details:

o Create Virtual Disk

Create Virtual Disk in Repository: nfsrepo0l

Wirtual Disk
Size (GIB):
Description:

ame: | cluster_acfs
15.0

Shareable:

Allocation Type: Sparse Allocation j

Cancel OK

Present these two shared virtual disks to both vdb0(x) guests; select “Server and VMs” tab, expand and select
your pool, select “Virtual Machine” perspective and edit both vdb01/vdb02 guests:

ORACLE" VM Manager

m Servers and VMs Repositories Networking Storage Tools and Resources
[
BRES 2 Q@ View + | Perspective:XTVirtial MACHINES Ep A B
7 [F8) Server Pools |Name 4 |Status  |Tag(s) |EventSeverity |Server |

oowlocal

Stopped Informational  ovs0l.oowlocal
Stopped Informational  ows0l.oowlocal
Atopped Informational  ovs0l.oowlocal

B8 Compooloomlocal™ > ue
MR ovsOT.oowlocal ¢ vdb0l.0owlocal
Hi ovs02.cowlocal e vdb02.00w.local

[[f] Unassigned Servers

[ Unassigned Virtual Machines

Select and edit guest named “vdb0l.oow.local™

o Edit Virtual Machine db01.oow.localy
Configuration Networks: Disks Boot Order Tags

Slot  |Disk Type [Name |size (GiB) |Actions |
Virual Disk x| o0s_vdbol 13.0 aQ 4+ 72 R H
1 Vifual Disk  =| sw_cluster_vdb01 15.0 Q ¢ 2 X
2 Virual Disk  =| uster_guorum Q 4+ 2 X
3 Virual Disk  »| \gluster_acfs Q 3+ 72 R
4 Empty E|
5 Empty =]
5 Empiy £
7 Empty E|
8 Empty =]
] Empty =]
10 Empty =
11 Empty =l
12 Empty Bl
13 Empty =l
(@ Note: Existing CD/DVD disks will be mounted as virtual disks when changing to a PYM guest.
Cancel 05'
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Select and edit guest named “vdb02.0ow.local”:

o Edit Virtual Machi
Disks Boot Order Tags
siot  |Disk Type |Name |size (GiB) |Actions |
VitualDisk  »| os_vabo2 130 a & 2 R H
1 Vinual Disk  ¥| sw_cluster vab02 15.0 Q ¢ 72 X
2 Virtual Disk x| /Tluster_guorum 6 Q 4+ 72 K
3 Virtual Disk x|\ cluster_acfs Q 4 72 X
o ey
5 Empty =l
6 Empty ]
7 Empty =
s [Emy
s [Emy o
10 Empty =l
11 Empty |
12 Empty |
13 Empty |
@ Note: Existing CD/DVD disks will be mounted as virtual disks when changing to a PVYM guest.
Cancel OK .

Start all the guests and supply the first configuration by “Oracle VM Guest console”.

View ~ | Perspective: | Virtual Machines A ZXEEEBH 20D EE R TR E
[Name 4~ |Status  |Tag(s) |EventSeverity [Server ""ax. Memory (MB)|Memory (MB)  [Max. Processors
= Wtestoowlocal Running Informational  ovsol.oowl Start 256 256 1
[= vdb0l.oowlocal Running Informational  ovs0l.cowlocal 2560 2560 2
u vdb02.00wlocal  Stopped Informational  ovs0l.cowlocal 1800 1800 2

Open the console of each guest.

View » | Perspective: | Virtual Machines | 2R P mﬂl 208 E H B @
~ |Name 4~ |Status  |Tag(s) |Event Severity |Server |Max. Meman MR Memary (MB) |Max. Processors
2 vtestoowlocal  Running Informational  ovsOl.cowlocal 2| Launch Console B 1
= wdb0l.oowlocal Running Informational  ovs0l.cowlocal 25 60 2
= vdb02.00wlocal  Stopped Informational  ovs0l.oowlocal 1800 1800 2
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vdb0l.oow.local details:

Hostname: vdb01.oow.local

Network device to configure: ethO

Activate interface on system boot: yes

Boot protocol: static

IP address for the interface: 192.168.56.204

Netmask of the interface: 255.255.255.0

Gateway IP address: 192.168.56.1

DNS servers separated by comma: 8.8.8.8,192.168.56.1

System Root Password: < password containing uppercase, minorcase and at least one number > ex SimonCoterl

Connected (encrypted) to: Ivtest.oow.local Cirl | A Ctri-Alt-Del

sboot: clean, 56-129824 files, 112569-524288 blocks
[ 1
Remounting root filesystem in read-write mode: EXT4-fs (xwda2): re-mounted. Opts: (null)
[ 1
Mounting local filesystems: EXT4-fz (xwdal): mounted filesystem with ordered data mode. Opts: (null
)]
[ 1
Enabling local filesystem gquotas: [ 1
Enabling ~etcsfstab swaps: Adding 1571836k swap on sdevsxuda3. Priority:-1 extents:1 across:157183
bk 33
[ 1
Entering non-interactive startup
kelcome to Server
Starting udev: [
Setting hostname lvtest.oow.local: [
Setting up Logical Uolume Management: No wvolume groups found
[
Checking filesystems
»: clean, 88225-684288 files, 1868547-2683584 blocks
+boot: recovering journal
sboot: clean, 56,129824 files, 112569-524288 blocks

Remounting root filesystem in read-write mode:

Mounting local filesystems:

Enabling local filesystem guotas:

Enabling ~etcsfstab swaps:

Entering non-interactive startup

Starting OUM template configure: network: System host name, e.g., "localhost.localdomain”.:
ouw. local

network: Network device to configure, e.g., "ethB”.: ethd

network: Activate interface on system boot: yes or no.: yes

network: Boot protocol: dhcp or static.: static

network: IP address of the interface.: 192.168.56.284

network: Metmask of the interface.: 255.255.255.8

network: Gateway IF address.: 192.168.56.1

network: DNS servers separated by comma, e.g., "8.8.8.8,8.8.4.4".: 8.8.8.8,192.168.56.1
authentication: System root password.:
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vdb02.0ow.local details:

Hostname: vdb02.oow.local

Network device to configure: ethO

Activate interface on system boot: yes

Boot protocol: static

IP address for the interface: 192.168.56.205

Netmask of the interface: 255.255.255.0

Gateway IP address: 192.168.56.1

DNS servers separated by comma: 8.8.8.8,192.168.56.1

System Root Password: < password containing uppercase, minorcase and at least one number > ex SimonCoterl

Connected (encrypted) to: vtest.oow local cil | A Ciri-Alt-Del

sboot: clean, 56-129824 files, 112569,524288 blocks
[ 1
Remounting root filesystem in read-write mode: EXT4-fs (xwdad): re-mounted. Opts: (null)
[ 1
Mounting local filesystems: EXT4-fs (xwdal): mounted filesystem with ordered data mode. Opts: (null
)]
[ 1
Enabling local filesystem guotas: [ 1
Enabling ~setcsfstab swaps: fAdding 1571836k swap on sdevsxwda3. Priority:-1 extents:1 across:157183
bk S8
[ 1
Entering non-interactive startup
Welcome to Server
Starting udev: [
Setting hostname lvtest.oow.local: L
Setting up Logical Uolume Management: No volume groups found

Checking filesystems

<! clean, 8822Z5-684288 files, 1868545-2883584 blocks
sboot: recovering journal

sboot: clean, 56-129824 files, 112569-524288 blocks

Remounting root filesystem in read-write mode:

Mounting local filesystems:

Enabling local filesystem guotas:

Enabling setcsfstab swaps:

Entering non-interactive startup

Starting OUM template conf igure: network: System host name, e.g., "localhost.localdomain™.:
ow. local

network: Network device to configure, e.g., "eth@”.: eth@

network: Activate interface on system boot: yes or no.: yes

network: Boot protocol: dhep or static.: static

network: IP address of the interface.: 192.168.56.2085

network: Hetmask of the interface.: £55.255.255.8

network: Gateway IP address.: 19Z2.168.56.1

network: DNS servers separated by comma, e.g., "8.8.8.8,8.8.4.4".: 6.8.8.8,192.168.56.1
authentication: System root password.:
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lvtest.oow.local details:

Hostname:lvtest.oow.local

Network device to configure: ethO

Activate interface on system boot: yes

Boot protocol: static

IP address for the interface: 192.168.56.211

Netmask of the interface: 255.255.255.0

Gateway IP address: 192.168.56.1

DNS servers separated by comma: 8.8.8.8,192.168.56.1

System Root Password: < password containing uppercase, minorcase and at least one number > ex SimonCoterl

Connected (encrypted) to: vtest.oow local cir | A Ciri-All-Del

sboot: clean, 56,129824 files, 112569,524Z88 blocks
[ 1
Remounting root filesystem in read-write mode: EXT4-fs (osdaZ): re-mounted. Opts: (null)
[ 1
Mounting local filesystems: EXT4-f= (xudal): mounted filesystem with ordered data mode. Opts: (null
)
[ 1
Enabling local filesystem gquotas: [ 1
Enabling retc/fstab swaps: Adding 1571836k swap on sdevrxwda3. Priority:-1 extents:1 across:157183
bk 33
[ 1
Entering non-interactive startup
Welcome to Server
Starting udev: [
Setting hostname lutest.oow.local: [
Setting up Logical Uolume Management: Mo volume groups found
[
Checking filesystems
»: clean, 88225-684288 files, 1868558.-2883584 blocks
sboot: recovering journal
sboot: clean, 56,129824 files, 112569,524Z88 blocks

Remounting root filesystem in read-write mode:

Mounting local filesystems:

Enabling local filesystem gquotas:

Enabling retcs/fstab swaps:

Entering non-interactive startup

Starting OUM template configure: network: System host name, e.g., "localhost.localdomain”.: lutest.
oow. local

network: Network device to configure, e.g., “eth8".: eth@

network: Activate interface on system boot: yes or no.: yes

network: Boot protocol: dhep or static.: static

network: IP address of the interface.: 19Z2.168.56.211

network: Netmask of the interface.: 255.255.255.8

network: Gateway IP address.: 192.168.56.1

network: DNS servers separated by comma, e.g., "8.8.8.8,8.8.4.4".: 8.8.8.8,192.168.56.1
authentication: System root password.:
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Connect to guests “vdb01.oow.local” and “vdb02.00ow.local” and apply following changes:
Network

vdb0l.oow.local
Under path “/etc/sysconfig/network-scripts” create the following files:

Ifcfg-ethl

B
NETMASK=255.255.255.0
IPADDR=172.28.28.1
BOOTPROTO=static
ONBOOT=yes
NM_CONTROLLED=no
DEVICE=ethl
IPV6INIT=no

Ifcfg-eth2

I
DNS2=8.8.8.8
DNS1=192.168.56.1
BOOTPROTO=dhcp
ONBOOT=yes
NM_CONTROLLED=no
DEVICE=eth2
IPV6INIT=no

After that execute the following comnand:
# nohup service network restart &

and verify that all ip addresses are up and running.

vdb02.oow.local
Under path “/etc/sysconfig/network-scripts” create the following files:

Ifcfg-ethl

HHHHEHHHE
NETMASK=255.255.255.0
IPADDR=172.28.28.2
BOOTPROTO=static
ONBOOT=yes
NM_CONTROLLED=no
DEVICE=ethl
IPV6INIT=no

Ifcfg-eth2

BB
DNS2=8.8.8.8
DNS1=192.168.56.1
BOOTPROTO=dhcp
ONBOOT=yes
NM_CONTROLLED=no
DEVICE=eth2
IPV6INIT=no

After that execute the following comnand:
# nohup service network restart &

and verify that all ip addresses are up and running.
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Add the following entries in “/etc/hosts” of both nodes:

# vm guest ip addresses

192.168.56.204 vdb01.oow.local vdb01
192.168.56.205 vdb02.oow.local vdb02
192.168.56.206 vdb01-vip.oow.local vdbO1-vip
192.168.56.207 vdb02-vip.oow.local  vdb02-vip
192.168.56.208 vdb-scan.oow.local  vdb-scan
192.168.56.210 mysql.oow.local mysq|
192.168.56.211 Ivtest.oow.local Ivtest

# host ip addresses

192.168.56.200 ovmm.oow.local ovmm
192.168.56.201 ovs01.oow.local ovsO1l
192.168.56.202 ovs02.oow.local ovs02
192.168.56.202 ovmpool.oow.local ovmpool

Packages

Execute on both nodes ( vdb01 and vdb02 ) the following command***:
# yum install oracle-rdbms-server-12cR1-preinstall oracleasm-support -y

*** your laptop need an internet connection to allow both guests download that packages.

Selinux and firewall (iptables )

On both nodes ( vdb01 and vdb02 ):

o Verify or edit the file “/etc/selinux/config” and verify that its flag is set, at least, as
“permissive”.

e Stop and disable “iptables” service with the following commands:
# service iptables stop
# chkconfig iptables off

NTPD configuration

Edit on both nodes (vdb01 and vdb02) the file “/etc/sysconfig/ntpd” and add the option “-x:
OPTIONS="-x -u ntp:ntp -p /var/run/ntpd.pid"

Restart ntpd service:
# service ntpd restart

Create filesystem /u01 on both nodes (vdb01 and vdb02)

The filesystem will be created on the second local-disk of 15 GB size, with the following commands:

fdisk /dev/xvdbl ( options => n, p, 1, <return>, <return>)
mkfs.ext4 /dev/xvdbl

Mount filesystem “/u01” on both nodes ( vdb01 and vdb02 )

Edit file “/etc/fstab” and insert the following line:
/dev/xvdbl /u01 ext4 defaults 00
Mount the filesystem and verify that it's mounted:

# mount —a
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#df =k
Output example of “df —k”:

[root@vdb01 ~]# df -k

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/xvda2 11362480 4207728 6593872 39% /

tmpfs 8388608 647796 7740812 8% /dev/shm
/dev/xvdal 508004 100015 386090 21% /boot
/dev/xvdb1l 15480816 10597608 4096828 73% /u01

Prepare “oracleasm” disks to be used by Oracle Clusterware

As “root” on first server (vdb01) execute:

# fdisk /dev/xvdcl (options n, p, 1, <return>, <return>)
# fdisk /dev/xvdd1l ( options n, p, 1, <return>, <return>)
# oracleasm createdisk CLUSTERO1 /dev/xvdcl

# oracleasm createdisk ACFSMYSQLO1 /dev/xvdd1

As “root” on second server (vdb02) execute:
# partprobe /dev/xvdc

# partprobe /dev/xvdd

# oracleasm scandisks

Check on both nodes the output of the command “oracleasm listdisks”:

sks

ACFSMYSQLO1

CLUSTER®1
[root@vdbOl ~]# |}

Set pasword for user “oracle” on nodes “vdb01” and “vdb02”.

On both nodes, as “root” execute:
# passwd oracle
* choose “oracle” as default password

Environment files
As “oracle” user edit the file “/home/oracle/.bash_profile” and add the following envs:

I

vdbOl.oow.local

HHAHHHHHAHTHT

# User specific environment and startup programs
ORACLE_HOME=/u01/cluster/12.1.0/grid
ORACLE_BASE=/u01/apploracle

ORACLE_SID=+ASM1

XAG_HOME=/u01/cluster/12.1.0/xag
PATH=$XAG_HOME/bin:$3ORACLE_HOME/bin:$PATH:$HOME/bin

export ORACLE_BASE ORACLE_HOME ORACLE_SID PATH

A
vdb02.0ow.local
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HHHHEHHHHEH

# User specific environment and startup programs
ORACLE_HOME=/u01/cluster/12.1.0/grid
ORACLE_BASE=/u01/apploracle

ORACLE_SID=+ASM2

XAG_HOME=/u01/cluster/12.1.0/xag
PATH=$XAG_HOME/bin:$ORACLE_HOME/bin:$PATH:$HOME/bin

export ORACLE_BASE ORACLE_HOME ORACLE_SID PATH

By “Oracle VM Manager” reboot your guests and verify that every change ( network, filesystem, firewall, etc ) is
correctly working.

View » | Perspective: | Virtual Machines A 2 X P | m&@k’ &I 8 B R E
[Name 4 |Status  |Tag(s) |EventSeverity |Server [Max. Men R " flemory (MB)  |Max. Processor
[ Ivtest.oowlocal Running Informational  ovsOl.oowlocal 256 Bl 56 1
2 vdb0l.0owlocal  Running Informational  ovsOl.cowlocal 2560 2560 2
[= vdb02.00wlocal  Stopped Informational  owsOl.oowlocal 1800 1800 2

Download from your laptop the software(s) at the following URL:
http://www.oracle.com/technetwork/database/database-technologies/clusterware/downloads/index.html
Download Oracle Grid Infrastructure Rel. 12.1.0.1

Download Oracle Grid Infrastructure Standalone Agents

And put the software on your virtual-guest “vdb01.oow.local”.

Install Oracle Grid Infrastructure 12c on nodes “vdb01.oow.local” and “vdb02.oow.local”

To install you need a graphical interface; to do that execute the following steps.
1. Install a vnc-server on your server “vdb01.oow.local”.
# yum install xorg-x11-utils.x86_64 xorg-x11-server-Xorg.x86_64 xorg-x11-server-utils.x86_64 -y
# yum install tigervnc-server.x86_64 -y
2. Start a vnc-server as user “oracle” and supply a vnc-password.
#vcnserver @1
3. Connect, from your laptop, to your vnc-session
vncviewer 192.168.56.204:1
Unzip the software downloaded, change directory to the software install path and execute

# /runinstaller

1. Select the "Skip software updates" option, then click the "Next" button.
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| (& Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 1 of 10

- O X
ORACLE'
| Download Software Updates i ————— c
‘ X GRID INFRASTRUCTURE
D load software upd for this in Software upd: consist of recommended updates to

)T\IDEIMBELQ.D_QRM.D.

T Software Updates
|

I

7

¢ o
e

the installer system requirement checks, PatchSet Updates (FSUs), and other recommended patches,
Select one of 1he following optians:

() Use My Oracle Suppor credentials for downioad

() Use pre-downl

ded softwars

() Skip software updastes

| Caee

et > | [ cancer | |

2. Select the "Install and Configure Oracle Grid Infrastructure for a Cluster".

| (4 Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 2 of 10 ¢

| ORACLE' |

| Select Installation Qption e S 15k s 2 c
& GRID INFRASTRUCTURE ‘

sonuare Undates
Installation Option

Lluster Tvpe
r F

e

~

()

Install and Conflgure Oracle Grid Infrastructure for a Cluster

) Install and Configure Oracle Grd Infrastructure for a Standalone Server

7

 Upgrade Oracle Grid infrastructure or Oracle Automatic Storage Management

:. Install Oracle Crid Infrastructure Softuare Only.

< Back I Nex1 > I Cancel ‘

3. Accept the "Configure a Standard cluster" option by clicking the "Next" button.
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4.

Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 3 of 10 = B %

‘ ORACLE’
| Select Cluster Type { = oo c
| A GRID INFRASTRUCTURE
Softuare Ungates Choose the type of cluster required.
$ Ins1allation Qption (%) Configure a Standard cluster
\r Cluster Type Choose 1his option to conflgure 2 group of servers Into a single cluster.
Ins1allation Type () Configure a Flex cluster
A :
Flex clusters are highly scalable clusters in which zervers can be assigned specific roles to satisfy
I database or application functions.
[
|

| [ e | Nex1>| astall | [ cancet ] |

Select the "Typical Installation" option, then click the "Next" button.

Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 4 of 10

- 0 X
| i ORACLE’ c
Select Installation Type 3 o
A GRID INFRASTRUCTURE
Softuare Upgates (5) Typlcal Instaliation
1 opt Perfarm a full grid infrastructure installation with bazic configuration
Clusier Type () Advanced Installation
Installation Type Allows acvanced configuration options such as alternative storage choices, additional nevaorking

{ flexibilty, integration wath IPK1.
Cluster Configyration

o
o
=]
¥
|

[,

Help | < Back Nex1>| astal | [ cancet ] |
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5. Onthe "Specify Cluster Configuration" screen, enter the correct SCAN Name and click the "Add"
button to add the second node information.
| (2 “oracle Grid Vlrrrlf‘ra"siiru&ure - VSe-trtivnvgv vl;lp Grid lr;frasfrﬁciufe - VSterpr 50f10 - 0 %
ORACLE ‘
Specify Cluster Configuration P e ¢
GRID INFRASTRUCTURE
/T\ Softuare Undates Specify basic configuration information for the grid infrastructure,
/T'\ Inztallation Qptan SCANMame: ydb-scan.oow.local
’T\ : Public Hostname | Virtual Hostname ’
| ,I\ Installation Type vdb01.oow.local vdb01-vip.cow.local
| ‘T Cluster Configuration
F— :
Install Lacations
s
v
{ SSH gonn::tiuity... ] Use Cluster Conffgura(iun File... ] [ Add .. J Edit. . J{ g.emcwej
| Identify network interfaces... ]
[ B | | =pack || pexi> l - | cancel

Enter the details of the second node in the cluster, then click the "OK" button.

: L] Add Cluster Node Information

Specify the name for the public host name. If you want 1o configure virtual host
name manually, then you will be prompted for the virtual IP address.

. : e :
Public Hosthame: |vdb02.oow.local ]

Yirtual Hostname: §vdb02-vip.oow.local I

l OK ” Cancel ]

Click the "SSH Connectivity..." button and enter the password for the "oracle" user. Click the "Setup"
button to configure SSH connectivity, and the "Test" button to test it once it is complete.

Click the "Identify network interfaces..." button and check the public and private networks are specified

correctly. Remember to mark the NAT interface as "Do Not Use". Once everything is good, click the
"OK" button and the "Next" button on the previous screen.
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3 Identify Network Interfaces

=
Private interfaces are used by Cracle Crid Infrastructure for internode traffic.
Interface Hame | Subnet | Use for
eth 192.168.56.0 [Public bt
sthl 172.28.28.0 |Private hed|
10.0.0.0 [Do Mot Use -

9. Enter "/u0l/cluster/12.1.0.1/grid" as the software location and "Automatic Storage Manager" as the

cluster registry storage type. Enter the ASM password (oracle), select "dba" as the group and click the
"Next" button.

(& “Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 6 of 10 -0 x

‘ ORACLE’ ‘

| Specify Install Locations 5Nt R c
GRID INFRASTRUCTURE

Specify locations Tor Oracle base, where 1o install the software, whers 10 place the Oracle Cluster
Reqistry {OCR), and which operating system group should be given the administrative privileges
(SYSASM) for Oracle Automatic S1orage Management.

Oracle Base: [u01/apploracie [v [ Browse.. ]
Software Location: I/uoliclusterlli.l.olgﬁd lﬂ Browse... x
i Install Locatlons
T —a Cluster Registry Storage Type: |0ra:l= Automatic Storage Management 'J

] E E —EE_EE

SYSASM Passanrd: [oracle ]
Confirm Password: oracle |
OSASM group: dbs >

| [t | | <pack || mexi» | astall | [ Cancel

10. Set the redundancy to "External”, click the "Change Discovery Path" button and set the path to
"/dev/oracleasm/disks/*". Return the main screen and select the disk named “CLUSTERO01".
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Create ASM Disk Group

| (& Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 7 of 13

e e 12°

GRID INFRASTRUCTURE

Create ASM DisK Group

|

Qi

Select Disk Group characteristics and select disks

Y iR ———
Disk group name { (CLUSTERDG )

Redundancy {J High () Normal (3) External

Allocation Linit Size 1 w| ME
Add Disks

(2) Candidate Disks ) All Disks

Jdevioracleasm/disks/CLUSTEROL
Jdevforacleasm/disks/ACFSMYSQLO1

[v
14

150001

6000 Oy

andidate

Status
didzte

Change Discayery Path...

Help |

11. Accept the default inventory directory by clicking the "Next" button.

(2 Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 8 of 13 =
ORACLE’
Create Inventory - 4 e e c
, S GRID INFRASTRUCTURE

Cancel )

Create Inventory

HE«%EEE%EE

“You are s1arting your first installation on this host. Specify a directory for installation metadata files (for
example, install log files). This directory is called the “inventory directany, The installer automatically
Sets up subdirectories for each product 10 conain inventory data. The subdirectory for each product
typically requires 150 kilobytes of disk space.

Inventary Directory: | funl/app/oramentory | [Browse.. |

Members of the following cperating system group (1he primary group) will have write permission ta the
inwentory directory (oralnventory).

oralnventory Group hlame: oinstall

< Back Next > ] aseall | | Cancel

12. Select to run “root scripts” manually and click the "Next" button.
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=

Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 9 of 13 -3 %

3 : : < ORACLE’ c
Root script execution configuration = ————
GRID INFRASTRUCTURE

L, Root script execution

”’E E%EE EEEE

While configuring the sofiware, cenain operations have 10 be performed s "root” user. You can choose

to hawe the Installer perform these operations avtomaticalty by specifying inputs for one of the options

belows

| Automatically run configuration scripts

Heip |

13. Wait while the prerequisite checks complete. If you have any issues, either fix them or check the "Ignore
All" checkbox and click the "Next" button. It is likely the "Physical Memory" and "Device Checks for

Nea> | sl | [ cancen

ASM" and “Swap Size” tests will fail for this type of installation.

& Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 10 of 13 -8 x
ORACLE
Perform Prerequisite Checks i = o s e c
f GRID INFRASTRUCTURE

it

( a:—(—‘-( B e e e e

( Verification Result |

Some of the minimum requirem ents for installation are not completed. Review and Tix the issues listedin

the following table, and recheck the system.

-| 3 Node ~ [V lanore Al

- Checks Status | Fixable
Checks

Device Checks for ASM

Ignored No

This is a prerequisite condition to test whether the system haz at least 405 (4194304.0K6) of total
prysical memory. {more getallsl

CheckFalled on Nodes: [ol6-121-rac2, ol6-121-racl]

Help |

< Back l Nesit > l astall Cancel
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14. If you are happy with the summary information, click the "Install" button.

|2 Oracle Grid Infrastructure - Settmg up Grid Infrastructure - Step 11 of 13

Summary Y ORACLE 1zc

| & GRID INFRASTRUCTURE
i Softuare Undates = Oracle Grid Infrastructure | &)
1 nsallation Cptian = Global Settings
- Disk Space: required §.9 GE available 20.99 CE [Edit]

/T\ ST - Install Option: Install and Configure Oracle Crid Infrastructure for a Cluster [Edit]

/T\ mzallatian Teps. - Oracle base for Oracle Crid Infraztructure: juDL/app foracle [Edit]

T Clysier Conflquration -~ Grid home: fuDi/app#12.1.0 1/arid [Edit]

o Insiall Locations - Source Location: /mediafsf_12.1 0.1 /grid/finstallf fstage/products xml

T c ASH DISK G - Privileged Operating System Groups: dba (0SDB&), dba (OSOPER), dba (OSASM) [Edit]

T - Root script execution canfigurstion: Manual configuration [Edit]

T A S leriony = Inventory information
/‘r\ HO0LSE0L1 2 IUInn Irventory location: full/sppforalmventory [Edit]

T Erereguisite Checks Central inventory {orslnventory) group: oinstall [Edit]

e summary = Grid Infrastructure Settings

i Anetall pre - Cluster Type: Standard [Edit]

|

- Cluster Name: ol6-121-scan [Edit]
- Mades: [0l6-121-racl, al6-121-rac2] [Edit]
Single Client Access Name (SCARN): ol6-121-scan [Edit]
- SCAN Port: 1521 [Edit]
- Public interface(z) ethl [Edit]
-~ Private Interface(s) eth2 [Edit]
- Canfigure Grid Infrastructure Management Repasitory: false

v
| Sawve Response Flle...

15. When prompted, run the configuration scripts on each node.

lﬁ] Execute Configuration scripts % |

The following configuration Scripts need to be executed as the “root” user in each new
cluster node. Each script in the list below is followed by a list of nodes.

Scripts 1o be executed:

Number | Script Location Nodes
1 fu0lfappjoralnventony/orainstRoot.sh vdb01.oow.local, vdb02.0ow.local
2 /u01/appicluster/12.1.0/grid/root.sh vdb01.0ow.local, vdb02.0ow.local

«

[ Dl

To execute the configuration scripts:
1. Open a terminal winclow
2. Log in as "root*
3. Run the scripts in each cluster node
4, Return to this window and click *OK" ta continue

Run the script on the local node first. After successful completion, you can run the script in
parallel on all the other nodes,
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Install Oracle Grid Infrastructure standalone Agents on clustered nodes

1. Connect on node “vdb0l.0ow.local” and unzip “xagpack_5.zip” file under a temporary directory
2. As“oracle” user create the directory that will guest “Standalone Agents” on both nodes:

# mkdir $XAG_HOME
3. Install on the cluster the “standalone Agents” :

# cd <xag_unzipped_folder>

# .Ixagsetup.sh --install --directory $XAG_HOME --nodes vdb0l.oow.local, vdb02.0ow.local

LO]X]

Terminal - eracle@vdbO1:/tmp/xag

@vdb0l xagl$ pwd
db@1 xagl]$ ./xagsetup.sh
--install --directory <installdir> [{--nodes <nodel,node2[,...]> | --all_nodes}]

tall [--force] [{--noc odel,node2[,...]> | --all_nodes}]
gsetup and its options

P
@vdb@l xagl$ ./xagsetup.sh --install --directory $XAG HOME --nodes vdb®1.oow.local,vdb02.oow.local []

Download and install Oracle MySQL 5.6 Community Edition

1. Download and install “Oracle MySQL yum repository” configuration rpm ( you need an Oracle Web
Account ) at the following link:

http://dev.mysgl.com/downloads/file.php?id=450542

2. Install the Yum configuration file for Oracle MySQL 5.6 on both nodes ( vdb01 and vdb02 ):
#rpm —ihv mysql-community-release-el6-5.noarch.rpm

3. Install “MySQL” and “rpm packages” on both clustered nodes ( vdb01 and vdb02 ) that will be used for
the web-app.

# yum install httpd httpd-tools php php-mysql php-gd mysql-server php-xml mysql -y
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Create ASM Clustered Filesystem (ACFS) for application-tier

1. Connect to the vnc session opened with “oracle” account.
#vncviewer 192.168.56.201:1

2. Launch command “asmca” ASM Creation Assistant.
#asmca

3. Create a new diskgroup named “ACFSMYSQLDG” using the 15 GB disk named “ACFSMYSQL01”

rASM Instances r Dizk Croups r\folumes rASM Cluster File Systems |

fou cah choose to create a new disk group or add disks to an existing disk group. To create dynamic wolumes, you need disk
groups with 11.2 ASM compatibility or higher.
Tip: To perform operations on a disk group, right mouse click on the row.

Disk Croups

Disk-Growplame  |SieeGE)  |Free (GB)  |Usable (GB) | Redundancy State |

(ACFSMYSQLDG) %o;y 0.15 0.15 EXTERM MOLUNTED(] of 1)
i 6. 571 5.71 EXTERN MOUNTED(1 of 1)

[ Create ] I Maunt All ” Dizmount All

4. Create a new Volume of 14.75 GB named “VOLMYSQL" using the diskgroup created at step #3

rASM Instances |/Disk Croups |/\u’0|umes |/ASM Cluster File Systems |

ASM volumes are typically formatted with ASM Cluster File System (ACFS). ACFS can be used to store files such as Executables,
Oracle Diagnostic files, Application configuration files, etc. To create an ASM Cluster File System, you need to create an ASh
Walume first.

Tip: To perform operations on avolume, right mouse click on the rowe
Wolumes

ﬂﬁl’ume\h’olume Device LBTER_Grou;_:T"\ |State |Usage Moaount Paint |Size (C

WOLMYSOL J fdevfasmfvolmysgl-19 CFaMYSOLDG /| ENABLED(L of 1) 14.75

/]

[ Create || Enable Al | | Disable Al
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5. Create a new ACFS clustered filesystem with the following details

Creating the &5M Cluster File System creates the on-disk structure. Use Cluster File Sy stem for Oracle Databasze
home ar datafilez. Mode Local File System can be used to store Oracle Diagnostic Files, Application Files etc.

Tip: Choaoze an exizting wolume dewice or create a newwolume by chaozing Create Wolume in the Valumes tab.

Type of ACFS [Cluster File System "|

Maunt Paint |er}r5q| | I Browyse ]

Auto Mount

Maount Cptions | |

User Mame |oracle |
Group Name [ dba |
Description | |
Select Valume  [VOLMYSQL v

[ Ok, H Show Command H Cancel H Help ]

Apply custom changes to the environment for the future resource clustering

Execute the following commands as “root™:

Node “vdbOl.oow.local”

# mv /etc/httpd /mysql

#In —s /mysql/httpd /etc/httpd

# mv /etc/my.cnf /mysql

#In —s /mysql/my.cnf /etc/my.cnf

Node “vdb02.oow.local”

# mv /etc/httpd /etc/httpd.old

#In —s /mysql/httpd /etc/httpd

# mv /etc/my.cnf /etc/my.cnf.old

#In —=s /Imysql/my.cnf /etc/my.cnf

On node “vdb01.oow.local” create a demo MySQL database
# mysgladmin —u root —p create myapp

Nb: verify that the service “mysqld” had been started, otherwise start it.
# service mysqld status

# service mysqld start ( if not already started )
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On node “vdb01.oow.local” install a demo web-app

1. Log into MySQL monitor:
# mysql -u root —p

2. Create the wiki user:
# CREATE USER 'wiki'@'localhost' IDENTIFIED BY 'wiki';

3. Create MySQL database dedicated to mediawiki.
# CREATE DATABASE myapp;
# SHOW DATABASES;

4. Grant privileges:
# GRANT ALL PRIVILEGES ON myapp.* TO 'wiki'@'localhost' IDENTIFIED BY ‘wiki’ WITH GRANT
OPTION;
# FLUSH PRIVILEGES;
# exit

5.  Manually start “httpd” daemon on node “vdbOl.oow.local”
# service httpd start

6. As “root” download “mediawiki” package and move it under “/mysql” filesystem.
#cd /tmp
# wget http://releases.wikimedia.org/mediawiki/1.23/mediawiki-1.23.4.tar.qz
# mkdir —p /mysql/html
# cd /mysql/html
# tar xvfz /ftmp/mediawiki-1.23.4.tar.gz
# mv mediawiki-1.23.4 wiki

7. On boh nodes ( vdb01 and vdb02 ) create the following symbolic links:
#In =s Imysql/html/wiki /var/www/html/wiki

8. Connect to the following URL and proceed with the “Wikimedia” configuration.

http://192.168.56.204/wiki
nb: you have the supply all the details of the MySQL database created above.

9.  When the “wikimedia” setup is completed stop both “MySQL” and “httpd” services.
# service httpd stop
# service mysqld stop

Create an user app-vip clustered with Oracle Grid Infrastructure 12c

This VIP ( Virtual IP ) will be used for both MySQL and WebApp.

To create the clustered VIP resource execute the following commands:

# export ORACLE_HOME=/app/cluster/12.1.0/grid
# export PATH=$ORACLE_HOME/bin:$PATH
# appvipcfg create -network=1 -ip 192.168.56.210 -vipname mysql.oow.local -user=oracle

To start the clustered VIP execute the following command as “oracle” :
# crsctl start resource mysql.oow.local
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Configure MySQL to be managed by Oracle Clusterware 12c

1. Create a dedicated account for Clusterware monitoring agent.

# service mysqld start
# mysql -u root —p
# CREATE USER oracle@localhost IDENTIFIED BY ‘oracle’;

2. Edit “/mysql/my.cnf” file and add a section for “mysqladmin”:

[mysgladmin]
user=oracle
password=oracle

3. Stop “MySQL” daemon
# service mysqld stop

4. Add MySQL database “myapp” as clustered resource by Oracle Clusterware 12¢c
As “root”, execute the following commands:

# . /homel/oracle/.bash_profile
# agctl add mysql_server myapp --mysql_home /usr --datadir /mysql --mysql_type MYSQL --
mysql_lib /mysqgl --vip_name mysql.oow.local

Configure Apache “httpd” to be managed by Oracle Clusterware 12c

1. Create aresource-script to manage httpd-daemon, as “root”:

# mkdir /mysql/cluster_scripts
# vi Imysql/cluster_scripts/apache.sh
# content of the script:

HHEH R A S A R R R R R R A
#/bin/bash

#

ORA_CRS_HOME=/u01/cluster/12.1.0/grid
CRS_HOME_SCRIPT=/mysql/cluster_scripts
HTTP_VIP=192.168.56.210

HTTP_PORT=80

ORACLE_BASE=/app/em

ORACLE_USER=oracle

# See how we were called.
case "$1"in
start)
/etc/init.d/httpd start

stop)
/etc/init.d/httpd stop
clean)
killall -u apache
sleep 2
killall -u apache
check) )
nc -z $HTTP_VIP $HTTP_PORT
num="echo $?°
exit $num
restart)
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stop
sleep 3
start

*
)
echo $"Usage: $0 {start|stop|clean|restart|check}"
exit 1
esac
HHHHHHHH

2. As“root” add a custom resource to Oracle Clusterware to manage “httpd daemon”.

Create the configuration file for the resource with the following details:
# vi lapp/cluster/12.1.0/grid/crs/public/httpd.myapp.mysql.attr

BHBHH AR A R R A R R

NAME=httpd.myapp.mysq|l
TYPE=cluster_resource
ACL=owner:root:rwx,pgrp:root:r-x,other::r--,user:oracle:r-x
ACTIONS=
ACTION_SCRIPT=/mysgl/cluster_scripts/apache.sh
ACTION_TIMEOUT=60

ACTIVE_PLACEMENT=0
AGENT_FILENAME=%CRS_HOME%/bin/scriptagent
AUTO_START=restore

CARDINALITY=1

CHECK_INTERVAL=60

CHECK_TIMEOUT=0

CLEAN_TIMEOUT=60

DEGREE=1

DELETE_TIMEOUT=60

DESCRIPTION=

ENABLED=1

FAILOVER_DELAY=0

FAILURE_INTERVAL=0
FAILURE_THRESHOLD=0
HOSTING_MEMBERS=vdb01 vdb02
INSTANCE_FAILOVER=1
INTERMEDIATE_TIMEOUT=0

LOAD=1

LOGGING_LEVEL=1

MODIFY_TIMEOUT=60
OFFLINE_CHECK_INTERVAL=0
PLACEMENT=restricted
RELOCATE_BY_DEPENDENCY=1
RESTART_ATTEMPTS=3

SCRIPT_TIMEOUT=60

SERVER_CATEGORY=

SERVER_POOLS=

START_CONCURRENCY=0
START_DEPENDENCIES=hard(xag.myapp.mysql)
START_TIMEOUT=0

STOP_CONCURRENCY=0
STOP_DEPENDENCIES=hard(xag.myapp.mysql)
STOP_TIMEOUT=0

UPTIME_THRESHOLD=1h
USER_WORKLOAD=no

USE_STICKINESS=0

B T R T R B T T R R T T R R
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As “root” add the resource to the Oracle Clusterware configuration with the following command.
# crsctl add resource httpd.myapp.mysql -type cluster_resource -file
/app/cluster/12.1.0/grid/crs/public/httpd.myapp.mysql.attr

Configure Clusterware resources permission(s) to allow “oracle” account to manage them

Use the following syntax to grant correct permission(s):

# crsctl setperm resource mysgl.oow.local -u user:oracle:r-x

# crsctl setperm resource xag.myapp.mysql -u user:oracle:r-x
# crsctl setperm resource httpd.myapp.mysqgl -u user:oracle:r-x

Add a wrapped script to see clusterware resources status

The standard command to see resources status is:
# crsctl status resource
# crsctl status resource -t

Create the following script under path “/usr/local/bin” on both nodes ( vdb01 and vdb02 ):

# vi lusr/local/bin/crsstat

T R T O T
#l/bin/bash

RSC_KEY=$1

AWK=/usr/binfawk # if not available use /usr/binfawk

ORA_CRS_HOME=/u01/cluster/12.1.0/grid

#support -t -v -p
if ["$1" =="-t"]; then

if ["$2" =="-v" -0 "$2" =="-q" -0 "$3" == "-v" -0 "$3" =="-q" ] ; then
$ORA_CRS_HOME/bin/crsctl status resource $*
exit

fi
shift
RSC_KEY=

# Table header:echo ™
SAWK\
'BEGIN {printf "%-45s %-25s %-17s %-25s\n", "HA Resource", "Type", "Target", "State";
printf "%-45s %-25s %-17s %-25s\n", " "
" ny

# Table body:
$ORA_CRS_HOME/bin/crsctl status resource $* | sed -e 's/ //g' | SAWK \
'BEGIN { FS="[=,]": state = 0; }
$1~/NAME/ && $2~/'$RSC_KEY'/ {appname = $2; state=1;}
$1~/TYPE/ && state == 1 {apptype = $2; state=2;}
$1~/TARGET/ && state == 2 {apptarget = $2","$3; state=3;}
$1~/STATE/ && state == 3 {appstate = $2","$3; state=4;}
state == 4 {printf "%-45s %-25s %-17s %-25s\n", appname, apptype, apptarget, appstate; state=0;}'

elif [ "$2" =="-t"]; then
if [ "$3" =="-v" -0 "$4" =="-q" -0 "$3" =="-v" -0 "$4" =="-¢" | ; then

$ORA_CRS_HOME/bin/crsctl status resource $*
exit
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fi
shift 2

# Table header:echo ™
$AWK\
'BEGIN {printf "%-45s %-25s %-17s %-25s\n", "HA Resource", "Type", "Target", "State";
printf "%-45s %-25s %-17s %-25s\n", " "
" ny

# Table body:
$ORA_CRS_HOME/bin/crsctl status resource $* | sed -e 's/ //g' | SAWK \
'BEGIN { FS="[=,]"; state = 0; }
$1~/NAME/ && $2~/'$RSC_KEY'/ {appname = $2; state=1;}
$1~/TYPE/ && state == 1 {apptype = $2; state=2;}
$1~/TARGET/ && state == 2 {apptarget = $2","$3; state=3;}
$1~/STATE/ && state == 3 {appstate = $2","$3; state=4;}
state == 4 {printf "%-45s %-25s %-17s %-25s\n", appname, apptype, apptarget, appstate; state=0;}'

else

$ORA_CRS_HOME/bin/crsctl status resource $*

fi

HHH TR R R R R R R R R R R R A R R R R R R

# chown root:dba /usr/local/bin/crsstat
# chmod 750 /usr/local/bin/crsstat

Oracle Ksplice subscription and activation
To enable Ksplice uptrack you have to get a subscription ( with an option of 30-days trial ) at the following link:

https://www.ksplice.com

You can find installation and configuration instructions at the following link:

https://www.ksplice.com/uptrack/install

Document Location:
The complete document of this lab can be downloaded from here:

https://www.oracle.com/technetwork/server-storage/vm/hol-oraclevm-ha-2349885.pdf
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