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PURPOSE STATEMENT

This documentprovidesan overview of featuresand enhancementsncluded in release21.2.12.0.0.220513lt is intended solely to
help you assesthe businesdenefitsof upgradingto 21.2.12.0.0.220518ndto planyour I.T. projects.

This documentsummarizes thesecurity and controlf e at ur e s Genf2Ex@data Cloud @Gustom€ExaC@ ¢ service delivered
through the Gen 2 Oracle Cloud Infratructure (OCI) control plane and is intended for customer security staff chartered at evaluating
adoption of ExaC@C, which requires the customer to accept the following service delivery requirements:

Oracle chooses the staff that are authorized to conhexthe ExaC@C infrastructure
Oracle is the identity provider for the staff accessing the ExaC@C infrastructure
Oracle staff authorized to access the ExaC@C infrastructure will use Oracle provided software and hardware to gain access
to the infrastructure
Oracle staff will performsoftware and hardwaranmaintenance operations on the infrastructure, including maintenance that
must be executed as the superuser (root) account
Oracle staff will access hardware and software components necessary to perform dié&gyand resolution of hardware and
software issues related to the ExaC@C deployment
Customers can use Oracle Operator Access Coftf@pCtl) Privileged Access Management (PAM) servitecontrol when Oracle
staff can remotely log into ExaC@i@frastructure, and when Oracle staff can gain root access to ExaC@C Infrastruc@p&tl also
provides full command/keystroke logging to customers and customer control to terminate Oracle connections.

Security staff chartered with evaluating ExaC@C shdudlso review the following related documentation that describes additional
security controls availablewith ExaC@C

Oracle Cloud Infrastructure Security Architecturé
Oracle Cloud Infrastructure Security Guide

Oracle Cloud Infrastructure Security Testg Policie$
Exadata Cloud@Customer Security Guide

Oracle Operator Access Control Tech Brief

Oracle Cloud Services Contracts

Oracle Data Processing Agreemeéft

Oracle Cloud Services Agreemeit

Oracle Corporate Security Practic&s

DISCLAIMER

This documentin any form, softwareor printed matter, containsproprietary information that is the exclusiveproperty of Oracle.
Your acces$o and useof this confidential material is subjectto the termsand conditions of your Oracle softwarelicenseand service
agreementwhich hasbeenexecutedandwith which you agreeto comply. This documentand information containedherein may not
be disclosedcopied,reproducedor distributed to anyoneoutside Oraclewithout prior written consentof Oracle. This documentis
not part of your licenseagreementnor canit beincorporatedinto any contractualagreementwith Oracleor its subsidiariesor
affiliates.

1 https://support.oracle.com/knowledge/Oracle%20Database%20Products/2333222 1.html

2 https://www.oracle.com/a/ocom/docs/engineereslystems/exadata/gen@xaceds. pdf

3 https://docs.oracle.com/en/cloud/paas/operataccesscontrol/exops/overview of-operatoraccesscontrol. html#GUID-
7CF13993DB16-485A-A9FA-399E0049740B

4 https://www.oracle.com/a/ocom/docs/oracteloud-infrastructure-security-architecture.pdf

5 https://docs.oracle.com/efus/iaas/Content/SecuritfConcepts/security _guide.htm

6 https://docs.oracle.com/erus/iaas/Content/Security/Concepts/security testipplicy.htm

7 https://docs.public.oneportal.content.oci.oraclecloud.com/ams/iaas/exadata/doc/exasecquide.html

8 https://www.oracle.com/a/ocom/docs/engineereslystems/exadata/oracleperatoraccesscontrol-tech-brief. pdf
9 https://www.oracle.com/corpoate/contracts/cloudservices/

10 hitps://www.oracle.com/a/ocom/docs/corporate/datprocessingagreement062619.pdf

11 hitps://www.oracle.com/corporate/contracts/clougervices/contracts.html#online

12 https://www.oracle.com/corporate/securitypractices/
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This documentis for informational purposesonly andis intended solelyto assistyou in planning for the implementation and upgrade
of the product featuresdescribed It is not acommitment to deliver any material, code,or functionality, and should not be relied upon

in making purchasingdecisions.The development,release andtiming of any featuresor functionality describedin this document
remainsat the solediscretion of Oracle.

Dueto the nature of the product architecture,it may not be possibleto safelyinclude all featuresdescribedin this documentwithout
risking significant destabilizationof the code.
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Exadata Cloud@CustomeExaC@¢provides Oracle's public Exadata Cloud Service at a customer's data ceritey @sacle-owned
and managed infrastructure located at a customer's data certée advantage of ExaC@C is that the customer resgohysical
control of the ExaC@C hardware by locating it in a data center of their choice while still receiving the effi@grand automation of
the Oracle Cloud Infrastructure (OCI) control plane anBExaC@GCCloud Ops staff support for infrastructure maintenance.

ExaC@C is the right database service for use cases where customers seek to gain the operational and financidlavaloed
implementation while honoring policy, legal, and regulatory requirements dictated to mission critical applications and highly
regulated industries. For example, ExaC@C is ideal for banking and financial services applications, energy utitiiedefense, and
any other application where risk management is a key pillar of application success. Customers operating in these industties a
interested in pursuing a cloud strategy must ensure that their chosen cloud provider has comprehensive suggbese capabilities
within their standardized service offering.

The ExaC@C service delivery model is a standardized offering based on industry best practices for protecting customerddata an
mission critical workloads To facilitate customer adoption oftte ExaC@C service delivery model, ExaC@C includes the security
controls described in this paper as compensating measures for edge cases where customer approved security standardsrritayndiffe
the ExaC@C model. The intent of this paper is to describe tmatrols such that they may be used by customer security teaims
validate the security posture of the ExaC@C meets applicable requireméatgrant exceptions to historical standargdand to create
future standards based on these controls.

COMPLIANCE
Oracle provides information about frameworks for which an Oracle line of business has achieved a-jhéandy attestation or
certification for one or more of its services in the form of “

reporting, providing independent assessment of the security, privacy and compliance controls of the applicable Oracle cloude®rvi

In reviewing these third-party attestations, it is important that you consider they are generally specific to a certain clsadvice and

may also be specific to a certain data center or geographic regitmu can access

https://www.oracle.com/cloud/compliance/#attestatiort® access relevant detail about a specific standd?tbase note that this
information is subject to change ainsd” withoytwdrrantywand dsadt iacorpofatecdiofal e nt | y
contracts.

ExaC@Gs operated incompliance from the following standards:

ISO 27001

System and Organization Controls (SOC 1)

System and Organization Control8 (SOC 2)

System and Organizatio€ontrols 3 (SOC 3)

Health Insurance Portability and Accountability Act (HIPAA)

Payment Card Industry Data Security StandarBCl DS$
Customers may request compliance documents from an Oracle sales representative, and customers may acceletiiynfrom
their OCI Cloud Consolé'?

To help customers meeEuropean Union General Data Protection Regulation (GDPRjjuirements with OCI services, Oracle
publishesthe Oracle Cloud Infrastructure and GDPRpaper.

13 hitps://docs.oracle.com/erus/iaas/Content/ComplianceDocuments/Concepts/compliancedocsoverview.htm

5 TECHNICAL BRIEF |Exadata Cloud@Customer
Security Controls | Version2.18
Copyright © 2022 Oracle and/or its affiliates| Public


https://www.oracle.com/cloud/compliance/#attestations
https://docs.oracle.com/en-us/iaas/Content/ComplianceDocuments/Concepts/compliancedocsoverview.htm

ORACLE CONTRACTS

The Oracle Data Proessing Agreemetit describeshow Oracle controls, protects, and processes data related to Oracle services,
including ExaC@Csuch as

Cross Border Data Transfers
Security and Confidentiality
Audit Rights
Incident Management and Breach Notification
The Orade Cloud Service Agreement® providesinformation about customer data is processed @racle Cloud Servicesuch as

Ownership Rights and Restrictions
Nondisclosure
Protection of Your Content
Service Monitoring and Analysis
Export
Force Majeure
Governing Law and Jurisdiction
TheOracIeTrustCentéﬁpr ovides an index to Oracle

S s e contradtst vy compliance,

ORACLECOPORATESECURITYPRACTICES

OracleCorporate Scurity Practicesc over t he management of secur it ycloidservicdsot h Or acl
Oracle provides to its customers, and apply to all Oracle personnel, such as employees and contractors. These policigaedendth

the ISO/IEC 27002:2013 (forerly known as ISO/IEC 17799:2005) and ISO/IEC 27001:2013 standards and guide all areas of security
within Oracle. Oracl e’ s puPBIndlusimgehe folowing mformatione Secur ity Practices

Objective?® — help protect the confidentiality, integrity, and availability of both Oracle and customer data

Human Resourcessecurity?:

Accesgontrol??

Network CommunicationsSecurity??

Data Security?

Laptop andMobile Device Security?s

Physical andEnvironmental Security?®

Supply Chain Security and\ssurancé’
When Oracle is working on customer site or systems at customer direction, Oracle consultants and support staff will observe
customer practicess agreed to between Oracle and the customer.

14 https://docs.oracle.com/emusfaas/Content/Resources/Assets/whitepaperstgcipr. pdf

15 https://www.oracle.com/a/ocom/docs/corporate/datarocessingagreement062619.pdf

16 hitps://www.oracle.com/corporate/contracts/clougervices/contracts.html#online

17 https://www.oracle.com/trust/

18 https://www.oracle.com/corporate/securitypractices/and https://www.oracle.com/assets/corporatsearity -practices
4490843.pdf

19 https://www.oracle.com/corporate/securitypractices/corporate/

20 https://www.oracle.com/corporate/securitypractices/corporate/objectives.html

21 https://www.oracle.com/corporate/securitypractices/corporate/humasresourcessecurity.html

22 https://www.oracle.com/corporate/securitypractices/@rporate/accesgsontrol.html

23 hitps://www.oracle.com/corporate/securitypractices/corporate/networkcommunicationssecurity. html
24 https://www.oracle.com/corporate/securitypractices/corporate/datgprotection/

25 https://www.oracle.com/corporate/securitypractices/corporate/laptogmobile-devices.html

26 https://www.oracle.com/corporate/securitypractices/corprate/physicatenvironmental.html

27 https://www.oracle.com/corporate/securitypractices/corporate/supphchain/
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ROLES AND RESPONSIBILITIES

ExaC@GQs jointly managedy the customer and OracleThe ExaC@Qleployment is divided into 2 areas of responsibility:

Customermanagedservices - components that the customer can access as part of their subscriptidaxaC@C
- Customer accessible virtual machines (VM)
- Customer accessible database services
Oraclemanagednfrastructure - hardware that is owned and operated by Oracle to run customer accessible services
- Power Distribution Units (PDUs)
- Out of band (OOB) management switches
- Storage networkingswitches
- Exadat Storage Servers
- Physical Exadat®atabaseservers
Customers control and monitor access to customer services, including network access to their VMs (via layer 2 VLANs andlrew
implemented in the customer VM), authentication to access the VM, and aetttication to access databases running in the VMs
Oracle controls and monitors access to Oracle Managed Infrastructure compon@ntacle staff are not authorized to access customer
services, including customer VMs and databas€able 1 details the division of roles and responsibilities for Oracle and the customer.

Table1: Roles and Responsibilities

WORK ORACLEMANAGED INFRASTRUCTURE CUSTOMERMANAGED SERVICES
FUNCTION

Monitoring Infrastructure, Control Provide network Infrastructure Monitoring of Customer OS,
Plane,Hardware Faults,  access to support availability to support Databases, Apps
Availability, Capacity Oracleinfrastructure customer monitoring of
log collection and customer services
monitoring
Incident Incident Management and Onsite Diagnostic Support for any Incident Management and
Management & Remediation Assistance (e.g., incidents relatedtothe r es ol uti on for C
Resolution . network underlying platform
Spare Parts an#ield . ying p
) troubleshooting)
Dispatch
Patch Proactive patching of Provide network Staging of available Patching of tenant instances
Management Hardware,laaS/PaaS access to support patches (e.g., Oracle DB Testin
control stack patch delivery patch set) 9
Backup & Infrastructure and Provide network Provide running and Snapshots / Backup & Recovery of
Restoration Control Planebackup and access to support customer accessibleVM cust omer ' s | aas$s
recovery, recreate cloud automation Oracle native or 3! party capability
cusomer VMs delivery

Cloud Support Response &esolution of Submit SRs via MOS Response & Resolution Submit SRs via Support Portal
SR’ related of SR
infrastructure or
subscription issues

EXAC@CSERVICE ARCHITECTURE

Figure 1 shows the architecture block diagram the GenExaC@Gervice.

7 TECHNICAL BRIEF |Exadata Cloud@Customer
Security Controls | Version2.18
Copyright © 2022 Oracle and/or its affiliates| Public



Your Data Center Oracle Cloud Region
O —— HTTPS
| I Exadata Your OCI Tenancy
Your Administrators Infrastructure
(OCI Console, CLI, i
REST APlIs) Service Management
O API Calls
Your Client/ —— 0 ¥ O
Backup 5 Persistent <— HTTPS —
— Networks " Secure Oracle Service Tenancy | |
t ti
3 VM Cluster ”Tznm:el“’“ P e s | O(;acle SIOUd
= (outgoing) | perations
= A T ’ \h I : (Console,
Your Client Applications/ i t A 1 REST APIs)
Administrators O U U ! [ [ | I [ i
’ i !
(Oracle Net, SSH) hmimimimim e 't:ttjtj:jt:::tt%’;c}‘ ---------------------- mm“"l‘ """ 'mmEmm" SSH -
Control Plane Server Temporary | Management | Basti
(CPS) Infrastructure Secure | Admin Server | sa:n::?
Operator ~ ~~ "~~~ T oo oo oo
Tunnel
(outgoing)

Figure 1: Architecture Block Diagram for OracleExaC@C

The ExaC@Gervice is deployed inaExaC@Q ack i n a data cent elTheExaC@@abkeontinsallthe mer ' s ¢ h
components of a standard Exadata Database Machine, plus 2 Control Plane Servers (CPS) in a highly available (HA) configligatio
connect to an OCI region.

The c us atabase datass setured in the-pnemisesExaC@QGack, and all access to customer databases is made via network
connections (intranet) the customer permits to access the VMs and databases iExa€@Gack. Credentials to access the customer
VMs and cusbmer databases are retained and controlled by the custonidre customer has privileged access (e.g., root, SYS) to
customer VMs and databases, and the customer can act with those credentials to secure the VM and databelpesiddress local
policy and regulatory requirementsThis includes, and is not limited to, installing agents, forwarding operating system and database
audit logs to customer security information event management (SIEM), and controlling access to and identity management fer VM
and datbases via tools that are compatible with tliexaC@CGCompute VM operating system and Oracle database.

The OCI region performs remote delivery of thExaC@Gervice, including customeicontrolled cloud automation for database and

system management and infséructure maintenance and supparf he cust omer controls access to the
management functionality via the OCI Identity and Access Management (IAM) Service, and the OCI Audit Service provides the

customer with a record of all customeiniti ated management actions invoked via the OCI Console or OCI REST endpoints, such as

creating or deleting database®racle controls network access from the OCI region to the Control Plane Server, and operator access to
perform infrastructure maintenance andgupport.

Complete physical and logical networking deployment details are published in the Preparing for Exadata Cloud@Cusfomer
documentation. This documentation likewise includes power, space, cooling, and other customer data center requirements\icese
installation and operation.

Control Plane Server Networking

The ExaC@Gervice requires no inbound TCP connection for sereiclelivery, support, or management purposd$e ExaC@C
service requires outbound TCP connections on port 443 to Oracle endpoints for the purposes of remote service delivery and
management Please note that after the TCP connection is established from @RS to the OCI endpoint the TCP connection can
permit payloads to be delivered from OCI into the ExaC@C infrastructure. For example, the persistent secure automation tgnnel
used to send REST API calls from OCI to the ExaC@C infrastructure, and the tearg secure operator tunneik used forOracle
Cloud Opsacces&£xaC@C infrastructurevia ssh protocol. These endpoints are shown ifiable 2: Required outbound URL access for

28 https://docs.oracle.com/etus/iaas/exadata/doc/eccpreparing.htmli#GUIBRIA2B1 G 708F4AF2-BEGE
0B4916F6CB25
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ExaC@GCand inthe Network Requirements for Oracle Exadata Cloud@Custonsectior? of the Exadata Cloud@Customer product
documentation3®

If you are using IP address filtering based firewall rulediyje to the dynamic nature of cloud interfaces, you must allow traffic with all
the relevant IP CIDR ranges associated with your OCI region as identifiedhfps://docs.oracle.ca/en-
usl/iaas/tools/public_ip_ranges.json

ExaC@C supports http proxy (e.g., corporate proxy, passive proxy) to manageections from the CPS to OCI endpoints. An http
proxy adds deployment complexity, and maintenance to support future ExaC@C releases that may require access to additional OCI
endpoints. Should you choose to selectively permit access to URLSs for specifics®@ices, you may need to update you permitted
URLs when Oracle adds new features and services to ExaC@C. Customer https, challenge proxy, and traffic inspection are not
supported.

The ExaC@C Persistent Secure Tunnel Service for Automation Delivery is tieecemote delivery ofcloud automationcommands
(REST APl calls, exclusively). This service is | imitveadaret o ExacC
specific to the OCI region configured to manage the ExaC@C infrastruetur

The ExaC@C Secure Tunnel Service for Remote Operator Access is used exclusively for Oracle Operator Access (ssh) to Oracle

Managed ExaC@C Infrastructureand ABB r esour ces when applicable. This service is
savices. The URLs for this service are specific to the OCI region configured to permit Oracle Operator Access to the ExaC@C
infrastructure.

The certificates for themTLS connectivity are managed by Oracle exclusivelZlient certificates for the ExaC@C irdstructure for

the ExaC@C Persistent Secure Tunnel Service are rotated by Oracle emarh schedule Client certificates for the ExaC@C Secure
Tunnel Service for Remote Operator Access are rotated on aday schedule. ExaC@C clieneificates are mique to each ExaC@C
infrastructure. Customers are not permitted to manage thecertificates or inspect the traffic contained in the secutannel
connections.

The CPS requires a customer provided DNS for IP address resolution, NTP server for clock ymzation, and routing to OCI
service URLs.

The minimum bandwidth requirements for theCPSInternet connection to OCI are 50/10 mbs download/upload.

29 https://docs.oracle.com/en/engineereslystems/exadataloud-at-customer/eccad/eccpreparing.htmi#GUHD
FO6BD75BE97148ED-8699E1004D4B4AC1
30 https://docs.oracle.com/en/engineeresystems/exadataloud-at-customer/eccad/index.html
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Table2: Required outbound URL access for ExaC&C

DESCRIPTION/PURPOSE | OPEN CERTIFICATE| LOCATION
PORT AUTHORITY

REPLACEOC/ REG/ONWITH YOUR REGION?

PersistentOutgoing Tunnel 443 Oracle https://wss.exacaci_regionoci.oraclecloud.com
Service forcloud automation  outbound .

. SelfSigned
Delivery
PersistentOutgoing Tunnel 443 Oracle https://wsshe.adbeexaccoci_regionoci.oraclecloud.com
Service for Autonomous outbound Self Signed

Database Dedicated (ADB)
cloud automationDelivery

Temporary Secure Tunnel 443 Oracle https://mgmthel.exacaci_regionoci.oraclecloud.com
Service forremote Oracle outbound
operator access supporting

ExaC@C Infrastructure

SelfSigned https://mgmthe2.exacw@ci_regionoci.oraclecloud.com

TemporarySecure Tunnel 443 Oracle https://mgmthe.adbdexaccoci_regionoci.oraclecloud.com
Service for remoteOracle outbound Selt Signed

operator access for ADB®

resources

Object Storage Service to 443 DigiCert https://objectstorageoc/_regionoraclecloud.com

retrieve system updates outbound

https://swiftobjectstorageoc/_regionoraclecloud.com

Monitoring Service to record 443 DigiCert https://telemetry-ingestion.oci_regionoraclecloud.com
and process Infrastructure outbound
Monitoring Metrics (IMM)

Identity Service for name 443 DigiCert https://identity. oc/_regionoraclecloud.com
resolution of Oracle operators outbound

Logging Servicdor 443 DigiCert https://frontend.loggingadoci_regionoracleiaas.com

application and security logs outbound . . . .
PP ylog https://controlplane.loggingad.oci_regionoracleiaas.com

Customer Access t&xaC@CServices

Customers access Oracle databases (DB) runningxaC@GCria a layer 2 (tagged VLAN) connection from customer equipment to
the databases running in the customer VM using standard Oracle database connection methods, such as Oracle Net on port 1521
Cust omer ' <ustancecV® suaning theeOracle databasesia standard Oracle Linux methods, such as token basshd on

port 22.

Actions to manage infrastructure components, such as OCPU scaling and creating a Virtual Machine (VM) Cluster, are exeguted b
the customer utilizing thecloud automationsoftware in atenancy designed with security in mind antosted in theOracle Cloud
Infrastructure. Customers do not have to manage the infrastructure layer as Oracle maistaif9.95% uptimeservice level objective

31 https://docs.oracle.com/etus/iaas/exadata/doc/eccpreparing.htmi#GUD3C65CB4965E4670B676
5EEA4C9282C9
32 https://docs.oracle.com/erus/iaas/Content/General/Concepts/regions.htm
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(SLO. Customers are not authorized to directly acceBzaC@Gnfrastructure, load monitoring agents, or directly pull or push files to
the Oracle managed infrastructure in thExaC@Gervice.

Physical Network Implementation

Figure 2 describes the physical network implementation fdExaC@ Qleployed in the Exadata rackihe customer accessible and
controlled components are shown in blue, and the Oracle managed components are shown inTtfeslExaC@Gnfrastructure
componentsare interconnected via an isolated layer 2 management network, also shown in Tiégere is no direct network access
from the managemenbr storagenetworksto the customer client and backup networksind the Exadata Database Serv@minally
does not have an IP address configured (plumbed) to access the client or backup netwdhesExaC@C control plane software will
temporally configure IP addresses on the Exadata Database Server to perform network validation checks on the Client d&ughBac
networks when customers creataVM Cluster Network resource®3
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EE L 1. bondethO for client
2|5 '-I; e % Cust VM network
- 2. bondeth1 for backup
WNIC network
NAT Exadata I- | SR-IOV i
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Min Bandwidth 8v —D Customer Switch
El Internet Access

Figure 2: ExaC@@Physical Network Implementation

Figure 3 details the network isolation between different Virtual Machine Clusters (VM Clusters) deployed on the sd&maC@C
Exadata Database Server (DB Servivhen multiple VM clusters are configured, the customematrols the VLAN tags and IP
networking configuration of each VM cluster, and the same physical links are shared for the client (indicated as networkd) a
backup (indicated as network 1) networks for each VM on the same Exadata DB SeBustomers canpecify different VLAN tags

for different networks on different VM clusters to isolate network access into the VM clusteFhe backend storage networks of each
VM cluster (networks 4 and 5) are isolated via layer 2 controls in the Converged Ethernet imatation that supports the baclend
storage network, so there is no method for different VMs on the same Exadata Database Server to access each other vik-tgralbac
storage network The vNIC/NAT admin network access (network 3) is implemented as an &eH /30 network sdo preventdifferent
VMs on the same Exadata DB Senfeom accesisg one another on the admin network.

In addition to the network isolation, CPU cores are pinned to specific VMs on a given Exadata Database Servpreagative control
against inVM executed methods to access cached data from other VMs.

33 https://docs.oracle.com/en/engineereslystems/exadataloud-at-customer/ecccm/ecaetting-up-the-
network.html#GUID-C1F49BDB1249-4AE7-9ECB-7AEC406FO5ED

11 TECHNICAL BRIEF |Exadata Cloud@Customer
Security Controls | Version2.18
Copyright © 2022 Oracle and/or its affiliates| Public


https://docs.oracle.com/en/engineered-systems/exadata-cloud-at-customer/ecccm/ecc-setting-up-the-network.html#GUID-C1F49BDB-1249-4AE7-9ECB-7AEC406F05ED
https://docs.oracle.com/en/engineered-systems/exadata-cloud-at-customer/ecccm/ecc-setting-up-the-network.html#GUID-C1F49BDB-1249-4AE7-9ECB-7AEC406F05ED

M Customer Switch
PRI @ Layer 2 VLAN (1) bondethO for client network
Active/Standby Bond for Client Network E Active/Standby Bond for Backup Network (2) bondeth1 for baCkUp network
N [:]_ . (3) ethO for admin network
| e
: = .
gmg;g:: oo H T :Ele\t/vl;ér’;i : (4) re0 for storage/cluster-lnterconnect
: : (5) rel for storage/cluster interconnect
1
VM 1Backup VLAN 1 VM 2 Client VLAN :
VM 1Backup NetWork o e s s s s s _l VM 2 Client Network |
I I
- Active/standby bond over physical
[ a 2] links for HA
Cust VM 1 Cust VM 2 Separate VLANSs for isolation
between client and backup
= SecuEshananmannan networks and VM clusters
: T Rt A Separate layer 2 networks f
vNICE Storage Networks A Storage Networks g epar.a S RRyCUZ ELWONICS 10
NAT = H isolation between management
2N O ¢ Exadata network
? DB Server Separate layer 2 networks for

isolation on storage and cluster

Management Storage interconnect networks

Network Network

Figure 3: VM Cluster Network Isolation

The Control Plane Server accesses the Oracle Cloud Infrastructure (OCI) control plane via public Intefiet Control Plane Server
reaches the Internet via a layer 2 Ethernet connection to a custormeanaged switchThe customer provides time services (NTP),
name resolution (DNS) for Internet hostnames, and routing for the Control Plane Server connection to the OCI copleme. The
Control Plane Server does not require inbound TCP connections, and only requires outbound connections to Oracle IP addresses
TCP port 443, described in th€ontrol Plane Server Networkingsection of this documentCustomers mg and shouldimpose

network access rules to deny inbound access to the Control Plane Server and to only permit outbound access to required Oracle
endpoints. The minimum required bandwidth for the connection from the CPS to OCI control Plane is 50 Mbps for downloads and
10 Mbps for uploads.

The Exadata Database (DB) Server is connected to a customer marteged? switch via 10Gb or 25Gb EthernefThe custaner has
access to customer virtual machines (customer VM) via a pair (client and backup) of layer 2 (tagged VLAN) network connetdions
the customer VM that are implemented as virtual network interface cards (vNICs). The physical network connections are
implemented for high availability in an active/standby configuration.

The customer VM accesses Exadata Storage via a private,raoted interconnect network via SRIOV mapped interfaces, shown in
yellow. Each physical Exadata Database Server and StorageeSeas an HA (active/standby) connection to a pair of redundant
storage networkingswitches The following CIDR describes the standard IP addressing for the storage network configuration:
100.107.0.@4. If those IP addresses conflict with existing IP ddesses, then customecrsn override this CIDR block with an
arbitrary customersupplied IP address range.

Oraclecloud automationaccesses the customer VM via a NAT address on the management network implemented on a vNIC in the
Exadata Database Serverostn in red. Oracle cloud automationaccess to the customer VM is controlled via token based.ssh
Temporaryand uniquessh key pairs are generated I@racle cloud automationto accesshe customer VM for eactcustomerinitiated
management actionThe publickey is injected by thecloud automationthrough the DBCS agent into the

~/.ssh/ authorized _keys files of thenecessary service account in the customer VM, suctoeacle , opc, grid , orroot. The
temporary private keysused by the automatiorare storedin memory Oracle cloud automationsoftware running in theExaC@C
hardware in the canddiscane aftersthe dction s com@etetikewise, thecloud automationsoftware removes
the temporary public keyfrom the service account when the action is complete@he private keys are controlled such thabot

account can access the keys, but Oracle operator named accounts cannot directly access the keys. Oracle operator nanmsl accou
can be permitted to assue theroot identity or usesudo to gain access to root privileges. The Operator Access Control service can
be applied to theExaC@C service to permit customers to control when Oracle operators can gedess to the ExaC@C infrastructure
and Autonomous Ritabase Dedicated VMs, and when Oracle operators can gait acces®n those components.
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s OClI ldentity and Access Man @@ aenttyncan exetufeldjaclec ont r o
cloud automationfunctionality againstthe customer VM and databaseEhe customeVM has detective access controls implemented

though the Oracle Linux audit system, including detection s&h access by cloud automatio€ustomers have control to block cloud
automationssh access at layers 3 drt via firewall configuration | the customer VM; however, this will brealcloud automation

functionality that must access the customer VM vissh. This functionality includes:

The customer

ASM disk group resize

Local storage resize

Customer VM memory resize

Database atching

Grid Infrastructure patching

Customer VM OS patching
Oracle cloud automation does not need network access the customer VM to perform OCPU scaling, and OCPU scaling functionality
will function normally when customers block Oracle cloud automation rierork access to the customer VMOracle cloud automation
access may be temporarily restorda the customerto permit the subset of functionalitythat requiresssh accesso the customer
VM.

ExaC@GCService Delivery

Figure 4 depictsthe TCP ports and protocols used to deliver tiiexaC@ Gervice
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Figure 4: ExaC@CServicePorts andProtocols

Important components of remote service delivery include

Customer access to Oracle Cloud Infrastructure (OCI) tenancy

Customer control of access to OCI user interfaces and APIs

OCI Database Control Plane access to ExaC@C for remote automationedgli
Secure Outgoing Tunnel Service to connect ExaC@C to OCI region

OCI Object Storage Service to delivepftware updates foExaC@C components
Infrastructure monitoring

Identity management for Oracle Cloud Ops Staff

Temporary secure tunnel service for @cle Operator Access (reverssh tunnel)
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The ExaC@C service requires software deployed in the customer VM to communicate with the Oracle control plane.
Implementation details for the user ids and network communication ports are published in the Exaddtai@@Customer Security
Guide3*

ADB-D services may be run on the ExaC@C servidénen ADB-D services ar@eployed,the following updates are applied to the
ExaC@C service

The Customer VM becomes the ADB VM, and Oracle retains control to log into the ADED VM (token-basedssh as a
named user) to support the ADE service; customers may not access the AIDB/M per the ADB-D service definition
A secondpersistentSecure Outging Tunnel Service isised to acces&DB-D-specific endpoins for the purposes of
delivering ADB-D service functionality
A secondtemporary Secure Operator Tunnel Service is established to an ADBspecific endpoint to permit Oracle ADBD
support operatos ssh access to the ADE VM

Oracle enforces separation of duties between ExaC@C infrastructure operations and B@Berations.

Customer Access to OCI Interfaces

The customer accessebud automationservices in their OCI tenancy via an https connectiam port 443 to the OCI Control Plane
The OCI Control Plane provides the following management interfaces:

Web User Interface (web Ul)-typically for ad hoc actions

Oracle Cloud Shelt Linux shell directly in the Oracle Cloud Infrastructure Console

OCI Canmand Line Interface (OCI CLI}-typically for programmatic actions from an operating system shell

REST API (OCI software development kit, OCI SDK)typically for application integration

- Terraform—for infrastructure as code

Access tdOCl management interfaces is controlled by the customer via OCI Identity and Access Management (IAM). If a customer
managed identity is authorized to perform a requested action, then the action is delivered to the appropEatC@Qomponents as
follows:

DBa&s UI/API sends request to DB Control Plane via https on port 443
DB Control Plane sends the request via REST API to a proxy service (CPS ProxiheiRersistent Secure Tunnel Service
Admin VCN
TLS 1.2Persistent Secure Tunneébervicein the OCI Admin VCN and the CPS delivers REST API request to the CPS proxy
running on the CPS in theExaC@GCack
The CPS proxy issues commandsBEgaC@ Gomponents
- Actions that require access to Database Services in the customer VM are sent to the DB Agent running in any or
all the customer VMs (e.g., up to 4 VMs in a half rack) \s&cureconnection between the OCI control plane and
each DB Agent; this mTLS connection is implemented through the private interconnect network in theaC@C
rack and ports are detailed in the Eadata Cloud@Customer Security Guide
- Actions that require access to the customer VM are executed via tolsedssh over the internal management
network implemented as a NAT address on the customer VM that is accessible from the Exadata Database Server;
the public ssh keysare temporary, generated for the purpose of the custorievoked management action, and
are storal in the authorized_keys files of theoracle , opc, grid , and/orroot users in the customer VM; the
private ssh keys aretemporary, generated for the purpose of the customivoked management action, and
storedin-memory by the Oraclecloud automationsoftware running in the Exadata hardware stored in the
customer’s data center
- Actions that require access to infrastructure components are issued via tekasedssh over the internal
management network from the CPS to the required endpoint (e.g., Exadata&jerServer, Exadata Database
Server)

34 https://docs.oracle.com/en/engineereslystems/exadataloud-at-customer/ecccm/ecsecquide.html#GUID
519A41E4A97D-476 EB4BA-745C3486C779
35 https://docs.oracle.com/en/engineereslystems/exadataloud-at-customer/ecccm/ecsecguide.htmli#GUID
519A41E4A97D-476 EB4BA-745C3486C779
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Infrastructure Monitoring

The ExaC@Gnfrastructure components report their Infrastructure Management Metrics (IMM) to the CPS, and the CPS relays this
information to Oracle for processingThe IMM connection is implemented via https with endpoint specific the OCI region used to
manage theExaC@ Gervice.

Oracle Supportperforms monitoring and maintenance of th&xaC@Gmplementation as follows:

Automated monitoring on OracleCloud@Customeinfrastructure components serslInfrastructure Monitoring Metrics
(IMM) via an infrastructure monitoring utility deployed on the CPSo the OCI Telemetry Service endpoint
- Chassis temperature, drive status, etc.
- Detalils for all monitoring data are published at Auto Service Request Qiiedi Engineered Systems Products at
https://docs.oracle.com/cd/E37710_01/doc.41/e37287/toc.htm
Automated monitoring on application and security logs sends application and security logs to the Onadeaged OCI
Logging service endpoint
Oracle Supportanalyzes monitoring data, determines which events require correction, creates support tickets, and assigns
support tickets to OCI support staff
After being assigned a ticket, Cloud Ops support staff are dispatched to perform required support actions

Quarterly Software Updates

Details for how Oracle and customers work together to perform Exadata Cloud@Customer software updates are published in the
Maintaining an Exadata Cloud@Customer SendAtdocumentation.

Quarterly bundle patches for the Oracle databag@rid Infrastructure, and customer VM operating system are staged to the CPS from
OCI object storage by Oraclérhe quarterly software updates are listed for the customer in thieud automationuser interfaces, and
application of those patches is contied by the customer via OCI tools and policieBatches are accessed for application via
outbound http (port 80) connections from the customer VM to the Image Server running on the CPS.

Quarterly patch bundles and software updates for infrastructure comgmts are deployed by Oracle cloud automation and Oracle
staff, as required by the specific software updat¥ghen possible, updates are applied to the running system, and without downtime,
using tools like Linuxksplice . If an update requires a componengstart, Oracle performs the component restart in a rolling fashion
to ensure service availability during the update process.

Monthly Security Scans and Updates

Oracle scans ExaC@C infrastructure for security vulnerabilities and remediates vulnerabilities monthly. Updates are pedorme

online (non-disruptive to customer applications) via Oracle Linussplice . Scan results are secured internally at Oracle and aoé

shared publicly or with customers for security reasor®.r acl e’ s Sof t war e S &detail howradeshandlesance Pr
and communicates software vulnerabilities.

PREVENTIVECONTROLS

The ExaC@Gservice is designed to protect customer semgcand database data from unauthorized accg@be ExaC@Gervice
separates duties between the customer and Oradlee customer controls access to customer services, databases, and database data
Oracle controls access to Oraclmanaged infrastructure components.

Customer Access Controls
The customer controls access to their VMs, databases, and data via 3 types of controls:

Authentication
- Credentials to access OCI serviéegustomer VM operating systerand database®, and database data

36 https://docs.oracle.com/etus/iaas/Content/Database/Concepts/examaintenance.htm

7 https://www.oracle.com/corporate/securitypractices/assurance/

38 https://docs.oracle.com/etus/iaas/Content/Identity/Concepts/overview.htm

39 https://docs.public.oneportal.content.oci.oraclecloud.com/ams/iaas/exadata/doc/eamonnectingto-exace

system.html
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Network
- Layer 2 VLANS to access customer VMs
- Network access rules implemented in the customer VM operating systeand Oracle databasge
Encryption
- Application to database encryptiott
- Database to storage encryptién
The ExaC@C softwardoes not providenterfaces for customers to configurirewall s, disabk network interfaces or disabk cloud
automation software agents running in the customer VM. Customers with exceptional security requirements may implersct
controls using operating system toolepwever, this action will disable cloud automation functionality that accesses the customer
VM. Customers will need to removéhesecontrols and enable cloud automation software agents using operating system tools to
restore cloud automation functionally that accesses the customer VM.

Customer Access Control fdExaC@CServices

Customers perform management actions via OCI automation by making an https connection to the Oracle Public Cloud Control
Plane in the OCI region chosen by the customéFhe custoner is authenticated using their OCI Identity and Access Management
(IAM) credentials, and customer actions are controlled via OCI IAM permissions configured by the customer for specific ressulf
the customer user is authorized to perform the requestenagement action on the target resource, then the requested command is
sent to the local Control Plane Servers (CPS) thi& Persistent Secure Tunnel Servider delivery into the appropriateExaC@C
components.

Customers and database applications acagabases running on thExaC@Gria a layer 2 (tagged VLAN) network connection
hosted in the customer VMAccess to databases and operating system is made via customer managed credentials.

Customer Controls for Data Security

OracleExaC@Gs designed to hip secure data for legitimate customer use and to help protect data from unauthorized access, which
includes preventing access to customer data by Oracle Cloud Ops staff mem®ecsirity measures designed to protect against
unauthorized access tBxaC@Gnfrastructure, customer VMs, and Oracle database data include the following:

Customer retains control over named and privileged (e.gys, system) user authentication and access to customer database
Customer retains control over named and privileged (e.got , opc, oracle , grid ) user authentication and access to
customer VM

Access to customer VM is logged by the customer VM operating system, these logs are available to the customer, and the
customer can send these logs to other secuiitformation event management (SIEM) systems of their choice

Customers can install scanning agents on the customer VM for the purposes of detecting malware; customers should review
Responses to common Exadata security scan findifig Oracle Support Doc 1D1405320.1% prior to scanning the

customer VM; customer security scanning/testing must adhere to Oracle Cloud Testing P8licy

Customer can install monitoring agents and security controls of their choice on the customer VM operating sy#ténese

agens don’t taint the Linux kernel or interfere with Exadata
Network connections to the Oracle database are designed t&heryptedby OracleNative Network Encryption, which is
automatically configured bycloud automation

Oracle database dataésicrypted at restby Oracle Transparent Data Encryption (TDE)

40 https://docs.oracle.com/en/database/oracle/oradatabase/19/dbseqg/configurirgrivilege-and-role-
authorization.html#GUID-89CE989BC97F4CFD-941F18203090A1AC

41 https://docs.public.oneportal.content.oci.oraclecloud.com/ams/iaas/exadata/doc/ecgetting- up-the-network.html
42 https://docs.oracle.com/en/operatingystems/oracldinux/7/security/ol7-implement-sec.html#olZfirewall - sec

43 https://docs.oracle.com/en/database/oracle/oraclatabase/19/netag/configuringracle connection
manager.html#GUIDAF8A511E9AEG-4F4D-8ES8 F28BC53F64E4

4 ExaC@C automation configures Oracle Native Network Encryption; customers may override this con@chcle
strongly recommends that cuemers preserve this control

45 ExaC@C automation configured Oracle Transparent Data Encryption (TDE); Oracle strongly recommends that
customers preserve this control

46 https://support.oraclecom/rs?type=doc&id=1405320.1

47 https://docs.oracle.com/etus/iaas/Content/Security/Concepts/security _testimplicy.htm

16 TECHNICAL BRIEF |Exadata Cloud@Customer
Security Controls | Version2.18
Copyright © 2022 Oracle and/or its affiliates| Public


https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/configuring-privilege-and-role-authorization.html#GUID-89CE989D-C97F-4CFD-941F-18203090A1AC
https://docs.oracle.com/en/database/oracle/oracle-database/19/dbseg/configuring-privilege-and-role-authorization.html#GUID-89CE989D-C97F-4CFD-941F-18203090A1AC
https://docs.public.oneportal.content.oci.oraclecloud.com/en-us/iaas/exadata/doc/ecc-setting-up-the-network.html
https://docs.oracle.com/en/operating-systems/oracle-linux/7/security/ol7-implement-sec.html#ol7-firewall-sec
https://docs.oracle.com/en/database/oracle/oracle-database/19/netag/configuring-oracle-connection-manager.html#GUID-AF8A511E-9AE6-4F4D-8E58-F28BC53F64E4
https://docs.oracle.com/en/database/oracle/oracle-database/19/netag/configuring-oracle-connection-manager.html#GUID-AF8A511E-9AE6-4F4D-8E58-F28BC53F64E4
https://support.oracle.com/rs?type=doc&id=1405320.1
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_testing-policy.htm

- Automatically configured bycloud automationand stored in passworgrotected, PKC812wallet file stored inan
ASM ClusterFile System (ACFS¥® hosted on the Exadata Storage that is accessitbenfthe customer VM
- Customer controls access to TDE encryption keys via the wallet password
- Customer can move the TDE master key to an external key sfaiech as Oracle Key Vault
Oracle Database Vautf may beconfiguredto help protect user data acces®f database administrators
Figure 5 shows compensating controls within the Oracle Database that protect customer data access from people or software that can
gain access to infrastructure and customer VM components:

Oracle Native Network Encryptior®
Oracle Database Vault
Oracle Transparent Database Encryption (TDE)

Named User

@0 Switch Router
@4 App
C Server/OS Oracle Native ]
9’% Network Encryption
SN
=
Cust VM Switch Router
DB Server
| El

+«———— Transparent Data Encryption

Storage Server

Figure 5: Controls toProtect Data in Flight and at Rest

Oracle Native Network Encryption

Oracle Native Network Encryptionencryptsdata in flight between the application and the Oracle database instance and is
automatically configured for databases created via tEraC@ CGautomation When Oracle Native Network Encryptionis enabled,
access to infrastructure components that cabserve IP and Ethernet packets does not provide access to customer data because the
data is encryptedDocumentation for OracleNative Network Encryptionand TLS/SSis published in the Security Guide for each
Oracle Database versiofror example, for Oacle database 19seehttps://docs.oracle.com/en/database/oracle/oracle
database/19/dbseg/configurirgetwork-data-encryption-and-integrity.htmi#GUID -7F12066A2BA1-476G809B BB95A3F727CF
ExaC@C cloud automatiodoes not provide interfaces to configuréLS/SSL for Oracle database connectio@astomers may

configure TLS/SSL using theperating system tools deployed in the customer VM.

Oracle Database Vault

48 https://docs.oracle.com/en/database/oracle/oradatabase/19/ostmg/overviesacfsadvm.html

49 https://docs.oracle.com/en/database/oracle/oradatabase/19/dvadm/introductiorio-oracle-database
vault.htmI#GUID-0C8AF1B26CES4408 BFB37B2C7F9E7284

50 Included with Enterprise Edition Extreme Performance subscription and with Bring Your Own License (BYOL)
subscription

51 Included with Enterprise Edition Extreme Performance subscription, not included with Bring Your Own License
(BYOL) subscription

52 |Included with Enterprise Edition Extreme Performance subscription and with Bring Your Own License (BYOL)
subscription
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Oracle Database Vault security contro&we designed to helprotect application data frondatabase administratoaccess and help

address privacy and regulatory requirementgou candeploy controls to blockdatabase administrator accessapplication data and

control sensitive operations inside the database using trusted path authorizat@macle Database Vaulelps tosecure existing

database environments transparently, eliminatj costly and timeconsuming application change€ustomers are responsible for

configuring and managing Oracle Database Vault via Oracle database software metbodgsimentation for Oracle Database Vault is

published in the Oracle Database Vault Adminigirt or ° s gui de publ i s h.dgdrexarmple, f@ Qracle Databdasa b a s e
19c,seehttps://docs.oracle.com/en/database/oracle/oradatabase/19/dvadm/introductiorio-oracle databasevault.htmI#GUID-

OCBAF1B26CE34408BFB37B2C7F9E7284

Oracle Transparent Data Encryptioand Oracle Key Vault

Oracle Transparent Data Encryption (TDE) encryptser tables and tdbspaceén the Oracle database. The encryption is transparent

to authorized applications and users because the database automatically encrypts data before it is written to storageamndtaatly

decrypts it when reading from storage. Authorized applitans that store and retrieve data in the database only see the decrypted (or
“plaintext”) data. TDE prevents privileged operating sgastem us
them) from bypassing the database controls tacass the data directly. Authorized database users and applications do not need to

present the decryption key when they process encrypted data. Instead, the database enforces the access control rulesdigstnide

previous chapters and denies accesdi user is not authorized to see the data.

Oracle TDE is engineered to be highly performant. It automatically leverages special instructions in Intel CPUs-QAE® accelerate
cryptographic operations. In addition, TDE tablespace encryption works seamslesiith Exadata Hybrid Columnar Compression
(EHCC) and Smart Scan technology.

With TDE, sensitiveuserdata remains encrypted throughout the database, whether it is in tablespace storage files, temporary or undo
tablespaces, or other files such as redgdoln addition, TDE can encrypt entire database backupata Pump and Oracle Recovery
Manager (RMAN) both integrate with TDE encrypted data.

TDE uses a twaier key architecture comprising of data encryption keys that are encrypted with a master encrgptkey. That

master encryption key is stored outside of the dat abACBESfile by de
systemwhich provides a shared wallet location that is accessible to both instances of the feA@bled databses. Furthermore,

Oracle Databases 18c and later allow customers to upload their own, externally generated encryption keys (calledByimgOwn-

Key, BYOK) into the shared wallet, maintaining separation of duties between the database administrators eyndustodians.

Customers may choose to migrate theixaC@Qlatabases to Oracle Key Vault (OK¥)the only key management solution for your

Oracle database estate that provides continuous key availability by adding up to 16 OKV nodes to mé&asgigement cluster that can

span geographically distributed data centers and the Oracle Cloud Infrastructure (OCI). Oracle Key Vault provides contirarding

key management to all TDEenabled databaseandencrypted GoldenGate trail files. It also provis the capability to ingest externally

generated keys (BYOK)

For further information on Oracle TDE, consult the Advanced Security Guide for the Oracle database version you are running

TDE for Oracle Database 1%c
TDE for Oracle Database 18c
TDE for Oracle Database 12.2.06%1
TDE for Oracle Database 12.1.672
. TDE for Oracle Database 11.2.84
The Oracle TDE FAQ?® provides answers to common Oracle TDE architecture and implementation questions.

53 https://docs.oracle.com/en/database/oracle/kegult/21.2/okvag/okv_intro.htmI#GUID-0D169EB8C355459A
9ABD-325CA5B46DD0

54 https://docs.oracle.com/en/database/oracle/oradatabase/19/asoag/introductieto-transparentdata
encryption.htmi#GUID-62AA9447FDCD-4A4C-B563 32DE04D55952

55 TDE for Oracle Database 18c

56 TDE for OracleDatabase 12.2.0.1

57 TDE for Oracle Database 12.1.0.2

58 TDE for Oracle Database 11.2.0.4

59 https://www.oracle.com/database/technologies/fade.html
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https://www.oracle.com/database/technologies/faq-tde.html

Oracle supports customers using Oracle Key Vault (OKV) as an external key store for databases running on Exa@&@tions for
migrating TDE Master Keys to OKV are pulshed in My Oracle Support Document 2823650.1 (Migration of File based TDE to OKV
for Exadata Database Service on Cloud at Customer G®nracle does not support the use of party hardware security modules
(HSM) with ExaC@C.

Details for the TDE implenentation on ExaC@C are shown in the Exadata Database Machine Cryptographic Sétvices
documentation.

Controlsfor Cloud Automation Access to Customer VM

Oraclecloud automationsoftware accesses customer databases and customer VM via 2 access methods

Seaire login to customer VM as a privileged useropt , opc, oracle ) via token-basedssh

REST API call to Oraclesoftwareagent running in customer VM via mTLS authenticatigrport matrix and software

processes are published in the Exad&mud@ Customer Security Guide
The customer VMprovidesthe OracleLinux packet filtering softwares3 asa compensating controfor customers to control network
access to theustomer VM, including blocking control plane software acces€ustomers mayseOracle Linux operating system
administration tools toconfigure packet filtering software ExaC@C automation does not include functionality or interfaces to
configure Oracle Linux packet filtering software.

Customers do not have direct access to the irgiaicture components for the purposes of determining source IP addressepdoket
filtering software configuration, and for testing customer VM firewall configuration for the purposes of blocking control plane access
to customer VM Customers should ustne Oracle SR process to request Cloud Ops support to determine the necessary firewall rules,
and to validate that the customer VM firewall configuration blocks control plane access as required.

Oraclecloud automationsecure login via tokerbasedssh is not compatible with Kerberosauthentication, and Oraclecloud
automationfunctionality may cease to function if customers implement Kerberos authentication in the customer Yévtcontrol
service accountsFor details, please sé@racle Support Document 2621%.1 (Does ExaCC VM's Support Kerberos Authenticatiéf)

Microsoft Active Directory (AD) authentication for the customer VM is not supportelly Oracle cloud automatioron ExaC@CThe
use of Active Directory to authentication OS users may cawsstomer VM node expansion/reduction (e.g., adding/removing
customer VMs to a Real Application Cluster) to faiDracle does not support customee®nfiguring Microsoft Active Directory for
user authentication to the customer VM in the ExaC@C service.

LDAP is not compatible with theExaC@ Goftware implemented in the customer VM on the Exa@Cservice The use of LDAP
authentication OS users may cause customer VM node expansion/reduction (e.g., adding/removing customer VMs to a Real
Application Cluster) to fil.

Controls for Customer Staff Access to Customer VM

Access to the customer VM is implemented via tokdrasedssh .5 Customers us¢heir OCI Cloud Tenancy credentialand controls

to add customerspecified public keys to théhome/oracle/opc/.ssh/authori zed_keys file of the opc useras described in the
Accessing an Exadata Cloud@Customer Inst&hdecumentation Customer staff with access to the private keys associated with the
installed public keys can gain access to the customer VM via tolmsedssh. Oracle cloud automationdoes not integrate with
customer key management systems, and customers can massigéeys using technology compatible with Oracle Linux.

Controls for Protecting Against Theft of Data

60 https://support.oracle.com/epmos/faces/DocumentDisplay?id=2823650.1

61 https://docs.oracle.com/enfegineered systems/exadatdatabasanachine/dbmsg/exadatsecurity-
features.html#GUID FASBA2A69-AEFG4FE3959A-A6E584BD1F4F

62 https://docs.oracle.com/en/engineereslystems/exadataloud-at-customer/ecccm/ecsecquide.html

63 https://docs.oracle.com/en/operatingystems/oracldinux/7/security/ol7-implement-sec.html#olZfirewall - sec
64 https://mosemp.us.oracle.com/epmos/faces/DocumentDisplay?id=2621025.1

65 https://docs.public.oneportal.content.oci.oraclecloud.cden-us/iaas/exadata/doc/egmonnecting to-exace
system.html

66 https://docs.oracle.com/en/cloud/clou@t-customer/exadataloud-at-customer/exacc/conneessh.himl#GUID-
C5DAB5B81FFA41229181189561F6EOF1
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Data stored in user tables and tablespaces in databases runnirigxa@Gs encryptedby Oracle Transparent Data Encryption
(TDE). Theft of encrypted datas of limited use, due to the technical difficulty of decrypting the datdhe United States Department
of Defense (DoD) and National Security Agency (NSA) endorse AES encryption standards to secure data.

OracleCorporate ®curity Practice§’ coverthemamge ment of security for both Oracle’s int
including the ExaC@Gervice, Oracle provides to its customers, and apply to all Oracle personnel, such as employees and contractors.
These policies are aligned with the ISO/IEC @@2:2013 (formerly known as ISO/IEC 17799:2005) and ISO/IEC 27001:2tdr&dards

andguide all areas of security within Oracle

Privileged Access Management wit®perator Access Control

Operator Access Control (OpCtbf is a privileged access managemd&RtAM) service that customers may use to mana@eacle staff
canaccesExaC@C infrastructurand ADB-D VMs. OpCtl works by revoking all remotely accessible login accounts from the
ExaC@C infrastructure and ADB® VMs, and then deploying unique temporary edentials into specific components for Oracle staff
after the customer approves an OpCtl Access Request. The Operator Access Control Tecf? Brisfides detail for customer security
staff evaluating the OpCtl for ExaC@C and ABB.

Oracle Data Safe
OracleData Saf€is a security cloud service that is included with your Exadata Cloud at Customer subscription. Data Safe helps you:

Assess your database’s security configuration
Detect configuration drift
Identify high -risk database accounts and view theirtagty
Provision audit policies
Analyze audit data, including generating reports and producing alerts
Discover sensitive data, including what type of data, how much of it there is, and where the data is located
- Mask sensitive data to remove security riskom non-production databases copies
There is no additional cost to use Data Safe so long as you do not exceed one million audit records per database in a month.

Oracle Database Security Assessment Tool (DBSAT)

The Oracle Database Security Assessment T@EBSAT)!is a standalone command line tool that accelerates the assessment and
regulatory compliance process by collecting relevant types of configuration information from the database and evaluatingutinent
security state to provide recommendationsidiow to mitigate the identified risks.

DBSAT is provided at no additional cost and enables customers to quickly find

Security configuration issues, and how to remediate them

Users and their entitlements

Location, type, and quantity of sensitive data
DBSAT analyzes information on the database and listener configuration to identify configuration settings that may unneclgssari
introduce risk. DBSAT goes beyond simple configuration checking, examining user accounts, privilege and role grants, aatimriz
control, separation of duties, finggrained access control, data encryption and key management, auditing policies, and OS file
permissions. DBSAT applies rules to quickly assess the current security status of a database and produce findings iaradstabove.
For each finding, DBSAT recommends remediation activities that follow best practices to reduce or mitigate Biglkapplying the
comprehensive measurements and compensating controls described by DBSAT, customers can reduce data exposu@ugsiout
their enterprise.

Oracle Controls for Cloud Operations Access to Infrastructure Components

Oracle Access Control Practic&sestrict access to Oracle staff with a need to know and need to access ExaC@C infrastructure, and
include the following details:

7 https://www.oracle.com/corporate/securitypractices/corporate/

68 https://docs.oracle.com/en/cloud/paas/operataccesscontrol/exops/overview of-operatoraccessontrol.html
69 https://www.oracle.com/a/ocom/docs/engineereslystems/exadata/oracleperatoraccessontrol-tech-brief.pdf
0 https://docs.oracle.com/etus/iaas/datssafe/index.html

1 https://www.oracle.com/database/technologies/security/dbsat.html
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Authorization to access ExaC@C infrastructure and is limited to specific support staff whose job codes and training records
are in compliance with Oracle policies; technical security measures enforce this policy

Automated HR joiner/mover/leaver proesses ensure authorization to access customer infrastructure is consistent with
updates to employee job code, training records, and employment status

Oracle Cloud Operations Staff are authorized to access and sugpoaiC@ Gnfrastructure components, which include the following
equipment:

Power Distribution Units (PDUs)

Out of band (OOB) management switches
Storage Networkswitches

Exadata Storage Semge

Physical Exadata database servers

Figure 6 shows how Oracle Cloud Operations (Cloud Ops) staff access infrastructure components to managealza C

Oracle Cloud _
Network Attach (e = OClI Bastion and H | Exadata
(OCNA) I Management Server ~E Database Server
I Implementation N
; §_ 5 Exadata
a Issh port 22 it ={] Storage Server
Admin VCN 4 ssh por ar
1 &
Secure TLS 12 TCP 443 L.D]
- Co
Tunnel ntrol Flane Server ExaC@C
Sewice ﬁ S e — - S S - - - - @
Secure Tunnel Initiation

Figure 6: Cloud Operations Staff Access ExaC@Qnfrastructure Components

Oracle controls Oracle Cloud Ops staff access to Cloud Service infrastructure components in the following process:

Access Oracle Cloud Network Attach (ONA) using FIPS 14@ level 3 hardware MFA (Yubikey) based on entitlements
specific to job codger Oracle Access Control practices
Accesghrough Bastion and Management servers for the purposegiafxied ssh tunnel access to ExaC@C infrastructure
- Accesghrough Management andBastion servesisolated to OCI privileged administrative VCN located in the OCI
region hosting the servicegentitlements to access and tunnel through Management and Bastion servers controlled
by Oracle Access Contrgbractices
- Connections through Bastion servers are logged and monitored by Oracle
Login to ExaC@C infrastructur@s a hamed user vissh tunnel using MFA implementedwith a FIPS 1462 Level 3
hardware token (Yubikey)
- Command execution is traceable to a specific nadhuser via audit logging implemented in the Ex&DC
infrastructure
- Connections to infrastructure components are logged and monitored by Oracle
Assume the identity of aservice account or ussudo to gain service account authorization to perform management tasks
- Command execution is traceable to a specific nam@dacle person
- Connections to infrastructure components are monitored by Oracle

Customers may apply Operator Access Control (OpCilp further control Oracle staff access to ExaC@C infrastructure and ADB

Exadata Infrastructure Software Security

ExaC@Cis based on the Exadata Database Machine and delivers the enterptéss security features of Exadata Database Machine in
an on-premises cloud model. Security features of ExaC@C include the following:

Software deployed on Exa@Cinfrastructure is limited to the minimum software components to run customer services
Development and debug tools to inspect customer data are not installedEgaC@C infrastructure

Non-essential operating system tools and packages are not installed on ExaC@C infrastructure

Software development performed under Oracle Software Security Assurdhce

72 https://www.oracle.com/corporate/securitypractices/corporate/accessontrol.html

73 https://docs.oracle.com/en/cloud/paas/operataccesscontrol/exops/overview of-operatoraccesscontrol.html

74 https://www.oracle.com/corporate/securitypractices/assurance/
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Security architecture performed under Oracle Corporate Securitychitecture’
Details of the Exadata Database Machine security features are available from Orablgpat//docs.oracle.com/en/engineered

systems/exadataatabasemachine/dbmsg/toc.htm

DETECTIVE CONTROLS

ExaC@C provides robust detective controls (auditiagd logging) for customer services and Oracle managed infrastructure. The
customer controls the logging configuration of customer services, and Oracle controls the logging configuration of Oraclagean
infrastructure. Oracle is not authorized to accesgstomer service audit logs. The customer may request access to applicable Oracle
audit log information via the Oracle service request (SR) process, and customers may view their Oracle Data Processing é&greem
(DPA) audit rights athttps://www.oracle.com/a/ocom/docs/corporate/dagrocessingagreement062619.pdf

Customer Audit Logging of Customer Access

ExaC@rovides 3 areas for auditing and logging of customer actions

OCI Audit Service®audit | ogs for control plane actions (e.g., web Ul
OCI IAM credential

Oracle database auditnfaudi t | ogs for database actions initiated via a
Customer VM operatiny system audit log® audit logs for actions initiated on a customer VM via an operating system

credential

The Oracle Cloud Infrastructure Audit service automatically records calls to all supported Oracle Cloud Infrastructure public
application programminginterface (API) endpoints as log events. Currently, all services support logging by Audigging Object
Storage service supports logging for buckegtlated events, but not for objeetelated events. Log events recorded by the Audit service
include API calls made by the Oracle Cloud Infrastructure Console, Command Line Interface (CLI), Software Development Kits
(SDK), your own custom clients, or other Oracle Cloud Infrastructure services. Information in the logs includes the following

Time the API activity occurred

Source of the activity

Target of the activity

Type of action

- Type of response

Each log event includes a header ID, target resources, timestamp of the recorded event, request parameters, and response zara
You can view events logged by thaudit service by using the Console, API, or the SDK for Java. Data from events can be used to
perform diagnostics, track resource usage, monitor compliance, and collect secuelgted events. OCI Audit Servicé
documentation

Oracle database auditingacks changes made to the Oracle database by database users ardhtairase user€ustomers have the

right and responsibility to configure and manage the Oracle database audit log, including sending the auditiegote log server.
Documentation for canfiguring, managing, and monitoring of Oracle database audit logs is published in the Oracle Database Security
Guide for each database versiofor example, for Oracle database 19c, $¢ips://docs.oracle.com/en/database/oracle/oracle
database/19/dbseg/introductiein-auditing.htmi#GUID-9438146453A3-421B8F13BD171C867405

The customer VMoperating system audit log is implemented as the auldig service for the Oracle Linux (OL) operating system
running in the custome VM. The Oracle Linux audit log service records actions executed via operating system credentials, such as
root , oracle , grid , opc, and named users configured by the custom@ustomersmay configure the Oracle Linux audit log per

their standards, including sending the Oracle Linux audit log to a remote log sen@wcumentation is published in the Oracle Linux
Security Guidé® for the specific version of the operating system running in the custonmém .

5 https://www.oracle.com/corporate/securitypractices/coporate/governance/securityarchitecture.html

6 https://docs.oracle.com/etus/iaas/Content/Audit/Concepts/auditoverview.htm

77 https://docs.oracle.com/en/database/oracle/oradatabase/19/dbseg/introducticto-auditing. htmi#GUID -94381464
53A3-421B8F13BD171C867405

78 https://docs.oracle.com/en/operatingystems/oracldinux/7/security/ol7-implement-sec.html#olZaudit-sec

7 https://docs.cloud.oracle.com/iaas/Content/Audit/Concepts/auditoverview.htm

80 https://docs.oracle.com/en/operatingystems/oracldinux/7/security/ol7-audit-sec.html
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The customer may monitor network access at any point they control, including network access between the CPS and the Internet,
network access into the customer VM, and network agss from the customer VM to the customer data center.

Customer Audit Logging of Oracle Access

Customers may use Oracle Operator Access Coritrat an additional detective control for Oracle staff access to ExaC@C
infrastructure and ADBD VMs. Operator Acess Controprovides command and keystroke logging of all commands and keystrokes
entered by Oracle staff when they access the ExaC@C infrastructure and ADBM. Operator Access Contraaudit logs are

available via the OCI Logging service and a direchserom the CPS to a customespecified syslog server. The Operator Access
Control Tech Brief? provides additional detail.

Customer Security Scanningf Customer VM
Customers may us®penSCAP? to scan the customer VM for security vulnerabilities.

Customers may use the Oracle Linux Advanced Intrusion Detection Environment (AIBED check file and directory integrity.

AIDE is a small, yet powerful, intrusion detection tool automatically ingtad with the Linux Operating System, that uses predefined
rules to check file and directory integrity. It is meant to protect the system internally, by providing a layer of protectiagainst
viruses, rootkits, malware, and detection of unauthorized adgties. It is an independent static binary for simplified client/server
monitoring configurations. It runs on demand, and the time to report changes is dependent on the system checks (usualbstt le
once a day). The utility works by using a number of algthms (such as, but not limited to, md5, shal, rmd160, tiger), supports
common file attributes and also supports regular expression parsers for file(s) to be included or excluded from the scan.

Customers have control to install third party softwarencluding scanning software, on the ExaC@C customer VM. Oracle will not
provide technical support for norOracle software. This includes installation, testingertification, and error resolution. The supplier
of the custom/third party software is responsibli@r any technical support for it.It is highly recommended that all norOracle
software be certified by the vendor for use in an Oracle Linux and/or Exadata environment and thorough testing is performtubi
target environment by the customerDetails fa third party software support on ExaC@C are published My Oracle Support
Installing Third Party Software On Exadata Components (Doc ID 159382751)

Customer security testing ExaC@C customer VM must be done in accordance with Oracle Cloud TestingeRé&lic

Oracle Audit Logging

Audit logging of actions taken in theexaC@Gnfrastructure owned by Oracle are the responsibility of Oracl®racle maintains the
following infrastructure audit logsfor ExaC@C X8 and earlier hardware

ILOM

- syslog

- ILOM syslog redirected to thesyslog of the physical infrastructure component
Physical Exadata Database Server

- Jvar/log/messages

- Ivar/log/audit.log

- Ivarllog/secure

- Ivarllog/xen/xend.log
Exadata Storage Server

- Ivar/log/messages

- Ivar/log/audit.log

- Ivarllog/secure
Storage NetworkSwitch

- Ivar/log/messages

- Ivar/log/audit.log

81 https://docs.oracle.com/en/cloud/paas/operataccesscontrol/exops/overviev- of-operatoraccessontrol.html
82 https://www.oracle.com/a/ocom/docs/engineereslystems/exadata/oracleperatoraccessontrol-tech-brief.pdf
83 https://docs.oracle.com/en/operatingystems/oracldinux/7/security/ol7-scapsec.htm

84 https://support.oracle.com/knowledge/Oracle%20Linux%20and%20Virtualization/2616282_1.html

85 https://support.oracle.com/knowledge/Oracle%20Cloud/1593827_1.html

86 https://docs.oracle.com/erus/iaas/Catent/Security/Concepts/security _testingolicy.htm
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- Ivarllog/secure
- Ivar/log/opensm.log
Oracle retains the following audit logs for ExaC@C X8M and later hardware:

ILOM
- syslog
- ILOM syslog redirected to thesyslog of the physical infrastructure component
Physical Exadata Database Server
- Ivar/log/messages
- Ivar/log/secure
- Ivar/log/audit/audit.log
- Ivar/log/clamav/clamav.log
- Ivar/log/aide/aide.log
Exadata Storage Server
- Ivar/log/messages
- Ivarllog/secure
- Ivar/log/audit/ audit.log
The retention period forOracleinfrastructure audit logs isl3 months Infrastructure audit logsare accessible b@racle security staff
In the event of a suspect security incident, Oracle and customer staff will work together to respond and resolve the iss@raee
Incidence Respons® practices.

RESPONSIVE CONTROLS

The customer and Oracle work together to secure and monitor accessustomer services, databases, database data, VMs, and
infrastructure. Should either party detect an unauthorized action, that party can take responsive action immediately and prior to
notifying the other party, depending on security policy and the detaitnd circumstances around the unauthorized actioifithe
customer detects an unauthorized action, the customer should notify Oracle of the action and response via the Oracle SRsproce
Oracle will notify the customer of detected unauthorized actions ar@racle responses.

The customer may take any responsive action on any services or equipment they corfthag includes terminating network
connections into the customer VM and terminating network connections between the CPS and OCI resouiides databaseervices
and databases will continue to function normally if a customer terminates connections between the CPS and OCI resourcesyand
authorized action that is terminated via this customer response can be restarted.

Customers may use Operator Accessn@ol® to terminate Oracle staff access to ExaC@C infrastructure and ADB'Ms.

Oracle’s responsive controls include terminating connnelcti ons a
revoking access tExaC@G@esources.

SERVICETERMINATION

Customers may terminate their ExaC@C instance as pafExC@C Lifecycle Management OperatiéhsTerminating an Exadata

Cloud Service resource permanently deletes it and any databases running.drhi terminate service functionalityis implemented as
Exadata Database Machine Secure E¥aSehe ExadatéSecure Eraser automatically detects the hardware capability of a storage device
and picks the best erasure method supported by the device. Cryptographic erasure is used whenever @tsgbbvide better

security and faster speed. The cryptographic erasure method used by Secure Eraser is fully compliant with the NHSJ0S8r1

standard.

87 https://www.oracle.com/corporate/securitypractices/corporate/securityincident-response.html

88 https://docs.oracle.com/en/cloud/paas/operataccesscontrol/exops/overview of-operatoraccesscontrol.html

89 https://docs.oracle.com/en/cloud/cloudt-customer/exadataloud-at-customer/exacc/deletexadataservice
instance.html

9 https://docs.oracle.com/en/engineereslystems/exadataatabasemachine/dbmsg/exadataecureerase.htmli#GUID
6C9FD30CFF884ABA-9249393E183784B0D
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EXCEPTION WORKFLOWS ORACLE ACCESS TGQUSTOMER VM

ExaC@C service support includegception casewhere a failure in the customer VM requires Oracle staff accesshe customer VM
to resolve the issueThe process and technical controls that govern how Oracle staff can access the customer VM depend on if the
customer VM can be accessed by the customarif the customer VM is not accessible by the custom&he processes and

technology controls for these cases are describedthe following sections

CustomerCan Accesghe Customer VM

If the customer VM is accessible by the customéhnen Oracle staffare not permitted toaccess to the customer VNtom the Oracle
managed infrastructure component$nstead, customer staff are required to access the customer VM using customer credeiials,
then customer staff can share access to the customer VM using shaceelen technology (e.g., zoom, webex, skype, efthis access
is controlled by the SR procesas follows:

Customer opens a Service Request (SR) indicating the failure

Customer or Qacle opens a shared session and indicates session information in the SR

Oracle and customer staff access shared session information from the SR

Customer accesses the customer VM using customer credentials

Customer either enters commands to resolve theussas instructed by Oracle staff, or customer permits the Oracle staff to
control the keyboard entry for the VM session

Customer updates the SR with diagnostics information

Oracle staff update the SR with resolution information

CustomerCannot Accesshe Customer VM

If the customer cannot access the customer VM, thepecific process and technical controls can perr@itacle staff to access the
customer VM from the infrastructure This access is controlled jointly by the customer and Oracle through the Oea8kervice
Request (SR) process and the Operator Access Control Technology (if implemented) as follows:

Customer opens a Service Request (SR) with the following language:

- SR Title: “SR granting Oracle explicintumbermAKXIXXKK XtXX XX

- SR Content: “We are opening this SR to g%iaoderfaxpl i ci't

support to help resolve issue described in SR# XXXXXXX¥\¥e acknowledge that by providing this permission,
we understand thatOracle will have access to ALL FILES in DomU and agree that there are no confidential files
stored in any of the file systems in DomUn addition, we also agree that customer security team has authorized
Oracle to have access to customer DomU inordertee s ol ve the issue described i
If the has implementedOperator Access Control, Oracle will open an Operator Access Control Access Request to resolve the
issue; the customer must approve the Operator Access Control Access request to perautedstaff access to the
appropriate system components
Oracle or customer will open a shared session and provide shared session information in tieegRested by the customer;
the customer can configure Operator Access Control to provides command leeyktroke logging in near real time (<60
seconds)toacustoms peci fi ed syslog server in the customer’
customer’s tenancy
With Oracle and customer both accessing the shared session, Oracle willspgefic service accounts in the infrastructure
to access customer VM and resolve issappropriate technical processes will be determined ocaseby-casebasis and
specific to the failure mode indicated in the SR

91 DomU is an historical reference term for the customer VM
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DATA PROCESSING AGREEMENT AUDIT

As part of the ExaC@C service, customers may audit Oraent e’s co
(DPA) up to once peryear. Inaddton, to the extent required by Applicable Data I
Regulator may perform more frequent audits. THaata Processing Agreement for Oracle Servi€gsovides detail about how

customers may request an audit and hoWwet audit will be processed.

DEVICE AND DATA RETENSION

Oracle Customer Data and Device Retention for (DDR) Oracle Cloud at Custdfisan optionaladd-on service for ExaC@C. Oracle

DDR permits the customer to retain eligible hardware items that may cointaensitive, confidential, or classified customer data
(Retained Hardware) that have been removed from the Exa€@C har
customer’'s ExaC@C subscription.

For purposes of DDR, Retained Hardwarefers to the following:

Hard disk drives (HDD)
Solid-state drives (SSD)
Persistent memory (PMEM) components

ORACLEOPERATORACCESS CONTROL

An impediment to bringing a class of applications supporting mission critical and highly regulated workloads to accfdatform is
the shared responsibility model inherent to a cloud platform. In this model, the cloud service provider retains control tomage a
subset of the system, such as the infrastructure (cloud provider tenancy), and the customer retains cootnohhage another part of
the system, such as virtual machines, applications, and databases (customer tenancy). For mission critical and highlyeeegulat
workloads, the customer may have the responsibility to control the actions any person takes when gngetbe any part of the
system, including the actions by the cloud provider staff in the cloud provider tenancy. To meet these requirements, Orasteroers
can use Oracle Operator Access ConfqlOpCitl) with Exadata Cloud@Customer (ExaC@C) and Autonammdatabase Dedicated
(ADB-D) on ExaC@C.

OpCitl is an Oracle Cloud Infrastructure (OClprivileged Access Management (PANMBervice forExaC@COpCitl provides the
customer interfaces to

Control when and how much access Oracle staff have to ExaC@C infrastmecand ADB-D VMs

Observe and record Oracle operator commands and keystrokes Oracle staff execute on ExaC@C infrastructure

Terminate Oracle operator connections at the customer
These controls are a standard part of the ExaC@C service andwvaiiable at no extra cost to Oracle customers.

s di

OpCltl is the right feature for use cases where customeeed to control Oracle Cloud Ops staff login to infrastructure to meet the
same standards applied to customer staff accessing customer managed sySteragsample, OpCitl is ideal for banking and financial
services applications, energy utilities, and defense, and any other application where risk management is a key pillar iobéippl
success.

OpCitl preventive security control features includehe following:

Oracle staff acess only when authorizedly the customer and only for a specific Oracle work request
Oracle staff access is limitet explicitly approved componentselated to a stated and specific work request
Oracle staff acesds temporary, and isautomatically revoked afterthe authorized task is completedr a timeout is reached
Customer control over when Oracle staff can access infrastructure
- Softwareenforcenment of privilege escalation by Oracle staff
OpCitl detective security control features includéhe following:

Customer notification when Oracle staff need to access infrastructure
Command and keystroke logging for actions takéxy Oracle staff
Commands andeystrokes are traceable to an individual person

92 https://www.oracle.com/a/ocom/docs/corporate/dafarocessingagreement062619.pdf
93 https://www.oracle.com/assets/custometatadevice retention-sd-4419287.pdf
94 https://www.oracle.com/a/ocom/docs/engineereslystems/exadata/oracleperatoraccessontrol-tech-brief.pdf
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Customer security monitoring of all commands and keystrokes entered by Oracle staff
Oracle-supplied record of the Oracle staff identity to the customer when required for any command executed
OpCitl responsie security control features includéhe following:

Customer control to terminate Oracle staff access

Customer control to terminatgorocesses started by Oracle staff

Customer control to remove remotely accessible accounts from ExaC@C infrastructure arg-BD/M
Customers must plan to ensure continuous monitoring (24x7x365) and response to Operator Access Control Access egguest
for Oracle to support the ExaC@C service. Customers should consider using the OCI E¥antsNotifications” services tcautomate
the procesf notifying customer staff for the purposes of processing OpCtl Access RequBstsa Simple Guide to Managing OCI
Alarms in ServiceNow® for an example of how to do this with ServiceNow.

Customers may integrate OpCtl audit logs imt3¢ party software products that are compatible with the OpCtl service. This includes
sending OpCtl audit logs to a customepecified syslog serv®and integrating the OCI Logging service with Splunk®

A complete description of the OpCtl service for ExaC@C Infrastructure is available from@perator Access Contréf!
documentation An overview of the OpCtl service is available the Operator Access Control Tech Brigf?

SUMMARY

Security features throghout the customer VM and customer database are controlled by the customer. Oracle database encryption

features encrypt data, and the customer retains control of the encryption keys. Oracle database security features control

authentication and access to thin the database, and the customer retains control of this authentication and access. Oracle Linux

aut hentication features control access to the customest’' s VM, a

Security and auditing features throughput the Oraclmanaged components of thExaC@Gervice ensure that Oracle Cloud
Operations staff only perform authorized actions on the infrastructure component&saC@CSecurity measures include muki

factor nameduser authentication, strong passwords with rotation schedules, and toksased SSH access to Oraat@naged
infrastructure componentsAuditing and logging are implemented throughout the stack, and audit logs are available to customers at
their request va the Oracle Service Request (SR) process.

The combined security and auditing postures ofistomermanaged and Oraclenanaged components separate duties and deliver the
benefit of a high-security on-premises deployment with the easef-use and economics of the cloud. Customers and Oracle Cloud
Operations work together to ensure system securind prevent unauthorized access to and theft of customer data. Oracle Cloud
Operations staff does not access customer networks, services, or data to delivé&xh€@@ Gervice, and customers do not access
Oracle managed infrastructure to consuniexaC@GCSavice. In the ExaC@Qleployment model, customers gain the security of an-on
premises deployment with the benefits of cloud economics, agility, and scale

9 https://docs.oracle.com/etus/iaas/operatoiaccesscontrol/doc/auditing-operatoraccesscontrol-lifecycle-
events.html#GUID 1C81928306604828 8E1109D897211436

% https://docs.oracle.com/etus/iaas/Content/Events/Concepts/eventsoverview.htm

97 https://docs.oracle.com/etus/iaas/Content/Events/Concepts/eventsoverview.htm

98 https://www.ateamoracle.com/post/asimple-guide-to-managingoci-alarmsin-servicenow

99 https://docs.oracle.com/en/cloud/paas/operataccesscontrol/exops/overview of-operatoraccess
control.html#GUID-6526 ADEXC6644600A62B-5993EA25134E

100 https://docs.oracle.com/en/solutions/logstream splunk/index.html

101 https://docs.oracle.com/en/cloud/paas/operataccesscontrol/exops/overview of-operatoraccess
control.html#GUID-7CF13993DB16-485A-A9FA-399E0049740B

102 hitps://www.oracle.com/a/ocom/docs/engineereslystems/exadata/oragloperatoraccessontrol-tech-brief. pdf
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