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17

14 https://docs.oracle.com/en-us/iaas/tools/public ip ranges.json.

15 https://docs.oracle.com/en-us/iaas/Content/General/Concepts/regions.htm
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[C&->THERASNLIRFOX LY - DATLLEERITD, 57 ILHEET S Oracle Cloud Infrastructure 2 5ER
(CA)TY

17 https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/fastconnect.htm

18 https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/overviewIPsec.htm

19 https://docs.oracle.com/en/engineered-systems/exadata-cloud-at-customer/ecccm/ecc-network-
requirements.html#GUID-E53A5DCF-CCCD-4493-B1D2-4EA6FA30B8A1

20 https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/transitroutingoracleservices.htm

21 https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm

22 https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/ven flow logs.htm

2 https://docs.oracle.com/en-us/iaas/Content/network-firewall/overview.htm
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L—% - 7OEAADEF2T - ORI - H—ERDISAT7 Y FERAZEZ SHODRASPa—)LTcO—F—>avLET, 954
72 MERAEE, & ExaDB-CQC A Y7 TR NSV FYICEETY ., sEAEDH TP U FREA(SAN)IZIE. ExaDB-C@C 1 > 75
A ;59 F % ® Oracle Cloud 74 T T 4 T 4 (OCID)BNEENTULET,

08 Mod 138 dny

mTLS https port 443

'D Control Plane Server

VM Ry kJ—2 & CPU D45 Bt

6 (. [ L Exadata Database Server (DB Server)|Z7 704 SN=BH2FRETI Y - VSREVMYISRAAEDO Ry kT—4 58
FRLTVET, 2VMIE, 95A4TF70 b Ry b T—=9(FY FT—=0 DERYITIT - Ry bT—=9(Fy FT—2 20HHEY) >
DEHRBLET, BERIE. Ry NT—9 - THORREREETH=DIT. BRD5 VM I SRADELD 7Y FT—VIZEX % VLAN
RTERETEET, VI bz T7IE VLANZBHMICERLT, E VMY SREIDA ML= - Ry bD—9 (v bT—9 48
FUBEDBLET, B0 VWNICEEARY FT—9 (Y bT—% 3)[&. B L Exadata DB Server EWEL D VM DEEARY FT—9 %
4B L £ 9, Exadata Database Server (£, BLRAEERY hT—JBDIL—TFT 4 T &#TVWERA. CCUITIIEED VM IZEE SN
5=, VMRADAFERIZE >THDO VM D CPUF ¥ v>a - T—RIZT IV ERTEDEHSCIENTEET, VMU FRE - 2w b
D= DHEEDBHE VMY SRE 2y bT—9 D5 BN PCIDSS IZHERL L 72 BRIZED & 5 [ZRIL DA IZ DUV TIL. [Oracle Database
Machine and Compliance with PCI DSS V3.2] %S HB L T &Ly,

24 https://docs.oracle.com/en/engineered-systems/exadata-cloud-at-customer/eccid/exacc vmdb.html

B https://www.oracle.com/assets/exadata-pci-dss-compliance-wp-3157442.pdf
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arvkA—)L- TL—UEEBRY FJ—H L THE

26 https://docs.oracle.com/en-us/iaas/Content/API/SDKDocs/terraform.htm

27 https://registry.terraform.io/providers/hashicorp/oci/latest/docs
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28 https://www.oracle.com/corporate/security-practices/assurance/

2 https://www.oracle.com/corporate/security-practices/assurance/

30 https://www.oracle.com/corporate/security-practices/corporate/access-control.html
31 https://www.oracle.com/security-alerts/

32 https://support.oracle.com/epmos/faces/DocumentDisplay?id=2333222.1

33 https://docs.oracle.com/en-us/iaas/exadata/doc/ecc-system-config-options.html
34 https://docs.oracle.com/en-us/iaas/exadata/doc/ecc-update-exacc-system.html

% https://docs.oracle.com/en-us/iaas/exadata/doc/ecc-vw-maint-hist.html

% https://docs.oracle.com/en-us/iaas/exadata/doc/ecc-vw-maint-hist.html

37 https://docs.oracle.com/en/database/oracle/oracle-database/19/racad/ensuring-application-continuity.html#GUID-
C1EF6BDA-5F90-448F-A1E2-DC15AD5CFE75

38 https://support.oracle.com/knowledge/Oracle%20Cloud/2707015 1.html
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N=Z= Y Y= = REV2) ISR FEATOEELYIZ VM B EFZLA>)
- SROAR:
¢ We are opening this SR to grant explicit permission to Oracle to access our Guest VM in a shared screen session
in order for support to help resolve the issue described in SR# 1-xxxxxxxx.We acknowledge that by providing
this permission, we understand that Oracle will have access to all files and memory that are part of the Guest

168 https://docs.oracle.com/en-us/iaas/delegate-access-control/doc/overview-of-delac.html
39 TECHNICAL BRIEF | Exadata Database Service on Cloud@Customer

Security Controls | 2.34

Copyright © 2025, Oracle and/or its affiliates Public



https://docs.oracle.com/en-us/iaas/delegate-access-control/doc/overview-of-delac.html

VM. This permission to access our VM is contingent on our representative being able to monitor in real-time
via a screen-sharing session all activities performed by Oracle. In addition, we also agree that the customer
security team has authorized Oracle to have access to the customer Guest VM via this shared screen session in
order to resolve the issue described in the above SR.
¢ DBY—/\—®DOCID: «<ZZ/Z VM #/KX L TLVS DB H#—/V—®D OCID F5EA >
¢ VM®&: < [DBY—/V—5#) N—=2= T Y= = RET 2] [SUX FEATOELEYIZ VM
£ ETLA>
e Operator Access Control WEE SN TWBIGE., 457 ILIZMEEAEIRT 51T Operator Access Control 77X - 9 T
R rEF—TULET, HEFHRE Operator Access Control 772X = YU TR FERFBL T, 73 7ILODRE v JITEY 4
DATL - AVR—FR Y CADT IR EHAT ILENHYET,
®  Operator Access Control Tl&, BEHRD syslog b—/N\—F[EEEHRDTF > D OCI Logging U —E X (H B WL ZTDMEAH)
2. ARV FPF—Z bA—IMREY TIL - 24 L60 FRE) TREBESNET

FTIVNEBEHROAANKE LY a3 VITT VAL TVSRKRET, 73V LHBEREORRICEZYETS, BULGEHTITOER0
RE>T—ANA7—ZATHY ., SRIZRENEEE—FICEBFEDILDTY,

H—EXDET ET—2DWHIE

HEHIE. ExaDB-C@C R TSB DI ENTEET, WH—ERERTIEI L. TOY—ERTETSIATNET—E2R—X ¢
T —#I1£F R T, Exadata Database Machine Secure Erase Z{#fH L TKAIZHIBR SN FET . "Exadata Secure Eraser [, £#RX hL— -
TINARADN— ROz PHEZEFMICKREL. Y R—FSNIREGEEAZEBRLET., JUBLVEF) T EEREEE
B 5012, AlgeahEFYBEEILEEINMER SN ET, Secure Eraser TEA SNBSS LEEAZ(L. NIST SP-800-88r1 1Z# (L
ICEMMLTUVET, MEFHILX, My Oracle Support (MOS)Y—ER - YOV TR MSR)EFA—T 2§ BHIET, A5 HEF2TH
HEDREEZTHIENTEET,

TNAREEUVT—2DOHRE

Oracle Customer Data and Device Retention for (DDR) Oracle Cloud at Customer'”2(%, ExaDB-C@C DA T a>D7 KA Y - H—ERT
¥ ,Oracle DDR [, ExaDB-C@CMSEY A ENrz, HHM. BEFE-IBROLSERT -2 2ETAREMEOH I BERLG/N—FHT -
TATLBRBEEINN—FO 7 )EBEHRNRIFTHLEHTLET, DDR 2BMET HIHE. RESAN—FDzT7 &IF
Exadata T—AR—R - H—/N— A b= - H—N—BLUPar rA—)L- TL—2 -H—N_—DROAVKR—2 2 b EELET,

N—FK-FT4RY + K54 J(HDD)

Y1)y RAF— bk« K54 J(SSD)

K=Y RF U k- AT —(PMEM)

169 https://docs.public.content.oci.oraclecloud.com/en-us/iaas/exadata/doc/ecc-manage-databases.html#GUID-
76C7A374-7E40-4E65-A6F1-AEE63D01CFE7

170 https://docs.oracle.com/en/engineered-systems/exadata-database-machine/dbmsqg/exadata-secure-erase. html#GUID-
6C9FD30C-FF88-4ABA-9249-93E183784B0D

171 https://www.nist.gov/publications/nist-special-publication-800-88-revision-1-guidelines-media-sanitization

172 https://www.oracle.com/assets/customer-data-device-retention-sd-4419287.pdf
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FEH

BEHRE VM ET—AR—X2EDOEF1) T #EEL, BBEHICE>Tar bO—/LENFET, Oracle Database DIESLHEEEIZ K o
TT—AMEStEh, BEFENIHBEREOIY FO—ILEHFEFLET, Oracle Database Dt F 1) T A #EEIC K> T, T—E2R—2X
RADT—RIZHTBRIEET VAN FO—ILEh, BEHENCDRIEET7 VRO bO—ILEFEEH L E T, Oracle Linux @
REAIEEIC L > THEHR VM ADT I/ RN Y rO—ILEN, BEHNCORIAET IV EADI FO—LERELET,

TSN EET S ExaDB-C@C DA VR—R Y b &IKIZH=DF 1) T 1 #EE L BEEBEMAEIX. ExaDB-CQC DA VTSR KTY
Fr - AVR—FR MRS EIRELT IV aVEHLET BDITRILGET . £F2 ) T4 HRICE, AT EL—HF-—DFERT
O, ASUINEETEZA U ITISARSIFy - AViR—FR Y MMIT B FIPS 140-2 LARJL 3 HEPD b—H VR—ZAD ssh 7o+
AEFEALERAGEAGENHYEIT BEEELOXFUITEIRE v I EEKICRE SN, ZHT HEED S A VM., Oracle Database, OCI
H—E X $ & U Oracle Service Request (SR) 7O R &E L THEEHKICIREILET,

PEHINEET A VR—R U MEFFIMNERTIaVR—F 0 bDEF 1) T FHEEERFZHEAEHLEDZ LT, B
NAEEIN,. BELHEX AU T A 2HATFA YT LIR-TTOAM A MDA Yy bE. V5D FOFBHEBRFENRRINET,
HEFRE Oracle Cloud Operations [FEE L TR TLDEF 1) T 2BHEL. BEROT—2ADTRET IV R EBHEHLELET,
Oracle Cloud Operations W A% v 71&, ExaDB-C@QC H—E R R T H-DICEFHRORY b T—IPH—ER, T—RIZTTIER
FTEHILEHYEBA. FEBHRIE. ATV EBT DAV ITRA NSV FvIC7Y AL T ExaDB-C@C Y—ERZFAT S
CEEHYFERA, ExaDB-C@QC DT TAA AV b ETLATIE, BFEHRIEAVTLIR - TIOA AV DX T4 EBEN
5. 759 RDREFE. BEME. RY—5EUTA2ERTEET,
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