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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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DBA—H—MNT7 I —3> DT O UV

SQL> select username
2 from dba_users

USERNAME

SCOTT
APP1
APP2
APPADMIN
PDBADMIN

E AT

7

3 where oracle maintained="N';
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INAT—FEDBTIA4ILE, HLLIEA—F—5ERLC

SQLd>: connect system/manager E/U ”_&7'3‘\?3:%_) ?
0> oot h/h v AEFIFAT ZHENDLELDBL—F—(ZfH
é%ﬁéhibf:o Eé( f&bjlﬁiéhé
V ENANZT VA TESLINDEREEMN
TE720N
V REBRETT AT —AEAR—ANHIES
nsd

v EBELOT M ORRISHENREESS
IEOTzMNEFFE TS

/%EL BESNTESITT AU EERSND
\
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%2<{NDBL—H—

MDBEEMEREZFH>TLVS

GRANTEE GRA
SYSTEM DBA
SYS DBA
SCOTT DBA
PDBADMIN DBA
MY_DBA_ROLE DBA

SQL> select grantee, granted role EA/fd::tb§fEE:%_) ?

2 from dba_role _privs
3 where granted role="DBA’ ;
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Z{MDBL—H —H R NFHERZF LTS

TABLE" ;

GRANTEE

SQL> select grantee, privilege
2 from dba_sys privs
3 where privilege="SELECT ANY

PRIVILEGE

SYSTEM

SYS

APP1

APP2

DBA
MY_APP_ROLE

SELECT ANY TABLE
SELECT ANY TABLE
SELECT ANY TABLE
SELECT ANY TABLE
SELECT ANY TABLE
SELECT ANY TABLE
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Database Security Assessment Tool (DBSAT)

e T—RIR—RHEAXv L. DBOYLX 1 TAZHRENIZFVvITHY—IL
B, A—YTAYU EREE, e, B 5 102 112, 12¢
* PythonTYEREN=BEIL R—FERR V)T Cy

© HTML, XLSX, TEXTOE X CTENEFNLAR—FE B
« HALKR—MIEE XBEARAFSILHISHARE LY —ERBEFE

. . W (hRAT7 L)
C AL O—R 4 -
— Doc ID 2138254.1 DBSAT Reporter

Oracle Database Security Assessment Tool (DBSAT) A python

o« FExaAk /l\
— Database Database Security Assessment Tool User Guide B re-sess
http://docs.oracle.com/cd/E76178 01/index.htm =
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BEEL

« XJIE0S « EfTA—HIZHELHER
— Solaris x64, Soloaris SPARC — CREATE SESSION
— Linux x86-64 —SELECT on SYS.REGISTRYSHISTORY
_ Windows x64 —Role SELECT_CATALOG_ROLE
— HP UX IA(64bit) —Role DV_SECANALYST (Database VaultZ {31 FA )
— IBM AIX, zSeries Based Linux —Role AUDIT_VIEWER (12c( %)

—Role CAPTURE_ADMIN (12c® )
—SELECT on SYS.DBA_USERS_WITH_DEFPWD

« T—HEN—R (11g and 12¢)
— Oracle Database 10.2.0.521 £ —SELECT on AUDSYS.AUDSUNIFIED (12¢c D &)
KT —HESMsQLEOsaY U ET —4 XLinux, UnixD15 & (&, DBSATZ 1T 5051 —H(C
AN—RAYP—/NETEITLTIREENS ORACLE_HOMELL T DT 7A JL~DRead¥ERE NN E

WindowsD i & (L. sQLAY U RDH
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DBSAT Collector® ZE4T

1. My Oracle Supporth isdbsat.zipZd¥ o> O—K
— Doc ID 2138254.1 Oracle Database Security Assessment Tool (DBSAT)

2. dbsat.zip T —ARN—RHY—/\— L [ZfE
1. unzip dbsat.zip —d /home/oracle/dbsat
2. cd /home/oracle/dbsat

3. DBSAT CollectorDZE1T
1. IRIBEZHIZORACLE HOMEMERE SN TLNB I LAHERR

2. LANGH XUINLS_LANGIRIZEZE M UTF8 TH A L= TR
{5) LANG=ja_JP.utf8; NLS_LANG=Japanese_Japan.AL32UTF8

3. dbsat collect [DBUser/Password] [ZIP name] f5) dbsat collect system/oracle12c ora003
> 0ra003.zip 77 A ILDBMERLEN S
X HASNIZISONT 7LD ZIPTHE S LSS

ORACLE

Copyright © 2016 Oracle and/or its affiliates. All rights reserved.



DBSAT Collector® ZE 17451

$ . /dbsat collect system/oraclel2c orac003

Connecting to the target Oracle database...SQL*Plus: Release 12.1.0.2.0 Production on A 7H 11 00:43:01 2016
Copyright (c) 1982, 2014, Oracle. All rights reserved.

RIREEQT A UBE/E: B 7R 11 2016 00:16:06 +09:00

Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - 64bit Production

Real Application Testing and Unified Auditing options

[CEfHSNnFE L=,

Setup complete.

SQL queries complete.

0S commands complete.

Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - 64bit Production

Real Application Testing and Unified Auditing options & DiEsEA YIS E L1,
DBSAT Col lector completed successfully.

Calling /opt/app/oracle/product/12.1.0.2/dbhome _1/bin/zip to encrypt secvm3. json...
Enter password: ZIPZ 7A4ILD/INRT—FAH

Verify password: ZIPZ 7 A4 IJILDI/INXT— KA R

adding: ora003. json (deflated 87%)

zip completed successfully.

ORACLE
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DBSAT ReporterMDE 1T

1. Python 2.6 L _E(Python 3.xXIEARRN)AA U AR—ILENTIVHZEDFEER

1. phthon-V

$ python -V

Python 2.6.6
2. DBSAT ReporterMZE1T

1. LANGE LUNLS_LANGIRIREZ MM UTF8 THAH L= iR
{5]) LANG=ja_JP.utf8; NLS_LANG=Japanese_Japan.AL32UTF8
2. dbsat report [ZIP name] 5ll) dbsat report ora003

ORACLE

->0ra003.zip7 7 A ILDMERL SN S
NKETRDOLR—IAZIPTEEE{LENS

Copyright © 2016 Oracle and/or its affiliates. All rights reserved.

18



DBSAT Reporter® E {745

$ ./dbsat report ora003

Archive: ora003.zip

[ora003. zip] ora003. json password: ZIPZ 74 ILD/INAT— KA
inflating: ./ora003. json

DBSAT Reporter ran successfully.
Calling /usr/bin/zip to encrypt the generated reports. ..
Enter password: ZIPZ 7 A4 ILD/INRAT— K AR
Verify password: ZIPZ 7 A4 IJILD/INRXT— KA A
adding: ora003. txt (deflated 77%)
adding: ora003. htm| (deflated 83%)
adding: ora003. xIsx (deflated 3%)
zip completed successfully.

Copyright © 2016 Oracle and/or its affiliates. All rights reserved.
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DBSATL 7 R—hkH 2T )L (HTML)

Assessment Date & Time SYSTEM-SYSAUX FMRiED 21— —Hov
USER_TBLSPACE
‘ Date of Data Collection | Date of Report | Reporter Version |
Status Significant Risk
‘Sat Sep 10 2016 02:36:00 | Sat Sep 10 2016 21:1 9:54| 1.0.1 (June 2016) — b&855 | Summary Found 5 users using SYSTEM or SYSAUX tablespace.
Details
- Tablespace SYSTEM: MGMT_VIEW
Database Identltjr Tablespace SYSAUX: APEX_030200, CWBSYS, OWBSYS_AUDIT, SYSMAN
Remarks SYSTEM&SYSAUXFE7EEIZ. Oracle Database® BIE1 —FHICHEHISNRBETT. ZhoO BFY Y —2%FIH
‘ Name | Platform |Dalﬂhase RoIE| Log Mode ‘ Created | Lz DOSHI2E%: #5380 TR/ 010, BEO 1—F - PAY L0 CO SRS AT A 2 BT Faly, 12,289 LD
=2 |3 SYSTEM#BEIZ IS (LT 2D am TEER A, JHITT— P02 £ — 7 4% 0 RBE THIAL TIZLIT7L
‘omoo? | Microsoft Windows x86 64-bit | FRIMARY | NOARCHIVELOG ‘ Sat Sep 10 2016 02:1 ?:00| éaammm;ﬁ B51T FOTRRECORRAIC R LT
Summary I-—HFOEYTEL
PRIV USER
Section Pass | Bvaluate | Unused | Some Risk | Significant Risk | Severe Risk Total Findings
Status Pass
ﬂtﬁ& o 0 0 o 0 o Summary No grants of EXECUTE on restricted packages
LT . 5 o o o 4 o 9 Remarks PL/SQL! %7 —3/(DBMS_SCHEDULER, DBMS_SYS_SQL)IZ. SOLO—F @ {74 BID I — 1 O BRINE4HE o T
IEEE ED — 6 12 o o o o 18 F/aFEEITT B LEFFOILET, COF ORI BL<HIIRL. ESI BT I -FOA ST AETT,
BRSO =] 0 0 1 o] 0 0 1
_ e KT DIRRT—F
F—RNIFS{k (o] 0 1 (0] 0 o] 1
2R A T R 0 o 2 0 0 0 2 USER.CASE
|
B 3 3 2 (0] 2 (0] 11 Status Severe Risk
B P 4 2 o 2 2 0 11 Summary P EFHRAT —EERIN T ERA.
Details o . .
Z“‘" I»_- ]'—: EEEEE [0} 0 (0] 0 0 (0] (4] Initializaticon parameter SEC_CASE_SENSITIVE LOGON is set to FALSE.
gl —F oA T ] o] 0 0 0 Q Remarks 70l HFEEFT 220 — A EESNET, S ENS, A FESUINT, BRSNS L0 — PR EL THEL
IFRUFRSR R0 —F DR A SIE S 29, SEC_CASE_SENSITIVE_LOGON: 85 — 2% TRUEICE B2 &
Total 18 18 6 2 9 0 53 TF— A= RU2RD—F DA TR BT B LD U ET,
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A—Y—=7hov

User Accounts 1 77°|)/7-_¢/3“/‘ :L—-Ij:—Lh\

( User Name Status Profile | Tablespace Predefined| Type ) L\fd:l,\
APP OPEN | DEFAULT | APP Mo PASSWORD »

~ #HFI—Y—FRALTLELA
APP1 OPEN | DEFAULT |SYSTEM MO PASSWORD 7N l -U- J L/TL &L 75

— S »
APP2 OPEN | DEFAULT | SYSTEM No PASSWORD 2 LDAP"C e Eéhé 7 |:| _/ \)[/
APPUSER OPEN | DEFAULT | APP No PASSWORD . - ;h,é5'1~ ﬁl-‘
DESNMP OPEN | DEFAULT | SYSAUX PASSWORD :L -lj- OS—C =Ry | IEé A

Yes
EUSSHARED OPEN | DEFAULT | 5YSTEM Mo CLOBAL J_ Ij b\ L \ é
HRE OPEN | DEFAULT | APP Yes PASSWORD — > -
—  FREEF T+ Iz E A E D
OPS5APPIDBA) OPEN | DEFAULT | 5YSTEM NO EXTERMAL
= s[7
~ ~ i ~
PDEBADMIN OPEN | DEFAULT | 5YSTEM No PASSWORD — ;l\gf& gﬁﬁ jJ &*E BE% =] I] L) é —C-—C- L \7‘3~
PUKLU OPEN | DEFAULT | 5YSTEM NO PASSWORD L \75\
5Y5 OPEN | DEFAULT | 5YSTEM Yes PASSWORD
SYSTEM OPEN | DEFAULT | SYSTEM Yes PASSWORD

@ @

Copyright © 2016 Oracle and/or its affiliates. All rights reserved.
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Sponsored by
DHS/NCCIC/US-CERT

National Vulner'abillt'f/
neset

automating vulnerability manage

Vulnerabilities | Checklists
Home SCAP

Mission and Overview

NVD is the U.S.
government repository
of standards based
vulnerability
management data. This
data enables automation
of vulnerability
management, security
measurement, and

compliance (e.g. FISMA).

Resource Status

NVD contains:
79680 cVE Vulnerabilities
376 Checklists
249 US-CERT Alerts
4458 US-CERT Vuln Notes
10286 OVAL Queries
115232 CPE Names

Last updated: 10/24/2016
2:46:07 AM

ZEML-E RIS

/i,f..\

X

NIST

meI

ementation Guide

=HAR

fF#44 (DoD: United States Department of Defense)Dtz¥a') T«
HENSEHZmI=I-HDEEHAF

There are 4 matching records.

ORACLE’

& National Institute of Last Checklist
Standards and Technology Target | Product - — R —
ﬂ ) b ase Tier ol e Authority M‘:;:;I:fd {V':::;:n Resources
itv measurement. and compliance checking « Standalone
R ovocic Dtabace 103 101 > Oracle |Database %igerl;faetion ﬁ XCCDEL 13-
SCAP Validated Tools 0 g zations I Database | Management og/i1z/z006| —— Oracle 12¢
racle Database 10g 10.2 Systems STIG
Oracle Database 11g 12¢ System Agency R Database STIG
National Qoracle Database 11g 11.1 - SEUINE S
Ciaclebiatab 14 44 | j
TR T of] Oracle Database @ ponsored b
The National CHemata-batabasa-3 ['s I Database | Managemerf 4
Rev. 3.’ is the U.S| Oracle Database 9i 12c System =] - = - | - - =18 = -
ChECH'St;(OF ben Qracle Database Server 9.2) futoma - erab anagement’eecu and complia o e g
tting t i o i
;ecpl?sg migerzzf,“gr ! Oracle HTTP Server 12.1.3BTIG, Version 1, Release 1 col | Vulnerabilities | Checklists | 800-53/800-53A |Product Dictionary | Impact Metrics | Data Feeds | Statistics | FAQs
(SCAP). SCAP en; oracle Java Runtime Envirgument (JRE) 1.7.0 tking : griclf c 3¢ Home [scap |scap validated Tools | SCAP Events |About  |contact  |vendor c t | visuali
using NCP checkli grac:e t!nux 2 or the . ata S:;t?a?':]amen
glossary of terms/ “racle Linux i
Oracle MySQL Community berver 5.7 A Download Checklist Resource
Search for Checkl| Oracle MySQL Enterprise Emition 56 r Click on the following link to download:
summary. Oracle MySQL Enterprise Effition 5.7 Oracle Database | http://iasecontent.disa.mil/stigs/zip/Jul2016/U Oracle Database 12c V1R4 STIG.zip
T Oracle Solaris 11 I Database|Managemen
— | Oracle Sun Ray Software 4 / 12¢ System Author:
Type: |gracle Sun Ray Software 5 v e Defense Information Systems Agency
Target |Oracle Database v |
Product: Resource Description:
Category:
_g__n[ oLy M Oracle 12c Database STIG Ver 1, Rel 4
Authority: [Any..__ v
Keyword: Reset Resource Type:

Standalone XCCDF 1.1.4


https://web.nvd.nist.gov/view/ncp/repository
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EREO—)L
~ ANYL R T LIEFR

S a7 o 2R 1. SELECT(UPDATE. DELETE)
e ANY TABLEFERR N7 1) 77—

Status Evaluate ~ . > —_— N ~
5 y A A—H—IZEIYETH
ummary 135 grants of data access privileges

Details *L c (I \é

Grants of ALTER ANY TABLE, ALTER ANY TRIGGER, CREATE ANY INDER, CREATE ANY
PROCEDURE, CREATE ANY TRIGGER, DELETE ANY TABLE, INSERT ANY THELE, READ

D ANY TABLE, SELECT ANY DICTIONARY, SELECT ANY TABLE, UPDATE ANY TABLE: — [E —7_-_9/\_;“7\] 0)1-‘1_3,0)3/

1 - : — e _

4PP1 - REDIRITE ROLE: DELETE MY THELE, INSERT ANY TAELE, SELECT AMY ZTA@T—9[~77’|ZZ'C§’
APPZ <- READONLY_ROLE: SELECT NY TABLE %)

(2 [#PPUSER: SELECT ANY DICTIONARY

DBSNIP : SELECT ANY DICTIONARY 2. Enterprise I\/Ianager'C“TﬁﬁtytT,T

DESHMP <- OEM MOWITOR: SELECT AWY DICTIONARY

OPSEAPPIDEA <- DBA: ALTER ANY TABLE, ALTER ANY TRIGGER, CREATE ANY é t%':%‘gfd:SELECT ANY

INDE#, CREATE ANY PROCEDURE, CREATE AMY TRIGGER, DELETE ANY TAELE,

[ |
INSERT ANV TABLE, READ ANY TABLE, SELECT MY DICTIONARY, SELECT MY DlCTlONARY*E BE%IJ (,) % e (j:

& B H

Copyright © 2016 Oracle and/or its affiliates. All rights reserved. 2 5



MEREO—)L

R

~ DBAO—)L . SYSDBAE

DBAO— )L

PRIV.DBA

Status Evaluate
Ssummary 3 grants of DBA role

Details Grants of DBA role:
1

OPSEAPPIDBA: DBA
oY GTEM: DBA

M DEA

@

DBA

(o users) <

BIREHERE O

PRIV_ADMIM

Status some Risk

summary Found 1 user granted administrative privileges.
user.

Details
sfalBA (17: Y5
SYSOPER (1) SYS
SYSBACKUP (0): (nhone)
SYEDGE (0): i{none)
SYSKM (01: (none)

ORACLE

1. AEHLZIA—Y—(ZDBAA— LA
SYSDBAEIRMERIIEIUZHTohn
’CL\EL\h\

1V ISEBESIhBENT T

A—H—PF7I)5r—30T—420

#QEE

EIREIZEY Y TONTLELD
). O—)UARE TR BAM I IBAE IR
g*%llb)%féhfbiiéilim,\
\
DBAO—JLIE TG H R EHLELY
FATAERIZITEEEIYHTS
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%) DBAO—)L . SYSDBAEE

DBAR—)L

HER . OS DBAY JL—T

SYSDBAE IRHE[R OSDBAY JL—T

o A—H—LZEL/N\RT—FTHEEH

o FRATANYD R T LIEREZEIED

o SYSAX—IDATOTIMITHIOERATERLNEDA
H5

o A—H—8&L/NAT—FIZAS SYSDBARIZE DT T
o SYSELTHERSNLD
o EERMIZETOREITTEE

o A—H—RENRT—FH#IEEE T IZAS SYSDBAAI A
DI+ THES
A—H—RENRT—RHOEE->TLWTHIERTES
SYSEL THEfRSN D

HEAICETORENTTRE

PDBIZ[d/ N A —R7: L TSYSDBAEHE T=710LY

SQL> connect system/oracle@localhost/appdb
EHRINFEL
SQL> show user
A—H—[L"SYSTEN" T,
SQL> select count (x) from sys.user$;
select count (*) from sys.user$

*
TITIS—IFEELFEL,
ORA-01031: #ERMAFRELTLVET,

SQL> connect puku/oracle@localhost/appdb
S FE LI,
SQL> show user
a1—H—(E"PUKU" T,
SOQL> select count (x) from sys.user$;
select count (x) from sys.user$

*
TITIS—AFEELFEL, :
ORA-00942: RFH-IFEA—DNFELEEFA.

SQL> connect puku/oracle@localhost/appdb as
sysdba

e FELI

SQL> show user

A—H—E"SYS" T,

SOL> select count (x) from sys.user$;

COUNT ()

SQL> connect / as sysdba
EHRINhFEL

SQL> show user

A—H—[E"SYS" T,

SQL> select count (x) from sys.user$;

COUNT ()

SQL> connect nodoby/wrongPwd as sysdba

R E LI,

SQL> show user

A—H—[E"SYS" T,

SQL> connect /@localhost/appdb as sysdba

ERROR:

ORA-01017: o —H—&/INRT— FNEMTT, A
T UIFEEINFELT,

Z4: OraclelZlTZEL SEHRSNTLEREA,

ORACLE
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v

R/IMERDIR A ERFH D ERBRFOI—F —D1ERS

1——E5 1—H—2 5T HER FhYrEESE BE

ERMIRIARA, KAT—FIE
BaLANRECHSEcEE 0 (PR
HEARWIZFIBART, /ART—FKIE

SYS ZEEL7L\(SYDBA, DBA)

SYSTEM ZELZLNDBA) =pireaer A i dvel FTARTRE
F T 1—F— (GHEA) ot
OIS RELGNEA—Y =8 EXPIRED & LOCKEDIZ, IRTRA
B 12 " EER AR, SRT—RE . e
DBSNMP  ZEEL7EL\(OEM MONITOR%:E) FEILANEE R —smm R IR
oS = S ~ 5o - AF 5t = N - LZ\EUT7°)17|*1’FF,W§~ T IAY
TTVRATOUMREE GEEAN) APPL BBREAT O IMEBGER. BEREIYATOLOOER 5ol e LOCKEDI=. ITRTHAE
APP1_BI TIVERRT SOOI ELGR/NDERETFELOHT-0—)L PROFILE TiE ]| & I (T Dlad LB - KB 7
APP1_WEB1 77ZFIAT5-OICLBLER/IDIEREFLHT-O0—/L PROFILECEYICEE | | 07| DEKEBERIDN - KRBT HE
TIUEGRALI—Y— GEHEA)  APP1_WEB2 7JUEFIAT 510U BELR/INDIEREELH-O0—)L PROFILETELNIEE H 2 < | DU<KELEBGHRD - KB IELA
APP1_Batchl 77)ZFIRT 5=HITLBELRER/IDEREFLHT-O0—/L PROFILETEYIZEE | |4 % Diad &R - K BOF LA
APP1 Batch2 77)Z&FRAT 5O ELER/INDHEREFLHI-0—)L PROFILE Tt (- &8~ %" 7 | DI EL R - RBRIT W ZE
) o — — e e | B 7| DESEDERRY - RBOLERE R,
USER1 BE-FIRICLELGR/NDEREZFRESH-O0—IL PROFILE Gi#E Y] IZE 2':5 FUH BB TF—A~DT R (LI
AR/ 7TT)ER-FARA . e — e L L | DK EL R - RBO LB E R,
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Offline Encryption Conversion

* SQLOFEITZIFT T, BRIZEEFDORBEEHZFESIE
— ALTER DATABASE DATAFILE '<T—457J74 JL£> ENCRYPT; (11.2. 12.1, 12.2)
— ALTER TABLESPACE <% %815 % > ENCRYPTION OFFLINE ENCRYPT; (12.20D &)

BITO-ODOEFANETARIEB XD ELL

F—RI7AILBLITHDINSLILEITH A EE
2 27)L31) X L [ZAES128ETE

11.2.0.4,12.1.0.2[F. LT/ NyFERANNHE

— Enable Transparent Data Encryption (TDE) Using Fast Offline Conversion in 11.2.0.4 and 12.1.0.2

(F¥Fa A2 KD 2148746.1)

PRI, T 307D A T4 IRREEDFFIZE A RE
(12.2Tl&Online Encryption Conversiont&8EZFIFA 952 & TH U SA U IREETHIES L A58

SYSTEM, SYSAUX, UNDOZRFEIZt.AE S 1L RIBE (12.2D &)

— 12.1(F. 12.1.0.2.160719 Database Proactive Bundle Patch (Jul 2016)IZ&E N5

ORACLE
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2. Virtual Private Database
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SELECT *
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Client IdentifierD X E A&

SQL*PLUSDIZ & 2A—HHRFEERE

SQL*PLUSDIB S  IE&E C LI TAET EXECUTE DBMS_SESSION.SET_IDENTIFIER('APPOOL');

execute dbms_session.set_identifier(“4E=. D{E’) PL/SQLTAS —Sr MEBICE T LELT =,

Ex) SELECT SYS_CONTEXT(‘USERENV/, 'CLIENT_IDENTIFIER') FROM DUAL;

execute dbms_session.set_identifier(‘user=tanaka id=001234)
SYS_CONTEXT('USERENV','CLIENT_IDENTIFIER')

JIDBCOIE S APP001
DBAERA —T %, LT ZEM

JDBC11g

String metrics[] = NETOD i’z_é

new String[OracleConnection.END_TO_END_STATE_INDEX_MAX]; DBAIESREA—T % LI TABN
metrics[OracleConnection.END_TO_END_CLIENTID_INDEX] = "{EE D1E"; conn.Clientld = “4EZ D IE” *
conn.setEndToEndMetrics(metrics, (short) 0);

JDBC 12c

conn.setClientinfo("E2E_CONTEXT.CLIENT _IDENTIFIER", {EE D{E");
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— Oracle Database 12cR1DT 74 ILMDEE TR T 1EHEER)
http://docs.oracle.com/cd/E57425 01/121/DBSEG/audit_config.htm#CHDGEIDA
— Oracle Database 11gR2MD T 74 JLF D EZE X TE (Unified Auditing)
http://docs.oracle.com/cd/E16338 01/network.112/b56285/auditing.htm#CHDEAEHA
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4. BEEFEER D 53 1745
Bl1) BER . EMEHDTIERLTES?

- fm
MEEE

select dbusername, os_username, userhost,
from unified_audit_trail
where action_name="LOGON’
and event_timestamp between trunc (systimestamp)-1 and trunc (systimestamp)

group by dbusername, os_username, userhost,

DBUSERNAME O0S_USERNAM USERHOST

return_code,

RETURN_CODE

count () tyla BEEEMFICIOT A LB
ARETOERABEHNDE1S,

return_code;

SYS oracle
APP1 oracle
PUKU oracle
USERO1 oracle
APP oracle
ORACLE oracle
HR oracle
SYSEM oracle

SYSTEM oracle

ORACLE

dbsec.
dbsec.
dbsec.
dbsec.
dbsec.
dbsec.
dbsec.
dbsec.
dbsec.

ip.
ip.
ip.
ip.
ip.
ip.
ip.
ip.
JP.

oracle.
oracle.
oracle.
oracle.
oracle.
oracle.
oracle.
oracle.
oracle.

com
com
com
com
com
com
com
com
com

28009
1017
1017
1017
1045
1017
1017
1017
1017

COUNT (%)
;1L X%(:Dﬁ"f‘/ﬂiﬂﬁb’m\é?’b"7‘/H2t75£
(A ‘
2 2. BESNDOSA—H —  RAMBT IR
3 ANV AV ‘
1 o SEIF1L2cTIAILNDAT AU KEBD
2 OJ LAEFELTLELA, B 1Bk
! N THEENOBFEMALOOT 121E
5 ZEHER

a by

select username, os_username, userhost, returncode, count (%)
from dba_audit_trail

where action_name="LOGON’

and timestamp between trunc (sysdate)-1 and trunc (sysdate)
group by username, os_username, userhost, returncode;
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select dbusername, userhost, client_program _name, count (k)

from unified_audit_trail

where action_name="LOGON’

and event_timestamp between trunc (systimestamp)-1 and trunc (systimestamp)
group by dbusername, userhost, client_program name;

DBUSERNAME USERHOST CLIENT_PROGRAM_NAME COUNT (%)
SYS dbsec. jp. oracle. com sqglplus@dbsec. jp.oracle. com (TNS V1-V3) 6
APP1 apsvr. jp.oracle.com JDBC Thin Client 32

APP1 apsvr. Jp.oracle.com sqlplus@dbsec. Jp.oracle. com (INS VI-VJ) 1
APP2 dbsec. jp. oracle. com sqlplus@dbsec. jp.oracle. com (TNS V1-V3) 2

BE.REDT7IVr—avhbLMERLTILWT ATV
SQL*Plus’EEDRID T T r—Sar o EHRLTERELETE

BT —3AINDT7IERAOATELERICEDT T ) r—avhb7 ot
%%'%C)L\éh\éﬁﬁﬁﬂ'é:&’& RETOEADBEAIZDIEMNETr—R
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$%) DASATTO FI AL TLVELVERE D statusFR 5D

- HAREEIRTIEXI Unused]. mEBRRTILI Opportunity |
BRI O T DRI BOFIRECREES N LN S B TY

27191 BE Fine Grained Audit

AUDIT.FGA AUDIT_FGA

status Unused Status Opportunity

ORACLE

57



Agenda

ORACLE

B TOMDEEES

58



IIInI

ZTOMDEZEFEIR

« 7Ot A ZFHRDIEHTE IR
~-MEENMNEBINDT IR IIHED R EELHSH > EERIER
T ORI RIZTEED | TAIZJTMATES L 1 ZIBINT 5T fRET
« ROYTRZISAI—FRZEEH LN
—A—H—ORIEROERIIERFREHDERDOVED
— Rl R R E MR DIEAHERY—ILDOFIBZ &
c RBRELUNDEX2) T4 (1\vIT7vT . BFE - TAMNRER)
— NV T YT HIEBIEIN TLVELY
- R -TAMRIETEARBT AT HEIN TS
- AR - TAMRIBEEAFBIRIET/NRAT—LHEFEL
- IDEIE

ORACLE




Agenda

ORACLE

P 2588

T

60



RIEHARSAY
* Oracle Databasetzx )T 4-HAkK
Oracle Database D X D HE+F

http://docs.oracle.com/cd/E57425 01/121/DBSEG/guidelines.htm#CHDCEBFA (12c)
http://docs.oracle.com/cd/E16338 01/network.112/b56285/guidelines.htm#CHDCEBFA (11gR2)

P T—ER—R XA )T A=V T L
T—IN—REXaTAHAZA4Y

http://www.db-security.org/report/dbsc guideline ver2.0.pdf
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* Oracle Exadata : - CNEFIFEZ W F—=IR—-AF1UF 1
PCIDSS 3.2%Fit» White Paper (N17FE)

=51[0]
=52([0]

=53]

=54[0]

 ERTRRELER T—IN-2 |

: T-ANR-AEIBE. E0TL0VD?

MEHROERZEZZ5(1)

T—AR-2EBIEE. E0TOLD?

=5 D& ﬁﬁ’i%zé(Z)

ZEEE R A 2L

BEEBDNET2E 25 (BR)

SESIEl : BRI I |-
—_——- EBOREEBERBEE
”’r6IEI TOEREE T—AR=AD
URL: https://www.oracle.com/engineered-systems/exadata/resources.html 'ﬂ:@/‘r\/(/ h%%zé
URL: http://news.mynavi.jp/series/db_security/001/
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Safe Harbor Statement

The preceding is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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