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Oracle Audit Vault and Database Firewall 20 % avauditor v [Y] Documentation @) Help
A Home Q Audit Insights @ Targets @ Global Sets ?__I Policies ﬂ Alerts £} Reports ] Settings
Audit Policies Database Firewall Policy Rules ® ((cancet ] (‘save | [ sets/Profites ] [ Configuration
Policy Name * SQL Injection detection policy Description Helps detect SQL Injection database
attack patterns
Database Firewall ° Session Context (1)
Alert Policies O Rule Name Action Logging Level Threat Severity Description
O Monitor untrusted client connection Alert One-Per-Session Major Ensures database is accessed through trusted paths
1-1
° SQL Statement (1)
O Rule Name Profile Name Cluster Sets Action Logging Threa_t Description
Level Severity
Allow normal Application service Application SQL " e Ensures normal application SQL traffic proceeds to the database from
o application SQL traffic account profile traffic Eass Don't Log Minimal trusted connection paths by application service account
1-1
° Database Objects (1)
. o < Threat o
O Rule Name Profile Name Action  Logging Level Severity Description
Monitor privileged user access to sensitive Application DBA One-Per- Ensure privileged users do not perform unathorized operations on
e B = Alert : Moderate s i, =
application objects profile Session sensitive application database objects
1-1
° Default
Rule Name Action Logging Level Threat Severity Description
Applies to a SQL statement that does not match the rules
Default Rule Pass One-Per-Session Minor defined in Session Context, SQL Statement or Database
Objects rule

X4 : Database Firewall : SQLA>> 133> OB /INF— %R UTTS5— MRk 3 Bl DRI —
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Session Context
Rule Name * Monitor untrusted client connection Description Ensures database is accessed through trusted path
Ruleset
IPAddressSet  Notin v Allowed IP Address v | +
DB User Set In v --Select-- v |+
0S User Set In v -- Not Available -- v +
Client Program  In v - Select -- v |
Set
Action
Action Alert v Logging Level One-Per-Session Threat Severity Major v

X5 : Database Firewall : v>3>-2>57F XM=
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SQL Statement °
Rule Name * Allow normal application SQL traffic Description Ensures normal application SQL traffic ¢
Profile Application service account profile v

Cluster Set(s) *

Available Selected

Application SQL traffic
[> ]
> ]
[ <]
<]

~ v
~1”1Vy

Action

Action Pass v Logging Don't Log v Threat Minimal v
Level Severity
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BOIENIEERSQLINS J4vhaEBI3LIIC M —Z>JUFE T, Database FirewalllC&>TSQLIS 1w D—ENDSQLXH
SQLYFRACT I —FEan., ITFOLICTNESQLYS RS 2y NT{ERATERLSICRDET,

SQL Cluster Set e
@

Name *  Application SQL traffic Description Normal expected application SQL traffic
O I(guster Sample SQL from Cluster
O 153 select object_name from all_objects where object_name='SDO_RDF_TRIPLE_S' and owner="MDSYS' and

object_type='TYPE'

[:I 151 select value from database_compatible_level v where v.value like '12.2%' or v.value like '18%' or v.value like
19%' or v.value like '2%'

X7 : Database Firewall : IEER7 )7 —23>SQLNST4wIDSQLIS RS - 2wk

BUFOLSE W=IOTOIrPA IV EERUT, [EFETE34EH/ (ANBSQLYSRY - 7y NAIDFAGRENZSQLX (T I E I B128H(C
BMRESXZ LOBENGS. HEROHZT —IN-R-1-F-%RUFT,

Modify Profile °
Name Application service account profile Description Trusted connection path for applicatiol
IP Address Set Allowed IP Address v DB User Set Application service account v
OS User Set -- Not Set -- 4 Client Program Trusted Client program for app at v
Set

X8 : Database Firewall : 7 U —33>-H—EZ-7hH9> b TFOI71IL
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£

Database Objects

Rule Name * Monitor privileged user access to sensitive application objects Description  Ensure privileged users do not perform unathorized operations on sensitive applicati
Profile Application DBA profile v
Statement Available Selected
Classes
Select DDL
Procedural (anonymous PL/SQL block) 5§ DML
Transaction DCL (grant, revoke)
Composite
Transaction Composite
Capture number of rows returned for SELECT queries
Tables/Views to be monitored
DB Object Set HR Application sensitive objects v+
Action to be taken
Action Alert v Logging Level One-Per-Ses v Threat Severity Moderate v

X9 : Database Firewall : T—AX—=X-ATZ1IK =)l

BUFOL3(E F0-/NL- 2y beRIRU THERDHZ 1Y - MET —S4FELET . T-IN-R-ATZII M L—IOTOTr (I %
EALT. 77U —>3>DBAREDIERDHZ 1 - - DEBIMTE LY M ZDERTEBEL/ (A2 RLET LIl TRIBENE
HWEEOBWAT ST MOZRITERY MERL T, 75— MO RICUTZWAREMEFZIZIRULED .

° Privileged User Sets (1)

Discover privileged users by scheduling user entitlement jobs here. @ Global Sets

[]  Name? Description

[m] Application DBA privileged users Privileged users having access to HR application schema

° Sensitive Object Sets (1)

Discover sensitive objects by scheduling sensitive objects jobs here.

O Name | Description

(] HR Application sensitive objects Sensitive application objects discovered in HR App schema

10 : Database Firewall : 1#ERDH 21— - LR MEODSWATS I M EDTO-)UL- Yy b

4. TIAMDI—IEERLT, IRTOFRDOSQLIS T4y IEESINTNST —IRN—-RITEDLIICLET . FAROSQL
NS4 PIVT—2a> DOEFHE. FROI - —-F@T7TVr—23> 08N, FFBRRICEERENBHIZEDD
BICHRETIHENDDET . SQLX(FOJ(CEEEREN. LIR— MU TRRTEEY  HAFRINSQLNA-Z51 VD& (ChEL
SNTB EOLSIB IS TYI(CT5— M F L3772 3> 2 IR BN HDET
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HHPBSQLA>S1I23a> DIE/INF -2 DREERE T IRHOEZIIT (BLUTI-MOER) 2ERBLTZEN, +2(C
No—Z2J2NEI AT ALY - ADFTFAN T—AR=R - ATZ1IM BLUTITA NIV TITOVF>S - 7923280
BZT.SQL1>217323 0VRY (COTAREEZSD) AOCOR IO ABLUF IR ZIRA T3 L 2HEIDLET
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ENFI., SQLI7179A—)L(FO0racle Databaselc#HAAFN TL\S/z8. Oracle Database 23cABFTOHENELE T

SQLI747UA—){&Oracle Databaseh1—RIDO—EBSI T, T—INEEF I DIHZFTDLDIA THERE T B3Iz, BTN/ ( (&N
AJREMENRCRDFET , SQLTI7A 7IA—)UIZETBSQLX ZINTHREL. S TE DT —IN—EH/ AN OBRRMI(SGGRE] &N
SQLO#HET —ANR=ZANEITIDLICLET . SQLIFA7IA— I O-DILTHNRY NI -IFRETHN. BES{LEH THNEESE
SNTVRVTFZRNTHN., HEDBSQLEIRB TEEY . IERRIIN-ZADI\I—> - IvF I L BAREANZTLEFERD, SQLXXD
I>0-F429. )2 LOSHE, FIIEBRNERRSNIAT S 1IN DERICEOTSQLITA 7 IA—IEIN(ICAT B FTEE R Ao

23C

=

()SQLIFAFZIA—Ib = 1

=

(@\ sl EmosoL
I oz
I

BT \ Elelise @ -
- et s |
SQLavE E{Lg j‘ﬁ;zh pEs |
i I

| FEESQL (x

FIr-33y

ERoY

B411 : Oracle Database h—RJUCHAHAFTNIZSQLIPA 7 A=)

Oracle Database(CHAHAFNTABDT —HIN—R - TFIUT(HEREN WebT TUT —> 3> N % BS R ELFPALIE TR dICEFIF R
tFIUTHIEEIRITE— 5 T SQLIPA 7 IA—IUE. IARTOZESQLZIRE. SRAIENIZSQLOAH%EFA] S 2ME— D5k
T, SQLIPA 7IA—IUE. RIERSQLZOV(CERERL . T —AIN—-XTEITEIN2D%IOYIL T, Oracle DatabaseADSQLA > 14
232 - T —ANR-ZRE(CHL TRILNIVOREZIRBFUET .

SQLI7A7IA=IUE ASHETEBIPYRLRA, ARV =FA>T -2 AT LAY —&, FETOISLBNSFEEL TOWRVERIRED
RERTIER- )22 8E (FETTOY)) FBILETERILD. T—IN-ANDHSPBT I AMERATEZLY IR > "5 D
TIONBEICTEET . COMEBER. F(CREBZERITULVGE(RIISET . BEFC, 7TV —2a>AICSQLX DFFRIYR MeAERK
LET . NS T7A P IA=NRILERECDO TR —Z2J U, BIEEEDH 28550 BSQL ZEUS T 2L5(C T2 BENHDET .
Y2 - IDFFANEENSDFFEIUR B L — VRSB CEYS TE BEBIEUTFETANTEEY,

SQLIFATIA=N%T —AR—ZANTIBRU CZORELZSIE{L I BET. NTA—I DR A= )\=AYRHTOTHMRD. H5D3
AREI—IO0-RIGEIBLS(CHRDET, SQLI7A7IA—IL(E. Oracle Database VaultlCSEFNTWLE Y, Oracle AVDFEDSQL
T7ATIA=IOERE., EsR3THROOracle DatabasemlF (CIRMEENTLET,
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SQLA>IIV33aYDUAIEERI B RODSQLIFA T IA=Ib-RUS—

SQLIZATIA=I - RIS~ PTVT =23 - B—EX-THI R TCHOTH, LIR—F4>7 - 1-H—DF IR BB ERED B
FT=AIN=R-A=F=THOTH. T—AIN=Z-THIU K- LRI THEELE T, SVZ DL T-IN-Z- 1T —“HR"AC1DDSQL
I7ATIA= RIS —ZRRL. T—IR-Z- 1-F—“JOE"RICBIDSQLI7A 7 IA—)L - RIS — 2R T BENITETT . COFZEMEC
&0 FAIN-REBEFRT T332 - B—EZX-THUZ MOVWTNHINBIAD T, T—IN-ZADRELANIVEIRZ [THEEITD
ZENTEET,

BT —HAR=Z - THI>NEDSQLIZAT7IA=IL - RIS — (& 2DDEBZEFRIUANTHEREINET . B8] SNESQLXXDEFRIUZ R,
RET BIEFETEDT —IN—IEH/(ZAOFRIUANTISQLIFA 7 IA—ILOFFRJUANC LD, ERETEZT —IN-IEFENSD
FRIENIZSQLX DA M 0racle DatabaseIEP TOEITZFFRIENBDLIICTE, EIRFENTVIEEET —INDARIERTITZAD
AU TET5— MOERFETOVF O INETENZLIICTEET,

T—AN=Z+ 1-H-DFBOISNISQLEASFETEDT —IN-IEH/NRZEUS I BIECEO T, SQLITA 7 IA—IN 2 L —Z>7
UES. 2O 227 -7 )IVEERAL T BUSUIZSQLY IT1ETADFF el A M S ESQLIPA P UA— ) - KU —ZERRUE T . D
SQLIZATIA=IL- KIS —ZBIMEL T BTERNRSQLA > 21733 IR = P IEE T 3RBUFT .

SQLIFPATIA=IUE RIERTIT4ET1 FFRIVANIRVWED) ZAREIBLERDT - IV NZEMLFT . BEICEUT, ERUT
WBSQLINS DI (335Kt T OV I3 DL 5CSQLIPA P A=V EERKR TEE T, TOTR-JO-Z2UATFITRULET

RELEVIARTOT—IN-Z - I-H-H3i5

5: g I;E‘; @%
e

SQL 7O74ET4® FFRIUR M FFAIUA D BER
H4g 327 Bk
FHAT-T REERAT—T
- SQL PH5<EF(DEUS - FFElUZ hOBEIE

- BRBLI SQL OFER CHENRERR DR
CEFAJUR R« L=ILDER,

B2 : SQLI7A7IA-IOTOER-J0~

$EAT-

SQL7I741ET1DHE (UNER) : SQLI7ATUA—ITRELLVWIRTDT —IN=Z-THIZNMIOWT, [ERETEDT —HIN—-R
) (RAOFREENSQL ZEUS I B2LICED. SQLIFPAT7IA—INCT —AIR=R - 1-F-DIEERBSQLINS J1v)2F 8
EEEI, SQLIPA7IA=)UE U TFOAFTVDERZEUSU T, T7AT7 A=) - RIS —DFFRJUZ M ERRLET

o TAR-Z-YIAVIER—IFATNPTRLA, 0STOY 544, OS1-H-%&
o SQLIJRFY(CIOoTHAIENZ—EBDSQALX
o  IDFHFANEMDRET

o IRENI-Y-

o SQLE&GEONE (I-Y-DIRIBULEMNILALOX, F2(EPL/SQLTOS—SvyATENSDOADDICHT
ENfsQLx)

SQLI7AT7IA—= I, SQLS IR FrZFIAL T—RBOSQL Z#HABILET . FSQLXI(E, REXAUEYS 3N T AEHREIET

ENELTE, 12y a>HINEESENE Y. SQLX(E, IEREENTT —IN-Z-ATZ I h-UZ MEESEEN, 20, /\w>1
ENTSQLS IR F v AR LET
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S (UNSR) ODFE:R : SQLI7A7IA—IUCED. SQLESDES 2 B R TE, SQLI7AT7UA— N7 TV —23>SQLMNSD1v)%
FTR(CFBUII Lz TEE I, DBA_SQL_FIREWALL_CAPTURE_LOGS (Oracle Data Safe : UR&EA>H () #FERL.
FRRO—B O ZEUS UK AINEZFIELET .

FHRVANEEBTFATUA=I-RUS—DER : FFaleNSQLY BLUEFaIENEI>TFA MDA > % TE I 2FE]UR M
BUTPATIAI RIS —ZERLET .

FFRIENZSQLXIE, <SQLI T Fv, EITIDTFANO—BOEAERYOILI23>TY, RIS —DFFaIYRMDSQLI T 2 FrE
BTV SIBIEZSVRIESQALEE R INT, MIST 23291 ARITITHFAMFFRIUZA MDENE— T HIHAICEITD
EHISEENFT.

RSN FFEANMETETESZT —IR—EH/ A2 RU. V54TV NPT RLZ, 0STOY S 4%, BLUPOSI—H—&L0133D0
BRBTIN—-TTHEREINE T, TNBILLD, T—IR=ZAD T I AN F VA NMCEZRSNIEFTE TEBRIY RR1Y MOFNBELT
WBZEETESRTEFT, SFnJURAMeED T7A 7 IA— )L - RS — &L T IRUED,

TrATIA=) - RIS — (FFalUR MEED)

FFelEnEayTH 2k -
FFaJ2hiz SQL 3

o DIATFINIPFRLA
» OST0ISLE
e OSI1-Y-%

e SQL ATy
o ETITFAL

B3 : SQLI7A7IA—=)b RIS —

RERAT—Y

T7APIA=N-RUS—DBIE : ERRSNITFAT7IA—I - RIS —2BIMELTT —IN-R - 1-H-%RELFT, 1-H-N
T —ANR=A(FEHL TSQLX ZFITI BE. SQLITA T IA— UL TEFEIYRAMDF IV INEIMENE T . FTvIZEFUILLVIISR,
RSN THZMRON, FFR]ENSQLBON . FFEDMSBRONESQLIFA P IA— USRS EBIENTEFT,

ZAESQLISTWIDT —HIN— I CZF(ESQLI N, BINEEH CEAFRHOZFTUA NI MIC—EURWEEE. SQL
T7ATIA=ERNNHT—EN. CO(>37> MBERDOV(CEREFRENET . SQLI7A T7IA—IUIC. SQLI7ATIA—-iBRA>S
FTUNMIEDISCREIAED (FSTVINT —AR-R(EDDEZFRIT BN, £2(FTOYIIT3h) ZRMILIENTEET,
JOvF>J DIBEIFORA-47605 (SQLI7ATIA—IIER) NRLEL. 15472 MERZDI I 2L R(EERT —IR-2Z -
VOt REEIELETS  EMEFEE TP 7 IA=ILDT I3 OBKRICOVTRINACRIRUET . SQLI7A 7 IA—ILEIRTOER =
OJ(CEEERL BEB(EUTT —IN=R - 1-H—(C LB 79230 0FETI0vIVET,
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e () e =
© HSATUNIP PRLA
+ 0S JOY3L%

- 0S1-H-%

- SQL 3 TyS A RRRCEMRI

- TR

FAENE SQL X T
. SQLIRFY :
- ETAVFERE @

SQL FEATHICEMATRE

ORA-47605
SQL I74 7 UA—)iER

B4 : SQLIZAT A= - RIS —DBEMEAT 3> « Eieer733>

SQLIPA7IA=ITIE BIMEENIPAT7DA—)L - RKUS —DFF ] A MR DSQL E3EHT (BN TEF T . TN, ZEBIC
BHCTRDFT.

EBROER : SQLI7A7UA—)UE, SQLIZAT DAL - RIS — DB EENEF eI A MADIY MIC—EUBVT —IN—RHEHT
FFSQLINY REITOIRTOIFUAOVT, YT LATERZED LIFTOJ(ERIRUES . TF1VFT EERE G, SQLI7( 7
IA-EBROV%ZERIBET. REDFREZIRE TEF Y, Data Safelcdh, BROJZUNEL. LIR— MU TRELTEFT,
SQLIFAT7IA=IER (FHITOvIEnfb0) 2B I2LEHBHLET . BROMIRE, SQLA> T 173 P EISFERDRE/
ELAREORBERT —IN-R - 7JEADRITZRLUTVS R BN BDFET . BRZEE I BIET, T —IN-ADEEFEINER D
SCERNIRD. ERSAZFHCTENTEFT

SQLI7AM7IA—-VDEE

SQLIFPATIA=IUE RD2DODFFETERTEFT,
e SYS.DBMS_SQL_FIREWALL/\ws—>0PL/SQLIOS -+
e Data Safe

SQLIFA T IA=NEZT —AR=R AV A AN TEIEUEWEE(E. SYS.DBMS_SQL_FIREWALL/ W4 —DPL/SQLIOY —Sv%
BRALEY ., —TiRERLR—MER. UNR-XOEIR, F(FEHOSQLIFA7IA4-)O—xER%2LOHE(E. Data Safe
HBARLET, SE5RZBHMEERESDHICE. Data Safe REST APl VIRJIVRFEEFYE (SDK) . CLI. B&UTerraform%z
fERATEE T, £, ILEEROracle Cloud Infrastructure (OCI) IJSZFAZFIALT. SQLI7A7IA—)LiEREOCIDTY 5 -k
BLPBAEZRETDIEETEET,

SYS.DBMS_SQL_FIREWALL/\Y —J[CLBSQLI7A P IA— L DEE

SYS.DBMS_SQL_FIREWALL®OPL/SQLTOY —Sv#EHT 3L, SQLIFA 74— iBRASEBTEEY., LITFOXRG. > T -
TV —23> - H—ER - 7H9> NEMPLOYEESEARCH_PROD TSQLI7A 7 IA— )V &Rk I BIcsbD—RREIRMRIEZ RUIEEDTY
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#R2 : SYS.DBMS_SQL_FIREWALL/\Wr—SDEERPL/SQLIO> -

SQL7%54E5+| DBMS_SQL_FIREWALL.CREATE_CAPTURE
OHE (INE) o TFTAR=Z-1-Y—-OSQLES=ZIER (BLUBIE) LFT.
DBMS_SQL_FIREWALL.CREATE_CAPTURE(‘EMPLOYEESEARCH_PROD’);

DBMS_SQL_FIREWALL.STOP_CAPTURE
o HUSZHEEBL T, BISZIEIELET,

SELECT * FROM DBA_SQL_FIREWALL_CAPTURE_LOGS WHERE USERNAME =
‘EMPLOYEESEARCH_PROD';
DBMS_SQL_FIREWALL.STOP_CAPTURE(‘EMPLOYEESEARCH_PRODY);

AR )L—)/% | DBMS_SQL_FIREWALL.GENERATE_ALLOW_LIST

aHT74T o FFEURN L LEEDSQLITATIA—N RIS~ EERLET
A= -RKUS— DBMS_SQL_FIREWALL.GENERATE_ALLOW_LIST(‘EMPLOYEESEARCH_PROD);
DL

DBMS_SQL_FIREWALL.ADD_ALLOW_LIST/ DELETE_ALLOWED_CONTEXT
o FFRISNIZOCTEAME (FD5. 5472 NPT7RLA, OSTOY S 0%, 0S1-H—-4&) 2ZELEFT,

DBMS_SQL_FIREWALL.ADD_ALLOWED_CONTEXT(USERNAME => EMPLOYEESEARCH_PROD’,
CONTEXT_TYPE => SYS.DBMS_SQL_FIREWALL.IP_ADDRESS, VALUE => "10.0.0.0/24’);

DBMS_SQL_FIREWALL.APPEND_ALLOW_LIST
o BMB0Y /BROTNBOT IV —3 B THRRDSQLI Z BEFOFF AT UZ NMIBIULE T,
ZB(IEBCAERICRDET,
DBMS_SQL_FIREWALL.APPEND_ALLOW_LIST(‘EMPLOYEESEARCH_PROD),
SYS.DBMS_SQL_FIREWALL.CAPTURE_LOG);

J74794—)l,- | DBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST
RUS — DL o 1-Y-FB0OSQLITATIA—I - RIS —EBMELET . BEERLESCEMICHRDET . REATZ 3>

(A>7F+ZM/SQLX/M7) Z#IRL. EROOYVERPICR—ENREUIBECEOLIEE
IAREN GFAIEETOYY) ZSQLI7ATIA— UGBS ET,

DBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST(USERNAME => EMPLOYEESEARCH_PROD’,
ENFORCE => SYS.DBMS_SQL_FIREWALL.ENFORCE_ALL, BLOCK => FALSE);

SRR MDISR | DBMS_SQL_FIREWALL.EXPORT_ALLOW_LIST/ IMPORT_ALLOW_LIST
KehAofimk | o FoIR-R-1-Y—F0. HEURMEEIPATIA—) RS —EISONFERTIIZRK b (FFeld
’f)l-ﬁ—|\) ngig-o

DBMS_SQL_FIREWALL.EXPORT_ALLOW_LIST(USERNAME => ‘EMPLOYEESEARCH_PROD’,
ALLOW_LIST => PO
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T AR PSQLX DRITICR—H DS FUANREUHZERFEC. SQLIFAT7IA—IVERARY MIEREN. EROT
(DBA_SQL_FIREWALL_VIOLATIONS) ([CE&SAFNET . SQLI7AT7 VA=) - RIS —HIOvF>7 - E-RTEIEESN TS
mes D17 NIRYS —(CEOTEFRISN TWR W 723zt A DL T DORALS -2 RELET .

ORA-47605 SQL FIREWALL VIOLATION

SQLI7ATIA—IVERZEER T B(C(E. 22DA T2 HDET
1. SQLIPA794—)iER O DBA_SQL_FIREWALL_VIOLATIONSH'S 5 H#ES .

2. SQLIFPA7IA—-IOEEERNIS —ZHEBRRL TT —IN—Z - 1T -DSQLI7A 7 IA - iERZEEL. EEE T
UNIFIED_AUDIT_TRAILNSEF:#HR D,

CREATE AUDIT POLICY EMPSEARCH_APPLICATION_AUDIT_POLICY ACTIONS COMPONENT =
SQL_FIREWALL ALL ON EMPLOYEESEARCH_PROD;

AUDIT POLICY EMPSEARCH_APPLICATION_AUDIT_POLICY;

SQLI7A7IA—IZBEEE I B LD BEDFEREND 7 I RIER (AP ERSINLSQLX MBI LI - -DRERT -4
R=Z-TITAETAZBITE, AT ATV AERIENTEFT, SQLI7ATUA—ILIBR (F. H5DBI>TFIAMEIREF(C
UNIFIED_AUDIT_TRAILICE AEN. BIfF OB M2 FIFAI25IE TOracle AVDFData SafeREDQ7YIT AN —L- 7TV~
SAUNBERTEXY,

Data Safelc&3SQLI7A 7UA—-IDEHR

Data SafezfEf 9L, BEDSQLIFA 7 IA—)2— BB TE. LLFICRT £3(COracleT —AIN—R - JY—hEAHRTSQLIPA 7
IA—-)EREZDIENIIEIETEE S, SQLI7A7UA— )V EIRE(L. Data SafezEHALTT—IRN-R- 1-H-DSQL7I71ET1%
RIE YT 2T —IN-EH/ X (IP7RLR, OSTOY 34, OST1—H—) EH(CUNETE, INEDEBIR I ZERTEEY ., Data
SafexfFRI 3L, INEURSQLINS 1w INSSQLIT7TA T IA—IL - RUS —Z 4R U TEMMETEE Y, Data SafeTld. EROJ%
BHEITINEL. IV -ILhBSQLIT7AT7IA- iR ZEER TEE T,

Data Safe» Security center » SQL Firewall

Security center SQL Firewall in Compartment

SQL Firewall provides real-time protection against common database attacks by restricting database access to only authorized SQL statements/connections.|

SQL Firewall protection is available for Oracle Database 23c and above.

Dashboard
Security assessment

User assessment
SQL Firewall violations Last 1week  SQL Firewall enforcement mode SQL collections
Data discovery
3K

Data masking
5 2.5K

Activity auditing 2K

1.5K ‘SQL Firewall
1K enforcement
mode

SQOL Firewall

Alerts 500
0

18 e BT R G B
Related resources Sep 2023

Violation reports

}SQL Firewall policies

SQL VIOLATION B BLOCK: 2 OBSERVE: 1 B COMPLETED: 4 DELETED: 1

SQL collections Target summary Violation summary

List scope
5t SCOpH SQL Firewall status

llecti Block
Oorcartent Target database Collecting (7) locked (i)

{>

HRApPS ® Enabled - 2

15 : Data Safe : SQLI7A7IA=)LOSv>2R—R
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Ay 1R— ROBRYYYU—(E, BIRUEBRI(CSQLI A 7 UA—ILAERNICR O TWS I/ (= MY MAD IR TOS -4y B DSQL
TrATIA=ER OBIENRE1-ERHLET . CIHSERICRUILAIIU T, SR DZITIENTEEY . SQLI7ATIA—I
(CLOTREENZT —IN-Z - 1—F-DSQLIRERT —HIZAB LU TP T7IA=) - RIS — KA T —HAOPII -6, T—HIR-2Z
RIBEATRRENET . -y bDSQLITA 7 IA =BG RUILI D BCEE TEES, YT - 7TV —23> - Y-EX-
77179~ NEMPLOYEESEARCH_PRODMDSQLI7A 7 A —I&k&Rk I BishMDData Safe TOT—7IO—(COVWTR THELLD,

ZZITRI L3I, ROYTII URMST—IR=-R - 1—H—%
BIRLT, 201 —-Y—(CERAIESNSQLINS T4y DU E%R
ER L TRESELE S,

INENBHIRUIS . INTOIEFATE ST —IN—RIEH/ (A5
F=AR=Z - 1-HP-OFBENZSQL7 TV —33> -0
O—-RFERITUEY,

Data SafeTId. SQLUNE1 > YA b2EAL TSQLUINED
EHIRRABERTESZ RS, CTITRI LS. SQLI7AT
DA—=IHSQLZ VT —23> - NS JwhRFTTRICEBURIEE
R TEET,
—BOFHEOSQLZ DM OCLEFRETINEEZEKITIS
CENRERTY, tya> - IDTFANEMZHERALT, SQL
I7ATPIA=INCIEE RN T 497 - NF-2%FBEEBIED
TEET RN TURS, IREZELLELTITAT7IA=)-
RIS —ZHERKUET .

ZZITRY L3, SQLIFAT A=) - IRUS —ADFFR]UZ b
AE GFrEncd T+ ANSLUHFRIENGLZSQLX) %
Data Safe TR TE %Y,

RESUT, FIENI>TFANZEEL T, FIHEDIP
PRUZR, OS1-Y-%&, BLU0STOISLGEEBINTEET,

ATFA ARG EEEIRDHIC, FFaJENSQLXXDLR—k
E—HBIC BNBOSQLIN PIE AT —AN=R - ATS 17 RD
DANZERRTEFT

CZICTRI L3IC, Data SafeT(d. EiE&EFH. 07 2Rk P D
7723y (BRFrEIOv)) ( BLUEBRICOVWTEIR
BZIBELT. SQLI7ATIA=I RS —%A—=FYNIHFULT
B TEET,
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Create and start SQL collection

. Create and start SQL collection for the selected database user.

Database user C,
I EMPLOYEESEARCH_PROD $

SQL collection level @
© User issued SQL commands

User issued SQL commands and SQL commant ds issue d inside PL/SQL units.

Create and start SQL collection [@jlet

[X16 : Data Safe : UNEEDVEREBHIA

Unique SQL statements

300
250
200
150
100

50

0
15 2 29 5 2 9 2 2; 9 1 23 30
Jul 2023 Aug Sep oct

17 : Data Safe : SQLUNEA>HA b

X118 : Data Safe : sFRJUR M ELSQLIFA T IA—) - RS —

Deploy SQL Firewall policy

Select the appropriate options to enable the SQL Firewall policy. Violations logs will be collected automatically once

's and SQL statements)

Deploy and enforce el
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SQLIF7A 7 IA—)l - RUS —hEZN{bEN =5, Data Safeldd—4vhDER DI NS EEINISER ZUNEL, €NS%Data Safe®
DR ML BBMRELE T, Data SafellRFESNESQLI7A 7 IA—ILiER (L, CTITTRI LIS, T—HIR=Z - T)— hNE4RD
A DMBLEUIR— MERKICERTEEY,

Violation type
1 1 4 0 0 4
Number of Targets Number of DB Users SQL Violations Context Violations Violations Blocked Violations Observed
100
80 Generate Report Download Report
60
40 I
20 Target Name Database User Protection Mode Operation Time CLient IP Client Program
E m [
=
0 HR_APP_DB HR_APP Observe Tue, 11 Feb 2020 01:29:51 UTC  10.10.10.10 JDBC thin client
4 5 6 % 8 9 10
Mar 2023 HR_APP_DB HR_APP Observe Tue, 11 Feb 2020 01:29:51 UTC ~ 10.10.10.10  JDBC thin client
Context Violations M SQL Violations
Y, . . -9 e}
T . . = 21 : Data Safe : SQLI7(79A—)LiERLK—b
¥20 : Data Safe : SQLI7A 7A—)LiER

IU=b-Ex-)

Data SafeT(d. BEESNISQLITAT7IA—ILERICT 5 — M AR TE, ENZSHICOCHAY MIEDIDAFIRROCIIIZ AT ik
HEIBET. FHNICEFA-ITEHLED, SIEMYYI-23NXREURDTBZENTEEFT . 75— MFHBLEWES(E.
SQLIFATIA= - RUS —Z BT BBRC T EEBMEREZ A (CLU. —Ty NI I 2 S BLEE ARSI IZ AL T, BB an e
ER7%Data SafeMXEITBLICL TSN, SQLIFAT7IA—IVER TS — K RUS — %5 -5y NCBHERITE T,

HUTFISRI B TINOUBFX—ILEBRG, TF1VT BIRESEENLSQLA> 2 1723> 0T FHHHCRAIIZED T, ERD
[RRERSID 547> MEGPSQLIY Y RREDBHET 31> THF A MDFFHN IR TEFENTVET,

), noreply@notification.eu-frankfurt-1.oci.oraclecloud.com
OCI Event Notification :com.oraclecloud.datasafe.generateauditalert

To: >
"additionalDetails" : {
"clientIPs" : "10.0.0.8",
"targetName" : "HRApps-202306091725",
"operationStatus" : "Failed",
"eventType" : "com.oraclecloud.datasafe.generateauditalert", "eventCategory" : "SQL Firewall violations",
"cloudEventsVersion" : "0.1", "displayName" : "SQL Firewall violations",
"eventTypeVersion" : "2.0", "description" : "SQL Firewall violations",
"source" : "DataSafe", "objectType" : "SQL",
"userName" : "EMPLOYEESEARCH_DEV", ::timeUpdateq'" :""2023-08-31T14:01 :19.5612"”,
"operationTime" : "2023-08-31T14:00:59.6001582", wtimeCreated" : "2023-08-31714:01:19.661Z",
"osUserName" : "opc" severity” : "Critical", .
nlt iy Bl i "clientProgram" : "JDBC Thin Client",
clientHostname" : "myhrapp", i in"

"operation" : "VIOLATION",

"targetOwner" : "EMPLOYEESEARCH_DEV",

"commandText" : "select a.USERID, a.FIRSTNAME, a.LASTNAME, a.EMAIL, a. PHONEMOBILE, a.PHONEFIX, a.PHONEFAX,
a.ENDDATE, a.ACTIVE, a.COSTCENTER, b.FIRSTNAME as MGR_FIRSTNAME, b.LASTNAME as MGR_LASTNAME, b.USERID
a.MANAGERID = b.USERID where 1=1 and upper(a.POSITION) like " UNION SELECT USERID, ' ID: 'l MEMBER_ID, 'SQLI' '1', "
FROM DEMO_HR_SUPPLEMENTAL_DATA --%' order by a.LASTNAME, a.FIRSTNAME\u0000",
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