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Audit Data g
SasiR View v
Upstream
* Date Range Most Recent ¥ Timestamp Operation Status Administrator Component  Message
Type
24 Days v Sep19,201610:135..  WeblogicDomainLogin  Failure  ORACLE Browser Login failed for weblogic
- Sep 15,2016 02:06:3 . WebLogic Domain Update  Success ~ ORACLE Browser MBeaniinvokelarePartitio
Operation  WebLogic Domain Login:\ | v | O,
Sep 15,2016 02062 WebLogic Domain Update  Success  ORACLE Browser MBean:invokeflookupEdit
oA
Administrator Sep 15,201602:06:0... WebLogic Domain Update  Success  ORACLE Browser MBeaninvokeflookupEdit
= siaiis!| @ Uinsubscribe Lipdsie Fpe Sep 15,2016 02060... WebLogic Domain Update  Success  ORACLE Browser MBean:invoke[startEdit e
Sep 15,2016 02055... WebLogic Domain Update  Success ~ ORACLE Browser MBean:invokelcheckRole]
* Max Rows Displayed | [} Unsuppress Violation
Sep 15,2016 02:054... WebLogic Domain Update  Success  ORACLE Browser MBeaninvoke[checkRole]
Update Database Password . _ B} o = - I
Update Metric Extension
Columns Hidden 2 Rows Returned
Update Password
“) Update is available Audit Record Details

 WebLogic Domain Login General | Clientinformation ~ OMS Information  Operation Specific Information

& WebLogic Domain Logout

@ WebLLogic Domain Update Operation Timestamp  Sep 19, 2016 10:13:59 AM (Timezone -07:00)

Administrator  ORACLE
Authentication Type ~ Repository
Search  Reset Advanced Search @ Operation WebLogic Domain Login

Status  Failure
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Compliance Results > Security Technical Implementation Guide (STIG Version 1.1) for Oracle WebLogic Server 12¢

Security Technical Implementation Guide (STIG Version 1.1) for Oracle WebLogic Server 12¢

WBLC-01-000009 WebLogic cryptography for remote session (C i Standard Rule)

Summary | Violation Events
‘This table lists information about eventsiolations of this rule. Select an individual eventiiolation to view a detailed impact statement as well as recommended actions for quick remediation
24

Incident Attributes
TargetName  Member Target Name  Configuration Name  Actual Value Expected Value

Sta Priority Acknowledged  Escalated
Iprod1213_prod... /prod1213_prod1213_do. SSLListenPortEnabled false true. 2
/SOA_OSB_s0a... SOA_OSB_s0a_osb_do... SSLListenPortEnabled faise true =
/SOA_OSB_soa. /SOA_OSB_soa_osb_do. SSLListenPortEnabled false true

Columns Hidden 11

/.WebLogic is not i to utilize cryptog to protect the confidentiality of remote access management sessions, i @ Openinnewiad

General | Notifications My Oracle SupportKnowledge  All Updates  History  Related Events

4 Event Details 4 Guided Resolution K
Root Compliance Becomenendanomsy L
Standarg  Security Technical Implementation Guide (STIG Version 1.1)for Orac Remote management access is accomplished by leveraging common communication protocols
and establishing a remote connection to the application server via a network for the purposes of
Root Compliance oo, 0) managing the application server. If cryptography is not used, then the session data traversing the
Standard Author remote connection could be intercepted and compromised. Types of management interfaces utilized
Root Complance by an application server include web-based HTTPS interfaces as well as command line-based
Standard Version Il application server must utiize
encryption. 1. Access AC 2. From ‘Domain Structure’, select Environment ->‘Servers' 3. From the list
Rule Name  WBLC-01-000009 WebLogic cryptography for remote management session of servers, select one which needs check for SSL configuration verification 4. From ‘Configuration’
tab ->‘General tab, ensure ‘Listen Port Enabled checkboxis deselected 5. Ensure 'SSL Listen Port
LR Enabled checkboxis selected and a valid port number is in 'SSL Listen Port field, e.g., 7002 6. From =
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Profiles
View v f Create.. v
Name Products  Source Platform Version  Owner Description

Oncewe.  Webloic Unuossst 122100 SvswaN o race home,one cluster one managed server

Contains 12.2.1.0 omain with one cluster containing one managed
e = Profie-FMWINin 12210  OraceWe,. ‘Veblooic - server with no custom apps deployed. resticted JRF, no binanes
Restricted JRF Domain Config Profie - FHW inra 122 OracleWe..  p o000 Linwx x86-64 122100  ORACLE Orioinally genarated ko sofbrars downloaded o OTN 8
fmw_12.2.1.0.0_infrastucture_Disk1_10f1 2

WebLogic

NoJRF Winta 122,10 Oacewe.  HebLos Linux 86-64 122100  ORACLE
12.2.1.0 binaries was
Deployment Procedures
View v
Name Description Version Owner Type Parent Procedure
i R his o clones and configures a Fusio a e St Abolcibia
Provision Fusion Middiew This y e e K e 40 ORACLE Middlevars Provisioning Not Appiicabl

This deployment procedure provisions a FMW Infrastructure 12.2.1.0
JiProvision FAW infra 12.2.1.0 Oracie Home & Oracie Home (domain cons is not provisioned) as defined in the FAW ORACLE Middieware Provisioning Provision Fusion Middlewars
Infrastructure 12.2.1 profile.

icted JRF domain
ia Homeinaries
omain 12.2.1.0

ORACLE Middleware Provisioning Provision Fusion Middleware

[iProvision WebLogic Domain 12210

Provisions 122 1.0 domain with one cluster containing one managed
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