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DBA Role

e on o)
Status Evaluate
Summary 6 grants of DBA role.
Details
Grants of DBA role:
DBSAT <- APPROLE1 <- APPROLE2 <- APPROLE3: DBA
DBSAT <- APPROLE2 <- APPROLE3: DBA
DBSAT <- APPROLE3: DBA
MVDBA: DBA
SCOTT: DBA
SCOTT <- APPROLEL <- APPROLE2 <- APPROLEZ: DBA
Remarks  The DBA is a powerful role and can be used to bypass many security controls. It should be granted to

a small number of trusted administrators. As a best practice, it is recommended to create custom
DBA-like roles with minimum set of privileges that users require to execute their tasks (least
privilege principle) and do not grant the DBA role. Privilege Analysis can assist in the task of
identifying used/unused privileges and roles. Having different roles with minimum required
privileges based on types of operations DBAs execute also helps to achieve Separation of Duties.
Furthermore, each trusted user should have an individual account for accountability reasons. Avoid
granting the DBA or custom DBA-like powerful roles WITH ADMIN option unless absolutely
necessary. Please note that Oracle may add or remove roles and privileges from the DBA role.

References CIS Oracle Database 12¢ Benchmark v2.0.0: Recommendation 4.4.4
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Users with Default Passwords
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Status High Risk
Summary Found 2 unlocked user accounts with default password.
Details
Users with default password: HR, SCOTT
Remarks  Default passwords for predefined Oracle accounts are well known and provide a trivial means of
entry for attackers. Well-known passwords for locked accounts should be changed as well.
References CIS Oracle Database 12¢ Benchmark v2.0.0: Recommendation 1.2
Oracle Database 12¢ STIG v1 r10: Rule SV-76031r1, SV-76339r1
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Sensitive Category # Sensitive Tables  # Sensitive Columns | # Sensitive Rows
BIOGRAPHIC INFO - ADDRESS 7 18 244
FINANCIAL INFO - CARD DATA 2 2 256
HEALTH INFO - PROVIDER DATA 1 1 149
IDENTIFICATION INFO — PERSONAL ID5 3 3 356
IDENTIFICATION INFO - PUBLIC IDS 3 12 321
IT INFO — USER DATA 1 1 149
JOB INFO - COMPENSATION DATA 7 10 527
JOB INFO - EMPLOYEE DATA 12 25 569
JOB INFO - ORG DATA 7 8 412
TOTAL 21* 80 989**
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