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The database discovery feature helps you to identify databases and register them in AVDF.

To use this feature, run the Nmap tool on any host machine 1o scan your network based on the IP and port range and upload the generated XML file. Register the database target or assign it to an administrator for registration. Optionally use the Show/Hide button to
remove databases from future discovery.

Import Nmap XML | ShowHide ][ Assign admin | Register ]
Is registered = "No* x] =& . Is hidden ="No’ [¥]
a Database type IP address Port. Discovered time Admin name (7) Is registered Is hidden (2)
[m] Microsoft SQL Server 1007077110 1433 5/23/2024 5:45:23 PM AVADMIN Yes No
[m] Oracle Database 1007077110 1578 5/23/2024 5:45:23 PM AVADMIN Yes No
MysQL 1007077110 3306 5/23/2024 5:45:23 PM GDPR_ADMIN No No
[m] MysQL 1007077110 3307 5/23/2024 5:45:23 PM GDPR_ADMIN No No
[m] Oracle Database 1007077110 5521 5/23/2024 5:45:23 PM PCIADMIN No No
[m] MysQL 1007077115 3306 5/23/2024 5:45:23 PM GDPR_ADMIN No No
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. Active Directory/LDAP Configuration ° l

@Active Directory (AD) LDAP
B

Name * | |
Name for this configuration,

Host Name / IP Address *

Host name or IP address of your AD/LDAP server.
Port *

fie

TLS port on your AD/LDAP server.
Username*

User on your AD/LDAP server who can retrieve groups
Password*

Domain Name *

Domain of the user entered above.
AD/LDAP Server Certificate *

Use AD/LDAP Base64 encoded client certificate to allow Audit
Vault Server to establish SSL/TLS connection to AD/LDAP server.

4

Wallet Password for Storing Certificate *

Password to store certificate in a wallet on AV server.

Re-enter Wallet Password *

| clenlll|

X6 : Active Directory#i&a

LiR—beTS—b
L= 75— Mi. AVDFREDDAMSZF LDTSARUEH TS . COSRFA. Lk~ PO TSN ZIBIRERRL . 4B
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EIKRBILIEOT 1 > DA, HEBET AT R RERTICADRARENHDET . AVDF T, L2 DARUN GERECHEZRMED
BVWT—AEEND T IR ERAHRE) FFAARIMER (19RCDOIPT RLZNS10EI_EODT A > DA HREUERE) (C
EO\WTrP5—-Me N -T&%Y,

Alert policy name * Name given to this alert policy

Alert description

A
Target type * - Select - v
Severity * - Select - v
Condition *
V
] Copy condition from examples ] [ Copy condition from alert policies }
( Create condition using report ] [ Create condition using global sets }

B7 : 75— b RIS —DFERY
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# Home @ Audit Insights @ Targets. 7] Policies 0 Alerts. |t Reports & Settings

244 51 5792 212 3 402886

................... Sensitive Data Objects Total Events

Top 5 Users

W PETER (OraDBY-Aud)
BILL (0ra081-Au)
1 ADMIN {0D83-Aud )
I DAVID (OraB1-Aud)

W 1ND_DBA (0rct)

Top 5 DDLs Top 5 DMLs

I 00L {OrcMceitor)

W CREATE (OracieDatabase2- Audi)
CREATE (OraDB1-Aud)

W CREATE (Orct)
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m] Allows HR SQL - HR SQL Cluster Pass Don'tLog Minimal Allowed SQL statements for HR App
1-1
°L‘:1:;:J~,‘, Objects (0)
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