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Audit Vault Server

A avauditor | Help

Home

Secured Targets Reports

Palicy Settings

Home > Reports > Compliance Reports

BUILT-IN REPORTS
Aclivity Reports
Summary Reports
Compliance Reports

Specialized Reports

CUSTOM REPORTS
PDF/XLS Reports

Saved Interactive Reports

REPORT WORKFLOW
Report Schedules

Generated Reports

QUICK LINKS
Audit Trails
Enforcement Points

Jobs:

Al imes are UTC-04:00

() Data Privacy Reports
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To associate Secured Target(s) with this Compliance Category, click on the Go button | Go ‘
e
Sensitive Data Details of sensitive data lj ﬁ
] ﬁ
Access Rights to Sensitive Data User's access rights to sensitive data 3
g W
Activity on Sensitive Data Activity on sensitive data by all users -
G
Activity on Sensitive Data by Privileged Users Activity on sensitive data by privileged users e
&) Payment ( Sensitive Data
Gramm-Le
Q- Go | | Actions ~ ‘
(3) Health Ins:
= o~ Secured Target Name ¢ ¢
) Sarbanes-
.’é"‘ Data Prote Secured Target Name : target2
- Sensitive Schema Name & Target Type Target Object Column Name
(¥) Reports bi
SCOTT TABELE CCDATA CREDIT_CARD_NUMBER
SCOTT TABLE CREDITCARD CREDIT_CARD_NUMEER
SCOTT TABLE TEST CREDIT_CARD_NUMBER
SCOTT TABLE CCDATA EMAIL_ID
SCOTT TABLE CCDATA IP_ADDRESS
SCOTT TABELE CCDATA ISBN_10
SCOTT TABELE CCDATA ISBN_13
SCOTT TABELE CCDATA NATIONAL_INSURANCE_NUMBER
SCOTT TABLE CCDATA SOCIAL_INSURANCE_NUMBER
SCOTT TABLE CCDATA PHONE_NUMBER
SCOTT TABLE CCDATA SOCIAL_SECURITY_NUMBER
SCOTT TABLE CCDATA UNIVERSAL_PRODUCT_CODE

Sensitive Type
CREDIT_CARD_NUMBER
CREDIT_CARD_NUMEER
CREDIT_CARD_NUMBER
EMAIL_ID
IP_ADDRESS
ISBN_10
ISBN_10
NATIONAL_INSURANCE_NUMBER
NATIONAL_INSURANCE_NUMBER
PHONE_NUMBER
SOCIAL_INSURANCE_NUMBER

UNIVERSAL_PRODUCT_CODE

13
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DBSAT
Discoverer

DRAT

T—ARN—RIELT #E BIERERELGIAT
%7_‘: IJIJJI(O-D&)L FIDLZET/aAr ER A ‘DATE OF BIRTH]
i /BRI A b [ZIHBE DA TZEIEN COL_NAME PATTERN = DOBS$|BIRTH.? (DT |DATE) | (DT | DATE) . *BIRTH

COL COMMENT PATTERN = ¥bDOB¥b|BIRTH.?DATE|DATE.*BIRTH
SENSITIVE CATEGORY = Biographic Info - Extended PII
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Sensitive Category # Sensitive Tables # Sensitive Columns # Sensitive Rows
BIOGRAPHIC INFO - ADDRESS 7 18 244
FINANCIAL INFO — CARD DATA 2 2 256
HEALTH INFO - PROVIDER DATA 1 1 149
%;Ei;j;zj I ) IDENTIFICATION INFO — PERSONAL IDS 3 3 356
IDENTIFICATION INFO — PUBLIC 1D5 3 12 321
IT INFO — USER DATA 1 1 149
JOB INFO — COMPENSATION DATA K 10 527
JOB INFO - EMPLOYEE DATA 12 25 569
JOB INFO - ORG DATA 7 3 412
TOTAL 21" 80 989**
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Security for Environments with High Value Data: Detective plus Strong Preventive Controls

Highly sensitive and regulated data should be protected from privileged users, and from users without a business need for the
data. Activity of privileged accounts should be controlled to protect against insider threats, stolen credentials, and human error.
Who can access the database and what can be executed should be controlled by establishing a trusted path and applying
command rules. Sensitive data should be redacted on application read only screens. A Database Firewall ensures that only
approved SQL statements or access by trusted users reaches the database - blocking unknown SQL injection attacks and the use
of stolen login credentials.

Recommended controls include: /i//

Audit all sensitive operations including privileged user activities
Audit access to application data that bypasses the application
Encrypt data to prevent out—of-band access

Mask sensitive data for test and development environments = == =] = —_—
Restrict database administrators from accessing highly sensitive data *% %_'fl‘ ! =] *E 0) *;E 1’E % % =k d é 7 e

Block the use of application login credentials from outside of the application

Monitor database activity for anomalies ¥r =3
Detect and prevent SQL Injection attacks 9 % H B 1 t d é

Evaluate: Oracdle Audit Vault and Database Firewall, Oracle Advanced Security, Oracle Data Masking and Subsetting,

e 7 AN BRI IET—SEYRITS

Tables Detected within Sensitive Category: FINANCIAL INFO — CARD DATA

e

Risk Level High Risk
Summary Found FINANCIAL INFO - CARD DATA within 2 Column(s) in 2 Table(s)
Location

Tables: HCM1.EMP_EXTENDED, HCM1.SUPPLEMENTAL DATA
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Schema Table Name Columns Sensitive Rows Sensitive Category
Columns

FINACME COMPANY_DATA 9 4 100 BIOGRAPHIC INFO - ADDRESS,
IDENTIFICATION INFO -
PERSONAL ID5

HCM1 COUNTRIES 3 1 25 BIOGRAPHIC INFO - ADDRESS

HCM1 DEPARTMENTS 4 1 27 JOB INFO - ORG DATA

HCM1 EMPLOYEES 11 8 107 IDENTIFICATION INFO -
PUBLIC 1D5, JOB INFO -
COMPENSATION DATA, JOB
INFO - EMPLOYEE DATA, JOB
INFO - ORG DATA

HCM1 EMP_EXTENDED 3 3 107 FINANCIAL INFO - CARD
DATA, IDENTIFICATION INFO -
PERSONAL IDS, JOB INFO -
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Schema Risk
Table Name Column Name Column Comment sensitive Category sensitive Type

Name Level

FINACME COMPANY_DATA CITY - BIOGRAPHIC INFO - ADDRESS CITY High Risk

FINACME COMPANY_DATA STATE - BIOGRAPHIC INFO - ADDRESS STATE High Risk
IDENTIFICATION INFO - TAX ID NUMBER

FINACME COMPANY_DATA TAX_PAYER_ID - High Risk
PERSCNAL ID5 (TIN)

FINACME COMPANY_DATA ZIP - BIOGRAPHIC INFO - ADDRESS POSTAL CODE High Risk

HCM1 COUNTRIES COUNTRY_MAME - BIOGRAPHIC INFO - ADDRESS COUNTRY High Risk

DEPARTMENT

HCM1 DEPARTMENTS DEPARTMENT _NAME - JOB INFO - ORG DATA NAME Low Risk
IDENTIFICATION INFO -

HCM1 EMPLCYEES EMAIL This is the email ad... EMAIL ADDRESS  High Risk
PUBLIC ID5

EMPLOYEE ID

HCM1 EMPLOYEES EMPLOYEE_ID This is the ungiue e... JOB INFO - EMPLOYEE DATA NUMBER High Risk
IDENTIFICATION INFO -

HCM1 EMPLOYEES FIRST_NAME - c I0S FIRST NAME High Risk
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Evaluate. Advisory. Pass. Low Risk.

=FEFER D 5
Medium Risk. High Risk@DULNg L

i L0 S — & e HET5
jjj__j\ U Status High Risk E.I-ﬁE 'I‘QE 75\

Summary Examined 3 audit trails. Found no audit records. No errors found in audit initialization parameters. % éiﬁﬁ.—jlj

Details

Traditional Audit Trail: No records found
FGA Audit Trail: No records found
Unified Audit Trail: No records found

§$ 1@ %:I: % 0) E-:‘F!f.ﬂ] AUDIT_FILE DEST=/u@1/app/oracle/rdbms/audit
A A AT N AUDIT_SYSLOG_LEVEL is not set.

AUDIT_TRAIL=DB

Remarks Auditing is an essential component for securing any system. The audit trail allows for monitoring
the activities of highly privileged users. For any attack that exploits gaps in other security policies,
auditing cannot prevent the attack but it forms the critical last line of defense by detecting the
malicious activity. Oracle Database 12c¢ introduced Unified Auditing and this is the recommended
auditing mode moving forward (pure Unified Audit mode). It adds several benefits as centralized
audit logs in a single audit trail, improved performance, simplified management and security. The
AUDIT_FILE_DEST controls the OS directory to which the audit trail is written if using
AUDIT_TRAIL=0s, xml, or xml,extended. This directory should be prevented from any unauthorized
access. Sending audit data to a remote system is recommended in order to prevent any possible
tampering with the audit records. The AUDIT_SYSLOG_LEVEL parameter can be set to send an
abbreviated version of some audit records to a remote syslog collector. A better solution is to use
Oracle Audit Vault and Database Firewall to centrally collect full audit records from multiple
databases.

RPLEHREIR

References CIS Oracle Database 12c Benchmark v2.0.0: Recommendation 2.2.2

k]
E ] & 0) EU CDPR 2016/679: Article 30, 33, 34

o -
7“} t ?/7 Oracle Database 12¢ STIG v1 r10: Rule SV-75899r1, SV-76111r1, SV-76117r1, SV-76121r1, SV-
76123r1, SV-76125r1, SV-76127r1, SV-76129r1, SV-76455r3
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section Pass Evaluate | Advisory ;Iﬂ:{ H'::si:m ::g: Fi:l—:?gs

Basic Information 0 0 0 0 0 1 1
User Accounts 5 ] ] 4 2 1 12
Privileges and Roles 5 16 0 0 0 1] 21
Authorization Control 0 1 1 0 0 1] 2
Fine-Grained Access Control 0 1 4 0 0 1] 5
Auditing 0 4 2 0 b 0 12
Encryption 0 1 1 0 ] 0 2
Database Configuration 5 3 0 3 2 1 14
Network Configuration 1 1 0 0 3 0 5
Operating System 1 ] 0 2 1 1 5
Total 17 27 8 9 14 4 79

Copyright © 2018, Oracle and/or its affiliates.All rights reserved. |
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P

PRy svsTEM EDTD
Status Evaluate

Summary 1342 grants of system privileges (17 with admin option). 122 Privileges are granted directly.

Details

Users directly or indirectly granted each system privilege:

ADMINISTER ANY SQL TUNING SET: DEBRA, OUTSRC_DBA, SCOTT, SSWADMIN,
SYSTEM(*), U1(D), U2(D)(*), u3{*}|
ADMINISTER DATABASE TRIGGER: DEBRA, OUTSRC_DBA, SCOTT, SSWADMIN, SYSTEM
ADMINISTER RESOURCE MANAGER: DEBRA, OUTSRC DBA, SCOTT, SSWADMIN, SYSTEM
ADMINISTER SQL MANAGEMENT OBJECT: DEBRA, OUTSRC_DBA, SCOTT, SSWADMIN,

ST LA TP S T A R ¥ Y g s WP SR O e R A T L N S i a T AV N AN TR SRR N S e P b N ST S S SN R SR LA R N LS e ST NNE SN R
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- T

Status Evaluate

summary 5 grants of DBA role.

Details Grants of DBA role: J—_-US_DEBRA‘j: D_
DEBRA <- APP_ROLE: DBA < Fﬁﬂ *ﬁﬂ‘]fd:{r_l-’q_- )bAPP_ROLE%:%EE—GDBA

OUTSRC_DBA: DBA A —) l/% FEﬁ *& E,‘] ‘:1{'—5
SCOTT: DBA é*’aflr\é

SSWADMIN: DEBA

SYSTEM: DBA

Remarks The DBA is a powerful role and can be used to bypass many security controls. It should be granted to
a small number of trusted administrators. As a best practice, it is recommended to create custom
DBA-like roles with minimum set of privileges that users require to execute their tasks (least
privilege principle) and do not grant the DBA role. Privilege Analysis can assist in the task of
identifying used,/unused privileges and roles. Having different roles with minimum required
privileges based on types of operations DBAs execute also helps to achieve Separation of Duties.
Furthermaore, each trusted user should have an individual account for accountability reasons. Avoid
granting the DBA or custom DBA-like powerful roles WITH ADMIN option unless absolutely
necessary. Please note that Oracle may add or remove roles and privileges from the DBA role.

References CIS Oracle Database 12c Benchmark v2.0.0: Recommendation 4.4.4
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USER_DEFPWD = {
"severity": 5,

Status High Risk "title": "Users with Default Passwords”,
"remarks": "Default account passwords for predefined Oracle accounts are well known. Open accounts with default p:
provide a trivial means of entry for attackers, but well-known passwords should be changed for locked

Summary Found 2 unlocked user accounts with default password.

Details "details": "Users with default password: HR, SCOTT\n",
Users with default password: HR, SCOTT "refs”: {
"CIS": "Recommendation 1.2"
Remarks Default account passwords for predefined Oracle accounts are well known. Open accounts with }1 e
default passwords provide a trivial means of entry for attackers, but well-known passwords should pre : "finding”,
"id": "USER.DEFPWD",
be changed for locked accounts as well.

"summary": "Found 2 unlocked user accounts with default password.”

References CIS Oracle Database 12c¢ Benchmark v2.0.0: Recommendation 1.2 1,

HTML JSON

FdssW U UL dLLUUNLS WILT Uglduil
FIESSWEIFd. * Users with Default Passwords *
Status: High Risk
Summary:
Found 2 unlocked user accounts with default password.
21 Details:
211 Users with default password: HR, SCOTT
212 Remarks:
213 Default account passwords for predefined Cracle accounts are well
20 2 known. Open accounts with default passwords provide a trivial means of
Minimum Client USER AUTHVER Low Risk Minimum client version is 215 entry for attackers, but well-known passwords should be changed for
. . . 21lé locked accounts as well.
Authentication 5 not configured correctly. 517 References:
Version CIS Cracle Database 12c Benchmark v2.0.0: Recommendation 1.2
A AV SV T Y N TN A 4 bk T Y VY AV AV L g¥ B b P e
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https://www.oracle.com/jp/database/technologies/security/dbsat.html
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