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Oracle Cloud ERP




Cloud computing is fundamentally changing
all business applications

How do we prepare for this
emerging challenge?

In the cloud, business processes happen much faster, are more
automated and are accessed by more users who could be
anywhere in the world. This shift is impacting internal controls
— which also need to be faster, more frequently tested and more
data-driven.

Organizations are seizing this opportunity by embarking on
ERP, Supply Chain and HCM transformations, which are often
material and require a reassessment of internal controls.

Audit standards are responding to this new reality with new
requirements for cyber security disclosures and data driven
controls that provide objective assurance to all stakeholders.



Oracle Cloud Risk Management

A complete solution for security,
financial & IT controls and
compliance

Enterprise-wide Assurance Framework

L

s
Assurance
Workflows

e Embeds compliance and assurance into one
solution built on data science and algorithms.

e Automates internal controls over financial
reporting with Al driven monitoring of user
access and activity across Oracle Fusion
Cloud Applications.
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Assurance Center
& Dashboards

e Digitizes workflows for control
documentation, certification & reporting.

e Eliminates the need to transport or move
data for analysis thereby delivering
assurance without exposure to integration
vulnerabilities.
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Manage
internal
controls

Monitor user
activity

Prevent SOD Monitor user
violations access

@? Explore key use cases
to solve the most difficult risk & security challenges



Prevent SOD
violations

Prevent SOD violations

Monitor user access

Monitor user activity

Manage Internal Controls

Design custom roles without
SOD violations

Check Access Requests for SOD
violations

Design Custom Roles without Separation of Duties
(SOD) Violations

Accelerate ERP security configuration

e Automate analysis of user access to identify and eliminate SOD conflicts. Ensure that roles
are compliant and audit ready. Start analyzing security configurations in hours, to avoid last-
moment user acceptance testing (UAT) issues, that will delay your ERP project.

Design roles without inherent risks

e Utilize visualizations and simulations to make the best design decisions. Eliminate poorly
designed roles, which are the leading cause of audit findings after go-live. Building job roles
without inherent risk saves thousands in unnecessary remediation.

Leverage library of pre-built security rules

o Use best-practice sensitive access and SOD rules to ensure your roles are complaint prior to
go-live. View SOD results in minutes using a pre-built library of 100+ best-practice rules.
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Prevent SOD
violations

Prevent SOD violations

Monitor user access

Monitor user activity

Manage Internal Controls

Design custom roles without

SOD violations

Check Access Requests for
SOD violations

Check Access Requests for SOD violations

Enable self-service user access requests,

e Enable users to request access to ERP roles with simplified workflows. Allow system
administrators to direct access requests to business process owners for their review before

access is granted.

Prevent SOD conflicts while provisioning

e Review access requests for SOD conflicts, document exceptions and grant access if approved

e Analyze requests and simulate SOD conflicts before approval. You can use our APIs to inform
your idgntity management solution with our SOD analysis results.
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é\_syn]ch[_ronous =Eparalion GBS Or use published Risk APIs with your current workflow (Oracle Access
imuiations Governance, Jira, ServiceNow, IDM etc.)

Advanced Access Request Workflow - Provisioning with SOD Analysis



Monitor user
access

Prevent SOD violations

Monitor user access

Monitor user activity

Manage Internal Controls

Monitor & Report Sensitive
(Restricted) Access

Monitor & Report Separation
of Duties (SOD)

Digitize user access certification
workflows

Monitor & Report Sensitive (Restricted) Access
Monitor sensitive access granted to users and activity performed
with sensitive access

o Identify roles and privileges that are highly restricted and monitor users
with this access.

e Monitor configuration updates and transactions performed by users
with sensitive access.
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Monitor user
access

Monitor & Report Separation of Duties (SOD)

Analyze enforcement of security and privacy Report SOD results with confidence and ease
policies

e Rely on built-in, complete analysis of fine grain
e Continuously analyze roles and user access as functional access with data security context (BU,

Quickly identify SOD violations to refine roles
and security configurations in response to ever-
changing organizations.

reports with confidence each quarter. Reduce audit
consulting fees by over $100,000™ per year.

: Manage access exceptions with ease
Protect security data from exposure

Prevent SOD violations . . e Monitor exceptions via dashboard and resolve issues
e Eliminate the need to export, copy or distribute _ _ Lo
using a simple incident workflow. Accelerate

sensitive ERP security data for third-party _ _ , _ .
. . resolution of conflicts with the aid of visualizations
services. Avoid uncontrolled access and

Monitor user access " " and simulations.
unnecessary exposure of critical and sensitive
data.
Monitor user activity e
Monitor & Report Sensitive -
(Restricted) Access CI-PTP-6390: Cr
Manage Internal Controls : : e et e
Of DUtieS (SOD) JJJJ = Override record limit and return all results for access model analysis .
Risk Management Dashboard
PMod Oeln Risk& Controls Matrix  OpenAssessments Completed Assessments Opimize Securty Design  SOD Controls for Conpliance  Access Certfication  SOD Transaction Report  Corfiguralion Controls  Transaction Cortrols  Business Conth
Digitize user access certification == B [ n——————
® @

workflows

Create Suppliers
Access Entitiement.Access Entitlement Name Equals Create Suppliers
Access Points

A Control Name LastRun Users Pending incidents Role Detalls

C-RTR-6870 En e 0 0 RoeDetals

CI-RTR-6920 E

Create Payables Invoices
Access Entitlement.Access Entitiement Name Equals Create Payables Invoices

Access Points Control Name LastRun Users Pendingincidents Role Details
a CLPTP-5800 Approve Payables voices and Create Payablesivoces — Th4. 20 0 0 RoleDeatals
CHPTP-5810 Ap a0 0 RoleDetal
CI-PTP-5 nya de
714120 o
atrol a0
a0
1420

Control Name LastRun Users Pending incidents Role Delails
CI-OTC-4571: Create Customer and Enter Accounts Receivaties fwoice a0 2 23 RoleDetals

CI-OTC-5220: Enter Accounts Receivables invoice and Enter Customer Receigts a0 2 24 RoleDetais

Control Name LastRun Users Pending incidents Role Detais

CIHHCM-4051: Manage Employee and Manage Payroll a2 2 73 RoleDetais

* Audit firms commonly charge ~$50,000-200,000 to compile SoD reports typically done 1to 4 times per year.



Monitor user
access

Prevent SOD violations

Monitor user access

Monitor user activity

Manage Internal Controls

Monitor & Report Sensitive
(Restricted) Access

Monitor & Report Separation
of Duties (SOD)

Digitize user access
certification workflows

Digitize user access certification worktlows

Certify users’ access to sensitive functions

e Scope sensitive roles and ensure all users are authorized and approved. Certify users’ access
to sensitive data and functions, based on pre-determined audit scope and schedules.

Automate routing to direct manager

e Streamline workflows based on manager hierarchy and/or designated process owners.
Reduce compliance fatigue and save ~250* hours of manual effort with easy-to-review
worksheets.

Continuously certify new users with high-risk access

e Minimize access risk by ensuring any new user granted sensitive access is promptly
reviewed and certified.

nag
Role Certification by Certifier g Access Certfications
—— 8 FY24/Q1/ Sensitive IT Privileges Access Certification
. Y Filter W Pencing Wl Approve 11 hvesigate [ Remowe Certifier worksheet for Philip Kent
304 Yot Q' RoleName T SecurityManager X Search for any user of role name
Casey Brown
Administrator Action3  UserName26  BusinessUnt8 Comments2  More Filters
P BN o A = © W Y B AR SR, - WAW
? Philip Kent Tof26selected | KeepRokes | = RemoveRoles | | Investigste | | MoreActions + m
: Senior Director
[E  RoleName ¢ User Name © Direct Manager ~ Action T JobName ¢ Business Unit <
2 526 Tota
A =
Senior Analyst
O ITSecurity Manager  Christine Ryan Anita Kennedy Semore e Vice President US1 Business Unit
O 1T Security Manager Jorge Menendez Arthur Robinson Renowe role HE Director University US Business Unit
O 1T Secur ity Manager Valentine Poussard Brigitte Girard Bemove rvde Vice President of HR France Business Unit
O 1T Security Manager Valerio Rossi Brigitte Girard Remore ssle Vice President of HR Italy Business Unit
<1 Security Manager  Carlos Rodriguez Salgado Brigitte Girard ~~~ Semowsste Vice President Spain Business Unit
O 1T Security Manager  Javier De la Torre Carlos Rodriguez Salgado Bemore e Human Resources Specialist Spain Business Unit
O 1T SecurityManager  FASO1 Student Christine Ryan Remowe e US1 Business Unit
O 1T Security Manager Yusuke Shimada DannyChow ~ fenowwie Vice President of HR Japan Business Unit
O 1T Security Manager Lee Avery Hayden Cook Keep ole System Administrate or Supremo US Business Unit
@ 1T Security Manager John Martin Priya Gupta Bevew Sales Consultant - Channel Supremo US Business Unit
O 1T Security Manager Bastien Sorin Valentine Poussard Reriew Director of Human Resources France Business Unit

* Compliance process — running reports, building spreadsheets, sending emails & reminders, answering questions and preparing audit reports — usually takes ~2
minutes per employee per year (x 5,000 employees = 250 hours)



Monitor user
activity

Prevent SOD violations

Monitor user access

Monitor user activity

Manage Internal Controls

Monitor user activity

IT super user activity

Procure-to-pay assurance
Record-to-Report Assurance
Order-to-Cash Assurance

Hire-to-Retire Assurance

Automate monitoring of
changes to critical
configurations.

Automate monitoring of
your transactions without
sampling.

Monitor user activity (configurations and transactions)

Automate risk-based analysis of setup and
master data changes

e Detect breaches and evaluate risks with
automated analysis of critical configuration
changes across key processes including GL,
AP, AR, PPM, expenses and procurement.

Manage exceptions with ease

e Ensure all exceptions are routed to process
owners for timely reviews (replacing emails
and spreadsheets).

Risk Management Dashboard

PP Businsss Process Controls  E1p ac

. $
Procure to Pay Assurance - Business Process Controls ‘i

-----
unauthorzed payments

vision

Supplier bank account events within the last year
Audit - Supplier Bank Accounts Date Greater than or equal to Wed Sep 25 07:17:46 UTC 2019

'
Event type is data update
Audit - Supplier Bank Accounts Event Type Equals Object Data Update

)
Count of supplier bank accounts updated
Count(*) ExtBankAccountid Greater than 2 0 Grouping Value Audit - Supplier Bank Accounts

Analyze configurations and transactions to
enforce security and privacy policies

e Continuously analyze changes and updates to
critical configurations. Monitor transactions that
are suspicious or violate existing policies. Evolve
from sampling to continuous monitoring of
financial transactions to ensure complete
oversight.

Leverage library of best-practice
configuration rules

e Set up alerts for frequent changes made to
supplier bank accounts, payment methods, item
master, and/or accounting period. Tailor pre-built
or author new rules using a built-in visual
workbench.

Advanced Securty Nonlleing  Advascsd Actiity Monoring

Advanced Activity Monitoring for HCM Business Process )'-.\l 3

High Risk Configuration Changes High Risk Transactions

Fanding Banding

Time and Labor Anomalies

Comtrol Name: Last Run Date  Pending Incidests  Closed Incidents  Coatrol Dotails

08: Time Reported Fraudulently During Absences 22 0 0 View

uuuuu LastRunDote  Punding Incidents  Closed Incidents  Costrol Dotalls
01 Users Who View Sensitive Pages on the Weekend 8/4/2023 o 0 view
003: Users Whe View Sensitive Pages prior to Termination  §/4/2023 o o View

iew

syroll Fraud/ Ghost Employees

Last Run Date  Pending Incidents  Clased Incidents  Comtrol Details

view

iew

the Payrol a Short Time 8/4/2023 o 0 view




Monitor user
activity

I'T Super User Monitoring

Detect users with IT super user permissions

Detect changes to key business transactions and master data

Route incidents to security analysts and business owners

Detect data breaches early

Prevent SOD violations

_ - =VIiSION Q0% m
M0n|t0r user aCt|V|ty Risk Management Dashboard

PTP Assurance - Business Process Controls  HTR Assurance - Business Process Controls  Advanced Security Monitoring  Advanced Activity Monitoring 1T Superuser Activity Monitoring  Risk and Certification Workflows

- #*
IT Super User Activity IT Superuser Activity Monitoring ‘g *‘

-

Monitor user access

Procure-to-pay assurance 14 28 37 62 16

List of IT Superusers

Monitor user activity Record-to-Report Assurance st pate & sers

CI-DTD: Identify IT Superusers 8/28/24 14

Hire to Retire Transactions

Algorithm Last Run Date  # Pending Incidents  # Closed Incidents  Run History

O rder-to-CaSh ASSU ran Ce CI-DTD-41011: Created or Updated Employee Payroll Transactions by IT 8/28/24 64 52 View Run History
Manage Internal Controls
CI-DTD-41013: Created or Updated Salary by IT Superusers 8/28/24 84 1376 View Run History
CI-DTD-41010: Created or Updated Employee Job Assignments by IT 8/28/24 84 192 View Run History
Superusers
CI-DTD-41012: Created or Updated Personal Payment Methods by IT 8/28/24 o6& 3 View Run History
Superusers

Hire-to-Retire Assurance

Procure to Pay Transactions

Algorithm Last Run Date  # Pending Incidents  # Closed Incidents  Run Histery
CI-DTD-41004: Created or Updated Suppliers by IT Superusers 8/28/24 128 20 View Run History
CI-DTD-41001: Approved Payable Invoices by IT Superusers 8/28/24 28 1 View Run History
CI-DTD-41005: Approval Workflow Rules for Financials Modified by IT 8/28/24 0 0 View Run History
Superusers

CI-DTD-41003: Created or Undated Pavments by IT Superusers 8/28/24 158 311 View Run History




Monitor user

Procure-to-pay assurance
activity

Automate monitoring of changes to critical configurations and transactions

e Audit payment related transactions

e Eliminate exposure and loss of sensitive data

e Detect and prevent fraudulent payments

e Stop significant cash loss

Prevent SOD violations e Manage exceptions with ease

Monitor user activity

IT super user activity

Procure-to-pay assurance

Record-to-Report Assurance

Monitor user access

(_4\ : Risk Management Cloud

SOD: Ensure person who creates
payments cannot create invoices or
suppliers

Audit to ensure integrity and SOD: Ensure same person cannot maintain

Monitor for discrepancies in
authenticity of supplier master data suppliers and create purchase orders

Monitor for “maverick” n invoi
onitor for “maverick” spend invoices

Monitor user activity

Auditimproper changes to supplier Monitor POs created after Monitor POs created on the day Monitor invoices for similar Audit supplier payment
information invoice date goods arrived suppliers methods

Manage Internal Controls Order-to-Cash Assurance

Hire-to-Retire Assurance

Automate monitoring of

Maintain suppliers Process Receive Process

changes to critical pehses recuations purchase orders £ [o=s supaters
configurations.
Automate monitorin g of Standard Automated Control Points

Fusion Roles (Supplier Administrator), Setups, Configurations, Master data (Supplier Bank Accounts), Approvals (PO Approval), Reporting

your transactions without
sampling.

Overlay of Procure-to-Pay business process with illustrative examples of access, configuration and transaction controls



Monitor user
activity

Prevent SOD violations

Monitor user access

Monitor user activity

Manage Internal Controls

Monitor user activity

IT super user activity

Procure-to-pay assurance

Record-to-Report Assurance

Order-to-Cash Assurance

Hire-to-Retire Assurance

Automate monitoring of
changes to critical
configurations.

Automate monitoring of
your transactions without
sampling.

Record-to-report assurance

Automate monitoring of changes to critical configurations & transactions

e Audit all financial transactions

e Monitor unusual activities and prevent errors
e Manage exceptions with ease

.

Ensure accurate reporting to protect financial integrity

Risk Management Cloud

Monitor for
unusual or suspicious
transactions

Monitor for journals posti; igs that are: Monitor manual journal entries Audit controls for revaluation SOX 302 / 404 certifications; user access
late for large amounts ranges certifications

Check for user
access to both create & post
journal entries

Audit controls for
Audit — autoreverse criteria set intercompany rules &
eliminations

Audit controls - subledger
accounting system options

Audit controls — currency
revaluation

. Manage Consolidate Perform Account Create .
Post & Reconcile Journals & Tasks Close Entities Reconciliations Financial Reports Certify

Optimize Processes Subledgers General Ledger Internal Controls

Standard Automated Control Points
Fusion Roles, Setups, Configurations (GL Allocation Rules), Master data (Chart of Accounts), Approvals (Manual Journals), Reporting

Overlay of Record-to-Report business process with illustrative examples of access, configuration and transaction controls.



Monitor user
activity

Prevent SOD violations

Monitor user access

Monitor user activity

Manage Internal Controls

Monitor user activity

IT super user activity

Procure-to-pay assurance

Record-to-Report Assurance

Order-to-Cash Assurance

Hire-to-Retire Assurance

Automate monitoring of
changes to critical
configurations.

Automate monitoring of
your transactions without
sampling.

Order-to-cash assurance

Automate monitoring of changes to critical configurations & transactions

Audit receivables transactions

Monitor cash and receipts

e Manage exceptions with ease

Monitor and eliminate revenue losses

Risk Management Cloud

Monitor for Customers Missing Audit controls - Project Audit controls — Invoice accescsrlgcggﬁwr gjgtromer
Taxpayer ldentification Number Data tolerances 4
invoices & receipts

Check for user AER: ol = Check for user access to Monitor for receivable
access to both create Cusiemer Bria both balance exceeding credit

customer & sales order Sales Order & Invoices limits

Order to Promise Shipping & Outbound Manage Billing and

Quialifying Leads Quote to Order & Project Planning %%?gguézg?ﬁ?én& Logistics Invoices

Standard Automated Control Points

Check for user access to both
Invoices & Journal Entries

Check for user access to both
Customer Receipts and Bank
Reconciliations

Manage Customer
Receipts Revenue Recognition

Fusion Roles, Setups, Configurations (Salesforce Compensation, Billing), Master data (Customer Profiles), Approvals (Credit Limits), Reporting

Overlay of Order-to-Cash business process with illustrative examples of access, configuration and transaction controls.



Monitor user
activity

Hire-to-retire assurance

Automate monitoring of changes to critical configurations & transactions

e Audit payroll and compensation related transactions

Control and monitor access to sensitive employee data

e Reduce exposure of sensitive data and privacy risk

Manage exceptions with ease

Prevent SOD violations

Monitor user activity

i IT r r activi
Monitor user access super user activity

{ ) Risk Management Cloud

Monitor: same user creates
new hire & manage time
cards

Procure-to-pay assurance

SOD: access violation hire
candidate & update
compensation

Monitor user activity

Audit frequent changes to
assignment eligible job

SOD: access violation SOX 302 / 404 certifications;
hire worker & process Quickpay user access certifications

Record-to-Report Assurance

SOD: access violation create job

requisition Audit frequent changes Audit frequent Audit frequent changes to
& hire candidate to compensation plan changes to personal person details
payment method

Manage Internal Controls

Order-to-Cash Assurance

Hire-to-Retire Assurance

Automate monitoring of
changes to critical

Plan, Source Manage Manage Time Manage Manage Workforce Certify
con f| g u ratl ons & Manage Candidates Compensation IR SRR R IS & Labor Payroll Profiles Internal Controls
Automate monitorin g of Standard Automated Control Points

Fusion Roles (Payroll Administrator), Setups (Payroll definitions or Wage Basis Rules), Configurations, Master data (Payment Methods), Approvals, Reporting

your transactions without
sampling.
Overlay of Hire-to-Retire business process with illustrative examples of access, configuration and transaction controls.




Manage Internal
Controls

Manage Internal Controls

Document (RCM), Test & Certify Controls (ICFR/SOX)

o Collaborate efficiently and effectively to design, document and assess internal
controls, using a risk based approach and a unified repository for your internal
controls.

e Certify Internal Controls over Financial Reporting (ICFR/SOX)

e Ensure strong internal controls and audit readiness. Automate periodic testing
and certification of controls with intuitive workflows.

Prevent SOD violations

Monitor user access

Simplify audits and

assessments

= vision
RepOI’t and traCk Risk Management Dashboard

Monitor user activity

C o m p I I an C e I S S u eS Risk& Controls Matrix  OpenAssessments Completed Assessments Optimze Securiy Design  SOD Controls for Compiiance  Access Certification  SOD Transaction Report  Configuration Controls  Transaction Controls  Business Continuit

Assessment Batch Name Control Name State Response

B u i | d tr u St an d containsany -Select Value— v contains any -Select Value— v Canceled Closed Completed v -Select Value- v
transparency with P e
embedded dashboards

Manage Internal Controls

4

Completed Control Assessments

Drill on Control Name record to view completed assessment results

Assessment Plan Name  Assessment Batch Name Cm"” Control Name State Response AssessedBy ReviewedBy  Approved By
Audit Test FY21 Q1AP Key Control Testing 9/25/20 PTP-006-Accounts Payable Invoice Validation Completed « Philip Kent Philip Kent
Certification FY21 - Annual AP Certification @99/20 PTP-003-SOD Transactional Analysis Completed ¢ Philip Kent

FY20 PTP 03 Certffication Assessment 99/20 PTP-003-SOD Transactional Analysis Completed & Philip Kent

FY20 Q4 PTP 04 Assessment ¥9/20 PTP-004-Duplicate Suppliers Completed ¢ Philip Kent
Year endtesting FY20 - 1.15 GL Account Reconciliation 117/20 1.15 Accurate and Complete GL Account Reconcilition Completed = Philip Kent Doug Stonewood lan Black
First Round Testing- Annual  FY20_Q2- 1.15 GL Account Reconciliation Retest 117/20 1.15 Accurate and Complete GL Account Reconcilistion Completed « Philip Kent Doug Stonewood an Black
Quarterly 302 Certification FY20_Q2- 21_AFC_30001: Duplicate Payables Invoices 117/20 21_AFC_30001: Duplicate Payables Invoices Completed ¥ Philip Kent Philip Kent Philip Kent
Audit Test FY20_Q 1. 215Expenses are proper 8/30/19 215- Expenses are proper Completed « Sophia Mitano Philip Kent lan Black
First Round Testing- Annual  FY20_Q1- 1.15 GL Account Reconciliation Retest 8130119 1.15Accurate and Complete GL Account Reconciliation Closed L4 Philip Kent Philip Kent lan Black
Quarterly 302 Certification  FY20_Q1- 21_AFC_30001: Duplicate Payables Invoices 830119 21_AFC_30001: Duplicate Payables Invoices Closed v Sophia Miano  Philip Kent lan Black
Audit Test FY19_Q4 215Expenses are proper 319 215- Expenses are proper Closed L4 Sophia Mitano Philip Kent lan Black
First Round Testing- Annual  FY19Q4: 1.15 GL Account Reconciliation Retest 319 1.15Accurate and Complete GL Account Reconcilistion Closed L 4 Sophia Miano Doug Stonewood lan Black
First Round Testing - Annual  FY19Q4: 1.15 GL Account Reconciliation 8119 1.15 Accurate and Complete GL Account Reconciliation Closed (%] Philip Kent Philip Kent lan Black
Quarterly 302 Certification 21_AFC_30001: Duplicate Payables Invoices &3/19 21_AFC_30001: Duplicate Payables Invoices Closed L 4 Sophia Milano Philip Kent lan Black
Audt Test FY19_Q2- 1.15Accurate and Complete GL Account Reconciliation 122118  1.15Accurate and Complete GL Account Reconciliation Closed L4 Sophia Mitano Philip Kent lan Black
First RoundAnnual Testing  1.15 GL Reconciliation Assessment 1.15 Accurate and Complete GL Account Reconciliation  Closed

1445 P1 Darancilininn Ansanemant Datast Anianian 445 Armirda and Camnlobn O Areniet Dasnnsiistinn  Masad s Ohilin Vet Qanhin Lilann tan Dlank




Benefits and business value for finance, IT, and security functions

Line 1 Line 2 ’g\

Fusion IT Team

CFO /CAO Security Admin
Increase investor & lender confidence with better i i '
financial & cybersecurity controls Enforce security and access rules without adding FOCL!S SIS ”Sl.( FEE b.y aytomatlng
)/ : Aeten e e hushreas. routine data analysis & monitoring tasks.
i : Assurance that ITGC controls for user access
Increase productivity by replacing drudgery of ' . . .. .
compliancpe with dag-d»;ivelrjl autgmatiorgl. Y configurations are effective, Prowdg practllcal JuSlglies 'mprove
Design and test (both functional and data access) operations using better analytics.
Lower external audit fees. in roles. _ . . . .
Eliminate need for large audit data extracts and Easier collaboration with process owners while
More resilient to change (M&A) and disruptions related governance. remaining independent.
(pandemic) with better monitoring of operations. Efégechgepared to stop and respond to data

Helps manage scope and streamlines
negotiations of external audit engagements
with reliance on automated internal controls.

228

o8¢,

Risk & Controls /Financial governance/
Compliance (ICFR/SOX)

Process Leaders/Control owners Faster certification and testing cycles.

Certify controls with confidence. Enhance relationships with process owners with
data-driven insights.

Assurance of policy compliance and

authorized access. Standardize and automate control and

governance processes.
Minimize manual effort and time spent

on lower-value compliance tasks. Automate routine external audit requests.

Prevent audit surprises and disruptions. Eliminate need for 3rd party SOD analysis.



Enterprise-wide Assurance Framework

Data Science & Algorithms

Security & sensitive access —
Separation of Duties (SOD)
Setups and Config

Transactions

Sensitive page views —

General Ledger, Subledgers —

Account Payables
Procurement, Inventory
Accounts Receivables
Human Resources, Payroll

Consolidations & close

Full data population
Entire user access path

Simulate impact of changes

Algorithm execution history —

Monitor
user
activity

Monitor
user
access

Monitor
HCM/ERP
access

Complete,
reliable and
transparent

—

Assurance Workflows

Access Requests —

ICFR Certifications

Access Reviews &
Certifications

Efficient

Issues & Incidents —

collaboration

Controls Documentation

Business Process Controls —
IT General Controls
Standards, processes, risks

Stakeholders & groups

Auto-assignment rules -

Unified
repository

CiE IE]
l‘. ,‘ R
i B B
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i H B

Assurance center +
dashboards

Record to Report
Dashboard

Procure to Pay
Dashboard

— Qrder to Cash
Dashboard

— Hire to Retire
Dashboard

CiE IE]
l‘. ,‘ R
i B B
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Dashboard
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External Audit
Dashboard

Fusion IT & Security

LINE 1

A
> ‘?@Q Exec & Management

N\
> rg% Process Leaders

[ 3

= 3

p 2828
p 428

Control Owners

LINE 2

Fusion IT Team
Security Admin

Risk & Controls
Financial governance/
Compliance (ICFR/SOX)

LINE 3

Q\ Internal Audit
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