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SAFE HARBOR STATEMENT

The following is intended to outline our general product direction. It is intended for information purposes only, and may not

be incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be

relied upon in making purchasing decisions. The development, release, timing, and pricing of any features or functionality
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This document is provided for informa tion purposes and should not be relied upon in making a purchasing decision. The
contents hereof are subject to change without notice. This document is not warranted to be error -free, nor subject to any
other warranties or conditions, whether expressed ora Ily or implied in law, including implied warranties and conditions of
merchantability or fithess for a particular purpose.

THIS DOCUMENT IS NOT PART OF A LICENSE AGREEMENT NOR CAN IT BE INCORPORATED INTO ANY CONTRACTUAL
AGREEMENT WITH ORACLE CORPORATION ORS SUBSIDIARIES OR AFFILIATES.

Failure to adhere to these benchmarks does not constitute a breach of Oracle s obligations. We specifically disclaim any
liability with respect to this document and no contractual obligations are formed either directly ori  ndirectly by this
document.
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INTRODUCTION

The Importance of Cloud Native Monetization

Modern monetization systems for 5G converged charging, communications , media, cloud and digital goods and services
markets will need to take optimal advantage of compute, network, and storage infrastructure to operate and scale efficiently
and grow as the business demands. These requirements translate into the need for monet ization systems to support a cloud
native containerized , orchestrated and multi -service deployment architecture. Diving a little deeper into these terms:

1 Containerized Mportable, lightweight application components that can be rapidly spun -up and down, taking
advantage of core Linux kernel capabilities (namespaces and control groups) that are much more efficient than
Hypervisor -based virtualization technologies.

1 Orchestrated Mmanaging the lifecycle of the multiple containers that comprise the application by abstracting the
underlying infrastructure and providing built -in scalability and resiliency through the definition of a declared state
of deployment that is maintained by the orchestration engine . Container orchestration technology enables simpler
application management and dramatically reduces operational complexity.

1 Multi-service Man architecture where application components representing specific functional concerns are
deployed in separate containers to aid scalability, resiliency , and observability . Core business functions should be
deployed as multi -replica containers.
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Integration/Continuous Delivery (CI/CD) toolchains. This wil | help to minimize time -to-value, scale efficiently, and improve
the overall operational quality of deployments. Some business benefits of cloud native deployment include:

1 Significantly reduced vanilla installation time

Rapid environment replication for de velopment, testing and faster root cause analysis of potential issues
Self-healing capabilities for greater service availability

Simpler updates with less downtime

Efficient scaling that takes maximum advantage of the available compute resources (nodes)

Faster launch of reliable market offerings by taking advantage of CI/CD toolchain integration and automation
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Oracle Communications Billing and Revenue Management (BRM)

Oracle Communications Billing and Revenue Management (BRM) is a proven, reliable, modern monetization solution that is
foundational to the digital commerce operations of leading telecommunications and enterprise customers . BRM provides
converged, real-time charging as part of an end -to-end revenue management solution for supporting the key bus iness
processes of generation, capture, collection, and analysis of revenue.

1  Flexible service, industry and partner -enabled business model support.
9 Faster innovation: rapidly launch digital offers with design -time flexibility.
9 IT agility: modern cloud nat ive deployment model with low total cost of ownership.

Multi-service architecture | Containerized and Orchestrated | Automated deployment
CLOUD NATIVE DEPLOYMENT

I EXTENSIBILITY & IT
INTEGRATION

/ CX | Self Service | Order Management | ERP | Tax Engines | Payment
Gateways | Extensible Data Model and Business Logic

BUSINESS OPERATIONS & REPORTING

Create, schedule and view billing, collections and
invoicing jobs| Customer & Billing activity reports

FINANCIAL
MANAGEMENT

Usage and Subscription billing | Invoicing | AR, GL
& Taxation | Payments and collections

USAGE INTEGRATION

Diameter Gy, Sy, HTTP/2 Nchf | CAMEL |
INAP | Flexible Offline Mediation

CONTERGENT OFFER DESIGN
) ) TM Forum SID aligned pricing design | Charge offers |
Advanced data charging | Real-time balance management | Discount offers | Bundles | Sharing offers
Sharing models | Prepaid voucher management
ACCOUNT MANAGEMENT AND
CARE

Account registration and modification | Payments | A/R | Financial
Setup | Account Sharing Groups

Figure 1MBRM feature coverage
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Oracle Converged Charging System

BRM Release 12 has been designed with the 5G future in mindsupporting the 5G service-based architecture while offering a
feature rich converged charging, billing and revenue management system thatis both network grade and extensible (figure
1) BRM provides a foundation for monetizing 5G Non -Standalone Architecture based servic es and Standalone Architecture
slice-based offerings, available in a DevOps aligned cloud native deployment model to significantly reduce costs and
accelerate innovation
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charging grid with built -in resilience. It includes a comprehensive set of southbound core network integration points

including support for Diameter and the 3GPP 5G HTTP/2 REST charging message, as well as flexible offline mediation

capabilities.

ECE is integrated into the core BRM revenue management functionality (shown in the upper half of the diagram) which
provides flexible and extensible business logic across customer management, service management, subscription
management, re -rating, billing, invoicing and accounts receivable.

The high-level functional architecture is shown in figure 2. Shown in the lowerhalf ¥ § LJ2 5dZz 35y 3 D# | NE 2YI¢g A
converged charging capabilities, supporting integrated online and offline charging ina  single architecture.
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Converged Charging
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Core Network Functions | Service Delivery Systems

Figure 2 MBRM Functional Architecture

BRM exposesa large number of functions with a documented SDK to aid integration into northbound enterprise business
systems. Integration methods include web services and via the BRM JCA resour ce Adapter. In addition, BRM has data
managers supporting integration with external taxation databases and payment processing  systems.

Supporting the core functionality, BRM has a comprehensive set of client applications covering operations and
administrat ion, customer management and offer design.
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DEPLOYING BRMON CLOUD NATIVE INFRASTRUCTURE

The Features and Extensibility of BRM

, the Agility and Efficiency of Cloud Native

BRM can beconfigured to run as a cloud native application in a containerized and orchestrated deployment architecture,
taking advantage of cloud native infrastructure and DevOps CI/CD tooling to enable service providers to design, test and
deploy services more quickly, operate more efficiently, and grow with the business (figure 3).
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SERVICE

docker kubernetes NA
Multi-service Container Container Packaging &
Architecture Runtime Orchestration Deployment

The features and extensibility of BRM, the agility and efficiency of cloud native

L
@ Pivents ‘

Logging

Figure 3 MBRM Cloud Native container images uses standard cloud native techologies

BRM has a multi service architecture with each service provided as a Docker image for deploying as a run time containe rin a
Kubernetes cluster on cloud infrastructure. This deployment option takes advantage of industry accepted cloud native

technologies such as Docker for the container runtime, Kubernetes for container orchestration,
deployment, an d the EFK stack, comprising of ElasticSearch, fluentd and Kibanag # Dz p¥ 33351 3.

retains the features and extensibility of BRM whilst taking advantage of the agility and efficiency of cloud native
infrastructure and tooling.

A high level logical view+ § At REdz zp #Lj3
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BRM Multi Service Architecture

Figure 5dz2 + NHz A { R &enicelaiciptdcibre . Each BRM service, running as a Docker container, is deployed as a
Kubernetes POD, the fundamental building block of Kubernetes. Many of the core BRM services can be deployed and
managed as multiple replicas within a Kubernetes replica set, which enables efficient scaling and aids resiliency. Kubernetes
operates on the principle of declared state Myou tell it how many instances of a POD you want running and it will ensure that
the number of replicas matches the declared state.
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Figure 5 MBRM Cloud Native Multi-Service Architecture

The BRM application Kubernetes cluster requires that cloud native infrastructure and tooling is in place. This includes cloud
compute infrastructure, such as Oracle Cloud Infrastructure (OCI), a CI/CD automa tion pipeline , monitoring and logging
software, Kubernetes cluster networking and volume storage, which is accessed by PODs via a persistent volume claim
(PVC).Note that t he Oracle database sits outside of the BRM application Kubernetes cluster, typically deployed in a separate
subnet.
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Example Cloud Native Deployment topology in Oracle Cloud Infrastructure (OCl)

Cloud native BRM has been designed to be deployed in both public and private cloud infrastructure. An example
deployment model is shown in figure 7, which shows BRM deployed in Oracle Cloud Infrastructure (OCI). Note that not all
details are shown in this diagram and it is intended to be for illustrative purposes only, rather than represent a specific
deployment architecture. Deployment approaches will be dependent upon specific business requirements. For deployment
in OCI|, it is recommended to configure BRM application worker nodes in three different fault domain s (FDs) within an
Availability Domain (AD). The diagram shows an Oracle RAC cluster in a dedicated subnet, using Active Data Guard for
replication with a secondary database in another AD, depending upon business requirements. From an ECE perspective,
Coherence federation is used to ensure that the charging grid cache is replicated to a secondary availability domain (not
shown).

Qutbound systems integration
(e.g. payment or taxation server) Q Internet
4%‘ ORACLE CLOUD INFRASTRUCTURE (REGION)
- NAT
rg Gateway &
c“s'g:l'l';;:::,'l't'is“ Availability Domain 1 Availability Domain 2 Container
Registry
Public Subnet Private Subnet BRM K8s Cluster BRM K8s Cluster @
-
— @ BRM PODs BRM PODs BRM PODs
- = oog ooo ooog ooo| [ooo] [ooo Container Engine
VPN . . ooo ooo ooo ooo| (ooo| |ooo For Kubernetes
Dynamic r — — — = |=3) |I=2
Routing L,
Gateway Bastion Host Worker Node Worker Node Worker Node Worker Nodes D—I
(Fault Domain 1) (Fault Domain 2) (Fault Domain 3)
% T File Storage
BRM Web ® Public Subnet Private Subnet l
i | 1: XOXO
Clients @ « |m" I
Inbound systems . @
integration  Internet '&"_ Active Data Guard ¢
Gateway c c Logging
Load Balancer RA Instar!:e RAC Instance Secondary Database (EFK)
(Fault Domain 1) (Fault Domain 2) System
Primary Database System
@ Object
VCN Storage

Figure 7 MExample BRM Cloud Native OCI Deployment Model

A bastion host is typically configured in a public subnettoallowy z z & dzdz LJ* L32¢ At R NX¥DA gDz Il +3¢d2 g D&
(for example via SSH). The BRM web clientsand inbound integrations connect to the load balancer through the Internet

gateway. Outbound integrations, for example payment or taxation server integration , are managed through the NAT gateway,

which is also used by the worker nodes for outbound access to the Internet (for example to perform yumupdates).
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BRM CLOUD NATIVE BENEFITS

Cloud native deployment of BRM has the potential to provide significant benefits with regards to initial deployment, ongoing
operations and reduced time to market to launch and monetize new products and services. This section provides a high -
level summary of these benefits. It is important to understand that the degree of savings depends on  specific deployment
architecture, workload, degree of product customization and overall adoption of DevOps CI/CD and cloud native tooling
across the service providerE boader IT estate. Figure 8 summarizes indicative deployment and operational efficiencies of
cloud native BRM when compared to a traditional BRM deployment model.

&) @ @

~60%* ~20%* ~20-50%* ~65%%*

Installation Time Customization & Upgrade Time Environment
Savings Config Time Savings Savings Replication Time
Savings

* Indicative only based on engineering metrics and estimates. The economy of CN improves with scale and depends on the specific
deployment context and extent to which CN and DevOps is embraced

Figure 8 Mindicative operational savings compared to traditional on-premise BRM deployment*
Deployment Benefits

Faster Installation

The initial deployment time for BRM in a cloud native environment is significantly reduced through the use of Helm (the
package manager for Kubernetes applications ). A separate Helm chart is provided for the database schema deployment
flexibility for those customers that already have a database in place. Helm unifies the installation experience, eliminating the
need for customers to manually download software technology dependencies, such as compilers, the JDK, and Perl scripts
to a compute server. The reduction in installation steps can provide significant time and cost savings for customers  when
setting up test and production environments.

Table 3 describes the Helm charts that are included in the BRM cloud native deployment package.

HELM CHART DESCRIPTION

oc-cn-init -db-helm -chart Initializes and upgrades the database schema for the BRM server functions .
oc-cn-op-job -helm -chart Creates WebLogic server domains for Billing Care and Business Operations Center (BOC)
oc-cn-helm -chart Deploys the core BRM server components, Pricing Design Center (PDC) and Pipeline

Configuration Center (PCC).
oc-cn-ece-helm -chart Deploys the Elastic Charging Engine (ECE) and its services. Sets the conrction with the BRM

server functions and Pricing Design Center. Configures the sharing of persistent volumes with the
BRM serverfunctions .

Table 3 MHelm Charts included in the BRM cloud native deployment package
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© DZ | L2 & | g Dadz g z LIS hagingtEpging (ERHE dbud)natieddefifogmentisimplifies the Coherence cluster
deployment, eliminating the need for customers to define the primary and secondary driver machine s, sync software
binaries across the server nodes or VMs and configure the cluster topology (in eceTopology.conf ).

The customer would define the number of replicas by overriding the default values from values.yaml with adding custom
values in override -values.yaml and then run the Helm install , which ensures that all components are started in sequence
and places the system into a usage processing state.

ECE high availability is configured by default, with each Elastic Charging Server node consisting of three POD replicas and
each protocol gateway node consisting of 2 POD replicas.

At REdZ wgzZp+35z y! !l pdzy LIl +I1d20 diljz2 ydz EDHz51 3 Ngdz5zll W LE DZ OXN
are significantly faster to install as WebLogic is already baked into the base Docker images.

Based on indicative Oracle lab metrics, and assuming the readiness of underlying cloud native infrastructure and the
database, vanilla BRM application installation time could be significantly reduced by approximately 60%.

Operational Benefits

Environment Replication

Once initial deployment has taken place, separate environments can be rapidly replicated by simply overriding the Helm
configuration with environment specific values in  the values.yaml override file and performing a Helm install. This is a
rapid process that can offer significant savings , particularly to those customers that require large numbers of environments
to be spun up within their DevOps CI/CD processes.

Rapid environment replication can also have significant benefits to aid root cause analysis of any pote ntial issues observed
in production, by replicating the production environment in a dev/test environment for rapid problem resolution through
investigation, patching and validation.

Based on indicative Oracle lab metrics, BRM environment replication time ¢ ould be reduced by as much as 65%,
depending on the specific customer DevOps processes and toolchain adoption.

Customization

As discussed earlierat g¢nj 2¢gll ggSLI ¥g LI At R zp*FLi3 IyLBIljg yDz25LEzLILDE 5dz |
CI/CD workflow to support automated build, test and deployment processes. Figure 9 shows the high -level flow involved

when extending BRM through new customizations , showing Oracle Cloud Infrastructure as the continuous delivery and

deployment infrastructure. BRRE dz z p ¥ Lj3 || Yy LIS 1] & d3.F ! pH+Dil Do tibhitibi#zE! dhddstomization

capabilities. Custom Cand Java code can be used to extend the core business logic capabilities, develop new client

applications and extend the Billing Care UL.

A customer or partner would take the base BRM images, store them in their registry of choice, and then create a new image
with the customizations using Docker layering. After the build and test process these new images will be pushed to the
container regis try for deployment into test and production under the co -ordination of the DevOps CI/CD pipeline tooling.

Continuous Integration Continuous Delivery / Deployment
ORACLE
S
BRM base Q f' e§$s
Images Customer/Partner um iy,
extends BRM with Cloud Deploy Containers
. new config or ‘auiw) Infrastructure mases 10 Bt Unning
libraries REEWSUV p,odumm services

Test
‘ </> . Mim Puh Conlalner
<.-> Lty E”E“"E for Kubernetes
Kubernetes worker {

Customer nodes
Helm

Repository

ORACLE CLOUD INFRASTRUCTURE

Customer’s automated DevOps pipeline

Figure 9 MCustomizing and extending BRM via CI/CD toolchain integration
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The time for customization bug detection, fixing, testing and deployment ¢ an be significantly reduced when deploying BRM
alongside a CI/CD toolchain and supported by DevOps automation. It is anticipated that deploying BRM in a n automated
cloud native environment could offer customization implementation efficiencies of 20% or gre ater.

Patching

The benefits of CI/CD automation significantly reduce s the patching cycle (whether for bug fixes or security updates) from
patch updates on a dev and test environment, automated testing and validation , through to deployment to staging and final
production environments. Depending upon the nature of the patch (e.g. whether a one -off patch or patchset, degree
of data model changes etc), it is anticipated that the efficiency savings achieved for patching could be as high as
50%.

Patchset Upgrades

Patchset upgrades in a BRM cloud native deployment are faster and more efficient. The upgrade process consists of running
the init_db container in upgrade mode, which performs the database schema upgrade, and then perform a Helm upgrade
with the new set of images. During the upgrade, the same port and IP (via the Kubernetes service proxy) continues to service
requests.

For ECE Kubernetes will take care of rolling restart of the ECE pods and each pod will automatically check the Coherence
cluster status to make sure partition rebalancing is complete during the restart.

Configuration Changes

Core BRM business logic configuration changes are very straightforward and requir e near zero service downtime as a rolling
upgrade of the BRM server-side components is possible.

Each BRM application service has its configuration externalized via a Helm ch art and Kubernetes Config Maps. Externalized
configuration is an important characteristic of cloud native applications, decoupling the Docker images from the
configuration (which can be stored in a version control system). Kubernetes makes rolling out (and rolling back) new
configuration changes easy through the use of Helm, which creates and updates deployments and services (figure 10).

Figure 10 MNear zero downtime configuration changes

For example, changes in the BRM pin.conf file can be achieved by invoking helm upgrade specifying the updated

override -values . yaml file. Similarly, after invoking changes in config_business_params for example, by running helm
upgrade, the new PODs will read their configuration from the database with no overall service loss due to the rolling upgrade
process supported by Kubernetes.

Whenever a BRM ConfigMap or Secret file is changed, BRM supports the configuration of a POD to automatically update its
deployment specification and hence support a rolling deployment. This is achieved via the use of annotations in the
Kubernetes deployment YAML descriptor .

A business logic configuration change that would have typically needed a system restart is now supported by a rolling
update of the CM or DM, providing near zero BRM ecosystem downtime.

Batch Job Invocation

Kubernetes jobs are provided for key revenue management batch applications, such as billing jobs, invoicing, and
import/export pricing utilities, making configuration and invocation eff icient and straightforward, and adhering to cloud
native best practices by avoiding the need to exec into the POD containers to directly run the jobs.

10 WHITE PAPER Cloud Native Monetization | Version 1.00
Copyright © 2020, Oracle and/or its affiliates















