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1. Disclaimer

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The

development, release, and timing of any features or functionality described for Oracle’s products
remains at the sole discretion of Oracle.

In the document, value of information such as user name, password etc. is shown as XXXX or YYYY etc.
Also, if actual value is shown in screenshots, consider it as an example value.
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2. Introduction

Background

Oracle Cloud Infrastructure (OCl) is a set of complementary cloud services that enable you to build
and run a wide range of applications and services in a highly available hosted environment. Oracle
Cloud Infrastructure offers high-performance compute capabilities (as physical hardware instances)
and storage capacity in a flexible overlay virtual network that is securely accessible from your on-
premises network.
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3. Pre-Requisites
Create Cloud Account

To perform the steps in this tutorial, you must have an active subscription to Oracle Cloud
Infrastructure or a Free Trial Account.

1. Go to https://www.oracle.com/cloud/free/ and click the Start for free button:

Oracle Cloud Free Tier

Try Always Free cloud services and get a 30-day
trial

Build, test, and deploy applications on Oracle Cloud—for free. Sign up once, get access to two free
offers.

Sign in to Oracle Cloud

Getting Started with the Oracle Cloud Console

2. Select your home territory and enter the email address that you have used to register to the
WinterCamp, so that you get the 400€ of free Universal Credits:

- W — —— — -_ - — —— T e e

Oracle Cloud Free Tier Account information

Country/Territory

First Name Last Name

Get started with...

Always-free access to essential services:

Email
® Autonomous Database

® Virtual machines

* Object storage

Plus, $300 of credits for 30 days to use
on even more services:

* Container Engine for Kubernetes

® Analytics Cloud

® Data Integration

Terms of Use

By clicking on the button, you understand and agree that the use of Oracle's web site is subject to
the Oracle.com Terms of Use. Additional details regarding Oracle's collection and use of your
personal information, including information about access, retention, rectification, deletion, security,
cross-border transfers and other topics, is available in the Oracle Privacy Policy.

3. After clicking Verify my email, you must get a popup message similar to this one:
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Special Oracle Offer - Campaign (Oracle Cloud Trial)

Welcome. You have been invited to sign up for a Oracle Cloud Program with $500 credits for
30 days.

If you don’t get it, do not go ahead with the subscription. Let us know through the Linkedin
group (or ZOOM Q&A if you’re live in the session) and provide the right email address for us
to get it whitelisted and get your training promotion of free Universal Credits.

4. Enter your personal information in the next form. You can select either Personal or Company
use for Account Type. Type in your Cloud Account Name, which must be unique across all
Oracle Cloud. Select your Home Region mainly based on your geographic location. Take into
account that trial accounts like this one, will NOT allow you to subscribe to other Oracle Cloud
regions (with paid accounts you can subscribe to any region you want, without any additional
cost) nor changing it afterwards.

You may want to review first the Cloud Services available on each one here before selecting
Home Region.

If you’re located in Europe, we suggest to use Frankfurt, Amsterdam or London.
5. Enter the password you will use later for Cloud login.
6. Click on Review Terms and Conditions and Complete Sign-Up

7. Review your email INBOX. You will receive two separate mails. Wait until you receive a
message with the subject “Your Oracle Cloud Account is Fully Provisioned” and follow the
instructions inside.

Download VMDK file (optional)

Download the virtual machine VMDK file found at:

https://objectstorage.eu-frankfurt-1.oraclecloud.com/p/3Q-BaT8gbGxwdgdddz044u-
U3ISJsB aZTnV8hpl8GtyWRIhsVewyGV86hdTvQL/n/emeasespainsandbox/b/WinterCamp2021/o/
MigrationVM.vmdk

Note: Be careful when copying & pasting the above URL as extra carriage-returns are likely added. Use
notepad or other text editor tool to check that or simply click the link to download the file locally.

During the HOL, you’ll have the option to use a pre-upload image to save time. However, if you want
to test the real procedure and have a nice internet bandwidth, you can download the image that will
be later uploaded to your own Cloud Tenant.
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Test VM locally (optional)

Try the VM locally in your laptop: on this HOL, we're simulating the lift&shift of a VM that you
potentially have in your DataCenter. If you want to test the VM first in your own environment/laptop,
you can follow the next instructions:

1. You first need to download the VMDK file as noted in the previous step.
2. You need VirtualBox 6 to create and run the VM.

3. Onceinstalled, open VirtualBox and click on New button:

85 ]

New Sett

4. Type a Name for the VM, set at least 2048 MB for the Memory size, select Use an existing
virtual hard disk file selecting the MigrationVM. vmdk file previously downloaded and click
Create:

Name and operating system

Name:l MigrationVM I
Machine Folder: /Users/yourname/VirtualBox VMs
Type: | Linux | B
Version: = Other Linux (64-bit)
Memory size
——— (2048 2|8
4 MB 16384 MB
Hard disk
" Do not add a virtual hard disk
" Create a virtual hard disk now
© Use an existing virtual hard disk file
I MigrationVM.vmdk (Normali 10‘00 GB) l B Q

Guided Mode Go Back m Cancel

I Antralar: wew oArcas
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5.

6.

7.

Once created, click on Start:

[ ] ® Oracle VM VirtualBox Manager
.""‘\‘»
) o

886 Tools {::} ';\'\.r? 2
| New Settings Start
|

[sf MigrationVM 8= =/ General

g © Powered Off Qe Name: MigrationVM
I Operating System: openSUSE (64-bit)

(=] System

Base Memory: 2048 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration: VT-x/AMD-V, Nested Paging, KVM Paravirtualization

Once started successfully, you should get a console login prompt:

ent0S Linux 7 (Cor
Jkernel 3.10.0-11; .e17.x86_64 on an x86_64

localhost login: _

FOoLEEHDOW L.t

In the background, a NGINX server has automatically started hosting a simple web page. To
get access to it, configure VM’s NAT port forwarding by clicking in the VM settings icon:

[ [ ] ® Oracle VM VirtualBox Manager
886 Tools 3 -
| g Start
|
(s MigrationVM 8= =/ General
g © Powered Off Qe Name: MigrationVM
I Operating System: openSUSE (64-bit)
(=] System

Base Memory: 2048 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration: VT-x/AMD-V, Nested Paging, KVM Paravirtualization

Go to Network, expand the Advanced menu and click Port Forwarding:
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MigrationVM - Network
(

Pl @ O

TR BoK

General System Display Storage Audio Network Ports Shared Folders User Interface

J.GET G Adapter 2 Adapter 3 Adapter 4

Enable Network Adapter
Attached to: = NAT
Name: <
¥ Advanced
Adapter Type:  Intel PRO/1000 MT Desktop (82540EM)
Promiscuous Mode: = Deny <

MAC Address: 080027BDDSFA ®
Cable Connected
I Port Forwarding I

concel (D

Click the + button to add a new rule and type 5555 (or any port known to be free in your

laptop) for Host Port, and 80 for the Guest Port:

Protocol Host IP Host Port Guest IP Guest Port e

TCP 65655 80 7

Click OK twice to save the new settings.

You can now open a browser in your laptop and go to the
http://localhost:5555 (or the port used before for the Host Port setting):

®O® @ welcome to nginx! x o+

< C @ localhost:5555 s

Welcome to nginx, soon to be
hosted in OCI!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Congratulations, you’re now ready to move this server to the Oracle Cloud!

address

9. Don’t forget to close the VM Console window and Power off the machine, before continuing:
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Ry | /111y

@ MigrationVM [Paused]

E You want to:

@ Save the machine state

7z Send the shutdown signal
I © © Power off the machine |

Cancel | LS

: & o B i 8] @ Left 3¢

Create an SSH key pair using the OCI Cloud Shell

Sign into the OCI console using the button/link provided in the email mentioned before, or you can
also use the common OCI console URL:

https://console.<your region id>.oraclecloud.com/

where <your region id> dependsonthe Home Region you selected during the registration. For
example:

Region Name Regionld 0Od Console URL

Netherlands Northwest (Amsterdam) ~ eu-amsterdam-1  https://console.eu-amsterdam-1.oraclecloud.com

UK South (London) uk-london-1 https://console.uk-london-1.oraclecloud.com

Germany Central (Frankfurt) eu-frankfurt-1  https://console.eu-frankfurt-1.oraclecloud.com

For a complete and updated list of regions and id’s check here.

If you’re requested to enter your Cloud Tenant, type in the tenant name you used during the
registration:
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Cloud Tenant

[

On the SIGN IN screen, make sure you use the Single Sign-On (SS0) option by clicking the Continue
button on the left:

ORACLE" Cloud Infrastructure

Signing in to cloud tenant:
quasars
Change tenant

Single Sign-On (SSO) Oracle Cloud Infrastructure
We have detected that your tenancy has The login is uncommon for federated accounts. If
been federated to another Identity Provider. you have questions, please review the FAQ or

contact your tenancy administrator.
Select your Identity Provider below.

USER NAME

IDENTITY PROVIDER

PASSWORD

In the Oracle Cloud Account Sign In screen type the User Name and Password used during the
registration and click Sign In:

ORACLE Cloud

quasars

Oracle Cloud Account Sign In

User Name

User name or email @

Password

Password

Need help signing in? Click here

Once you are logged in the console, click on the Cloud Shell button to launch the cloud shell:
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E—— coruceva oo @ 13

All syst

View heal

Quick Actions Collapse A

COMPUTE AUTONOMOUS TRANSACTION
PROCESSING

Create a VM instance
Create an ATP database

Once the cloud shell is launched on the bottom of the screen, you can generate the SSH key pair:

Cloud Shell )

¢ \ A

Your Cloud Shell machine comes with 5GB of storage for your home directory. Your Cloud Shell (machine and home directory) are
located in: Netherlands Northwest (Amsterdam).

Type “help' for more info.

ccasares@cloudshell:~ (eu-amsterdam-1)$

Run the following command:

ssh-keygen
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Your Cloud Shell machine comes with 5GB of storage for your home directory. Your Cloud Shell (machine and home directory) are
located in: Netherlands Northwest (Amsterdam).

Type “help® for more info.

ccasares@cloudshell:~ (eu-amsterdam-1)$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ccasares/.ssh/id_rsa):
Created directory '/home/ccasares/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/ccasares/.ssh/id_rsa.

Your public key has been saved in /home/ccasares/.ssh/id_rsa.pub.

The key fingerprint is:

SHA256: 1GAjHIv8nSwitW9Zd lphhuniJLwUiviWpa+k/ZsmkslmA ccasares@5ff73d2dbad3
The key's randomart image is:

+-——[RSA 2048]——+

| 0.+ 0 |

| R LN I |
| ++000+ |
| oBx+o0 |
| =8 % . |
| E .0+ |
| « 40=0 . |
| =+.0+ . |
| 00.++ |

+=——=[SHA256] —————+
ccasares@cloudshell:~ (eu-amsterdam-1)$
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4. Signing in to the OCI Console

Oracle Cloud Infrastructure Identity and Access Management (IAM) Service lets you control who has
access to your cloud resources. You control the types of access a group of users has and to which
specific resources. The purpose of this lab is to give you an overview of the IAM Service components
and an example scenario to help you understand how they work together.

Pre-requisites:
e Oracle Cloud Infrastructure account credentials (User, Password, and Tenancy)
e Tosignin to the Console, you need the following:
o Tenant, User name and Password

o URLforthe Console: https://console.<your region
id>.oraclecloud.com (for <your region id>,see the Prerequisites
section above).

o Oracle Cloud Infrastructure supports the latest versions of Google Chrome, Firefox,
Microsoft Edge and Internet Explorer 11

In this Lab, you will sign in to the Oracle Cloud Infrastructure console using your credentials.
1. Open a supported browser and go to the Console URL

2. Ifrequested, enter your tenant name and click Continue

ORACLE" Cloud Infrastructure

Y

Cloud Tenant
oracleoci

Continue

About Oracle Contact Us Service Health Dashboard Legal Notices Terms of Use Privacy

COPYRIGHT © 2016-2020, ORACLE AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.
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3. Oracle Cloud Infrastructure is integrated with Identity Cloud Services, you will see a screen
validating your Identity Provider. Click Continue on the Single Sign-On (SSO) section as shown

below:

ORACLE" Cloud Infrastructure

&

Signing in to cloud tenant:
oracleoci
Change tenant

Single Sign-On (SSO)

We have detected that your tenancy has been
federated to another Identity Provider.

Select your Identity Provider below.

IDENTITY PROVIDER

I Continue I

About Oracle Contact Us Service Health Dashboard Legal Notices Terms of Use Privacy

COPYRIGHT ® 2016-2020, ORACLE AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.

4. Enter your user name and password

ORACLE Cloud

oracleoci

Oracle Cloud Account Sign In

User Name

User name or email

Password

Password

Oracle Cloud Infrastructure

The login is uncommon for federated accounts. If you
have questions, please review the FAQ or contact your
tenancy administrator.

USER NAME

PASSWORD

Forgot password?

Need help signing in? Click here
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5. When you sign in to the Console, the dashboard is displayed.

Read about Oracle’s commitment to our customers during the COVID-19 crisis.

= ORACLE Cloud

Quick Actions
coMPUTE

Create a VM instance

2.8 mins

NETWORKING

Set up a network with a wizard

Start Exploring

Get Started

Deploy Websites & Apps

Explore Developer Tools

Manage Bills

Search for resources and services

Show details X

Germany Central (Frankfurt) v

AUTONOMOUS TRANSACTION
PROCESSING

Create an ATP database

35 mins

OBJECT STORAGE

Store data

mins

To get started viith Oracle Cloud Infrastructure, familiarize yourself viith some key
concepts and terminology.

Key Concepts and Terminology
DOCUMENTATION

Copyright

All systems operational

Collapse A
View heslth dashbosrd
AUTONOMOUS DATA WAREHOUSE Account Center
Create an ADW database
AR User Management
38 mins Add a user to your tenal
NETWORKING
Set up a load balancer
5 mins
Collapse A

Jumpstart your Cloud Skills
BLOG

Learn about the virtual training classes that Oracle
Cloud provides. Our online course offerings include

more than 150 videos with more than 30 hours of
content.

Getting Started with MuShop
Basic

GITHUB

Familiarize yourself vith cloud native services on

Oracle Cloud Infrastructure by working through
this purpose-buit microservices demo application.
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5. Creation of a compartment

A compartment —is a collection of related resources that can be accessed only by certain groups that
have been given permission by an administrator in your organization. When you first start working
with Oracle Cloud Infrastructure, you need to think carefully about how you want to use
compartments to organize and isolate your cloud resources. Compartments are fundamental to that
process. Most resources can be moved between compartments.

In order to view and create a compartment in your tenancy, please navigate to Main Menu,
Governance and Administration section, Identity and select Compartments.

= ORACLE Cloud Search for resources and services

NOSUL Uatapase

Big Data
Digital Assistant

: AUTONO
Data Catalog PROCES!

Data Flow > Create

Data Science 2-5 mins

OBJECT
Analytics

Store d
Resource Manager

2-8 mins

Email Delivery
Application Integration
Monitoring

Logging

Developer Services
Key Concepts and Tel

Marketplace DOCUMENTATION

To get started with Oracle Cloud In
concepts and terminclogy.

Platform Services

Classic Data Management Services Users
Classic Infrastructure Services Groups
Dynamic Groups
Account Management Network Sources
Identity Policies

Security Compartments

Governance Federation

Administration Authentication Settings

https://console.eu-frankfurt-1.oraclecloud.com/identity/compartments
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Click on Create Compartment and fill the information:

Name: Demo
Description: Compartment for resource testing Parent Compartment: root

= ORACLE Cloud Search for resources and services

Identity Compartments
Groups

Dynamic Groups
Network Sources
Policies
Compartments
Federation

Authentication Settings

E N e | =7 Nai M =X0ileVo Ml 5carch for resources and services Germany Central (Frankfurt) v

Create Compartment Help Cancel

NAVE

Demo

DESCRPTION

Compartment for resource testing Parent Compartment: roof]

SARENT COVARTIENT
oracleoci (root)

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of
keys and values that can be attached to resources.

Learn more about tagging
TAG NAVESPRCE

None (add a free-formtag)

+ Additional Tag

Create Compartment

To learn more about compartments in OCI, please visit: https://docs.cloud.oracle.com/en-
us/iaas/Content/Identity/Tasks/managingcompartments.htm
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6. Creation of Network resources

When you work with Oracle Cloud Infrastructure, one of the first steps is to set up a virtual
cloud network (VCN) for your cloud resources. The network components you will be setting
up for this HOL are:

Virtual Cloud Network (VCN): A VCN is a software-defined network that you set up in
the Oracle Cloud Infrastructure data centers in a particular region.

Subnets: A subnet is a subdivision of a VCN. Each subnet in a VCN consists of a contiguous
range of IPv4 addresses that do not overlap with other subnets in the VCN. They can be either
public or private and local to a specific Availability Domain or Regional Subnets (one subnet
that expands to all ADs in the same region).

Route Tables: Rules to route traffic from subnets to destinations outside the VCN by way of
gateways or specially configured instances.

Security Rules: Ingress and egress rules that specify the types of traffic (protocol and port)
allowed in and out of the instances

For a complete description of OCI Networking see here.

In the OCl console, go to Networking and Virtual Cloud Networks:

ORACLE Cloud Search for resources, services, and docur

yore Infrastructure
Compute
Block Storage
Object Storage
File Storage
Networking Overview

Virtual Cloud Networks
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You can create an empty VCN and set the different elements afterwards or use the wizard. We will
this last option so click the Start VCN Wizard making sure you have the Demo compartment selected
first:

Networking

Overview

Virtual Cloud Networks
Dynamic Routing Gateways
Customer-Premises Equipment
VPN Connections

Load Balancers

FastConnect

Public IPs

DNS Zone Management

TSIG Keys

Traffic Management Steering
Policies

HTTP Redirects

List Scope

Virtual Cloud Networks in Demo Compartment

Virtual Cloud Networks are virtual, private networks that you set up in Oracle data centers. It clos
to use.

Start VCN Wizard

Name State CIDR Block

COMPARTMENT

Demo

<>

For the purpose of this HOL, we want all resources within this VCN to have access to and from the
Internet, so select VCN with Internet Connectivity option and click Start VCN Wizard:

Start VCN Wizard

@® VCN with Internet Connectivity

VCN with Internet Connectivity and Site-to-
Site VPN Connect

Start VCN Wizard I Cancel

Internet

Oracle Services Network

Creates a VCN with a public subnet that can be reached from the
internet. Also creates a private subnet that can connect to the internet
through a NAT gateway, and also privately connect to the Oracle
Services Network.

Includes: VCN, public subnet, private subnet, internet gateway (IG),
NAT gateway (NAT), service gateway (SG).
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In the Configuration screen, enter a VCN NAME (e.g.: demovcn), leave the rest of the values as
default and click Next:

Create a VCN with Internet Connectivity

B
©

© configuration

Review and Create

Configuration

VCN with Internet Connectivity

Important: Before starting:

« Limits: Ensure your tenancy has not reached its VCN limit. See Service Limits.
« Access: Ensure you have permission to work in the compartment you select.

Basic Information

ven nave (2)
etwo
' demoven
COMPARTMENT (1) Il
e VCN
Demo v o Public subnet
quasars (root)/Demo o Private subnet

o Internet gateway (IG)
o NAT gateway (NAT)
o Service gateway (SG)

Configure VCN and Subnets

VeN cior BLOCK (7)
10.0.0.0/16
If you plan to peer this VCN with another VCN, the VCNs must not have overlapping CIDRs. Learn more.
PUBLIC SUBNET CIDR BLOCK (1)
10.0.0.0/24
The subnet CIDR blocks must not overlap.
PRIVATE SUBNET CIDR BLOCK ()
10.0.1.0/24

The subnet CIDR blocks must not overlap.

DNS RESOLUTION

USE DNS HOSTNAMES IN THIS VCN
Required for instance hostname assignment if you plan to use VCN DN or a third-party DNS. This choice cannot be
changed after the VCN is created. Lea more.

EE Show Tagging Options
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In the Review and Create screen, you are notified about the network elements that will be
automatically created for you for being using the wizard. Click Create to continue:

Create a VCN wi

th Internet Connectivity

@ Configuration Review and Create

e Review and Create

Previous Create Cance

Oracle Virtual Cloud Network (VCN)

Name: demoven

Compartment: Demo

Tags: VCN: VCN-2020-07-06T10:53:59
CIDR: 10.0.0.0/16

DNS Label: demoven

DNS Domain Name: demovcn.oracleven.com

Subnets

Public Subnet

Subnet Name: Public Subnet-demovcn

CIDR: 10.0.0.0/24

Security List Name: Default Security List for demoven
Route Table Name: Default Route Table for demovcn

DNS Label: sub07061056430
Private Subnet

Subnet Name: Private Subnet-demoven

CIDR: 10.0.1.0/24

Security List Name: Security List for Private Subnet-demovcn
Route Table Name: Route Table for Private Subnet-demovcn
DNS Label: sub07061056431

Gateways
Name Gateway Type
Internet Gateway-demovcn Internet Gateway
NAT Gateway-demoven NAT Gateway
Service Gateway-demovcn Service Gateway
Security Lists

Name: Default Security List for demovcn
Show Rules

Name: Security List for Private Subnet-demovcn
Show Rules

Route Tables
Name: Default Route Table for demoven
Show Rules

Name: Route Table for Private Subnet-demovcn
Show Rules

Help

VCN with Internet Connectivity

Includes:

VCN

Public subnet

Private subnet
Internet gateway (IG)
NAT gateway (NAT)
Service gateway (SG)

Used By
Public Subnet-demovcn
Private Subnet-demoven

Private Subnet-demoven

Once created, you can click View Virtual Cloud Network to see all the assets created.
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7. Create an object storage
bucket and upload the VM
(optional)

This step might require a certain amount of time to complete, as you are going to upload a 7GB file
size to the Cloud. Based on your upload bandwidth, this can take a few minutes, 1 hour or more.

You can make use of the already provided URL in the pre-requisites to, later on, create the Custom
Image. If you want, just skip to section 8.

Please navigate to Main Menu, Object Storage section and select Object Storage

ORACLE Cloud Search for resources and services

{0} Core Infrastructure

Compute

Block Storage

Object Storage Object Storage

File Storage Data Transfer - Import
Networking Data Transfer - Export
E Database

Autonomous Data Warehouse

Autonomous Transaction Processing

Bare Metal, VM, and Exadata

Using the drop down at the left of the page select the compartment you have created and click the
Create Bucket button.

Object Storage Buckets in Demo Compartment

Object Storage Create Bucket

Data Transfer - Import
Name Storage Tie

Data Transfer - Export

List Scope

COMPARTMENT

<>

Demo
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Enter a name of your choice for the new bucket, e.g. ImportedVMs, and click the Create Bucket
button leaving all other settings as default:

Create Bucket Help Cancel

BUCKET NAME

ImportedVMg

STORAGE TIER

Storage tier for a bucket can only be specified during creation. Once set, you cannot
change the storage tier in which a bucket resides.

© STANDARD
ARCHIVE

OBJECT EVENTS (7)
EMIT OBJECT EVENTS

OBJECT VERSIONING @
ENABLE OBJECT VERSIONING

ENCRYPTION

o ENCRYPT USING ORACLE MANAGED KEYS
Leaves all encryption-related matters to Oracle

ENCRYPT USING CUSTOMER-MANAGED KEYS
Requires you to have access to a valid Key Management key. (Learn More)

Tagging is a metadata system that allows you to organize and track resources within your
tenancy. Tags are composed of keys and values that can be attached to resources.

Learn more about tagging
TAG NAMESPACE TAG KEY VALUE

None (add a free-form X

+ Additional Tag

Create Bucket Cancel

Click on your just created bucket:

|

Buckets in Demo Compartment

Create Bucket

- Storage Tier Visibility

Standard Private

And click on the Upload button:

Objects

Name Size
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Drag and drop the file you downloaded in the pre-requisites steps on the Drop files here section of
the windows and click the Upload button:

Upload Objects Help

OBJECT NAME PREFIX OPTIONAL

CHOOSE FILES FROM YOUR COMPUTER

&> Drop files here or select files

MigrationVM.vmdk 6.49 GiB X

1 files, 6.49 GiB total

%E Show Optional Response Headers and Metadata

Upload Cancel

Based on the available bandwidth of your internet connection the upload process may take anything
from 10 minutes to up to an hour. Once is finished proceed to the next step.
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8. Convert the uploaded VM to a custom
image

Once the upload process initiated at the end of the previous step is completed you may start the
conversion process of the VM, turning it into a Custom Image. Navigate to Compute, Custom Images:

ORACLE Cloud Search for resources and services

Compute Instances

Block Storage Dedicated Virtual Machine Hosts
Object Storage Instance Configurations

File Storage Instance Pools

Networking Cluster Networks

Database Autoscaling Configurations

Autonomous Data Warehouse Custom Images

Autonomous Transaction Processing Boot Volumes

Bare Metal, VM, and Exadata Boot Volume Backups

Data Safe OS Management

Make sure you are using the compartment you have created and click the Import Image button:

Compute Custom Images in Demo Compartment

Instances Import Ima

Dedicated Virtual Machine Hosts

Name Status
Instance Configurations

Instance Pools

Cluster Networks
Autoscaling Configurations
Custom Images

Boot Volumes

Boot Volume Backups

OS Management

List Scope

COMPARTMENT

Demo v
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Provide a name (e.g.: BYOIVM), select the Linux operating system and based on what you did in step
7, you have to select:

e IMPORT FROM AN OBJECT STORAGE BUCKET if you have actually uploaded the VMDK file

o Select the Bucket name (ImportedVMs) and then the object name of the uploaded
VMDK file

o IMPORT FROM AN OBJECT STORAGE URL if you have skipped step 7

o Type https://objectstorage.eu-frankfurt-1.oraclecloud.com/p/3Q-
BaT8gbGxwdqgdddz044u-
U3ISJsB aZTnV8hpl8GtyWRIhsVewyGV86hdTvQLl/n/emeasespainsandbox/b/Winte
rCamp2021/o/MigrationVM.vmdk for the OBJECT STORAGE URL

Note: Be careful when copying & pasting the above URL as extra carriage-returns or
blank spaces are likely added. Use notepad or other text editor tool to check that or
simply click the link to download the file locally.

Make sure you keep VMDK as the IMAGE TYPE and PARAVIRTUALIZED MODE options. Click Import
Image to continue:

OBJECT NAME

MigrationVM.vmdk

IMAGE TYPE
© VMDK
Virtual machine disk file format. For disk images used in virtual machines
Qcowz
For disk image files used by QEMU
QocCl

For images that were exported from Oracle Cloud Infrastructure. The launch mode is specified in the .oci file
Console

LAUNCH MODE
Firmware: BIOS NIC attachment type: PV NIC
Boot volume type: PV SCSI Remote data volume: PV SCSI
PARAVIRTUALIZED MODE
For virtual machines that support paravirtualized drivers, created outside of Oracle Cloud Infrastructure
EMULATED MODE

For virtual machines that don't support paravirtualized drivers, created outside of Oracle Cloud Infrastructure
or virtual machines.

NATIVE MODE

For images that were exported from Oracle Cloud Infrastructure

§§ Show Tagging Options

Import Image I Cancel

The import process will take about 15 minutes to complete. Once finished you can move on to the
next chapter.

Work Requests

Operation Status % Complete

Createlmage In Progress 0
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9. Deploy a cloud instance based on the
new custom image

Once the previous import process is completed, click the Create Instance button:

— ORACLE Cloud Search for resources and services

Compute » Custom Images » Custom Image Details

ImportedVMDK

Create Instance Edit Details

Cuctam Imana Infarmatinn

Provide a name of your choice for your instance:
Create Compute Instance

NAME

ImportedVM-BYOI

You’ll notice that your just created custom image is the one selected for this VM. Click on Show
Shape, Network and Storage Options link to display all available options:

Create Compute Instance

NAME

ImportedVM-BYOI

Image or operating system (%)

BYOIVM

25 Show Shape, Network and Storage Options

Auailahility Namain ) AwCl

Leave the AVAILABILITY DOMAIN and Shape options as default.
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Select your previously created VCN and Public subnet, and check the ASSIGN A PUBLIC IP ADDRESS
option:

Configure networking

VIRTUAL CLOUD NETWORK COMPARTMENT

Demo <
1sars (root)/D
SELECT A VIRTUAL GLOUD NETWORK
demoven ol
SUBNET COMPARTMENT
Demo S
asars (root)/D
suBNeT (7)
Public Subnet-demovcn (Regional) o)

USE NETWORK SECURITY GROUPS TO CONTROL TRAFFIC (7)
|

SSIGN A PUBLIC IP ADDRESS DO NOT ASSIGN A PUBLIC IP ADDRESS

Assigning a public IP address makes this instance accessible from the internet. If you're not sure whether you need a public IP address, you can always
assign one later.

You still need to provide a Public Key to be able to login to the image. You will use the previously
created public key. Open the Cloud Shell:

= ORACLE Cloud Search for resources and services Germany Central (Frankfurt) v Q

All systi

View heal

Quick Actions Collapse A

COMPUTE AUTONOMOUS TRANSACTION
PROCESSING

Create a VM instance
Create an ATP database

And once it’s launched execute the following command to display the contents of the public key:
cat $HOME/.ssh/id_rsa.pub

Select the key contents by using your mouse and use Ctrl + Insert (38-C in MACOS) to copy it to your
clipboard.

Cloud Shell 2 o X

hell.

Your Cloud Shell machine comes with 5GB of storage for your home directory. Your Cloud Shell (machine and home directory) are located in:
Netherlands Northwest (Amsterdam).

Type ‘help' for more info.

ccasares@cloudshell:~ (eu-amsterdam-1)$ cat $HOME/.ssh/id_rsa.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCqBxwB4R7ku@TcQ3vLgMRZMNAVTTBLk1JazU0g3D131zYQkfYkeXbGELSs LuvUSrg8uGOHORzTXuudTP8gjVwEwq8ktC1lzc5thrc
UUTBp réQ9GVVxPmgeSuWdb rDo+aGh5gquIIurgAQUn2fg5DASZEZvX3q684DInDi2XFuCtpltfd9bYhTdyKCCON2zAZzOkizurUawV7mo08snzn8pfICqWnYidhS8XcHyNQ742+SvsA
uompj ip6e1I1eDvNBIAmpdEmXEIn/czLBKB5Wgei2qbe5Ab9YUnnsoXtcF4ZZyU6DS2icfC7Tm+Aqe5CTn7 fe55kVURuz7w2HreSmfltrf ccasares@sff73d2dba9d3

ccasares@cloudshell:~ (eu-amsterdam-1)$
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In the Add SSH keys section, select the Paste SSH Keys option and paste the content of the previously
copied key and click the Create button:

Add SSH keys

Linux-based instances use an SSH key pair instead of a password to authenticate remote users. Upload the public
key now. When you connect to the instance, you will provide the associated private key.

CHOOSE SSH KEY FILES o PASTE SSH KEYS

SSH KEYS

ssh-rsa AAAAB3NzaC 1yc2ZEAAAADAQABAAABAQCQBxwB4R7ku0TcQ3vLgMRzMN4VITBLkIJazUOG3DI3 X

+ Another Key

The instance creation process will take about 1 minute or so.

Once created and in RUNNING state, we can login to it. First, copy the assigned Public IP Address by
clicking the Copy link close to it:

ImportedVM-BYOI

Stop Reboot Change Shape More Actions v

Instance Information Tags

General Information Instance Access

Availability Domain: AD-1 We're not quite sure how to connect to an instance that
uses this image. Refer to the image's documentation,

Fault Domain: FD-2 or see the general steps to connect to a running

instance.

Region: eu-amsterdam-1

OCID: ...txc6ng Show Copy PublchPAddress:158.101.195.1

Launched: Mon, Jul 6, 2020, 18:01:55 UTC
Primary VNIC

Oracle Cloud Agent Management: Enabled (i) Private IP Address: 10.0.0.2

Compartment: quasars (root)/Demo

Go back to the Cloud Shell window and execute the following command:

ssh -1 SHOME/.ssh/id rsa localuser@<InstancePublicIPAddress>
Type yes when requested and you should be logged in!!

ccasares@cloudshell:~ (eu-amsterdam-1){ ssh -i $HOME/.ssh/id_rsa localuser@l58.101.195.191
The authenticity of host '158.101.195.55%(358+303va55+a0% ) tan - se estau tisneus

ECDSA key fingerprint is SHA256:rvTXGSgJir/fUtQ52WxBnRrZF1Y1lv4cujWrSEoHrwRK.

ECDSA key fingerprint is MD5:14:fe:39:78:09:27:41:99:21:1f:bb:91:8b:92:de:cf.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '158.101.195.191' (ECDSA) to tne list of known hosts.

Last login: Mon Jun 22 15:53:02 2020

[localuser@importedvm-byoi ~]$
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Finally, let’s see if our “app” (NGINX service) is up and accessible.
Open a browser and go to the following URL: http://<InstancePublicIPAddress>

You should get a timeout in your browser:

O

o

Hmmm... can't reach this page

158.101.195.191 took too long to respond
Search Bing for 158 101 195 191

ERR_CONNECTION_TIMED_OUT

Why? We haven’t opened the VCN’s firewall for port 80. We have been able to do an SSH to the
instance, because port 22 is opened by default.

To do so, open the Virtual Cloud Networks menu and click on your demovcn VCN link:

ORACLE Cloud Search for resources, services, and docun

Core Infrastruc
Compute

Block Storage

S itz siart || stop | | Reboot | | chang

File Storage

Networking Overview

Virtual Cloud Networks

Name State CIDR Block

@ Available 10.0.0.0/16

In the Subnets section, click on the Public Subnet link:

Subnets in Demo Compartment

Create Subnet

Name State
Private Subnet-demovcn @ Available
I Public Subnet-demovcn I @ Available
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Then, click on the Default Security List link:

Security Lists

Add Security List

Name

IDefault Security List for demovcen I

The Security Lists define the INGRESS and EGRESS rules for a whole subnet and all VMs attached to
such subnet. If you want to create INGRESS and EGRESS rules for a specific VM, you can make use of
the Network Security Groups. Learn more about Security Lists and Network Security Groups here and

here.

Click the Add Ingress Rules button and type 0.0.0.0/0 for the SOURCE CIDR (which means any
IPv4 address is a valid source for this rule) and 80 for the DESTINATION PORT RANGE, and click Add

Ingress Rules button:

Add Ingress Rules

Ingress Rule 1

TCP tr

sTateLESS ()

SOURCE TYPE

CIDR

Examples: 80, 20-22

Maximum 255 characters

<>

SOURCE CIDR IP PROTOCOL @

0.0.0.0/0 TCP z

Specified IP addressfis: 0.0.0.0-255.255.255.255 (4,294,967,296 IP addresses)

SOURCE PORT RANGE  OPTIONAL @

DESCRIPTION OPTIONAL

Add Ingress Rules

Cancel

DESTINATION PORT RANGE  [DPTIONAL @

+ Additional Ingress Rule

Once applied, simply refresh your browser’s tab and you should see now the NGINX response page!

é

O (D Not Secure | 158.101.195.191 %1

h
¥

Welcome to nginx, soon to be
hosted in OCI!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Congratulations, you have successfully completed the Hands On Lab!
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