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1. Disclaimer

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon in
making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.

In the document, value of information such as user name, password etc. is shown as XXXX
or YYYY etc. Also if actual value is shown consider it as an example value.

2. Introduction

Background

Oracle Cloud Infrastructure (OCI) is a set of complementary cloud services that enable you to
build and run a wide range of applications and services in a highly available hosted
environment. Oracle Cloud Infrastructure offers high-performance compute capabilities (as
physical hardware instances) and storage capacity in a flexible overlay virtual network that is
securely accessible from your on-premises network.

3. Pre-Requisites

e To perform the steps in this tutorial, you must have an active subscription to Oracle
Cloud Infrastructure or a Free Trial Account.

e PuTTY and PuTTYGen installed
To generate an SSH key pair using the PuTTY Key Generator,

¢ Find puttygen.exe in the PuTTY folder on your computer, for example, C:\Program
Files (x86)\PuTTY. Double-click puttygen.exe to open it. Or you may download it from
here.

Q PuTTY Key Generator @

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(71 §5H-1 (RSA) @ 55H-2 RSA () §5H-2 DSA

MNumber of bits in a generated key: 2048
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e Accept the default key type, SSH-2 RSA.

SSH-2 is the most recent version of the SSH protocol (and is incompatible with SSH-
1). RSA and DSA are algorithms for computing digital signatures.

Parameters

Type of key to generate:
(71 55H-1 (RSA) @ 55H-2 B5A (71 S5H-2 DSA

e Set the Number of bits in a generated key to 2048 bits, if it is not already set with
that value.

This sets the size of your key and thus the security level. A minimum of 2048 bits is
recommended for SSH-2 RSA.

Mumber of bits in a generated key: 2048

e (Click Generate.

e Move your mouse around the blank area to generate randomness to the key.

Note: the dotted red line in the image below is for illustration purposes only. It does not
appear in the generator pane as you move the mouse.

5’ PuTTY Key Generator . @

Eile Key Conversions Help
Key

Flease generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private ke
Parameters
Type of key to generate:

SSH-1 (R5A) i@ S5H-2 RSA SSH-2 DSA
Mumber of bits in @ generated key: 2048
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The generated key appears under Public key for pasting into OpenSSH
authorized_ keys file.

Key

Public key for pasting into OpenS5H authorized_leys file:
ssh{sa

AAAARINzaC Ty 2ZEAAAABICAAAG EANAKIEG 2aa AFh IOy 30 Bwp 2wCacc/hRN1g Fﬂl = |
opn+d/TBITaminCMchAuBYj416ES =l
+LuklghicWQRSTNECwimSashCw4IORPOPRLAMA Uk DC Bpclbabg Gy 1 RivwlLm 1AXF
wjdWHSb Rt Ok B 8/ Adk H Tw 3h BKOP TH /Qa Srp FevrSg Do MO 2y KNI

-

Key fingerprint: ssh-sa 2048 54:b510:1718:ee:2b:d0:21.debc: 76:bb 96040

e The key comment is the name of the key that you will use to identify it. You can keep

the generated key comment or create your own.

Key comment: readeey-20140812

e If you want to password-protect your key, enter a Key passphrase and enter it again

for Confirm passphrase. When you reload a saved private key, you will be asked for
the passphrase, if one is set.
[ )

Key passphrase: TIIIITIL

Corfim passphrase: ssssssss

While a passphrase is not required, you should specify one as a security measure to protect the
private key from unauthorized use.

There is no way to recover a passphrase if you forget it.
e Save the private key of the key pair. Depending how you work with the private key in

the future, you may need one saved in the PuTTY PPK format and one saved in
OpenSSH format. Let's do both.

o To save the key in the PuTTY PPK format, click Save private key to save the
private key of the key pair.

Save private key ]

You can name it anything you want, although you may want to use the same name as you used

for the key comment. The private key is saved in PuTTY's Private Key (PPK) format, which is
a proprietary format that works only with the PuTTY toolset.
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File name: rsa-key-2014080818.ppH

Save as type: |PuTTY Private Key Files (*.ppk)

You can use this key whenever you use Putty to perform SSH actions.

e To save the key in OpenSSH format, open the Conversions menu and select Export
SSH key. This will be the same key as above, just saved in a different format.

Conversions | Help

Import key

Export Open55H key
} Export ssh.com key

== S — =

You can name it anything you want, but to keep track of your keys, you should give it the same
name as the key you saved in PPK format in the previous step. You can also use any extension
(or no extension), but let's use .ssh, to make it clear what format it is.

File name: rsa-key-2014080818.ssh|

Save as type: | All Files (*.%)

You can use this key whenever you use OpenSSH to perform SSH actions using ssh utitlities
that support OpenSSH, for example when using Linux in a command shell.

e Now you need to create the public key to be paired with the private key(s) you just
created. However, clicking the Save public key button will create a public key that
won't work with Oracle Cloud services in certain cases. So, for the purposes of this
tutorial, there is no reason to save a public key using the Save public key button.

[Csafosiord) |
&/

Instead, proceed as follows.

e In the PuTTY Key Generator, select all of the characters under Public key for
pasting into OpenSSH authorized_ keys file.

Make sure you select all the characters, not just the ones you can see in the narrow window. If
a scroll bar is next to the characters, you aren't seeing all the characters.
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Public key for pasting into Open55H authorzed_keys file:

e Open a text editor and paste the characters, just as you copied them. Start at the first
character in the text editor, and do not insert any line breaks.

1 bgjg,—m
BRRRR3NzaClyc2ERRARRIQRAROFAVNAKTEGZ taalFhI0y3Q8wp2wlace,//MEN1gFdopn+d
JrIBIlamjnCMchQRiuéY )41 6E3i+LukIgh]cWQSTNE] jCwInSaShOwd IORPOFPRLAMZ 10k0
CépcIbgbgGeylRiwlml AXFw] 4WNSbREOKBJE/ 1 AdkHTWIhBKOPTF] /QaSrpFavrigloIM
102yEN1+L1i PfALzThulSzz2q3+xVgEzU/ yqlia2 SMEXbh 2 dEMmmInN5 83 Jy ky tHbpic S0R
B4dYASKgWCFagDd/FEOF0DMi sKLyyv/ viLOWLKt 3yTSzAM] zBt fxpEanl6awgJOXZESCE
V0Zdwb54ZdrsiNFBxxMpIMEtIw=— rga-key-20140818

e Save the key as a text file, using the same root name as you used for the private key.
Add a .pub extension. You can give it any extension you want, but .pub is a useful
convention to indicate that this is a public key.

File name: rsadeey-20140801 pub

Save as type: [ MNormal ted file ()

Write down the names of your public and private keys, and note where they are saved. You will
need the public key when creating service instances in, for example, Oracle Java Cloud Service
and Oracle Database Cloud - Database as a Service. You will need the private key when trying
to access a service instance's virtual machine via SSH.
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4. Signing in to the OCI Console

Oracle Cloud Infrastructure Identity and Access Management (IAM) Service lets you control
who has access to your cloud resources. You control the types of access a group of users has
and to which specific resources. The purpose of this lab is to give you an overview of the JAM
Service components and an example scenario to help you understand how they work together.

Pre-requisites:
e Oracle Cloud Infrastructure account credentials (User, Password, and Tenancy)
e To sign in to the Console, you need the following:
o Tenant, User name and Password
o URL for the Console: https://console.eu-frankfurt-1.oraclecloud.com/

o Oracle Cloud Infrastructure supports the latest versions of Google Chrome,
Firefox and Internet Explorer 11

In this Lab, you will sign in to the Oracle Cloud Infrastructure console using your credentials.

1. Open a supported browser and go to the Console URL: https://console.eu-frankfurt-
1.oraclecloud.com/.

2. Enter your tenant name and click Continue

ORACLE" Cloud Infrastructure

&

Cloud Tenant
oracleoci

Continue

About Oracle Contact Us Service Heaith Dashboard Legal Notices Terms of Use Privacy

COPYRIGHT © 2016-2020, ORACLE AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.

3. Oracle Cloud Infrastructure is integrated with Identity Cloud Services, you will see a
screen validating your Identity Provider. Click Continue.
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ORACLE" Cloud Infrastructure

&

Signing in to cloud tenant:
oracleoci
Change tenant

Single Sign-On (SSO)

We have detected that your tenancy has been
federated to another Identity Provider.

Select your Identity Provider below.

IDENTITY PROVIDER

| oracleidentitycloudsemvice v

I Continue I

About Oracle Contact Us Service Health Dashboard Legal Notices Terms of Use Privacy

COPYRIGHT ® 2016-2020, ORACLE AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.

4. Enter your user name and password
o Username: instructor will provide username

o Password: instructor will provide password

Oracle Cloud Infrastructure (O

The login is uncommon for federated accounts. If you
have questions, please review the FAQ or contact your
tenancy administrator.

USER NAME

PASSWORD

Forgot password?
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ORACLE Cloud

oracleoci

Oracle Cloud Account Sign In

User Name

User name or email

Password

Password

Need help signing in? Click here

5. When you sign in to the Console, the dashboard is displayed.

[@F Read about Orade’s commitment to our customers during the COVID-19 erisis.

ORACLE Cloud Search for resources and services Germa
Quick Actions Collapse A
COMPUTE AUTONOMOUS DATA WAREHOUSE
Create a VM instance Create an ADW database
Create an ATP database
2.8 mins 35 mins
NETWORKING OBJECT STORAGE NETWORKING
Set up a network with a wizard data Set up a load balancer
Start Exploring Collapse A
Key Concepts and Terminology m Jumpstart your Cloud Skills
Deploy Websies & Apps N
DOCUMENTATION BLOG
Expiore Developer Tooks To get started with Oracke Cloud Infrastructure, famiiarize yourself with some key Learn about the virtual training classes that Oracke
cancepts and termincogy. Cioud provides. Our anine course offerings include.
Manage Bills more than 150 videos with more than 30 hours of
content

Getting Started with MuShop
Basic

crvue (NI

Famiiarize yoursel with deud native sarviess sn

Oracle Cloud Infrastructure by working through
this purpose-bulk microservices demo spplication.
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5. Creation of a compartment

A compartment - is a collection of related resources that can be accessed only by certain
groups that have been given permission by an administrator in your organization. When you
first start working with Oracle Cloud Infrastructure, you need to think carefully about how you
want to use compartments to organize and isolate your cloud resources. Compartments are
fundamental to that process. Most resources can be moved between compartments.

In order to view and create a compartment in your tenancy, please navigate to Main Menu,
Governance and Administration section, Identity and select Compartments.

= QORACLEC Search for resources and services

MOSLIL LEtanase

Big Data

Digital Assistant

E AUTOMNO
Data Catalog 4 PROCES!

Data Flow h Create

3-5 mins

OBJECT
Analytics

Store d
Resource Manager

2-8 mins

Email Delivery
Application Integration
Monitoring

Logging

Key Concepts and Te

DOCUMENTATION

To get started with Oracle Cloud In
concepts and terminclogy.

Platform Sel
Classic Data Management Users
Classic Infrastructure Services Groups

Dynamic Groups

~ount Management 2 Met Sources

ldentity Policies
Compartments
Federation
Administration > Authentication Settings

https://console.eu-frankfurt-1.oraclecloud.com/identity/compartments

» Click on “Create Compartment” and fill the information:
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Name: Demo
Description: Compartment for resource testing Parent Compartment: root

== ORACLE Cloud Search for resources and services

Identity Compartments

Users I Create Compartment I

Groups

Dynamic Groups
Network Sources
Policies
Compartments
Federation

Authentication Settings

ORACLE Cloud Search for resources and services

Create Compartment Help Cancel

NAVE

Demo

DESCRETION

Compartment for resource testing Parent Compartment: roof

FARENT COMPARTMENT
oracleoci (root)

Tagging is & metadata system that allows you to organize and track resources within your tenancy. Tags are composed of

keys and values that can be attached to resources.

Learn more about tacging

TAG NAVESPACE

None (add a free-formtag)

+ Addtional Tag

To learn more about compartments in OCI, please visit: https://docs.cloud.oracle.com/en-
iaas/C Identity/Tasks/ . ]
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6. Create a virtual cloud network
via wizard

Select from the OCI menu -> Networking -> Virtual Cloud Networks

ORACLE Cloud Search for resources and services

Overview
Compute

irtual
Block Storage Virtual Cloud Networks

Obiject Storage Dynamic Routing Gateways

: Customer-Premises Equipment
File Storage R

: IPSec Connections
Networking ’

Load Balancers

Click on start VCN wizard

Networking Virtual Cloud Netwoil

Qverview Create VCN Start VCN Wizard

Virtual Cloud Network
irtual Cloud Networks Name State )

Select VCN with Internet Connectivity and Start VCN Wizard

Start VCN Wizard

VCN with Internet 7 e
Connectivity ¥ : k-, !

' m =
' '

' 1 v
1 XX ' Y

VCN with Internet
Connectivity and Site-to-
Site VPN Connect

Creates a VCN with a public subnet that can
be reached from the internet. Also creates a
private subnet that can connect to the
internet through a NAT gateway, and also
privately connect to the Oracle Services
Network.

Includes: VCN, public subnet, private
subnet, internet gateway (IG), NAT gateway
(NAT), service gateway (SG).

Start VCN Wizard Cancel

Complete the requested informations and review all the configurations. Click create to finish.
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7. Create Database Instance

Once the network is completely created you are able to deploy a Database instance via Database
Cloud Service.

As best practice, all database instances must be created in private subnets to prevent any
external surface attacks. Of course, if you want to access the instance via SSH or via SQL Developer
you have two ways :

1) Create a Linux VM in the public subnet with Public IP enabled. Use this instance as Bastion Host
to access the private network of your VCN.

a) Remember to add the private key to your ssh session.
i)  Windows Systems: Putty pageant.exe program to store the private key in the ssh session

ii) Mac systems: use the native command ssh-add path/to/file/key.pem to store the
private key in the ssh session

iii) You can also create a local forward to your PC/MAC in order to access the database via
local port with :

(1) ssh -L 1521:databaselP:1521 -i path/to/private/key.pem opc@bastionpublicip
2) Setup an IPsec VPN via DGR Gateway to your office and access the instance via private IP.
If you are already familiar with this configurations, we suggest to proceed with the private way.

If you are not, to keep it simple as for demonstrations purpose, we are going to deploy the database
instances in public subnet.

Select from the OCI main manu the service: Bare Metal, VM, and Exadata in the Database section

= ORACLE Cloud

Compute
Block Storage
Object Storage
File Storage

Networking

Database
Autonomous Data Warehouse
Autonomous Transaction Processing

Bare Metal, VM, and Exadata
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From the new page, click on create DB system

Search for resources and servi

Bare Metal, VM, and Exadata DB SyStemS

DB Systems Create DB System

Standalone Backups

Display name

Fill the following informations

Create DB System

o DB System Information Provide basic information for the DB system

Database Information
Select a compartment

demeasouth (root)/SouthRegions/Italy/ADIMONAC

<>

Name your DB system

DBSystem 202005131216

Select an availability domain

AD-1 AD-2 AD-3

TbBU:EU-FRANKFURT-1-AD: TbBU:EU-FRANKFURT-1-AD: TbBU:EU-FRANKFURT-1-AD-3
1 v P

Select a shape type

Virtual Machine v | Bare Metal Exadata

Select the logical compartment you have created.
Select an Availability Domain
Use the Virtual Machine shape type to keep the cost low for the demo environment

Select shape VM.Standard2.1 and Oracle Database Software Edition as Enterprise Edition

Select a shape

VM.Standard2.1

1 Available Core Count, 1 Node Count

Configure the DB system

Total node count

Oracle Database software edition

Enterprise Edition

133

Note: If you select the Enterprise Edition Extreme, you are able to create a 2 Node RAC with 2VM of
2 OCPU (minimum) each. This configuration reflects the minimum requirements for the Silver MAA
recovery scenario. In order to keep the cost low, we are deploying a single instance.
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Keep the default values:

Choose Storage Management Software

Oracle Grid Infrastructure Logical Volume Manager
Uses Oracle's Storage Management solution. Recommended for quick deployments using Lo-
Vv gical Volume Manager.

Configure storage

Available storage (GB)

256 v
The maximum storage amount is 40960 GB.
Total storage (GB) @
Total storage is determined by the available storage value you select.
Add the private key you have previously created:
Add public SSH keys
© Upload SSH key files Paste SSH keys
¢ Drop files here. Or browse.
SSH Public keys (.pub) only
Remember that you have root access to the instance with the user “opc”
License type use Included
Choose a license type
License Included Bring Your Own License (BYOL)
Subscribe to new Oracle Database software li- Bring my organization's Oracle Database software
censes and the Database service. v licenses to the Database service. Learn more.
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Add the networking information. Select the VCN created via Wizard, the public subnet and define an

hostname prefix

Specify the network information

Virtual cloud network i- (CHANGE COMPARTMENT)

testworkshop s
Client Subnet i- (CHANGE COMPARTMENT)
Public Subnet-testworkshop(regional) >

Do not use a subnet that overlaps with 192,168.16.16/28, which is used by the Oracle Clusterware private interconnect on the database instance.
Use network security groups to control traffic (i)

Hostname prefix

workshopdb

Host domain name

Host and domain URL READ-ONLY

This value is determined by the hostname prefix and the host domain name.

Click next

Provide a Database Name and use the 19c as version

Provide information for the initial database

Database name

DB0513

Display all available versions @

Database version

19¢ ~

PDB name Optional

Create and remember the sys password in a safe place

Password difficulty should be like 2 Upper case, 2 lower case, 4 numbers, 4 special caracters.

Password must be 9 to 30 characters and contain at least 2 uppercase, 2 lowercase, 2 special, and 2 numeric characters. The special characters
must be _, #, or -.

Create administrator credentials

Username READ-ONLY

Password @

Confirm password

@ Confirmation must match password above.
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Select the workload type you like and enable automatic backups as the Bronze MAA scenario
requires for the initial level of restore procedure.

Select workload type

Transaction Processing Data Warehouse

Configure the database for a transactional workload, Configure the database for a decision support or data
with bias towards high volumes of random data warehouse workload, with bias towards large data
access. v scanning operations.

Configure database backups

Enable automatic backups @

Important: All prerequisites for backing up to Oracle Cloud Infrastructure Object Storage must be met for
automatic backups to work.

Backup retention period

60 days

<>

You can change the backup retention period after provisioning.

Backup scheduling (UTC) (i)

2:00AM - 4:00AM

<>

You are also able to create manual full backup outside the retention process.
In show Advanced options you can configure Character Set and National character Set.

Click on Create DB System and wait from provisioning status to available, it can take up to 2 hours,
and additional 1/2 hour for the backup configuration if enabled.

In the meanwhile let’s add the security configuration for the Database

From the OCI main menu go to Netwoking -> Virtual Cloud Networks -> Your VCN -> Select the Public
Subnet in order to select the Security List associated.

Networking » Virtual Cloud Networks » testworkshop » Security List Details
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Select the Default Security List for your VCN public subnet

Networking » Virtual Cloud Networks = testworkshop = Subnet Details

Public Subnet-testworkshop
Edit Move Resource Add Tags

Subnet Information Tags
OCID: __2p3ceq Show Copy Compartment: RSEglNG.
CIDR Block: 10.0.0.0/24 DNS Domain Name: sub05130843540... Show Copy
Virtual Router Mac Address: 00:00:17:E0:BF:64 Subnet Access: Public Subnet
Subnet Type: Regional DHCP Options: Default DHCP Options for testworkshop
Route Table: Default Route Table for testworkshop
Resources Security Lists

Security Lists (1)

Name State Compartment Created -
Tag Filters add | clear

® Available B Wed, May 13, 2020, 00:48:19 UTC

Showing 1 tem ¢ Page 1

As you can see from the ingress rules you don’t have any 1521 port enabled as ingress rule

Ingress Rules

Add Ingress Rules

Source Port Destination Port

Stateless ¥  Source IP Protocol Range Range Type and Code Allows Description
TCP traffic for ports: 22 SS

No 0.0.0.0/0 TCP All 22 H Remote Login Protocol
ICMP traffic for: 3, 4 Destin
ation Unreachable: Fragme

A3 ey G 3 ntation Needed and Don't
Fragment was Set

No 10.0.0.0/16 ICMP 3 ICMP traffic for: 3 Destinati
on Unreachable

0 Selected Showing 3 ltems Page 1

Add 2 Ingress Rules:

1. Source your actual public IP address (google what's my IP) in /32 from All to 1521 destination port (If your ISP
use dynamic public IPs for your connection, remember to refresh it)

2.  Source 10.0.0.0/16 (or your vcn private address) from All to 1521 destination ports

Example:
No 8.8.88/32 TCP All 1521 TCP traffic for ports: 1521
No 10.0.0.0/16 TCP All 1521

TCP traffic for ports: 1521

Now you’re ready to proceed to the next configuration.
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8. Create Data Guard

Now you have network and primary instance in place, we can proceed to the stand-by instance with
data guard.

From the created database instance page you can see the following screen at the bottom.

Resources Databases
Databases (1) Name State Database Unique Name Workload Type Database Version Created
Nodes (1) DB0513 @ Available DB0513_fraif2 Transaction Processing 19.7.0.0.0 Wed, May 13, 2020, 10:36:40 UTC
Patches (0) Showing 1 ltem Page 1

Patch History (0)
Console Connections {0)

Work Requests (1)

Click on the 3 vertical dots on the right and select Enable Data Guard.

Created
— View Database

Wed, May 13, 2020, 10:36 . :
View DB Connection

Sho
Enable Data Guard
Copy OCID

Add Tags

Terminate

This configuration will create a stand-by instance with async replication of data up to the last
commit.

Create peer DB system

Display name (i)

DBstandby

Region

<>

Germany Central (Frankfurt)

Primary database is in region Germany Central (Frankfurt)

Availability domain

TbBU:EU-FRANKFURT-1-AD-2

<>

Primary database is in availability domain ToBU:EU-FRANKFURT-1-AD-1

Select a shape (&)

VM.Standard2.1 Change Shape

1 Available Core Count, 1 Node Count

The DB system of the primary database has shape VM.Standard2.1

Define the name, use the same region with a different Availability Domain in order to deploy the
standby in a secondary datacenter about 30 Km far away from the primary.

Add the same sys password used for the primary database and click create.
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Now you should see the updating status on the database instance

Resources Databases
Databases (1) Name State
Nodes (1) DB0513 Updating...
Patches (0)

Patch History (0)
Console Connections (0)

Work Requests (3)

Wait again up to 2 hours in order to let the standby instance to be deployed and configured with
data guard.

At the end you should see the Data Guard Enabled status in the database page.

Bare Metal, VM and Exadata - DB Systems - DB Systern Detais

DB0513
DB Connection  Restore  Configure Automatic Backups  Create Database from Last Backup ~ More Actions ~

Database Information Tags
General Information Backup
OCID: __uceplq Show Copy Automatic Backup: Enabled
Launched: Wad, May 13, 2020, 10:36:40 UTC Backup Retention Period: 60 Days
Database Role: Primary !anhmsanmuz-oum&nmmmc@
Database Unique Name: DBO513_fra1f2
Database Workload: Transacticn Processing Data Guard
Database Version: 19.7.0.0.0 ‘Status: Enabled

Character Set: AL3ZUTF8
National Gharacter Set: AL1BUTF16

Resources Backups

e Name. State Type Started Ended
Automatic Backup ® Active Incremental Backup, Initiated by Auto Backup Wed, May 13, 2020, 1228:23 UTC Wied, May 13, 2020, 12:44:25 UTC

Displaying 1 Backups ¢ Page 1

You can now setup your SQL Developer client to access the primary instance, or you can use the ssh
connection to use the SQL plus command line.

You can also switch roles from primary to standby directly from the console. We suggest, in order to
avoid mistakes, to use a specific OCI CLI (OCI command line) to perform any DG change.

You have successfully completed the workshop.

Now you know how to create DB Instance on Oracle Cloud and how to archive up to the Gold
architecture MAA with:

e 2 Node RAC instance + Data Guard Configuration in a different Datacenter + Backup
configuration with 60 days of retention.
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