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SQL Firewall
SQLLAIILTHIEHIT DT —IR—R R ATATDI7A T —J A=)

SQLEE\[ TT —AN—ADT7I A% HEIITDI7A 7 —JA—=)
F—AR= + ZATA T RO TURIRDFEETE/IN A ATER
7O AFFRIEN3saLld. FZPEGFZ2SH TRE—HURTNERST

IP Address

SQL’(>§I’] :/3 \/\’DZ:LIZ\E@?—/??%%BEHZ Program
EITENBsQLZIREL I7 A7 —IA— )L - KU —ZERK

-SQL: DDL, DML

-y a> - DF7FAN IPYRUR, 0s1—-Y—%. JOJ3L%
IER (CERCPUA— )N —AWR
M) —BRO7ItRA%ITOvIEE0T SL iR ORI EL THERTIEE
12/ U007 (&, DBA_SQL_FIREWALL_VIOLATIONSE 1—C&HE

AVDFZFJz(EDatabase VaultA 7> 3> C{ERT]
(X CloudDIZE. FreebUL(dBaseDB EE-HPLL L)

Oracle Database 23c
SQL Firewall
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SQL Firewall
SQLYZNMZEDWVWTSQLYIUZIOYvI9 3

7IVT=23>-5=) 0
£ 3DBI1—Y: HR_APP

select * from
hr_employees where
employee_id =210

T)r—23>
FIFA&E
HR Application
select * from
hr_employees where
employee_id =210’
BAE OR1-1

SQL Injection
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SQL Firewall

HR_APPDEFRISQLYR

—d SQL Text

SQL Signature
—0

Accessed
—* Objects

__e Current User

Top Level User
initiated SQLs

select * from hr_employees where employee_id
=:"SYS_B_0"

F83C7D7D228A5DDBO98AAAFA57DEO838A8BCE748
359E5DE459D3D7AB7DCEBAO7B

"HR_APP"."HR_EMPLOYEES"

HR_APP
Y




SQL Firewall
w3 I TFAMIEDVWTT IR 5Hx I OvI9 3

723 FEEN
{£F9%DBI1—Y": HR_APP
IP7RLZ:10.0.0.8

SQL Firewall
/V HR APPI1—H-0Felttyia> -0>7FXb
SOl (DB T IP Address 10.0.0.8
\ OS Username opc
7T —33> o
A& OS program JDBC Thin Client

HR Application

Thin Client
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SQL Firewall
SQL Firewall’Z{SEFH 9 3EARBI RN

Learning Stage Protecting Stage

sQL
sQL
sQL
sQLE +vTFrUE sFRTUARN SHAURNE sQUER%E
FrTFv sQL% ST DERKRT Bk E=HUYY
Fi—=>%
DBEIEET7 ) FrTFvOTh5

T—2aONETT T-AT74933F)  FFRj9dsalthtzy | saL Firgwau@%“jmb K72 FFRIUZ MOER UzsaLte
dsaue—EHIE  DSEPIFYLLE SV SO DVIR/MEEE 0 tviadE 7-4-71723
AFREMNCEY T Fv | sQLztERR ANEULTERE ULCEFEIUR MBS BT 3 FUIGEROTNEEEREINS
93 F1—->4
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SQL Firewall
Learning Stage ~ SQLZF VT Fv ~

sQL FirewallDB%IME

EXEC DBMS_SQL_FIREWALL.ENABLE;

SQLOF T Fv=EVERL

BEGIN
DBMS_SQL_FIREWALL.CREATE_CAPTURE (
username =>"'APP’,
top_level only =>TRUE,
start_capture =>TRUE
);
END;
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CDBE/z(EPDBCEICERNL
E4T(C(ESAL_FIREWALL_ADMINO—JLAAWAE

username
-EZA-WRER BT Y —%IBTE
- SYS,SYSDG,SYSRAC, AUDSYSE5(FIBTE T4

top_level_only
-TRUE : 1-H—HEiEETUSQLI TSR
- FALSE: PL/SQLAN CEITEINZSQLLZSH TR (T IAID)

start_capture

- TRUE: YEREEIRFICF v TFvBIIA
- FALSE: (EB DA/ =>/ ThiltA




SQL Firewall
Learning Stage ~ SQLZFv¥JF ¥ - SQLOZ ~

SQLOF v I F v RIE - Z1E

EXEC DBMS_SQL_FIREWALL.START_CAPTURE ('APP’); sSQLEF v IFr9 21— -%IEEITD
________ SQLEET - FrITFvDINTA—X > A% R/IME T BIeHDINTA—FEETE

L - LARGE_POOL_SIZE(C2GBEA _E&IENN
EXEC DBMS_SQL_FIREWALL.STOP_CAPTURE ('APP'); _SGA TARGETDSREMENS8GBLL LB

73
[}

FvJFv-0/(%. DBA_SQL_FIREWALL_CAPTURE_LOGSH'SESHE

\

SELECT USERNAME, SQL_SIGNATURE, SQL_TEXT, CLIENT_PROGRAM, IP_ADDRESS FROM DBA_SQL_FIREWALL_CAPTURE_LOGS;

USER  SQL_SIGNATURE  SQL_TEXT CLIENT_PROGRAM IP_ADDRESS
APP 26ABBD7CDxxxx  SELECT * FROM EMPLOYEES sqlplus@db23c 127.0.0.1
APP 8B24EOF1D2xxxx  SELECT * FROM EMPLOYEES WHERE EMPLOYEE_ID=:"SYS_B_0“ JDBC 10.0.0.58
APP 27BB61B8EOxxxx  SELECT EMPLOYEE_ID,FIRST_NAME,SALARY FROM EMPLOYEES JDBC 10.0.0.58
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SQL Firewall
SQLIIRZFvDER T —FTIF v

9 SQLITIUNSTIERT AT 1) NEHR%Z

10

(1 W SQUABRA—Z. TAS b b MEBIDIRE

SR UTIIUE A D RERICESHZ D

HWDH9

SELLIZSQL+ AT S 1I M- 7 IR A M

I\ 2M{bU. SQLI T RFvHRK
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select -- comment (a.empno +1) “empNo” From /* comment */
scoTT.Emp a where empNo=1 and ename= ‘SCOTT’;

AL

SELECT (A.EMPNO + “SYS_B_0”) “empNo” FROM SCOTT.EMP A
WHERE EMPNO=:"SYS_B_1” AND ENAME=:"SYS_B_3”

SCOTT.EMP

J\W>1(SHA-256)

77D1C60B425F055F93F7014437EF68997
45E4C747C297D0AD799943707DD1189

SQLI A Fv(ISQLEAFE I BIcedbDI1=—JIDICES




SQL Firewall

Ny - LARILSQLEFY TFv

EHDOSQLTENM NS IO —Sv T2 023  REDIGE .. BITLANILDFEITSQLOH . BULLITABRT

=/,

1T

Exec EMPINFO(210)

[1

11
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SNBSQLZEH THFr I FrIDNERA]AE

TOP_LEVEL=TRUE

—

PROCEDURE EMPINFO (id in number)
Is
emp varchar2(2000);

Begin

Emp:='select ename from hr_employees
il TOP_LEVEL=FALSE

'‘Where employee_id ="’| |id||”";

—

End;

SQL
Text

SQL
Text

SQL
Text

EXECUTE BEGIN
EMPINFO (?); END;

EXECUTE BEGIN
EMPINFO (?); END;

SELECT ENAME FROM
HR_EMPLOYEES WHERE
EMPLOYEE_ID
=:"SYS_B_0"




SQL Firewall
FrIFv -0 hBEM I ZFEIURA N

FvJFv -0 h5sal FirewallDI7A 7 —=IA =)L - IRUS—ERRBEFR]UA N LR TS
EFRJUR NS, T EC2AEZED 1 Th B8R EN D
SRRy Ay - ODTERAN 9547 NP RUA, 05095 0%., 0s1—H—-%
- FFEIsaL: SQLS IR Fv . ETIDTFANERE1I-REDATS 1T MER)
&9 BDBTY 3> PSQLA EFRIUZA MY F I URVE S, SAL Firewal DIERNFEAET S

SFeJURA B
(Firewall policy)

Fatysay sFAISQL

A7+ AR « SQLIJARF v
« 73547 NP7RLA o EITATFRS
- OS J0YJ35L0%
« OS 1-HY-%
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SQL Firewall
Learning Stage ~ FB]URX MDEERY ~

SFR]UR MR
o SQUFPIFra(EIEE. SFRIURA M 1T —$8EL TAERK
EXEC DBMS_SQL_FIREWALL.GENERATE_ALLOW_LIST (APP’); AR M. F T Fr -0 DsquetyS I BHRE T ERENS

\

sFoJUZ hsQLiE. DBA_SQL_FIREWALL_ALLOWED_SQLE1—hHEHR

SELECT ALLOWED_SQL_ID, USERNAME, SQL_SIGNATURE, SQL_TEXT FROM DBA_SQL_FIREWALL_ALLOWED_SQL;

SQL_ID USERNAME SQL_SIGNATURE SQL_TEXT

1 APP 26ABBD7CDxxxx  SELECT * FROM EMPLOYEES

2 APP 8B24EOF1D2xxxx SELECT * FROM EMPLOYEES WHERE EMPLOYEE_ID=:"SYS_B_0“
3 APP 27BB61B8EOxxxx SELECT SALARY,FIRST_NAME,EMPLOYEE_ID FROM EMPLOYEES
4 APP 982161AC03xxxx  SELECT FIRST_NAME,SALARY,EMPLOYEE_ID FROM EMPLOYEES
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SQL Firewall
Learning Stage ~ FB]URX MDEERY ~

AU MDY 3> -2 FFANE UFENENOE1-H5ES8RE]

-IP7RLA: DBA_SQL FIREWALL ALLOWED_IP_ADDR
- JO04Y35./\%: DBA_SQL_FIREWALL_ALLOWED_OS_PROG
- 0S1—Y%&: DBA_SQL_FIREWALL_ALLOWED OS_USER

IPY RLUADEFBE]YR b

SELECT * FROM DBA_SQL_FIREWALL_ALLOWED _IP_ADDR;
USERNAME  IP_ADDRESS

APP 127.0.0.1
APP 10.0.0.58

J073L5%205F8])A N

SELECT * FROM DBA_SQL_FIREWALL_ALLOWED_OS_PROG;
USERNAME OS_PROGRAM

APP sqlplus@db23c (TNS V1-V3)
APP JDBC
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SQL Firewall
Learning Stage ~ FFRJURAMDF1—Z>% ~

FRUIEFRIURA M S ERBOIZI 2B - HIBR I 2F1—Z>J % F 52N alkE
ZIEU. FECOFIBRN %S TER

- SQLDBE . AERDSQLOBEFLENNE TERV. BIDIZBEE. ROV, Fld F+TFrOITOTRZBERITUL
FrTFv-0ThB—iETINTERENMURTNERS L

- DBMS_SQL_FIREWALL.APPEND_ALLOW_LIST(E. EFeJUR MO EZIEFTHEBINTE. BliFxIRENS
-2 AVIBER(IPT RLA, O35 L%, 0s&)DiEE. ERDEDEN. HIBRNEIEE

sQLz04 h il

BEGIN username

; N _H_Aie=
DBMS_SQL_FIREWALL.APPEND_ALLOW_LIST ( REBDI-Y—ZIETE

username =>'HR',
source

source  =>DBMS_SQL_FIREWALL.VIOLATION_LOG - DBMS_SQL_FIREWALL.CAPTURE_LOG : FvSFvOIH5
); - DBMS_SQL_FIREWALLVIOLATION_LOG: RO Hh5
END: - DBMS_SQL_FIREWALL.ALL_LOG: LEE&ENHET

/
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SQL Firewall
Learning Stage ~ sFBJUANDF1—Z7 ~

sFn]UZX MhSsaLzlIBRd B(C(E. DBMS_SQL_FIREWALL.DELETE_ALLOWED_SQLZ{EFAT3
DBA_SQL_FIREWALL_ALLOWED_SQLE1—h'5. HIBRUIZSQLOALLOWED SQL_IDZZMET 3
HIBRUTZsQL_IDIFBEFIAEINRV. HIBRUZSQLzEBUNENNUIGS . FREINTLSsAL IDDIEZ(CTIRED

sFa]UAMh5saL IDZHETEL CHIBR

username

BEGIN - XHRERDI Y —ZI8TE

DBMS_SQL_FIREWALL.DELETE_ALLOWED_SQL (

username => ‘APP', allowed_sql_id

: - DBA_SQL_FIREWALL_ALLOWED_SQL®D
allowed sqgl id =>1 — — —
) =4 ALLOWED_SQL_ID%|ZzZ& 18

END;
/
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SQL Firewall
Learning Stage ~ FFRJURAMDF1—Z>% ~

w2 a> - I57F ARDENNE. DBMS_SQL_FIREWALL.ADD_ALLOWED_CONTEXT
HIBR(EZ. DBMS_SQL FIREWALL.DELETE_ALLOWED_ CONTEXTZ{EFd 3%

1>F7FANIA T LT ZIBTE .. DML Rh—ROERT]
-IP7RLR: DBMS_SQL_FIREWALL.IP_ADDRESS
-0sJ045/h%: DBMS_SQL_FIREWALL.OS_PROGRAM
-0S1—Y%: DBMS_SQL_FIREWALL.OS_USERNAME

HEEUIZIPY RL A% 3 Fa]Y A NMTENN HEEUIZIPY R A%ZEFa]U A MBS HIBR

BEGIN BEGIN

DBMS_SQL_FIREWALL.ADD_ALLOWED_CONTEXT( DBMS_SQL_FIREWALL.DELETE_ALLOWED_CONTEXT (
username => ‘APP’, username => ‘APP’,
context_type => DBMS_SQL_FIREWALL.IP_ADDRESS, context_type => DBMS_SQL_FIREWALL.IP_ADDRESS,
value =>'10.0.0.100’); value =>'10.0.0.58’);

END; END;

/ /
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SQL Firewall
Protecting Stage ~ sFRJUR FOBEZNE ~

FR]UR MeBEIMET3IC(E. DBMS SQL FIREWALL.ENABLE_ALLOW LISTZ3E1T9 3
BRI BsQLty a3zt & B USSR ED 7723 %27 0v)., Fle3 & OAHADWVI NN TIEIR

sFRJURA MBS

BEGIN
DBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST(
username=>'APP',
enforce=>DBMS_SQL_FIREWALL.ENFORCE_ALL,
block=>TRUE

)i

END;

/

ST EJURX MDAZLE - HIBR

exec DBMS_SQL_FIREWALL.DISABLE_ALLOW_LIST(‘APP’);
exec DBMS_SQL_FIREWALL.DROP_ALLOW_LIST('HR');
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username

-EZH-MRERDI Y —FIETE

enforce

- DBMS_SQL_FIREWALL.ENFORCE_ALL : 9T

- DBMS_SQL_FIREWALL.ENFORCE_CONTEXT : v>3>Dd+
- DBMS_SQL_FIREWALL.ENFORCE_SQL : SQLDH

block
- TRUE: ZFEJUZMIZE LR WS E(FSaETOvI 93
- FALSE: JOvIE 3 ZURVWINER DY (C(FEEEREND




SQL Firewall
Protecting Stage ~ EROJDEZHU>T ~

SFE]UZANMOER I 35ty arld, /O EUTDBA_SQL_FIREWALL_VIOLATIONSICEEEk&EN 3
OCCURRED_AT%! (TIMESTAMP(6) WITH TIME ZONE )(d. BR UIZBFfE%ZR T

sFR]UZX NDBEZNEF(CBlockZ 8 E UL MZ (L. FIREWALL_ACTION!(E. Allowed DFRECICHRD
EEEBOJ(CERERICEEEREIND (audit_type='sQL Firewall’ , action_name='SQL VIOLATION’)

SELECT TO_CHAR(to_timestamp_tz(OCCURRED_AT) at time zone 'Asia/Tokyo', 'yyyy/mm/dd hh24:mi:ss tzd')EVENTTIME, USERNAME,
SQL_TEXT, FIREWALL_ACTION, CAUSE FROM DBA_SQL_FIREWALL_VIOLATIONS;

EVENTTIME USERNAME SQL_TEXT FIREWALL ACTION  CAUSE

2023/09/19 15:57:32 JST APP SELECT * FROM EMPLOYEES Blocked SQL violation
2023/09/19 15:57:55 JST APP SELECT SALARY,EMAIL EMPLOYEES Blocked SQL violation
2023/09/19 16:01:40 JST  APP null Blocked Context violation
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SQL Firewall
SRR dDJO—-Fv—b

FRJUA b
(Firewall policy)

SQL=E1T

Enforce E!FE.HZ“J:/3> _
Context SFEAR W—=IVICYF
ATFA e
- J3ATYRNIP7RLZ LRWES =
. SQLYTY - OS JOY3L% ===l .
e e . 0S 1-H% =IEIE| 2R 07

SFEISQL
« SQLITRFv
o EIT22TFAR
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ORA-47605
SQL Firewall violation




SQL Firewall
0 Jo)N—>

FTARAY « AR—ZADETFIDTZ(C, FEEA(CAMBROT 2\ - T 3ENHEREENS
SQL Firewall DO ®/N—>(C(d. DBMS_SQL FIREWALL.PURGE_LOG%fERET %

SQL FirewallOOJ D)\ —

BEGIN
DBMS_SQL_FIREWALL.PURGE_LOG (
username => ‘APP’,
purge_time =>'2023-09-19 00:00:00.00 -08:00',
log_type =>DBMS_SQL_FIREWALL.ALL_LOGS
);
END;
/
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username

- WREBDI-Y—Z4ETE

purge_time
- IBEURRRKILOFIOOY - LI-Re/\-23F 3
- ZDI\GA=AZBVIFE(F. IRTOLI—RHIISRERD

log_type
- DBMS_SQL_FIREWALL.CAPTURE_LOG : ¥vJFv-0J D

- DBMS_SQL_FIREWALLVIOLATION_LOG : &/ 04 D
- DBMS_SQL_FIREWALL.ALL_LOGS: EEB =DM




SQL Firewall
SFRJUZ MDIIZNR— b A >ik— b

HRUIEEFEIUAME. DBMS_SQL_FIREWALL.EXPORT _ALLOW_LISTICLDTCLOBICI A M— MO EE
ZENDCLOBZIETEL. FFEIUAMIISONT A=Y L THENEN S

DBMS_SQL_FIREWALL.IMPORT _ALLOW_LISTCIBTEUIZEFRJUR MeA >i— b

A 2= N BEFOFFRIVAMOENIEN. EE T 35QL 7y a> OIFHR(TENILR

FFEJUZ RDIIAR— b FFEJUZ BODA >R—b

create table allow_list_json(a number, b clob);

. . L Declare
insert into allow_list_json values(1,empty_clob());
json clob;
Declare
Begin
json clob; &
i select b into json from allow_list_json where a=1;
Begin

. . . DBMS_SQL_FIREWALL.IMPORT_ALLOW_LIST (
select b into json from allow_list_json where a=1 for update;

username =>'HR',
DBMS_SQL_FIREWALL.EXPORT_ALLOW_LIST (

allow_list => json);
End;
/

username =>'HR',

allow_list => json);

update allow_list_json set b=json where a=1;
End;
/
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SQL Firewall
AIF—ADIIAMN— A >ik—b

SQL FirewallDFv T FvOJ0FR]UZ MED XS T —4H(d. Data Pumplc LB I I ANR— A >h— M a]EE
FARDBTHFY I FrUIcOI0F1—Z>J USR] UR Ne AR B DBICRBIT I 31 DFIBZ 8 E

A >IR—MZ(&. ADMINISTER SQL FIREWALLDIERR DA ER

A= N3 BEFEOAIT —AIH U TGBEEENS

IHZAR—b

SQL> CREATE DIRECTORY sqlfw_dir AS '/home/oracle’;
S expdp username/password@service_name FULL=Y DIRECTORY=sqlfw_dir INCLUDE=SQL FIREWALL DUMPFILE=sql_fw.dmp

1>m—h

S impdp username/password@service_name FULL=Y DIRECTORY=sqlfw_dir INCLUDE=SQL_FIREWALL dumpfile=sql_fw.dmp
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SQL Firewall
B> A-J1—X

2DDEIBEAT A

DBMS_SQL_FIREWALL /\wo—>

- PL/SQLICLDEARDCLIEIE

Oracle Data Safe®SQL Firewal EIRH#LEE

- Data SafeD{ >~ J1—ANS5GUIETE

- SQL FirewalDFREPEROJTRECS 17514 X
SNIZGUICLDIE AR IRIE

- Events&Notifications&iEiE9 3L T, sFrIURAMD
ERNMREUISGEDTS— MBEIHEIEE
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OCIZ 8 A 3FEFEDFirewallDE LY

25

Sky

REEXTZR

ST DERINE

FHRIO NI
{REER)S—
1510

ERFIE

Web Application
Firewall

80

Web7JUr—23>ORess 1tz BALE
WENSWebY A MefrRFET D

WEB7 W) —33>

XSS(UORYA MRIVTF1>%). CSRF.

DDoS. OS-SQLA>>1923>%F
HTTPS. HTTP
600 _EDIREEIL—)L(OracleEIR)

Web7 Vo —23> 00— MEIEX S TE
ZER FIRRE A E]EE

Web 7 UT—2as (s U@t iR E
I—ILDEIR, BRI —ILOIRSTHHE
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:@i Network Firewall

A>9—2W MOVCNARDORY RND—2 - K5
J4v)EEHUARIE T I ANBRY N —
NZIRETD

TYRI—=9

DDoSP™RYMNI—=IZAFv> XILIIT .
CRCREDARNIETIERAERE

TCP. UDP. ICMP, ZDAth
Pala AltolEHOBREREI> >

1%5%3(]‘%%0) SERAMNEL AN
ZFTORRA BARIET I RZAR

BeEZFRICIGU TVCNDORY ND—-I DB
uRu-I_b M‘g

SQL Firewall

SQLLAINTT —ARN—=ADARET I A%
REID

T—AIN-Z
SQLA> 21232 PAIERSQLYTY

SQL. JDBC/ODBC=
I1-Y-B8TSQUN)>—Z/ERk

DBORATAITHEREIRD T, \A)NATE
ROERELANILOSQLY IRt
EEARIRSQLEEAI TR —Dfed
BEEOERI - DRI E




Schema Privileges
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Schema Privileges
7 AEEHEZE AT —Y - LAIVCPRTE

TERDAF—NNDT7 I EAMELEFENENDORIEDIBENNE
T FTRRORMERRSNITIZE(CE, DTS URITNIEERSTR0)

» GRANT SELECT ON HR.EMPLOYEES to <1—HY—%>

HEFRRDMSELECT ANY TABLEAEPE(L. XIZRHIDBRD IR TORICROITUED
RS AT LHERR

Schema Privilegesld. FETEUEAF—XDINRTERES LUFTRIERRICHTUT
SIENIGERZS 59 52Eh a8

GRANT SELECT ANY TABLE ON SCHEMA <A¥+—V%> to<1—H—%&>
EMPLOYEES

7YTTL— R0y FE A C/ERREN 2R PDWHD T —YESTIFDFRRE - 10BS
—BF (CVERN SN A RAD P I A EDFIHE R EE M _E JOB_HISTORY

[BIER(CINSERT/UPDATE/DELETE ANY TABLEC{EFATE3

A5
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Schema Privileges
(==l

SYS1—HTIRE
#BaseDB 23clCHDHRAF—NZEHT B
#TEST1—HZVER L. HROEMPLOYEESERD VI A ER TS
CREATE USER TEST IDENTIFIED “password”;
GRANT CREATE SESSION TO TEST;
GRANT SELECT ON HR.EMPLOYEES TO TEST;

#HRAF — VB[ CSELECTZfI &
GRANT SELECT ANY TABLE ON SCHEMA HR to TEST;

HATARRZAFRK
CREATE TABLE HR.NEW_TABLE(COL1 NUMBER);
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TESTA1—YTIZ{E

SELECT * FROM HR.EMPLOYEES; --> EMPERICIIZHART7IA0]EE
SELECT * FROM HR.JOBS; --> EMPRIAIMIHERNRVD T IEAAT]
ERROR at line 1:

ORA-00942: table or view does not exist

SELECT * FROM HR.JOBS; --> HRDI AN TDORICSELECTH'BIHE

SELECT * FROM HR.NEW_TABLE; -->iBIlcNREERICTITZAT]HE




Column Level Audit
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Column Level Audit
KON =N —(CUREEER I3

EEB 723> DM RZHEROREAINSFEAL TOYFEN O] EE
CREATE AUDIT POLICY /RJ>—%4 ACTIONS DML(H15/A%4) ON T—J)L 4

fll) EMPLOYEESZRMSALARYF!(DSELECT, UPDATEZ X1 5R

CREATE AUDIT POLICY policyl ACTIONS SELECT(SALARY), UPDATE(SALARY)
ON HR.EMPLOYEES;

AUDIT POLICY policyl;

O0%/(X. UNIFIED_AUDIT_TRAILE1—%NSEHE

EEEWHRARDIADCE (T BEBEDOT DA N —>HEE OB ZHN X
DMLDINIA =N ANDA =)\ REER/I\RICTBRENTES
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SELECT ID FROM EMPLOYEES;

SELECT * from EMPLOYEES;

SELECT ID, SALARY FROM EMPLOYEES;

—

EMPLOYEES
SALARY%!




Unified Audit

Oracle DatabaseDEZEHERE

F—AR=RATZ1IIM R, 1-Y— 7923 % BEEWRZT I -TILUIR)S —R-ADEEE
SHIERBHFDEBAN)S—TRELENZE/\EDEEBEIERZH/N -

I -y a iEERIP7 RUA, 1-Y—%&., JOV 35L& ) 2EBEREZMACOTE HORDIAH
EZBOJ (3T —AIN-ZANDOERZREL THEFNEI. UNIFIED_AUDIT_TRAILE1—TZ&HET]
SYS1—H'—E5Z&. Recovery Manager. Data Pump. SQL*Loader&s OO HiE
WERINZEBDOAINTSIT74R

-IRTOTPIADZEEBRRTER DT AT ABH T IUT( D2 0H 27723 N TA—HA

- DBMS_AUDIT_MGMT/\wr—TERAMNIICOI /N -2, BIY—EREEELOY O-REMREBIRET

HNRICTTITBDMLEEE RIS —

CREATE AUDIT POLICY Policyl ACTIONS UPDATE ON HR.EMP, DELETE ON HR.EMP_EXD;
AUDIT POLICY Policy1;
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Unified Audit

Unified AuditDTEEEFH NS —

RUS—% RIS—DAS FIANB
ORA_LOGON_FAILURES 074 >R DH Yes
(DBCATDBAERKHF)
ORA_SECURECONFIG TFIVF(EEBEONBEHFEL TROLNZERNRT -4 Yes
N—2ADIER EIR(CBEUIRE (DBCAT DBYERKHT)
ORA_DATABASE_PARAMETER T —AR=ADI\SA—AZZ B (CEHEUIIRE No
ORA_ACCOUNT_MGMT 11— —-7hI> bDZEEHER (CREEU IR/ No
ORA_CIS_RECOMMENDATIONS CISNFY—=ITROOSNBEEA B FICBIEUIRIE No
ORA_RAS_POLICY_MGMT, Real Application Security(CBEEUIIRIE No
ORA_RAS_SESSION_MGMT
ORA_DV_AUDPOL Oracle Database Vault® DVSYS, LBACSYSAF—YDAT>1Y  No
NCBSEUTIRIE
ORA_DV_AUDPOL2 Database VaultDLJL AV RIL—JUICBEEU IR/ No

32 Copyright © 2023, Oracle and/or its affiliates




Unified Audit
ORA_SECURECONFIG/RS —

F (T AN EIR(CBHET HIRFICH U TEEERYS —
RRBEDAT DTN I BERFEFEINTORVDT, I-Y-ARICIGUZDMLEEBRZENMT D

CREATE EXTERNAL JOB

ALTER ANY TABLE ALTER ANY PROCEDURE GRANT ANY PRIVILEGE

CREATE ANY TABLE CREATE ANY PROCEDURE GRANT ANY OBJECT PRIVILEGE

DROP ANY TABLE DROP ANY PROCEDURE GRANT ANY ROLE

CREATE USER ALTER DATABASE ALTER ANY SQL TRANSLATION PROFILE
DROP USER ALTER SYSTEM CREATE ANY SQL TRANSLATION PROFILE
ALTER USER AUDIT SYSTEM DROP ANY SQL TRANSLATION PROFILE
CREATE ANY LIBRARY CREATE ANY JOB CREATE SQL TRANSLATION PROFILE

CREATE PUBLIC SYNONYM
DROP PUBLIC SYNONYM

EXEMPT ACCESS POLICY
EXEMPT REDACTION POLICY

TRANSLATE ANY SQL

PURGE DBA_RECYCLEBIN

LOGMINING

ADMINISTER KEY MANAGEMENT

BECOME USER
CREATE PROFILE
ALTER PROFILE
DROP PROFILE

CREATE ROLE
ALTER ROLE
DROP ROLE
SET ROLE

CREATE DATABASE LINK
ALTER DATABASE LINK
DROP DATABASE LINK

CREATE DIRECTORY
DROP DIRECTORY

EXECUTE ON DBMS_RLS
ALTER DATABASE DICTIONARY

CREATE PLUGGABLE DATABASE
DROP PLUGGABLE DATABASE
ALTER PLUGGABLE DATABASE
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Unified Audit
FZHCLBEEBRFTROKNIA

¥5ED1—H —DUPDATE,DELETEX DDMLZ EE

CREATE AUDIT POLICY Policyl ACTIONS UPDATE ON EMPLOYEES, DELETE ON EMP_EXTENDED;
AUDIT POLICY Policyl BY UserX, UserY;

WHENBJ T, IP7 RLAHNULL(O— DIV DI EDHDEF 718

CREATE AUDIT POLICY Policy2 ACTIONS UPDATE ON EMPLOYEES, DELETE ON EMP_EXTENDED
WHEN 'SYS_CONTEXT("USERENV","IP_ADDRESS") IS NULL’

AUDIT POLICY Policy2;

Actions ALLIZIINED. IDBCIEHIDFFE DAPY —ND 7T A (BRE A2 I8 TE

CREATE AUDIT POLICY Policy3 ACTIONS ALL ON EMPLOYEES
WHEN 'SYS _CONTEXT("USERENV","HOST") IN “xxxxx.jp.oracle.com,xxxxx.jp.oracle.com” AND
SYS_CONTEXT("USERENV","MODULE") NOT IN "JDBC Thin Client""

AUDIT POLICY Policy3;

34 Copyright © 2023, Oracle and/or its affiliates




Azure ADEDT —HANR—Z

Spa=3

E":J\EJ._

—J735



Azure ADEDT—HIN— ARSI
N—=0> - R—Z2DMEP1—H 3523

Azure AD & OAuth2 h—=D>/(CLB0racle DatabaseDEREEEERE]
Oracle Database&Azure ADEIDBIE(ETLSICLDIES e
X170 0ZFEUNT]EE
Azure ADDI1—H—-0—)L&Oracle DatabaseDAF—Y%
WYESITBET, Azure ADICLRFREII R I - —EIENA]HE
JDBC-thin. ODP.NETH3A 7> MERAT4T U357 REBEEICHT I
23cDFTHEREE U THFE SN, 5£1TUTAutonomous Database STt
19c¢l2)\WIiR— NE#H
MWRT—IN—-2X
Oracle Database 19¢(19.18~). 23¢c (3%21cldXIER4+. OSIELinuxDd+)
Autonomous Database on Shared/Dedicated Exadata Infrastructure
Oracle Base Database Service, Oracle Exadata Cloud Service

[ElEk(CIdentity Domains& DEREEEIENBIEE (%057 RDH)
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OAuth2 token

Request
Oracle Database

- Autonomous
|:| send - On-Premises

Azure
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Azure ADEDT —HAN—ASREIEE S
le\ﬂ n:b\__l-j I:I -

e e Oracle Cloud

Azure ADH'Azure ADI1—Y—%ER5FL Oracle DatabaseldAzure ADOFFEZ{ERAL
Faa] 10— RziRAN + 1 Azure ADICEOTHERRENIZ DA N=I>T
HdLEMER L. 7O %ERE]

F—AR=Z AT REET TV —3aohn D347 > "R R 0— Rz{ERL
Azure ADICERR]O—RZUIIA K Azure ADHS0Auth h—2>%ENS

Oracle
Database

v

: ° o
Azure AD1—H—Hh'Oracle Database)Y—2X®D 547> MrOAuth

7ORAEVIIAN B h—2>%O0racle DatabaseliX{S
Azure AD DIAT >N

1-Y- - JDBC, ODP.NET
- Azure CLI, SQL*Plus

A
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Azure ADEDT —HAN—ARIDEE

Azure AD1—H—¢DBAF—YDOIVE T AR,

38

Azure AD

Identity

Oracle Database

Schema(User)

[
»

Azure AD

Oracle Database

Bty S
« Azure ADJ1—H—¢Oracle Database X+ — V& EZEYYE S
o ADI—YDiEND-HIFRKFIC(E. RARICDBRINDAFT—YDIEECHE
« ADI1—Y—LEIZIDDBAFT—YHWAE

CREATE USER peter IDENTIFIED GLOBALLY AS
‘AZURE_USER=peter@example.com’

70-=)0L-xyE>Y

Shared Schema

o

B
g

Identity App
g Registration

ooo

[ ===

s~ —®
g g App Roles

Azure AD
Identity App

Registration

Oracle Database

Global Role

I:@
App Roles
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« Azure AD7YO—)L¢Oracle Database Shared AF—<EUL(E
Oracle Database Globald—)LZIvE >4

« ADI—Y0END-HIBRFC(E. DBAINZEELZADBINH TTeis
« AD7V0-)LEEFEODBAF—Y(A—Y)-0-I =&

CREATE USER dba_azure IDENTIFIED GLOBALLY AS
‘AZURE_ROLE=AZURE_DBA

CREATE ROLE sales_role IDENTIFIED GLOBALLY AS
‘AZURE_ROLE=SalesGroup’




Azure ADEDT —HAN—ARIDEE

WHEIRFZEFINEDR

Oracle Database CTLS

G =Rl

v WalletDER;

v ¥R I71IVDIELE

v 27 L\EitcE)

v D547 N =)\ —DER%

Azure ADDIERR

v’ Oracle DatabaseDE &%
vV ISATRNT TV —23>0
v 700-)VDYERL

v 1-H—{ERk

i

sqlnet.ora
tnsnames.ora
listener.ora

oo |
(|
C—®

1-45- 7)o-)u
Oracle J314T7 >~
Database 7IVr—33>
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T Dt D FHERE

o \AT—ROESZ1024/\14 RETHR—b
- fEK(F30/\1A RET
- IDCSY2Identity Domains'REDI T REBIZFD /N T— R RS —hiE Al g

e Read Only1—H—-t7w33>
- 1Y —%SBBOMMZEEL. INSERTYPDELETE,CREATEREDVERR B FE— ) TS0
-BIFOVERRZ FEEIT DT, IRICDBAMERZfT 5N TV TEHETINICSBOH (TP

#Read Only 1—H —D1ERk - B &H #Read Write[CZZE I 355
CREATE USER <1—Y—%4> READ ONLY; ALTER USER <1—H—%4> READ WRITE;

ALTER USER <1—H—%4> READ ONLY;

#Read Only 1—H —TIIEHRSQLIEEITTERL)
SQL> CREATE TABLE TEST(COL1 NUMBER);

ERROR at line 1:

ORA-28194: Can perform read operations only
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T Dt D FHERE

42

FIPS_140/\SX—=AD%EE
- ENENOHEBE TEREN L ETIOIZFIPS_140- 205 [5E — DDV X =L THIFEHA BT EE(IC
- XJ it g DHEBE: Transparent Data Encryption. DBMS_CRYPT. TLS. Native Network Encryption

SORACLE_HOME/Idap/admin(cfip.orad7AILZ{ERL L. T EC%ZIBEC 9D
FIPS_140=TRUE

TDEDT A MESIE 7TV L% AES256(CZEEE
- EE(F. FIIES1bIZAES192. FRABIHIES1L(LAES128

AXF I FEEBIVBVWIRT - ROYR—MET
- 23l PYT I — RE(E AT IS F 2 X B VIRV R D — REERTERL

ERBIDEZE (Audit IV RTOSPXMUER TOESE) DY h— ME T
- 23clCPYT T — RE&(L. SHTEBRADOMEREEER (FHEELZTEN . FHFROEBMEEE I LET HIBROH
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Oracle Database 22 1) T 1 $TH36E
SE) Y

SQL Firewall
Schema Privileges

Column Level Audit

Oracle Base Database CTLSiB{EZBZI{LT S
Azure ADD b—%>TOracle Base DatabaselciaslE 9 D
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