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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, timing, and pricing of any features or functionality described for Oracle’s
products may change and remains at the sole discretion of Oracle Corporation.
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«..860% cny4aeB NPUYNHOWM CTaNIM HAMEPEHHbIe OeNCTBUS

(o) o
coTpyaHukos, octanbHble 40% Takux cuTyaumii npomsoLwnmv no
NPUYMHAM UX HEBHUMATENbHOCTU U HAUBHOCTMW...»

bonee 90% xoMnaHMM U3
Poccum CTONIKHYNMUCD C

yTedKaMu aHHbIX

B Go/IBIIMHCTBE CIy4yaeB MPUYUHON pasrialleHust
KOHpUIeHINaIbHbBIX JaHHBbIX CTAHOBATCSA
COTPYAHUKH, KOTOpPble HAMepeHHO IlepelaloT UX Ha
cTOpOHY. Yallle Bcero yTeKaloT TeXHUYecKasd
nHpopMalys U 6yxrajaTepckue JOKyMeHTbI



https://www.rbc.ru/technology_and_media/15/10/2020/5f8846f69a794733c8754ef5?from=from_main_4
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PerynupoBaHue n yTeuku APUHLIVN
Y ceMun HAHeK ...

« Cnepgyet 3a6bITb NpuHumn 80:20
* 99% ycnmnun opraHM3aLmMm cocpegoToHeHO Ha NPOXOXKAEHNN ayauTa
« 99% peHer, NOTPaYeHHbIX Ha 6e30MNaCHOCTb, COCPEJOTOYEHO Ha:

« CobntogeHne rocygapCTBEHHbIX M OTpPac/ieBbiX HOPMAaTUBOB P COMWHCTROHE HETOBTN

MEHBLMHCTBO - NPUHUMAET KAK IAHHOCTb
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OTHOLLEeHUa K 6e30nacHoOCTU
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LlenocTtHOCTb,
ObecneyeHre 0OCTOBEPHOCTU U
MNONHOTbI MHPOPMALM 1 METOOOB
ee 0bpaboTkm
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HocTynHoCTb,
ObecneyeHre gocTyna K
NHOPMaLM U CBA3AHHbBIM C HEW
aKTMBaM aBTOPW30BaHHbIX
No/b30BaTeNen No Mepe
HEeobXoaMMOCTH
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UHcdbopmMaumoHHan 6e3onacHOCTb

KoHbunaeHUmManbHOCTb,

ObecneyeHne 0oCTyna K

NHOPMaLM TOSTbKO
aBTOPM30BaHHbIM MO/1b30BaTENAM
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ba3a fAaHHbIX - npeanoyvdTuTesibHasa UeJib ANs atTak
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ba3a AaHHbIX - npeanoyTuTesibHasa ueJib Ansd atak
3almTa c ucrnonb3oBaHmeM "nepumetpa NbB"
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ba3a AdHHDbIX - NMpeaAnoyYTuTeJ/IbHaA UeJsib AJifd aTakK
TpebyeTca 3aWmMTa HE TOMIbLKO MNEPUMETPA, HO N BHYTPEHHEN MHMPPACTPYKTYPbI
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ApryMeHTbl, YTObObI HUYEro He aenaTb

« Haw ceTeBo bpaHaMaya3p - AOCTAaTOYHANA 3aLLUTA
« HapylweHunsa Bpag nu npomsonayT y Hac

 Mbl OTKPbITad KOMIMNaHUA, Hall ldHHbIE HUKOMY
He NHTepPECHDbI

« MbIl NONTHOCTbLIO AOBEPSAEM HALLNM COTPYAHMKAM
« Mbl NpoLn BHYTPEHHUN ayanT
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Ucxop «noegunHKa» 3a BNlageHue nHcopmaumen BrnosiHe NpencKkasyem

[MpeTeHaeHT (3/10yMbILLNEHHUK)

* Bca nHdpacTpykTypa
- Bce Bpems

- Bce nHCcTpyMeHThI

* JlermoH HanapgaroLWmMx

3alWMTHUK (HEBHUMATENbHbLIN U HAUBHbIN)

* Hwukorpa He xBaTaeT BpeMeHU
- He xBaTaeT nogen
- HepocTtaTo4HO pecypcos
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Kak xakepbl aTakyroT 6a3bl gaHHbIX?
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Baseline Security (O6ecneueHne 6asoBoro yposHsi 6esonacHocTn) (1)
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Security
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DneMeHTbl yrnpaBneHus 6e30nacHOCTbo 6a3bl AaHHbIX

B OueHka cooTBeTCTBUA MpeseHTuBHas 3awmTta [l O6HapyxeHne
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Munnnappabl «yTeyek» n3-3a N10Xon NaposibHOM 3aLUUTDI

25 WORST PASSWORDS
OF 2018 REVEALED Hauxypwwne naponm
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https://krebsonsecurity.com/2019/03/facebook-stored-hundreds-of-millions-of-user-passwords-in-plain-text-for-years/
https://krebsonsecurity.com/2019/03/facebook-stored-hundreds-of-millions-of-user-passwords-in-plain-text-for-years/

«KpeaTuBHasi» ayTeHTU(UKaLMs No NaposIito
[Tpobnema: XpaHeHne naponemn

MEDICAL PILL PASSWORD
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Haxxe xopowive naposiu MOryT 6biTb YKPaaeHbl...

[MouyTun Kaxxabi DBA nuweT n
NCMOb3yeT pa3finyHbIe CKPUNTbI AN
aBTOMaTU3auun npouenyp
MOHUTOPUHIa 1 pe3epBHOro
KonmpoBaHus 6a3 gaHHbIX Oracle.

#!/bin/bash ] ]
RETVAL="sqlplus -silent scott/tiger <<EOF
SET PAGESIZE 0 FEEDBACK OFF VERIFY OFF
HEADING OFF ECHO OFF

SELECT * FROM emp;

EXIT;

EOF"

if [ -z "$RETVAL" ]; then
echo "No rows returned from database"
exit O

else

f_echo $RETVAL
i
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Haxxe xopowive naposiu MOryT 6biTb YKPaaeHbl...

lnea noHATHA, MNouTn kaxxabih DBA nuvweT n
HO nydLue MCMOosb3yeT PasnNYHbIe CKPUMTbI 014
NCMoJ1b30BaTb aBTOMaTM3auum npoLenyp
MOHUTOPWHIa U Pe3epBHOro
KonmpoBaHus 6a3 gaHHbIX Oracle.

#!/bin/bash
export DB_USER=backup_user
export DB_PASS='~/.secure_pwd_extractor
$ORACLE_HOME/bin/rman << EOF
connect target $DB_USER/$DB_PASSWORD
shutdown immediate;
startup mount;
backup spfile;

SEPS - “Oracle Secure External Password Store”
TexHonorus, noctynHa HaumHaga ¢ Oracle 10gR2
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TexHonorua “Oracle Secure External Password Store” (SEPS) (1)
CpaBHeHMe C ApyrumMm cnocobamm xpaHeHmsa Naponemn

CUSTOM: OaHHble “HagexHO” cnpsiTaHbl
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TexHonorusa “Oracle Secure External Password Store” (SEPS) (2)
CpaBHeHMe C ApyrumMm cnocobamm XxpaHeHus Naponemn

CUSTOM: OaHHble “HagexHO” cnpsiTaHbl SEPS: NaHHble 3awmndposarbl 3DES
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Baseline Security (O6ecneueHne 6a3oBoro ypoBHsi 6esonacHocTun) (2)
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Cnacunbo

Hukonau [1aHoOKOB
Begywmm koHcynbTaHT, Oracle CHI

25  Copyright © 2020 Oracle and/or its affiliates. | Public



ORACLE



