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1. Disclaimer

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon in
making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.

In the document, value of information such as user name, password etc. is shown as XXXX
or YYYY etc. Also if actual value is shown consider it as an example value.

2. Introduction

Background

Oracle Cloud Infrastructure (OCI) is a set of complementary cloud services that enable you to
build and run a wide range of applications and services in a highly available hosted
environment. Oracle Cloud Infrastructure offers high-performance compute capabilities (as
physical hardware instances) and storage capacity in a flexible overlay virtual network that is
securely accessible from your on-premises network.

3. Pre-Requisites

e To perform the steps in this tutorial, you must have an active subscription to Oracle
Cloud Infrastructure or a Free Trial Account.

e PuTTY and PuTTYGen installed
To generate an SSH key pair using the PuTTY Key Generator,

¢ Find puttygen.exe in the PuTTY folder on your computer, for example, C:\Program
Files (x86)\PuTTY. Double-click puttygen.exe to open it. Or you may download it from
here.

Q PuTTY Key Generator @

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:

(71 §5H-1 (RSA) @ 55H-2 RSA () §5H-2 DSA
MNumber of bits in a generated key: 2048
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e Accept the default key type, SSH-2 RSA.

SSH-2 is the most recent version of the SSH protocol (and is incompatible with SSH-
1). RSA and DSA are algorithms for computing digital signatures.

Parameters

Type of key to generate:
(71 55H-1 (RSA) @ 55H-2 B5A (71 S5H-2 DSA

¢ Set the Number of bits in a generated key to 2048 bits, if it is not already set with
that value.

This sets the size of your key and thus the security level. A minimum of 2048 bits is
recommended for SSH-2 RSA.

Mumber of bits in a generated key: 2048

e C(Click Generate.

e Move your mouse around the blank area to generate randomness to the key.

Note: the dotted red line in the image below is for illustration purposes only. It does not
appear in the generator pane as you move the mouse.

5’ PuTTY Key Generator . @

Eile Key Conversions Help
Key

Flease generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private ke
Parameters
Type of key to generate:

SSH-1 (R5A) i@ S5H-2 RSA SSH-2 DSA
Mumber of bits in @ generated key: 2048
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e The generated key appears under Public key for pasting into OpenSSH
authorized_keys file.

Key

Public key for pasting into OpenS5H authorized_leys file:
ssh{sa

AAAARINzaC Ty 2ZEAAAABICAAAG EANAKIEG 2aa AFh IOy 30 Bwp 2wCacc/hRN1g Fﬂl = |
opn+d/TBITaminCMchAuBYj416ES =l
+LuklghicWQRSTNECwimSashCw4IORPOPRLAMA Uk DC Bpclbabg Gy 1 RivwlLm 1AXF

wjdWHSb Rt Ok B 8/ Adk H Tw 3h BKOP TH /Qa Srp FevrSg Do MO 2y KNI -

Key fingerprint: ssh-sa 2048 54:b510:1718:ee:2b:d0:21.debc: 76:bb 96040

e The key comment is the name of the key that you will use to identify it. You can keep
the generated key comment or create your own.

Key comment: readeey-20140812

e If you want to password-protect your key, enter a Key passphrase and enter it again

for Confirm passphrase. When you reload a saved private key, you will be asked for
the passphrase, if one is set.
[ ]

Key passphrase: TIIIITIL

Corfim passphrase: ssssssss

While a passphrase is not required, you should specify one as a security measure to protect the
private key from unauthorized use.

There is no way to recover a passphrase if you forget it.

e Save the private key of the key pair. Depending how you work with the private key in

the future, you may need one saved in the PuTTY PPK format and one saved in
OpenSSH format. Let's do both.

o To save the key in the PuTTY PPK format, click Save private key to save the
private key of the key pair.

Save private key ]

You can name it anything you want, although you may want to use the same name as you used
for the key comment. The private key is saved in PuTTY's Private Key (PPK) format, which is
a proprietary format that works only with the PuTTY toolset.
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File name: rsa-key-2014080818.ppH

Save as type: |PuTTY Private Key Files (*.ppk)

You can use this key whenever you use Putty to perform SSH actions.

e To save the key in OpenSSH format, open the Conversions menu and select Export
SSH key. This will be the same key as above, just saved in a different format.

Conversions | Help

Import key

Export Open55H key
} Export ssh.com key {

== S — =

You can name it anything you want, but to keep track of your keys, you should give it the same
name as the key you saved in PPK format in the previous step. You can also use any extension
(or no extension), but let's use .ssh, to make it clear what format it is.

File name: rsa-key-2014080818.ssh|

Save as type: | All Files (*.%)

You can use this key whenever you use OpenSSH to perform SSH actions using ssh utitlities
that support OpenSSH, for example when using Linux in a command shell.

e Now you need to create the public key to be paired with the private key(s) you just
created. However, clicking the Save public key button will create a public key that
won't work with Oracle Cloud services in certain cases. So, for the purposes of this
tutorial, there is no reason to save a public key using the Save public key button.

[Csafosiord) |
&/

Instead, proceed as follows.

e In the PuTTY Key Generator, select all of the characters under Public key for
pasting into OpenSSH authorized_ keys file.

Make sure you select all the characters, not just the ones you can see in the narrow window. If
a scroll bar is next to the characters, you aren't seeing all the characters.
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Public key for pasting into Open55H authorzed_keys file:

a: Cut

o Copy l%

e Open a text editor and paste the characters, just as you copied them. Start at the first
character in the text editor, and do not insert any line breaks.

1 bgjg,—m
BRRRR3NzaClyc2ERRARRIQRAROFAVNAKTEGZ taalFhI0y3Q8wp2wlace,//MEN1gFdopn+d
JrIBIlamjnCMchQRiuéY )41 6E3i+LukIgh]cWQSTNE] jCwInSaShOwd IORPOFPRLAMZ 10k0
CépcIbgbgGeylRiwlml AXFw] 4WNSbREOKBJE/ 1 AdkHTWIhBKOPTF] /QaSrpFavrigloIM
102yEN1+L1i PfALzThulSzz2q3+xVgEzU/ yqlia2 SMEXbh 2 dEMmmInN5 83 Jy ky tHbpic S0R
B4dYASKgWCFagDd/FEOF0DMi sKLyyv/ viLOWLKt 3yTSzAM] zBt fxpEanl6awgJOXZESCE
V0Zdwb54ZdrsiNFBxxMpIMEtIw=— rga-key-20140818

e Save the key as a text file, using the same root name as you used for the private key.
Add a .pub extension. You can give it any extension you want, but .pub is a useful
convention to indicate that this is a public key.

File name: rsadeey-20140801 pub

Save as type: [ MNormal ted file ()

Write down the names of your public and private keys, and note where they are saved. You will
need the public key when creating service instances in, for example, Oracle Java Cloud Service
and Oracle Database Cloud - Database as a Service. You will need the private key when trying
to access a service instance's virtual machine via SSH.
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4. Signing in to the OCI Console

Oracle Cloud Infrastructure Identity and Access Management (IAM) Service lets you control
who has access to your cloud resources. You control the types of access a group of users has
and to which specific resources. The purpose of this lab is to give you an overview of the IAM
Service components and an example scenario to help you understand how they work together.

Pre-requisites:
e Oracle Cloud Infrastructure account credentials (User, Password, and Tenancy)
e To sign in to the Console, you need the following:
o Tenant, User name and Password
o URL for the Console: https://console.eu-frankfurt-1.oraclecloud.com/

o Oracle Cloud Infrastructure supports the latest versions of Google Chrome,
Firefox and Internet Explorer 11

In this Lab, you will sign in to the Oracle Cloud Infrastructure console using your credentials.

1. Open a supported browser and go to the Console URL: https://console.eu-frankfurt-
1.oraclecloud.com/.

2. Enter your tenant name and click Next

Q Products  Resources Support Events Developer @ View Accounts ’Qa Contact Sales

| BN 1 &} WAL o7 AN Vs AR R

ORACLE :
Cloud Cloud Guard available on OCI

Identify and prevent security misconfigurations for free

Cloud Account Name (-]
Learn more

oracleoci

Forgot your cloud account name? Get help

Do you have a Traditional Cloud Account? Sign In
New OCI Logging Services Only First
Centralize all your logs,
and retain them for longer. 0-0 5 1 OG B

Not an Oracle Cloud customer yet? GB/month Free

[ Learn more

3. Oracle Cloud Infrastructure is integrated with Identity Cloud Services, you will see a
screen validating your Identity Provider. Click Continue.
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oracleoci Change Tenant

Single Sign-0On (SSO)

We have detected that your tenancy has been federated to another Identity
Provider.

Select your Identity Provider below.

Identity Providers

oracleidentitycloudservice s
Oracle Cloud Infrastructure Direct Sign-In (9 v

4. Enter your user name and password
o Username: instructor will provide username

o Password: instructor will provide password
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ORACLE Cloud

oracleoci

Oracle Cloud Account Sign In

User Name

User name or email

Password

Password

Need help signing in? Click here

5. When you sign in to the Console, the dashboard is displayed.

E Read about Oracle’s commitment to our customers during the COVID-19 crisis Show details X

Search for resources and services

Germany Central (Frankfurt) v 1 & 0O
. All systems operational
Collapse ~
Qu‘(k Adlons e View health dashboard
COMPUTE AUTONCMOUS TRANSACTION AUTCNOMOUS DATA WAREHOUSE ~t A
0 [
[ Account Center
Create a VM instance Create an ADW database
Create an ATP database
2-8 mins 3-5 mins
35 mins
NETWORKING OBJECT STORAGE 1 NETWORKING
Set up a network with a wizard Store data Set up a load balancer
2-2 mins 2.6 mins & mins
Start Exploring Collzpse ~

- Key Concepts and Terminology m Jumpstart your Cloud Skills
DepioyWebslacititpre DOCUMENTATION BLOG
Explore Developer Tooks To get started with Oracle Cloud Infrastructure, familisrize yoursef with some key

Learn about the virtual training classes that Oracle
concepts and terminclogy.

Cloud provides. Our online course offerings include
mare than 150 videas with more than 30 hours of
content,

Wanage Bils

Getting Started with MuShop
Basic

Familiarize yourss¥ with cloud native ssrvices on
Oracle Cloud Infrastructure by working through
this purpose-buik micraservices dema appication.

Conlée Prefer
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5. Creation of a compartment

A compartment — is a collection of related resources that can be accessed only by certain
groups that have been given permission by an administrator in your organization. When you
first start working with Oracle Cloud Infrastructure, you need to think carefully about how you
want to use compartments to organize and isolate your cloud resources. Compartments are
fundamental to that process. Most resources can be moved between compartments.

In order to view and create a compartment in your tenancy, please navigate to Main Menu,
Governance and Administration section, Identity and select Compartments.

Search for resources and services

Big Data

Digital Assistant

E AUTONO
Data Catalog d PROCES!

Data Flow » Create

Data Science 3-5 mins

OBJECT
Analytics

Store d
Resource Manager

2-8 mins

Email Delivery
Application Integration
Monitoring

Logging

D lopes
Key Concepts and Tel

Marketplace DOCUMENTATION

To get started with Oracle Cloud In
concepts and terminclogy.

Classic Data Management Se Users
Classic Infrastructure Services

Groups

ce and A tic Dynamic Groups

Account Management > Netwo

ldentity Policies.

Security > Compartments
Governance 2 Federation
Administration b Authentication Settings

https://console.eu-frankfurt-1.oraclecloud.com/identity/compartments

» Click on “Create Compartment” and fill the information:
Name: Demo
Description: Compartment for resource testing Parent Compartment: root
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Identity

Users

Groups

Dynamic Groups
Network Sources
Policies
Compartments
Federation

Authentication Settings

To learn more about compartments in OCI, please visit: https://docs.cloud.oracle.com/en-

Search for resources and services

Create Compartment Help Cancel

NAVE

Demo

DESCRETION

Compartment for resource testing Parent Compartment: roof]

PARENT COMPRRTMENT
oracleoci (root)

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of

keys and values that can be attached to resources.

Learn more about taggin

TAG NAVESPCE

None (add a free-form tag) <

+ Additional Tag

tral (Frankfurt) v

us/iaas/Content/Identity/Tasks/managingcompartments.htm
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6. Deploy a sample application
using Resource Manager

Download the MuShop zip file from github: https://github.com/oracle-quickstart/oci-
cloudnative/releases/latest/download/mushop-basic-stack-latest.zip

Please navigate to Main Menu, Resource Manager section and select Stacks.

= QORACLE Cloud Search for resourc

Block Storage

Object Storage

Networking

Database
Autonomous Data Warehouse

Autonomous Transaction Processing

lutions and Platform

Resource Manager Stacks

Jobs

Choose the origin of the Terraform configuration: “My configuration”

B
o

Create Stack

Choose the origin of the Terraform configuration. The Terraform configuration outlines the cloud resources to provision for this

o Stack Information stack. Learn more
Configure Variabl © MY CONFIGURATION
Upload Terraform configuration files.
Review TEMPLATE

Select an Oracle-provided template or private template

SOURCE CODE CONTROL SYSTEM
Select a Terraform configuration from GitHub and GitLab.

EXISTING COMPARTMENT

Create a stack that captures resources from the selected compartment (resource discovery).
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Drag and drop the .zip file into the Stack Configuration window, fill in the name as
“MushopDemo”, description “Ecommerce Application Demo”, select “Demo” compartment
and select “Next”.

Select “Show advanced option?” an unmark “auto-generate public ssh key?” add the SSH
Public key you have created and select Next:

SHOW ADVANCED OPTIONS?
Shows advanced options, allowing enable customer managed encryption keys, select your ssh key, and other advanced options. NOTE: Only encryption
and ssh key changes are available as Always Free resources, other advanced options may not be available on the Always Free.

&)

Configure Variables

OO

Review ([ AuTO-GENERATE PUBLIC SSH KEY?
Auto-generate a public key and assign to the compute instances. Uncheck to provide your own public key or leave blank not to use any attach any key ta
the compute instance.

SSH PUBLIC KEY OPTIONAL

° CHOOSE SSH KEY FILES PASTE SSH KEYS

¢t Drop files. Browse
SSH public key (.pub) files only.

In Advanced Resource Option section, uncheck “use only always free eligible resources?”
(this is due because some of “always free” resources are not available in all availability
domains. The Mushop Terraform stack does not allow to select the availability domain).

Advanced Resource Options

D USE ONLY ALWAYS FREE ELIGIBLE RESOURCES?
*** Unchecking this may use options that are not included or supported by Always Free eligible resources

PUECRS S I S R S

Change the Shape for the Load Balancer (100Mbps):

~ ) Advanced Resource Options - Load Balancer
(v) Stack Information

e Configure Variables SELECT A SHAPE FOR THE LOAD BALANCER OPTIONAL

© Beview I 100Mbps 2
A load balancer provides automated traffic distribution from one entry point to multiple servers in a backend set. The load balancer ensures that your
services remain available by directing traffic only to healthy servers in the backend set.

Change the Shape for the Compute Instances (VM.Standard.E2.1):
N SELECT A SHAPE FOR THE COMPUTE INSTANCES
@ Stack Information
" . VM.Standard.E2.1 -
e Configure Variables [ Standard ~

A shape is a template that determines the number of GPUs, amount of memery, and other resources allocated to a newly created instance.

0 Review
COMPUTE IMAGE OS

Oracle Linux

Select “NEXT:
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Create Stack

@ tack Information Configure the variables for the infrastructure resources that this stack will create when you run the apply job for this execution
e Configure Variables plan.

@ BReview

General Configuration

NODE COUNT

2

<>

Choose the number of compute instances to deploy.

Optional Configuration

Cancel

Review the configuration and select Create:

Create Stack
Verify your configuration variables, and then create your stack. Due to limited space, we show only variables without default
@ St TR values or that you edited.

() Configure Variables

e Review

Stack Information
Name mushop-basic-stack-latest-20210211090710

Description

Compartment ...asfqgza Show Copy

Terraform version

Back | Cancel

0.13.x

Wait for the stack to be created and select it by clicking on it:

Resource Manager Stacks in Demo Compartment

Stacks

(@) samvie solutions are now availabls for creating stacks. Use a sample solution to deploy cloud resources from a provided Terraform configuration
Jobs

Creale Stack

List Scope

Name Description State Created
COMPARTMENT MushopDema Ecommerce Application Demo @ Active Mon, May 11, 2020, 07:32:01 UTC
Demo s
tatallors (root¥Dema
Tag Filters

add | clear

The terraform stack is loaded , so now it has to be deployed by executing Terraform actions.
Select the “Terraform action” button and select “Apply”:
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Resource Manager » Stacks » Stack Details

MushopDemo

| EditStack | | Move Resource | | Terraform Actions v || More Actions +

Plan

Stack Information Ta

Apply

Description: Ecommerce Applic Import State

OCID: __mdnkbg Show Copy Destroy

ACTIVE Created: Mon, May 11, 2020, O0F szvrore
Resources Jobs
Jobs Name Type

Variables

Work Requests

Review the configuration and select “Next™:

Apply

NAME OFTIONAL

| apply-job-20200511104048

APPLY JOB PLAN RESOLUTION

| Automatically approve

Choose automatically approve or from the latest succeed plan job to apply

TAGS OFTIONAL

Tagging is a metadata system that allows you to organize and track resources v
Learn more about tagging

TAG NAMESPACE TAG KEY

| None (add a free-form tag)

<>

E Resources defined by this stack will be deployed immediately. IT you wi
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While you wait until the “Apply Job” is deployed and it’s status color changes to green scroll
through the logs at the bottom of the page and notice the terraform code being executed and
infrastructure being provisioned.

nload Logs | Show Timestamps

Initializing provider plugins...

The following providers do mot have any version constraints in configuration,
so the latest version was installed.

To prevent automatic upgrades to new major versions that may contain breaking
changes, it is recommended to add version = constraints to the
corresponding provider blocks in configuration, with the constraint strings
suggested below.

version =
m: version =

splate: version =
Terraform has been successfully initialized!

You may now begin working with Terraform. Try running to see
any changes that are required for your infrastructure. All Terraform commands
should now work.

If you ever set or change modules or backend configuration for Terraform,
rerun this command to reinitialize your working directory. If you forget, other
commands will detect it and remind you to do so if necessary.
random_string.autonomous_database_wallet_password: Refreshing state... [id=none]
random_id.mushop_id: Refreshing state... [id=HT4]
data.template_file.mushop: Refreshing state...
data.oci_objectstorage_namespace.user _namespace: Refreshing state...
data.oci identity availability domains.ADs: Refreshing state...
oci_database autonomous_database.mushop autonomous database: Refreshing state... [id=ocidl.autonomousdatabase.ocl.eu-frankf
data.oci limits services.test services: Refreshing state...
'ty policy.mushop_allow object storage lifecycle: Refreshing state... [id-ocidl.policy.ocl..aaaaaaaaon7ojplyzp6po6)

When the Apply job is finished you will observe the public IP of the application at the end of
the log. Make a not of your specific IP :

autonomous_database password = 1mkl<¥w67C}vhUAps
comments = The application URL will be unavailable for a few minutes after provisioning, while the application is configured

dev = Made with % by Oracle A-Team
1b_public_url = http://132.145.224.225

Open a browser windows and enter the 1b_public_url IP address. You will notice the web
application loading:
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Congratulations, you have just deployed a fully functional Ecommerce application using
Resource Manager!

The application topology is as follows:

ORACLE CLOUD INFRASTRUCTURE (REGION)

r ---------------------------------------------- : -

i | Availability Domain 1 ! < u:5 >
- 1 : P o omEoTm e m——— 1 ! s00

H 1 Regional SubnetA  Load Balanced | b

| ! 10.1.20.0/24 Web Servers 1 H ID & Access

1 1 : : Management

i i ! !

! ! 2 @ . ; ; .

| | ! :

: ° = o—:— Virtual Machine (Micro) : :

H H 1 1 Autonomous

: : _@ : : Database

: Load Balancer : i i

| (Micro) | Virtual Machine (Micro) | i

i e — !

! VCN : Object

1 1 Storage

jotooms

Browse through the OCI Console and review the infrastructure that has been provisioned.
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7. Set an CPU load alarm

Navigate to Main Menu, Compute, Instances

DRA{: l_E G|C}UC:| Search for resources and services

1{ Core Infrastruciure
Compute > Instances
Block Storage

Object Storage

Networking

Select the first of the two computer instances:

Compute Instances in Demo Compartment

Instances Create Instance

Dedicated Virtual Machine Hosts

Name Status Public IP
Instance Configurations
mushop-7486-1 @ Running 130.61.156.95
Instance Pools
mushop-7486-0 EEEERES @ Runnin 130.61.50.118
Cluster Networks £ - 4

Scroll down until you reach the Metrics section and the CPU Utilization chart:
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Resources

METRIC NAMESPACE @

Metrics oci_computeagent

<>

Attached Block Volumes

Attached VNICs Metrics

Boot Volume

START TIME END TIME QUICK SELECTS
Console Connections
May 11, 2020 8:30:48 AM = May 11, 2020 8:35:48 AM 9| | Last hour o~

w

Interval | 1minute Statistic | Mean ¥

Work Requests

0S Management

100

&0

&0

Percent

40

20

N

08:31 08:32 08:33 0834 08:35
Time (UTC)

Select the Options button and select the Create an Alarm on this Query option.

Metrics

START TIME END TIME QUICK SELECTS

May 11, 2020 8:30:48 AM | | May 11, 2020 8:35:48 AM ] | | Last hour o

W

CPU UTILIZATION @ Options ~ MEMORY UTILIZATH

View Query in Metrics Explorer

Interval | 1 minute ¥ Stafistic | Mean ¥

- .~ Copy Chart URL

30 Copy Query (MQL)

60
E Create an Alarm on this Query |-
£ 40

Table View
20 .
0 N 0
08:31 08:32 08:33 05:34 08:35 08:31
Time (UTC)

You will now be redirected to the Create Alarm page:
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Fill or select the values in the required fields as follows:
Alarm name: CPUAlarm
A;arm Severity: Critical
Alarm Body: High CPU Usage
Compartment: Demo
Metric Namespace: oci_computeragent
Metric Name: CpuUtilization
Interval: 1m
Statistic: mean
Dimension name: should be already populated
Dimension value: should be already populated
Trigger rule:

Operator: greater than

Value: 70

Trigger delay minutes: 1
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Create Alarm

! Your alarm is almost complete. Fill in all remaining required fields below

Define alarm Switch to Advanced Mode
ALARM NAME ALARM SEVERITY (%)
CPUAlarm Critical <

ALARMBODY OFTIONAL (T)

High CPU Usage

Limited to 1000 characters (14/1000)

Tags (optional)
Tagging is a metadata system that allows you to organize and track alarms within your tenancy.

TAG NAMESPACE TAG KEY VALUE

None (apply a freeform tag) 2 X

Metric description

The meiric to evaluate for the alarm.
COMPARTMENT METRIC NAMESPACE (7) RESOURCE GROUP  OPTIONAL (7)

Demo < oci_computeagent s No resource group S

tatallors (root)Dema No resource groups for selected compartment and namespace

METRIC NAME (2 INTERVAL (B STATISTIC (3

CpuUtilization s im z Mean oS

Metric dimensions

DIMENSION NAME @ DIMENSION VALUE @

X

resourceld ot ocid1.instance oc1.eu-frankfurt-1.antheljt7balatic7wjgdtuz2oxt4c6ky 3cfmertsiactr2ksxvn

AGGREGATE METRIC STREAMS ~+ Additional dimension

Trigger rule

The condition for putting the alarm in the firing state

OPERATOR (7) VALUE (3 TRIGGER DELAY MINUTES ()

greater than - 70|

a“

1

Keep scrolling down, now you have to add a notification:
Notifications

Destination service: Notification Service

Check the Repeat Notification check box

Notification frequency: 5 minutes
Select the Create a Topic button:

Topic Name:CPUOQOverUtilized

Subscription Protocol: email

Add your email address where to receive the notifications

Select Create Topic and Subscription
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Destinations

Create a topic

DESTINATION SERVICE @ COMPARTMENT @ OPIC @

Notifications Service % | | Demo v

tatallors (root¥Demo @ This is required

REPEAT NOTIFICATION? (IF ALARM CONTINUES TO FIRE]
IOTIFICATION FREQUENCY

5 minutes <

‘SUPPRESS NOTIFICATIONS

Create a new topic and subscription

FOPIC NAME [OPIC DESCRIPTION OFTIONAL

CPUOverUtilized

Email ot

Create fopic and subscription Cancel

Select the Save Alarm button.

Now that you have created an alarm check your inbox and confirm the subscription for the
alarm service, so you can receive notifications.

Now let’s generate some load to trigger the alarms.

Navigate to Main Menu, Compute, Instances

ORAC LE G|DUC€| Search for resources and services

Core Infrast
Compute b Instances
Block Storage

Object Storage

Networking

Select the first of the two computer instances:
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Compute

Instances

Dedicated Virtual Machine Hosts
Instance Configurations
Instance Pools

Cluster Metworks

Instances in Demo Compartment

Create Instance

Name

mushop-7486-1
mushop-7486-0

Status
@ Running

@ Running

Public IP

130.61.156.95

130.61.50.118

Make a note of the public IP of the instance and create a new connection using Putty.

Enter the public IP in the Host Name (or IP address) text box

PuTTY Configuration ? X
Category:
=)+ Session Basic options for your PuTTY session
I._ogging Specify the destination you want to connect to
=) Teminal
L Keyboard Host Name (or IP address) Port
. Bel 130.61.156.95) 22
- - Features Connection type:
= Window (ORaw (OTelnet (O Rlogin @SSH (O Serial
;22::::3?& Load, save or delete a stored session
Translation Saved Sessions
- Selection

Also navigate to Connection, SSH, Auth using the Category: tree , select the Browse
button and add the private key corresponding to the public key you have used when creating

the Resource Manager stack and select Open and log in as the “opc” user:
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Moot ||

Help

Category:
- Features ~ Options controling SSH authentication
= Window
. L. Appearance [] Display pre-authentication banner (SSH-2 only)
. - Behaviour [_] Bypass authentication entirely (SSH-2 only)
. Translation -
| L. Colows [] Attempt authentication using Pageant
& Connection (] Attempt TIS or CryptoCard auth (SSH-1)
- Data [V] Attempt "keyboard-interactive” auth (SSH-2)
= SSH (] Allow attempted changes of usemame in SSH-2
- Kex Private key file for authentication:
- Hostkeys Browse.
- Auth
L X11
- Tunnels
- Bugs
- More bugs v
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Now let’s install the stress application. Run the following two commands:

sudo yum install -y stress

Once the installation process is finished, load the CPU by running the following command:

stress -¢ 10 -t 300

This will overload the CPU for 5 minutes.

You should check your inbox and verify that the alarm notifications have arrived.

Navigate to Main Menu, Monitoring, Alarm Status and check the status of your current
alarm:
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Adjust x-axiz (window of daf

Application Integration lj

Monitoring Sernvice Metrics
Metrics Explorer
Alamm Status

Alarm Definitions

PSS A dd P s T

Select the alarm you have created and verify the current and historical state:

@ CPUAlarm

IAR Alarm fires when the mean() of this metric is greater than the threshold value of 70, with a trigger delay of a minute

ALARM SEVERIT’ chmcal

ALARM BOD High CPU Usage

EVALUATION Compartment: Demo Notifications: 1 destination (details)
Namespace: oci_computeagent Repeat notification: Repeats every 5 minutes
Resource group: All resource groups Suppression: Not suppressed
Metric: CpuUtilization Last updated: 2020-05-11 08:49 UTC
Statistic: mean()

Interval: m

Aggregation: None

Dimensions: resourceld:ocid1.instance.oc1.eu-
frankfurt-
1. anthelt7 balatic7wjgdtuz2oxtaceky3cimer
fsiactr2ksxvn4cxtks6a

AGS No tags applied

Alarm history

START TIME END TIME QUICK SELECTS SHOW DATA TABLE

May 11,2020 6:07:58 AM 21| May 11, 2020 9:16:48 AM [ | Last hour z

Percent

Adjust x-ax7s (window of data display)

om-10 o815 o820 oazs o830

» Query 1 (1 metric streams)

CpuUtilization(12s] {resourceld = “ocid] instance.oc . eu-Frankfurc-1 ancheljt Thelas iy dcimerfiscu dkommdcntste”) meen()

Transition time Transition state
2020-05-11 0913 UTC Ok

2020-05-11 09:07 UTC Firing
2020-05-11 09:05 UTC Ok

2020-05-11 09:01 UTC Firing
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8. Set an Instance Termination event
and notification

In order to create an event you need to navigate to Main Menu, Application Integration,
Events Service

Resource Manager
Email Delivery

Application Integration > Integration

Monitoring > Nofifications

Logging p Evenis Service

Developer Services p Content and Expernience

And select the Create Rule button:

Rules trigger actions for selected event conditions. Learn mare.

Rules
|
Metrics
Name
List Scope
Select the following:

DisplayName: InstanceTermination

Sevice Name: Compute

Event Type: Instance — Terminate Begin

Action Type: Notifications

Topic: CPUOverUtilized
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Create Rule

DISPLAY NAME

InstanceTermination

DESCRIFTION

Rule Conditions

Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Leam

more
SERVICE NAME EVENT TYPE
Event Type w Compute v Instance - Terminate Begin % x v ped
— Another Condition
Actions

Actions trigger for the specified event conditions. Learn more

ACTION TYPE NOTIFICATIONS GOMPARTMENT TOPIC

T
D

Rule Logic

MATCH event WHERE (
eventType EQUALS ANY OF (
com.oraclecloud. computeapi.termi
nateinstance.begin
)
)
View example events (JSON)

Validate Rule

~

Notifications |  Demo < | EPuoverutilizea

2= Advanced options

Create Rule ancel

Terms of Use and Privacy  Cookie Preferences

-+ Another Action

Copyright © 2020, Oracle and/or its affiliates. All rights resen

Once the event is created, proceed and terminate one of the compute instances you have

provisioned and check your inbox for the notification.
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