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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied upon in making purchasing
decisions.

The development, release, timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion of Oracle Corporation.
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CopeprkaHue

- be3onacHocTtb Oracle Cloud Infrastructure 2.0 (OCl) 15 MUH
- Cepsucbl bezonacHocTn OCI - OCI Web Application Firewall, OCI DNS Zone Management n

OCI Key Management, apxutekTypa 6e3onacHocTn Tunosoro npunioxkeHuns 8 OCI 20 MUH
- HanoxeHHas 3awmTa API npn nomowm OCI API Gateway 15 MUH
- MoHuTopuHr n koHtponb puckos Ib B OCI npn nomowm OCI Cloud Guard n Maximum

Security Zones 15 MUH
- MoHuTopuHr n koHTponb puckos Vb B Oracle SaaS, OCl, AWS n Azure ¢ NnoMOLLbO

Oracle CASB 5 MUH
- [mbpuaHbin IDaaS c Oracle Identity Cloud Service (IDCS), nHTerpaunsi ¢ OHNpeM AOMEHOM

yepe3 AD Bridge n c oHnpeM cuctemMamu Yepes Provisioning Gateway, SCIM Gateway 15 MUH

- WHTerpauymsa IDaaS B busHec-npoueccbl 6e3onacHOCTM (cornacoBaHme OoCTyna, KOHTPOsb
pa3geneHns NoJIHOMoYNN, cepTuukaums gocTyna, ynpasneHne ponsmm) Yepes Oracle
|dentity Governance 15 MUH
- Pa3BopaumBaHue Oracle ldentity & Access Management Ha OCI kak terraform-cTeka 4yepes
OCl Resource Manager 10 MUH




besomnacHoctp Oracle Cloud
Infrastructure 2.0 (OCI)

0630p (15 MUH)
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Instance Virtual Network Monitoring

« Tenant Isolation e |Interface e 3rd Party Securit
Data/Database « Hardened Images Segmentation v

* At-Rest-Crypto « Virtual Taps « Security Lists + NGFW

+ TDE « Hardware Entropy  Private Networks + IPS -

+ DataGuard * SSH Keys  Bastion Access » User Monitoring
« In-Transit-Crypto . Certificates SSL Load Balancing « Configuration

* SSL/TLS « Root-Of-Trust Card FastConnect (Direct) Monitoring

« NNE - Signed Firmware FastConnect (Carrier) * Logging

* Keys « Hardware Security IPSec VPN « Compliance
* Managed Keys Modules (HSM)
» Custom Keys

» Managed Vault

Identity

* |dentity Federation
» Role-Based Policy
* Compartments & Tagging
* Instance Principals
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N3onaumna (Customer Isolation)

- [lBa Bnaa nsonaymm
- Tenant-level — n3onauua ot «WyMHbIX cocegen» n ot coTpyaHmnkos Oracle (Bare Metal
Compute, VCN / Subnets, Data-at-rest wundpoBaHue)
Compute: Bare Metal, Dedicated VM Host
VCN pa3finyHbIX TEHAHTOB M30/IMPOBaHbl Ha ypoBHe OSI L3
Public / Private nogcetu, VCN Peering, Security Lists, Network Security Groups
Service Gateway ons goctyna K cepsmcam OCl n3 private subnet

- Resource level — nsonaumsa BHyTpu ¢’
TeHaHTa (Compartments / IAM
policies)

Hypervisor

Bare Metal cepeep Bare Metal cepsep

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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LLincppoBaHue gaHHbix (Data Encryption)

- LndpoBaHme XxpaHnuLL, AaHHbIX

- Block Storage / Boot Volumes - windpoBaHue At-rest (AES256), Kntoum aBToOMaTUYECKU
reHepupytoTcs Oracle nnm 6epyTtca ns KMS Vault, In-transit wuudpposaHme (BO3MOXHO A8
PARAVIRTUALIZED pexwnma)

- Object Storage - client-side wundpoBaHne KNtoHaMm 3akasumka, wudgposaHmne At-rest (AES256)
KntoYamm, yripasngemMbiMm Oracle (nnun vepes Key Management Service), TLS ans In-transit

- File System Storage — wndpoBaHue At-rest (AES256) kntoyvamm, ynipasngemMbiMn Oracle (nnu
yepe3 Key Management Service), In-transit

Data Transfer Service — ctaHgapTHble yTUAUTbI Linux dm-crypt n LUKS
- LlJmcprBaHme Ha ypoBHe CYB/[ (ATP, ADW, DB Systems)
- At-rest — Oracle TDE gna damnnos CYBE[1 n 63kanos, Key Store / Wallet ons mactep-kntoya

- JononHutenbHoe wndpoBaHue 63kanos RMAN (onuuoHanbHO), 63Kanbl NOMELLaTCA B
Object Storage

- In-transit — wudposaHune Oracle Net Services (AES, DES, 3DES, RC4)
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Security Controls: IAM (identity & access mgmt) cepsuc
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Object Storage

Bucket

Tenancy
Users Groups Policies
Userl = GraupX PolicyA: allow group GroupX to manage all-resources in compartment CompartmentA
User2 GroupY
PolicyB1: allow group GroupY to manage all-resources in compartment CompartmentB
Instances Dynamic PolicyB2: allow dynamic-group DynGroupZ to use buckets in compartment CompartmentA
Groups
Instancel
= DynGroup’
Instance2 ¥ g
CompartmentA CompartmentB

Object
Storage
Bucket

Load

Compute Block
Balancers

Instances Volumes




Security Controls: AyteHTudunkauums

- Mg nonb3oBaTtens / naponb ansa goctyna B OCl koHcoNb
- API Signing Key ona noctyna Kk REST API
- BbizoB REST API yepes TLS1.2

- Private-knto4 pacnosiaraeTcs ToNbKO Ha CTOpoHe 3aka34dunka, B OCl xpaHutcsa Tonbko Public-
K104

- [Mapa kntoyen RSA 2048-bit
- [lapa SSH-knto4ven gna ayteHTudukaumm B Compute Instance (ana Linux)
- 2048-bit RSA nnn DSA, 128-bit ECC
- Auth-TokeHbl
- Onsa nHterpaumm c 379 party API, koTopble He nogaep>xmsatoT API signing key
- Multifactor Authentication (MFA)

- Yepes3 mobunbHoe npunoxxenme — Oracle Mobile Authenticator, Google Authenticator (TOTP,
Push-yBeoomnenuns)

- Instance Principal — ayteHTudukaumsa onsa Compute Instance no ceptudpmkatam
- QepepaTtnBHoe SSO (B kayecTBe IdP - Identity Cloud Service, Azure AD, ntobon SAML)
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Security Controls: ABTopusauus

Verb Permission Onepauua API

> READ s VOLUME_INSPECT —""

- READ+

5
!

I

USE M \/OLUME_UPDATE

Volumes-Family

g VOLUME_WRITE

USE+

— -

- Pecypcbl OCl noMewatoTcs B KOHTenHepbl — Compartments, 4OCTYMN K pecypcaM BHYTpU
KOHTenHepa pasrpaHnydmsaeTca IAM-nonntukamm
- Zero Trust — Mo yMO4aHuMIO NMosib30BaTesIn He NMEIOT Mpas
- [Monutuka: Allow <subject> to <verb> <resource-type> in <location> where <conditions>
- [Mpumep: allow dynamic-group FrontEnd to use load-balancers in compartment ProjectA
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BbicoKasa JOCTYNHOCTDb

- 14+ OCI pernoHos, B KaxkgoM pernoHe — 3 (*) pomeHa goctynHocTtu (Availability Domain), B
Ka>kK[A0OM JOMeHe OA0CTYNHOCTU — TpU «aoMeHa oTka3a» (Fault Domain)
- (*) - HekoTOpble pernoHbl BpeEMEHHO C OAHUM OOMEHOM OOCTYMNHOCTM

Region 1 Region 2 Region N

Availability Domain 1 Availability Domain 2 Availability Domain 3

Fault Domain 1 Fault Domain 1 Fault Domain 1

Fault Domain 2 Fault Domain 2

Fault Domain 2

Fault Domain 3 Fault Domain 3 Fault Domain 3
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OCl Security - Bce B 0ogHOM
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CepBucsl 6e3onacHoctu OCI

OCI Web Application Firewall, OCI DNS Zone

Management 1 OCI Key Management, apxutekTypa
6e3onacHocTK TMnoBoro npunoxenms B OCl, 063op 1

nemMo (20 MuH)




OCl Key Management

- HapexxHoe 1 be3onacHoe XxpaHUInLLE KTro4en

- YnpasneHue knto4vamm (create / delete, enable / disable, rotate), LMKNOM XU3HKN KOYeEN
(BKtOHAsA aBTOMATMYECKYHO POTaLMIO)

- HSM ceptudmumnposaH no FIPS 140-2 Security Level 3
- “Bring your own key” — MO>XXHO 3arpy>kaTb COOCTBEHHbIE K/HOYM

- AES 128 /192 / 256

Block Volumes &3

Object Storage

Bucket

File Storage gu

Streaming g

__,/' Oracle Kubernetes

/ Engine

COKE Cluster

Vaultl
Encryption

Encryption

Keyl

Key2

Vaultz...

" OCI Key Management Service




OCI DNS Zone Management

BoicokogocTynHbi DNS cepBuc
- YnpasneHune 3oHaMn 1 3anmcamm DNS g
- Wmnopt dhannos DNS 30H -
- Moppep>kka Secondary DNS

- [lepeHanpaBneHue Tpaduka (DNS Traffic . B
Management Steering Policies) m \ (- —
- Load Balancing / Failover / Geolocation / e S— B
ASN / AP Prefix OCl DNS V- . N
- 3awmeHHbI DNS | (.

- TSIG (Transaction Signature) — undpoBas
nognucb DNS nakeToB ons ayteHTUdMKauum
B npouecce Update’a

DDOS-3awuTa “always on”

- Ot Level 3,4-atak: SYN floods, UDP floods,
ICMP floods, NTP Amplification etc

17 Copyright © 2020, Oracle and/or its affiliates. All rights reserved. E




OCI WAF

- Hano>xeHHas 3awmuTa Beb-npmnnoxxeHmnm
- B OCl nnu B ntoboM gpyrom pacnono>kxeHmm -

- Protection Rules - 3awmTa oT TUNOBbLIX aTak Ha Beb-
NPUIOKEHNSA (XSS, SQL-I/IH'bEKLI,I/IM, CSRF, 3CKalauua

OKlX

End-User

Access Control

npuBUIerni CAPTCHA/Bot Mgmet
- >250 npasun 3awnTbl 4Na Beb NpUIoXXeHUn B OWASP Protection Rules .
cootBeTcTBMM ¢ OWASP
- Level 7 DDOS 3awmTa
- YnpaBsneHue 6oTamu 0al/ non-0C "

Web Application

- Javascript challenge, CAPTCHA
- Bot whitelisting
- KoHTponb goctyna
- Ha ocHoBe reorpaunyeckoro pacrnosioXXeHums
- Ha ocHose IP agpecos, MMeHU OOMeHa U T.4.
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| [\ \EET77 1111777,

OCI WAF Threat Intelligence

- “nnoxue” IP nocTynatoT 13 pasfinyHbIX NICTOYHUKOB M OOHOBMAKOTCH eXXKeaHEBHO

- ABUSE.ch, Bambenek Computing, BlockList.de, BruteForceBlocker Project, ProofPoint ET Labs,
Feodo IP Blocklist, Palevo, Webroot BotNets, Webroot Denial of Service, Webroot Mobile Threats,
Webroot Phishing, Webroot Proxy, Webroot Reputation, Webroot Scanners, Webroot Spam
Sources, Webroot Tor Proxy, Webroot Web Attacks, Webroot Windows Exploits, ZueS

- OyHKumoHan spemeHHo goctyneH Yyepes OCI CLI nunn OCI REST API
- o ymMon4yaHuo OTKSIKOHYEHO

Type “help™ for more info.
oleg_fayni@cloudshell:~ (eu-frankfurt-1)% oci waas threat-feed list --waas-policy-id ocidl.waaspolicy.ocl..aaaaaaaaxvdvhwzdokbdyueuggihbdogsxmdvzvsejgmpbgintippchgeiva
i
"data™: [
i

"action": "OFF",

"description " the IP blocklist includes known ZeuS Command & Control servers (hosts) around the world.Wwn™,

"key™: "bel@2fee-1348-493b-88ad-faS+f45a2998",

"name”: "Zeus Tracker"

is the blacklist of \"bad\" S55L certificates identified by abuse.ch to be associated with malwarein
65cdfaed-68c7-44aa-bIeb-812a2156eb29™,

or botnet activities.uwn",
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Hanoxxennasd s3amura API nipu
niomoitu OCI API Gateway

O630p 1 aemo (15 MUH)




OCI API Gateway

- HanoxeHHadqa 3awmTta APl egmHaga «Touyka BXoaa»
- [Ona npnnoxeHun B8 OCl nnm B ntoboM gpyromM pacrnosioxXxeHum
- AyTeHTudmnKaumns, aBTopmsaumns n orpaHNYeHmne 3anpocoB
- Banupauunsa API, TpaHcopmMaumsa 3anpocos u oTeeToB, nogaep>kka CORS (Cross-Origin
Resource Sharing)
- [na REST endpoint’os (Hanpumep, Ha Compute Instance nnn 8 OKE knactepe, nnm B Bac

B LLOL)
- [nga Oracle Functions OKE Cluster
- KoHTenHepsbl B OKE Ha 4 ~ Nodel Node2
OCHOBE OTKPLITOrO | ey
ctaHgapTa FN-project ® :
nternet [ p
Gateway Policies
Post Compute Compute
End-User ™ man [— instancel instance?
i | REST API |

REST API
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MOHUTOPUHT ¥ KOHTPOJIb PUCKOB
b B OCI ipu momoutu OCI Cloud
Guard u Maximum Security Zones

O630p 1 aemo (15 MUH)




OCI Cloud Guard

- UeHTpann3oBaHHbIN MOHUTOPUHI HacTpoek OCI, a Tak>XXe OencTBMM Nosb3oBaTelen
(3nemeHTbl UEBA)

- OCI Configuration Detector Recipe (Oracle Managed)

- OCI Activity Detector Recipe (Oracle Managed)

- Security Score Rating (@) Risk Score (@) Security Recommendations ()
OueHkKa COCTOSIHUA pUCKa B
+ Resolve VNIC without associated network security group problems in tar. ..
O CI I/I H (b pa CT py KType Good 0 * Resolve Object Storage bucket is encrypted with Oracle-managed key pro...

- PekomMeHpauuy no yny4yLueHumro
6e3onacHocTu B OCl TeHaHTe
- ABTOMaTM3auUUA YCTPaAHEHUSA

View Recommendations

Security Score 68

. Problems Snapshot Problems
HanaeHHbIX Npobnem yepes Grouped by
MEXaHUN3M «pecroHaepoB» compariment ©
(responders) -C.Fitil:a| cissandbox(ro%ﬂ} 1
High IDM-ofaynits W I
\ Medium Analytics [l ] >

Total m Low Platform NN .
= Minor stomine | |
OKEcluster I N
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OCI Security Zones

- ABTOMATU3MPOBAHHOE NPUMEHEHME NONINTUK BE30MACHOCTU A1 BU3HEC-KPUTUYHbIX
OAHHbIX (6€3 BO3MOXXHOCTU OTK/HOUYUTD)

- CHumxeHwue puckos Vb, cBS3aHHbIX C pa3MeLleHeEM AaHHbIX B 06/1a4HOM cpeae

- BcTpoeHHas akcnepTu3a («peLenTbl») Mo HacTpomnkam bezonacHoctm OCI

- be3onacHocTn Ha ypoBHe «oTaeneHnm» (Compartment-based Security)

.;I Wiiiliiﬁ. Search for resources, services, and documentation

Security Zones Security Zones

Security Zones automatically enforce security standards and best practices on resources in selected compartmen
violates a security zone policy. Learn More

Overview
Name Status Recipe
MSZ_test ® Active Maximum Security Recipe - 20200914 (Oracle Managed)

25 Copyright © 2020, Oracle and/« _ _ _ _
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MOHUTOPUHT ¥ KOHTPOJIb PUCKOB
b B Oracle SaaS, OCI, AWS u
Azure ¢ momoripio Oracle CASB

0630p (5 MUH)




Oracle CASB Cloud Service 4 OCI & Oracle SaaS (FA)

- HanoxeHHas 3awmTa OCI (“Security IN the Cloud”) — noBbiLeHMe NPO3pPayYHOCTM
ncnonb3oBaHms obnaka gna Vb, MoHuTopuHr 6esonacHocTy anga OCl (HacTpoex,
aoencTeunm nonb3osaTtenen BHyTpu OCI)

- HacTtpansaeTtcs Ha Compartment

- BbigBneHumne «puck-cobbiTUn» Ha OCHOBE NpegonpeaeneHHbIX NONTUK U BHELLIHNX
npoBanaepos yrpo3 (penytaums IP, URL n 1.4.)

- [lpnmep - Object Bucket c goctynom public

- ®opMUpoBaHME NHUMOEHTOB HAa OCHOBE PUCK-CODbLITUI

- Bo3mMoxkHa nHterpayms c ServiceNow

- BblumncneHue pucka, acCouMmMpoBaHHOIO C NOBeaeHNEM KOHEYHbIX Mosib30BaTesien
(UEBA) c anemMeHTaMn MalLMHHOIO 0by4YeHUs

- [peponpeneneHHble NONNTUKK, NpeaHacTpoeHHble ansa OC

- Oracle SaaS - BCTpoOEHHbI MOHUTOPUHI 0O BEKTOB C NOBbILLIEHHLIM PUCKOM

- MoXeT Tak>Xe UCnosb30BaTbCs C APYruMmn obniavyHbiMmn cucteMmamm — Oracle Saas, AWS,

Azure un T.A.
27 Copyright © 2020, Oracle and/or its affiliates. All rights reserved. E




Oracle CASB Cloud Service 4 OCI

!

SIEM Incident
o Splunk ServiceNow provider
Provider
| ¢ |
REST API —  Oracle IDCS IDP PRV
VN -
Policies Risk Events Incidents Okta / N"-.
A _III .
Reports Jashboard Jeen APl Calls /~OCI (Object Storage, Block /
Oracle CASB 4 ' »| Storage, Compute Instance,

. IAM, Kubernetes, VEN\
|.-"”'Subnets, Security Lists etg) /

. /

Y i

REST API . L/

? e A J
— .
I I -
Threat . .
Digital .
Intelligence ] - . Tor Abuse.ch Veridouds
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I'm6puanbiil IDaaS ¢ Oracle Identity
Cloud Service (IDCS), uaTerpanusi c
oHIIpeM AomMeHoM dyepe3 AD Bridge u
C OHIIPEM CHCTeMaMU Yepe3
Provisioning Gateway, SCIM Gateway

O630p 1 aemo (15 MUH)




Identity Cloud Service

- AyTeHTudmnkaums. -«
ABTopu3saums, SSO, “
nogaep>xka SAML,

OpenlD Connect, md—
OAuth2.0

- [lpepocTaBneHune F
OocTyna
(Provisioning) Marketing S

- lNoppep>kka

rmbpmnaHoro obnaka
(Prov Gateway, App
Gateway, AD Bridge)
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IDCS & SCIM Gateways

- SCIM Gateway — npunoxeHnue, TpaHcnmpytowme REST SCIM B API BbI30Bbl MHTErpMpyemMowu
CUCTEMDI
- [lo3BonseT nogkntounTb Yepe3d SCIM App Template ntobblie oHNpPeM 1 061a4YHbIE CUCTEMDI
- SCIM Gateway ans ka>kgomn cuctemsl, SCIM Gateway — Bug KOHHEKTOpa K LLeSIeBOU CUCTeMe
- SCIM Gateway Ha Node.js: https://github.com/oracle/idm-samples/tree/master/idcs-scim-
gateway-app
- Bo3mMoxxeH BapuaHT - oanH SCIM Gateway Ha MHOIro cucTem
- lNopoep>xmBaemsble 3rd-party SCIM Gateway: Kapstone, Aquera (3000+ apps, onprem &

cloud)
- Mo3sonstoT BbiHecTU SCIM Gateway B DMZ "y Cloud Apps = T —
- HeTt npsamoro inbound goctyna K NpuioxXeHunto rora By B0 A orores
= [}-E - ) -
Identity % ESF-}PSFEHHSE jﬁi Devices
Management
Platform & ﬁ:} ggﬂ?ﬂ:ﬁ |j'_| Queues

31 Copyright © 2020, Oracle and/or its affiliates. All rights reserved. E




32

Nuterpanusa IDaaS B 613Hec-IIPOIlECChHI
Oe3omacHocTH (coryiacoBaHue

IOCTyIIa, KOHTPOJIb Pa3/ieIeHUA
IIOJTHOMOYMH, CEPTU(UKALINA TIOCTYIIA,
yIpasjieHue poJsmu) yepes3 Oracle
Identity Governance

O630p 1 aemo (15 MUH)




Oracle Identity Governance (Identity Manager)

OHnpeM NpoayKT, HO MOXeT 6bITb pa3BepHyT B OCI
ABTOMaTU3aLUMUSA LMK XXU3HU YHETHOW 3aNMCU KOHEYHOI O Nos1b30BaTenNs
ABTOMaTM3aLMSA LUMKNA XN3HU POSIN KakK Habopa NoSIHOMOYNI
NHTerpauns oHnpeM n obsiayHbIX CUCTEM B BU3HEeC-Npouecchbl 6e30nacHOCTM KOMMaHnm
- 3anpoc gocTtyna / cornacosaHue gocTyna
- 3anpoc M3MeHeHMs CoCTaBa Ponu / CoriacoBaHme
- CepTtundmkaumnsa goctyna (npoBepka HEN3ObITOYHOCTM MOIHOMOYNI HA NepMoamn4ecKkon OCHOBE)
- CepTudmkaumsa ponm (Nposepka Henm3bbITOYHOCTM COCTaBa POJIN Ha Neproanyeckoir oCHoBe)

- KoHTponb coBMecTnMocTu nosiHoMmoumm (Segregation Of Duties — SOD) — npeBeHTUBHbIN U
OEeTEeKTUBHbIN, B KOHTEKCTe AOCTYrMa Nosib30oBaTens N B KOHTEKCTE PO, MHTErpauns c
npoLeccamm ceptudmkaumm Yyepes hakTop pucka

- OTyeTHOCTb, ONepaTuUBHAA U nctopuyeckas (c ncnonbsosaHmnem Bl Publisher)
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Identity Cloud Service vs Identity Governance

CKopocTb peanvsaumm

Oracle ldentity Governance

Oracle Directory Services Oracle Identity Cloud Service

Oracle Access Management

Onprem IDM Cloud IDM
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PazpopaunBanue Oracle Identity & Access
Management Ha OCI kak terraform-creka
yepes3 OCI Resource Manager

0630p (10 MUH)




Oracle Access Management

- OHnNpeM NpoayKT, HO MOXET bbITb pa3sepHyT B OC|
- KOHTpOSb AocTYyNa — ayTeHTUdMKaUUSA, aBTopm3aums
- [Moppep>kka ocHOBHbIX NMpoTokonoB: SAML, OpenlD Connect, OAuth2.0, Kerberos u T.4.
- MHorodakTopHas ayTeHTUdMnKauus
- WebSSO
- O®epepatmBHoe SSO
- [1lo yMOn4aHuMIo CTaHOapPTHbIN U JOKYMEHTMPOBAHHbLIN CNOCO6 3aLUNTbl MHOMUX
npunoxeHunm Oracle:
- Siebel
- Oracle e-Business Suite
- Primavera
- BI

- W pgpyrue
Mo>keT bbITb MHTerpmpoBaH c IDCS
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OCI Resource Manager

Terraform — npoaykT laaC (Infrastructure as a Code) ons aBToMaTU3auUUKM yripaBieHUs
0b/1a4HbIMM pecypcamMm
- [HexknapaTneBHoe onmcaHue pecypcos, State-dbann
- JlokanbHOe 1 yoaneHHoOe BbiNOJSIHEHNE KOMaHA (HanpumMep, ckpunTta ycTaHoBku [10)
- Cmopynem-nnarnHom ansg OC
- 3anyckaeT oCcHOoBHble terraform-koMaHabl
- Plan
- Apply
- Destroy
- RM Stack — Habop OCI pecypcos, onpegeneHHble B terraform-dopmaTe
- RM Job - terraform-pgencteue (Apply, Plan, Destroy)
- RM Variables — nepeMeHHble, ncnosib3yeMble BHYTPM cCKpunToB terraform
- Terraform-KoHUrypaumns MoxXeT bbiTb 3arpy>KeHa 1 Bblrpy>keHa
- Ctakum ans pa3snbix OCl npunoxenunn goctynHbl Ha OCl Marketplace
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Oracle Access Management 12.21.4 Ha OCli

End -Ts&r
MFA Challen gej
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Pecypchbl

- be3zonacHocTb OCI - https://www.oracle.com/a/ocom/docs/oracle-cloud-
infrastructure-security-architecture.pdf

- be3onacHocTb OCI (aokyMeHTauus) - https://docs.cloud.oracle.com/en-
us/iaas/Content/Security/Concepts/security overview.htm

- https://www.easyoraidm.ru - Easy ORA IDM npoekT (6510r Ha Temy Oracle
|dentity Management n Cybersecurity, by Oleg Faynitskiy) - BupTyanbHble
TPeHuHru, ctatomn, FAQ

- https://www.oracle.com/a/ocom/docs/cloud/oracle-cloud-threat-report-
2020.pdf - Oracle & KPMG Cloud Thread Report
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https://www.oracle.com/a/ocom/docs/oracle-cloud-infrastructure-security-architecture.pdf
https://docs.cloud.oracle.com/en-us/iaas/Content/Security/Concepts/security_overview.htm
https://www.easyoraidm.ru/
https://www.oracle.com/a/ocom/docs/cloud/oracle-cloud-threat-report-2020.pdf

Croacubo

Oleg Faynitskiy

Oracle CIS, oleg.faynitskiy@oracle.com
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